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Abstract—We present a functioning implementation of Kuang et
al.’s Quantum Permutation Pad (QPP) using the Qiskit
developmental kit on the currently available International
Business Machines (IBM) quantum computers. For this
implementation, we use a pad with 28 2-qubit permutation gates
that provides 128 bits of entropy. In this implementation, we
divide the plaintext into blocks of 2-bits each. Each such block is
encrypted one at a time. For any given block of plaintext, a
quantum circuit is created with qubits initialized according to the
given plaintext 2-bit block. The plaintext qubits are then acted on
with 2-qubit permutation operators chosen from a 28-
permutation QPP pad. Due to the inability to send qubits directly,
the ciphertext qubits are measured and transmitted to the
decrypting side over a classical channel. The decryption can be
performed on either a classical or quantum computer. The
decryption uses an inverse Quantum Permutation Pad with the
Hermitian conjugates of the corresponding permutation gates
used for the encryption. We are currently working on advancing
the implementation of QPP to include additional steps for
security and efficiency.

Index Terms—quantum communication, quantum encryption,
quantum decryption, quantum security, secure communication,
QPP, Qiskit, International Business Machines Quantum (IBMQ)

I. INTRODUCTION

With the recent development in the field of quantum
computing, increased interest in the field of quantum
encryption and quantum key distribution came to light. An
exciting new question is whether it is possible to establish
direct secure communication between two quantum
computers emerged. Indeed, at the 2022 Inside Quantum
Technology event a so-called “killer app” has been
discussed that would have the power to connect quantum
computers, create quantum networks, and perhaps even
quantum internet. That would require the secure key
establishment and encrypted communication between
various quantum computers that is efficient, available, and
flexible. Current quantum alternatives to the asymmetric
cryptographic algorithms, which are used mainly to
securely distribute keys for future symmetric encryption,
are Post-Quantum Cryptographic  Algorithms and
Quantum Key Distribution [1]-[5] The widely used
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symmetric encryption scheme, AES, was shown to be
secure against quantum attacks, provided doubled key
sizes [6]-[9]. There have been several quantum
implementations of AES proposed in the last few years
[10]-[14]. Grassl et al. presented a quantum
implementation of the AES which was later improved by
Kim et al. [10], [11]. More recently Langenberg et al.
further reduced the number of quantum gates required for
the for SubBytes operation [12]. In 2021, Wang et al.
presented an improved implementation of the AES-128 in
qguantum system that reduces the cost of qubits by 224
compared to Langenberg et al.’s work [13]. They showed
that the cost of implementing AES-128 on a quantum
system is 18040 Toffoli gates, 101174 CNOT gates, and
1976 X gates on 656 qubits. In 2020 Kuang and Bettenburg
proposed a unified symmetric encryption scheme, called
the Quantum Permutation Pad (QPP) [15]. That is, a
symmetric encryption scheme that can be implemented on
both quantum and classical devices allowing for secure
communication between two quantum computers, two
classical computers, and a classical and a quantum
computer.

In this paper, we will show a functional implementation
of the QPP that uses a significantly smaller number of
quantum gates, compared to AES, while providing 128-
bits of entropy. The said implementation is done on the
currently available publicly accessible quantum computers.
The main difference between the quantum implementation
of AES and QPP is that QPP does single-round encryption
that depends on the secret key. QPP also differs from the
quantum one-time pad schemes such as those presented by
Ambainis and Smith [16] and Boykin and Roychowdhury
[17]. In QPP the classical binary key is used to create the
permutation pad of quantum operators that are used for
encryption. The key size is the same for any massage and
is only chosen according to the desired size of the
permutation pad. Such a quantum pad is in the sense a key
itself since it carries private secret information that should
not be revealed but the nature of such a key is fully
quantum. On the other hand, for perfect encryption with
the quantum one-time pad, a key of the size 2n bits is
required to encrypt n qubits. The construction consists of
applying two classical one-time pads in two different bases,
the standard basis, and the diagonal basis. For QPP the
basis is not changed, in fact, the Hadamard gates are not
used in the implementation.
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Il. QUANTUM PERMUTATION PAD IMPLEMENTATION

Quantum Permutation Pad or QPP is a is a symmetric
cryptographic algorithm that leverages a set of chosen
quantum permutation gates or 2™ x 2™ matrices expressed
in n-qubit computational basis [15], [18], [19]. Since
quantum operators are unitary and reversable, QPP can be
used to encrypt plaintext or plain qubits to produce
ciphertext or cipher qubits and its conjugate transpose
QPPT can be used to decrypt the ciphertext or cipher qubits
into plaintext or plain qubits. In this work we refer to QPP'
as the Inverse Permutation Pad. This makes QPP a
universal symmetric cryptographic algorithm that applies
to both classical and quantum computers. Classical
implementations with 8-bit permutation matrices have
been reported in [20]-[22]. The first quantum
implementation of a toy example in IBMQ quantum
computers has been reported in [19]. In this paper, we are
extending the work in [19] to achieve 128-bits of entropy.

As we have discussed in [19], the permutations used for
QPP are elements of the symmetric group S,,. That is, a
group of permutations of n elements. The order of S, is n!,
making each permutation provide log,(n!) bits of
Shannon information entropy.

Our implementation is done using 2-qubit permutations,
in other words, each 2 qubits are acted on with a single
permutation operator as we depicted in [19]. Since 2
qubits generate 4 possible states, each 2-qubit permutation
is an element of the group S,. There are at most 4! =
24 such 2 -qubit permutations. Each such permutation
supplies log, 24 = 4.58 bits on entropy. Thus, to achieve
128 bits of entropy, the Permutation Pad must consist of
28 permutation gates. Note that there are at most 24
unigue permutation gates, thus, we allow for repetitions in
the pad.

Here we summarize the implementation as follows:

1. We suppose that communicating parties have pre-
shared a secret key.

The encrypting party generates 24 distinct
permutation gates by specifying corresponding
permutation matrices row-by-row and then
converting them to quantum operators.

To generate a Permutation Pad with 28 permutation
operators, a random list of length 28 with indices of
permutation operators is created.

The plaintext is randomized and broken into 2-bit
blocks.

For each 2-bit block of randomized plaintext we use
Qiskit commands to create the encryption QPP
circuit and encrypt each such block, producing
ciphertext qubits. The ciphertext qubits are then
measured.

The classical binary ciphertext is broken into
blocks of 2-bits each. For each such block we create
a decryption QPP circuit for decryption.

Detailed implementation is discussed in the next section
Results and Discussion.

2.
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I1l. RESULTS

In this paper, we present an implementation of Kuang et
al.'s Quantum Permutation Pad (QPP) with 2-qubit
permutation operators on the IBM quantum systems
'ibmg_manila' and 'ibmq_bogota’ using the Qiskit software
development kit. We will demonstrate encryption of the
image of Schrdlinger's cat, as shown in Fig. 1. The
decryption can be done using a quantum computer or a
classical computer.

Fig. 1. An image of a cat that will be encrypted by the encrypting party
using QPP and decrypted by the decrypting party using the Inverse
Permutation Pad. We name this image in the computer directory as
“cat.png”.

A. QPP Generation

In [19] we presented a way of generating permutation
operators as a composition of basis quantum gates. In this
paper, we present another way of generating the
permutation operators by defining matrices corresponding
to the respective permutations and converting them to
Qiskit operators. For instance, one might specify a matrix
that maps the state

1 0 0 0
_lo _|o _ |1 _|o

10y =] ]t 12) =[] L= [,[toI3)=],] [2)t0
0 0 0 1

[1), and |3) to |0). Such permutation matrix is

0 0 0 1
_10 0 1 0
M 1 0 0 of
01 0 0
To convert matrix M to a quantum operator, a simple

Qiskit command Operator[0,0,0,11, [0,0,1,0], [1,0,0,0], [0,1,0,]]) Can
be used.

To generate all possible permutation operators, the
communicating party A first starts with an empty list and
then adds all such permutation matrices M converted to
operators to said list. Let such list be named permutations =
[1. The matrices can be specified one by one by inputting
them row by row. For 2-qubits, there are total 24
permutation gates. Suppose that A defines each matrix
manually row by row then A will simply write the
command

Permutation_matrix=np.array([[a0,al,a2,a3],[b0,bl,b2,b3],[c
0,cl,c2,c3],[d0,d1,d2,d3]1])
Permutations.append(Operator(Permutation_matrix)))

for every permutation matrix where a_i, b_i, c_i, d_i are
either 0 or 1 depending on the permutation matrix. We
assume that A defines permutation gates one by one in
some universal way that is known to everyone. For
instance, starting with permutation (0), (0,1), (0,2), ...,
(0,3,2,1) written in cyclic notation. This will ensure that
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the two communicating parties will be able to generate
respective inverses of their Permutation Pads.

To start the encryption process, A still needs to generate
a Permutation Pad with 28 permutations for 128-bits of
security. One way of doing so is to generate a list of length
28 consisting of positions of the permutation operators in
the list rermutations. Then during the encryption procedure,
the permutation gates will be called from the Permutation
Pad based on their corresponding position in the list
permutations. A simple code to generate a random list using
python is as follows

Permutation_Pad= []
seed(5)
for _ in range(28):
value = randint(0, 24)
Permutation_Pad.append(value)

Note that seed is used to generate random values for the
Permutation Pad. Such seed is a pre-shared secret to ensure
that B precisely creates the Inverse Permutation Pad for
decryption.

For a general case of n-qubit permutation gates,
specifying permutations row by row will not be practical.
Instead, clever algorithms such as Fisher-Yates can be
used to produce all 28 permutation gates and place them
into the pad array.

B. Encryption Procedure

Once the Permutation Pad is defined, the encryption
procedure begins by converting the PNG file shown in Fig.
1 into a bitstring. Such bitstring is the plaintext to be
encrypted. To account for the limitations of the existing
available quantum computers, the plaintext is broken into
blocks of two bits each. The plaintext will be converted to
qubits and encrypted block by block with the permutation
operators taken from the Permutation Pad one by one. That
is, the first 2-bit block is converted to 2 qubits and
encrypted with the first permutation from the Permutation
Pad, the second with the second, and repeating in this
pattern. Once A reaches the end of the Permutation Pad
they continue again from the first permutation in the pad.

More precisely, after the plaintext is broken into chunks
of 2 bits each, the encryption procedure is performed for
each chunk separately using “for” loop. Given a single
chunk of the plaintext, party A creates a quantum circuit
for the corresponding chuck that consists of two qubits and
two classical bits. Party A initializes the qubits according
to the ciphertext block bits as described in detail in [19].
We denote such qubits that are initialized according to the
corresponding plaintext block as plaintext qubits. A then
applies the permutation operator chosen from the
Permutation Pad to the plaintext qubits. Once the
permutation operator is applied to a block of plaintext
qubits, it successfully converts them to a block of
ciphertext qubits. The final step in the encryption
procedure is to measure the qubits and store the highest
probability result in the binary file. Note that each circuit
needs to be transpiled at the end to be successfully run on
a quantum device. We include the source code for the
encryption part in Fig. 2, and a sample transpired circuits
for the message block at the position x = 96 in Fig. 3. The
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reader can find the sample measurement result of the
ciphertext block at the position x = 96 in Fig. 4.

out = BytesIo(Q)

w1th Image.open(“cat.png’ ) as, 1mg
img.save(out, format=" ?

image_in bytes = out.getva ue()

message_cat = ““.join([format(n, '08b') for n in image_in_bytes])

message = message cat
chunk_size = 2

message_chunks = [message[i:i+chunk_size] for i in range(O0,
len(message), chunk_size

Tist_of_ciphers = []

for x in range(len(message_chunks)):

state_vector = message_ chunks[x]
qc = QuantumCircuit(2, 2)

qc. 1n1t1a11ze(statevector from_label(state_vector))
qc.barrierQ)

j = Permutation_rad[x%1len(Permutation_prad)]
qc.append(Permutations[j], range )
qc.barrier()
qc.measure([0,1], [0,1])

qc = transp11e(qc
bas1s gates—[ u3”; U1, vex”,Mid” PILXT Y20, RS
dg t tdg ry”,”rz”, sx sxdg ,’ z” ”cy swap ch”,”ccx
cswap crx cry y crz”,”cul cp u3”,”csx” cu rxx "rzz”,"’r
ccx rc3x c3x ,7’c3sqrtx”, "cax” ] opt1m1zat1on 1eve1 = 3)

provider = IBMQ.load_account()

gcomp = provider.get_backend('ibmg_bogota')
job = execute(qc backend=qcomp, shots = 1024)
job_monitor(job)

result = job.result()

counts = result.get_counts(Q)
Tist_of_ciphers.append(counts.most_frequent())

ciphertext_one_str = ““.join(1list_of_ciphers)

file_cipher = open(“ciphertext_to_send.bin”,”"wb”)
data = bytearray(ciphertext_one_str.encode(“ascii”))
file_cipher.write(data)

file_cipher.close()

Fig. 2. The source code for the encryption procedure.
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Fig. 3. Transpiled encryption circuit of the message block at position x =
96.
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Fig. 4. Measurement result of the ciphertext block at the position x = 96.
That is, encrypted plaintext block at the position 96.

C. Transmission of the Ciphertext

Ideally, given a free publicly accessible quantum
channel, A would keep ciphertext qubits in their original
form without measuring them, and transfer them to B over
the said quantum channel. However, due to the lack of
such channels today, A sends the measured binary
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ciphertext file to B through any classical channel, even as
an attachment in an email.

Suppose that the adversary C was able to obtain
communication records between A and B, and acquire the
ciphertext file. If the adversary tries to convert the binary
ciphertext to an image they will see an image depicted in
Fig. 5. We used an online raw pixel viewer tool to create
the ciphertext image.

Fig. 5. Binary ciphertext file interpreted by the raw pixel viewer.

D. Quantum Decryption Procedure

For the decryption to be successful, the decrypting party
B creates an Inverse Permutation Pad. The procedure is
identical to the one described in Section A, however,
instead of appending the permutation gates themselves to
the list permutations, the decrypting party B will append
their conjugate transposes. That is, B will use the
command

Permutation_matrix=np.array(([[a0,al,a2,a3], [b0,bl,b2,b3],[
c0,cl,c2,c3],[d0,d1,d2,d3]1])
Inverse_Permutations.append(Operator(Permutation_matrix.tra
npose()))

to populate the list tnverse_permutations. Then B will use
the shared secret seed to create the 1nverse_permutation_pad
using the same technique as shown in Section A. That is,
B uses the same universal way to populate the list
as A used to populate the list
permutations. The liStS tnverse_permutations and permutations
is simply a list of all possible 24 permutations. It is not
secret and can be easily generated by anyone. The secret is
the permutation_pad and 1nverse_permutation_pad CONSisting
of permutations selected from the list permutations and
Inverse_permutations respectively in a certain order. It is
this order of choosing the permutations for the Permutation
Pad that is the secret. In this case, it’s done using the secret
seed.

Once the Inverse Permutation Pad is generated and
party B has received the binary ciphertext file, they can
start the decryption procedure. The decryption process is
very similar to the encryption process and will also be
performed one 2-bit block at a time using the “for” loop.

Party B starts by opening the binary file and extracting
the ciphertext binary string. The said string is then broken
into blocks of 2-bits each. Such blocks are decrypted one
by one. Given a single block, party B creates a quantum
circuit with 2 qubits and 2 classical bits and initializes the
qubits according to the ciphertext bits in the given block.
The ciphertext qubits are then acted on with an operator
from the Inverse Permutation Pad. That successfully
transforms the ciphertext qubits into the plaintext qubits.

Inverse_Permutations
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The plaintext qubits are then measured, and the highest
probability result is stored in a list. Such a list constitutes
the binary plaintext. The circuit is transplied to match the
topology of the chosen quantum system. The last step for
party B is to transform the binary plaintext string into a
PNG file.

In Fig. 6 we depict a sample transpiled circuit for a
ciphertext block at the position x = 96 and provide a
sample measurement result of the decrypted ciphertext for
the block at the position x = 96 in Fig. 7. We provide the
code for the decrypting procedure in Fig. 8.
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Fig. 6. Sample transpiled decryption circuit for the ciphertext block
positioned at x = 96.
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Fig. 7. Measurement result of the decrypted ciphertext block at the
position x = 96. That is, the plaintext block at the position x = 96.

file = open(“ciphertext_to_send.bin”,”rb”)

initial_list = []

for Tine in file:
initial_list.append(str(line).replace(“'“,”*).strip(“b™))

chunk_size = 2

cipher_chunks = [initial_Tist[0][i:i+chunk_size] for i in range(O0,

len(initial_1ist[0]), chunk_size)]

Tlist_of_messages = []
for x in range(len(cipher_chunks)):
qc_decrypt = QuantumCircuit(2, 2)

qc_decrypt.initialize(Statevector.from_label(cipher_chunks[x]))
qc_decrypt.barrier()

j = Inverse_Permutation_Pad[x%len(Inverse_Permutation_rad)]
qc_decrypt.append(Inverse_Permutations[j], range(2))
qc_decrypt.barrier()

qc_decrypt.measure([0,1], [0,1])

qc_decrypt = transpile(gqc_decrypt,
basis_gates=[“u3”, "u2". "ul”,"ox”, ”1d" . "u0
sdg”, 1. tdg”, P rx” iy 2 %s s s
 Reswap”, Perx®, fery” L arz?, Peul”, Pep” Peas®, Tesx”, e ek, Trze” e
cex”,”re3x”,”e3x”,”c3sqrtx”, ”c4x”], optimization_level = 3)
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provider = IBMQ.load_account()

gcomp = provider.get_backend('ibmg_manila')

job = execute(qc_decrypt, backend=qcomp, shots = 1024)
job_monitor(job)

result = job.result(Q)

counts = result.get_counts()
11st,of,messages.append(counts.most,frequent())

cat_decrypted = ““.join(list_of_messages)
cat_decryqted_bytes = [int(cat_decrypted[i:i + 8], 2) for i in
range(0, len(cat_decrypted), 8)]

with open('decrypted_cat.png', 'wb') as f:
f.write(bytes(cat_ decrypted bytes))z

Fig. 8. The source code for the decryption procedure.

We invite the reader to try and run the entire code for
both encryption and decryption to verify that, indeed, the
‘decrypted cat.png’ is the Schrodinger’s cat image from
Fig. 1.

E. Classical Decryption Procedure

Note that the ciphertext is transferred to party B as a
binary file, due to the lack of a quantum channel. Since the
ciphertext qubits can be measured to produce binary string
and since QPP can be implemented in a classical computer
[15, 18], the decryption can be done on a classical device.
In a classical environment, the ciphertext binary file will

be opened and the binary ciphertext string will be extracted.

Such string will be broken into blocks of 2 bits and the
state vector of each block will be multiplied by a
permutation from a classically created transposed
permutation pad. That would produce a plaintext that can
be transformed into a PNG file.

IVV. DISCUSSION

In this section, we demonstrated quantum encryption
and decryption with QPP consisting of 28 2-qubit
permutation gates, yielding 128 bits of information
entropy.

We point out that to achieve 128 bits of entropy, the pre-
shared secret key should be at least 128 bits in length to
avoid brute force search attack and should be truly random.
However, the implementation described in this paper is a
simplified example and is aimed to analyze whether QPP
can be implemented in quantum systems. So, the key used
is not 128 bits long. In general, the pre-share secret is used
to generate the QPP pad. In this case, the secret would be
used to generate a QPP pad with 28 of 2-qubit permutation
gates expressed as matrices. This secret key must consist
of 28x8 = 224 bits of random numbers, since it takes 8 bits
to generate a single permutation operator from the pre-
shared secret material.

The implementation described in this work can be
extended to any n-qubit permutations, however, the current
quantum computers are too noisy to successfully produce
correct results that can be properly interpreted. Moreover,
due to lack of quantum channel, the cipher qubits are
measured and converted to classical bits by considering the
highest probability result counts. We run the experiment
anywhere from 1024 to 20,000 times. The current noisy
qubits and quantum gates might produce false
measurements if the circuit is only run once. Recall that
process for encryption and decryption described in this
work is simplified to show how the quantum encryption
and decryption with QPP could be done in today’s public
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free of charge IBMQ quantum computers. Due to the
limitations of those quantum computers, we have omitted
the pre-randomizing and random dispatching procedures
as what we have implemented in our classical
implementations in [20]-[22]. Moreover, the classical
implementation circuit is more involved, as it uses the
cipher chaining. We are currently working on optimizing
and extending the work described in this paper to advance
this implementation and match with the classical
implementation reported in [20]-[22].

Nevertheless, even with the simplified implementation,
the image in Fig. 1 was quantum mechanically encrypted
into cipher qubits with measured cipher bits (see Fig. 5).
Note that the essence of quantum encryption is using
guantum gates to encrypt qubits that correspond to a binary
plaintext. In this implementation we have preserved this
structure and, thus, this implementation of QPP falls under
what we define to be quantum encryption.

V. CONCLUSION

We present a functioning implementation of Kuang et
al.’s Quantum Permutation Pad implemented using the
Qiskit development tool on the currently publicly available
IBM quantum computers. QPP is a symmetric encryption
scheme, which we used to encrypt a PNG image on an
IBM’s quantum computer, and due to the lack of available
publicly accessible quantum channel, we measured the
ciphertext qubits and generated a binary file containing the
ciphertext. Said binary file is sent to the decrypting party.
The decrypting party uses the QPP inverse to decrypt the
ciphertext. The implementation discussed in this paper
provides 128 bits of entropy by generating a permutation
pad with 28 2-qubit permutation gates. That is, each
permutation matrix is acting on 2 qubits at a time. Both,
the plaintext and the ciphertext are broken into blocks of
2 -bits, each such block is encrypted and decrypted
respectively one at a time. We inform the reader that the
implementation of QPP given in this paper is not final. In
fact, this paper just demonstrates an example of how to
perform quantum encryption within quantum computers
with QPP. To avoid statistical analysis attacks the plaintext
should be randomized. Moreover, there are far better ways
to generate the Permutation Pad. We are currently working
on advancing the implementation of QPP to include the
mentioned above properties.
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