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Abstract—In Mobile Ad hoc Network (MANET), performance
of the routing protocols is degraded by various network attacks
such as black hole attack and rushing attack. Mostly all layers of
mobile ad hoc networks are wvulnerable to several attacks.
Routing protocols used in mobile ad hoc networks are designed
by considering that all the nodes are trustable in communication
mode. MANET is less secure network due to its features like no
centralized administration control and no infrastructure is
required. In this paper, Ad hoc On Demand distance Vector
(AODV) routing protocol is evaluated under rushing attack,
black hole attack, and grayhole attack. Under multiple attacking,
single attacking, and without attacking modes, performance of
network has been evaluated. By varying the speed, network size,
node density, and number of attacking nodes, four different
network scenarios have been generated. Performance metrics
are considered as average throughput, average end to end delay
and packet delivery ratio. Network simulator 2 is used to
simulate the attacks over AODV routing protocol. Results show
that all the above attacks are responsible for the poor throughput,
heavy dropping packets and higher end to end delays in the
network. Throughput is degraded as the numbers of attacking
nodes are increased. AODV is less affected by rushing attack as
compared to black hole and grayhole attacks.

Index Terms—Network attacks, rushing attack, grayhole attack,
black hole attack, packet delivery ratio, average E2E delay,
malicious node, active attacks

l. INTRODUCTION

MANETSs [1] refers to mobile ad hoc networks in
which there is no need of infrastructure and centralized
control system. MANET has so many features such as:
self-organizing, decentralized, self-configured, ad-hoc in
nature, nodes in the network can freely move to establish
a link. MANET was initially developed for military
operations and some other rescue operations. Nowadays,
it is very popular due to its low space requirement, less
time to deployment, low installation cost, less
infrastructure requirements, and its various applications
in data communication. Network topology is dynamic i.e.
topology is certainly changed as nodes in the network
changes their speeds. Nodes in the network are movable
and are free to join and leave the network. All nodes are
connecting with a wireless link and can communicate to
each other directly. Each node acts as a host as well as
router and can receive or send messages to its neighbours.
Link breakage is frequently taken place in MANET due
to the high speed of the nodes. Due to dynamic topology,
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no any centralized authentication system, and freedom of
the nodes to join and leave the network, mobile ad hoc
networks are vulnerable to various network attacks i.e.
these networks are less secure. Besides, these limitations,
the routing protocols used in mobile ad hoc networks are
designed by considering that all nodes participating in
communication are trustworthy and will cooperate to
each other honestly. Due to such type of reasons, chances
of introducing the malicious nodes in the network are
more and performance of the network will be affected.

A. AODV

AODV [2] refers to ad hoc on demand distance vector
routing protocol. AODV was designed (in July, 2003) for
especially mobile ad hoc networks to reduce the
processing time, network utilization and network
overhead. It is a reactive, loop free routing protocol and
works well as compare to DSR (dynamic source routing).
In AODV, only path is established when data have to be
transmitted from source to destination. Mainly three types
of messages are generated in AODV communications:
route request, route reply, and route error message. When
a communication link has to be established, source node
broadcasts a route request message in the network. For
each node in the network, a routing table is established
with some specific fields like hop count, destination IP
address, destination sequence number, network interface
and next hop node in the network. The route error
message of AODV contains the following fields:
unreachable destination IP  address, unreachable
destination sequence number, additional unreachable
destination IP addresses, and additional unreachable
destination sequence numbers. A node that is the part of
an active route, continuously broadcasts a ‘Hello’
message in the network. For all types of the message
communications port number 654 is used through UDP
(user datagram protocol). Performance of AODV is
degraded in scalable networks. AODV is designed by
considering that all nodes in the network are trustworthy
and will cooperate to each other during data
communication. It is assumed that there is no any
malicious intruder node in the network. AODV supports
only unicasting and does not support multicast routing. In
view of security, AODV is vulnerable to various network
attacks such as blackhole and grayhole attacks. To
mitigate its vulnerability to various attacks, a number of
enhanced algorithms have been proposed by researchers.
Some research work is designed against blackhole attack
while some secure models have been proposed by
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keeping in view of cooperative grayhole,
jellyfish, and flooding attacks in ad hoc networks.

B. Rushing Attack

In rushing attack [3], performance of the network is
affected specially in terms of the end to end delay. It is
denial of service attack in which attacker node forwards
the entire packets without processing it for the
particularly authentication. Attacker node sends the
packet to its neighbor node with a high speed as
compared to a normal node in the network. As a result in
the network traffic queues are overflowed and due to the
heavy traffic, high levels of end to end delays are taken
place. A normal node takes more time to process the
received packets and messages. As well as the numbers
of malicious nodes are introduced in the network,
performance of the network will also be degraded. As
compared to gray hole and black hole attacks,
performance of the network is less affected in rushing
attack. In single attacking mode and cooperative
attacking mode, rushing attack may be introduced in the
network. In rushing attack, behavior of the malicious
node is frequently changed and it is very difficult to
identify it.

C. Grayhole Attack

A grayhole attack [4] is a kind of blackhole attack in
which data packets are dropped time to time or as per
criteria settled by the attacker. Initially, malicious node
acts like a normal node and works well as per network
protocol. But, suddenly, it acts as an attacker node and
starts dropping the packets passing to it. Data dropping
may be taken place for a specific time or for specific node
type. Due to its uncertain behavior of the attacker node in
grayhole attacker, it is very difficult to identify it.
Performance of the network is affected by the grayhole
attack in terms of throughput, packet delivery ratio, end
to end delay, and overhead of the network. Grayhole
attack may be taken place in single attacker or
cooperative attacking mode. As well as number of
attacker nodes are introduced in the network,
performance of the network is more affected.
Performance of the network is less affected by the
grayhole attack as compared to blackhole attack because
in blackhole attack, the attacking node regularly dropping
all the packets passing to it while in grayhole attack,
dropping of the packets is not in a regular mode.

D. Blackhole Attack

In blackhole attack [4], all the data packets are dropped
by the malicious node passing to it. In this attack,
malicious node broadcast false information that it has a
reliable and shortest path for the destination. And as a
result, source node or intermediate node sends packets to
it. Performance of the network especially throughput and
packet delivery ratio is affected by the blackhole attack.
Blackhole attack comes under active attack in ad hoc
networks. blackhole attack may be implemented in single
or cooperative mode. In cooperative mode, a number of
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malicious nodes introduced in the network and
collectively data packets are dropped by the malicious
nodes. Blackhole attack is more dangerous attack as
compared to rushing and grayhole attacks.

This research work has simulated gray hole, rushing,
and black hole attacks on existing AODV routing
protocol with four approaches: normal AODV, AODV
with gray hole attack (G-AODV), AODV with rushing
attack(R-AODV), AODV with black hole attack (B-
AODV). To simulate the above attacks, AODV in NS
2.34 has been updated as per particular attack type. By
considering the performance parameters as average
throughput, packet delivery ratio, and average end to end
delay, simulation results have been investigated.

The main objective of this research work is to
implement and analyze the rushing attack, gray hole
attack and black hole attack  for understanding the
impact of above attacks on the performance of AODV in
MANET.

Rest of this work is organized as follows: Section Il
summarized the literature survey regarding several
security attacks and their impact on network performance.
To implement the proposed work, simulation setup with
different network scenarios and performance parameters
are presented in Section Ill. Further results are discussed
with the help of graphs in Section IV. Section V
concludes this research work.

Il.  RELATED WORK

Mobile ad hoc networks are very popular networks due
to its various application areas in real world wireless
scenarios such as personal area networks, military
operations, and vehicular networks. For reliable wireless
communications, mobile ad hoc networks are most
appropriate network; although, there are certain security
issues regarding confidentiality and loss of the data.

In literature, security attacks and their impact on the
performance of routing protocols has been discussed by
researchers. Meenakshi Tripathi et al. analyzed the Low-
Energy Adaptive Clustering Hierarchy (LEACH)
protocol under wormhole and blackhole attacks in
wireless sensor networks [5]. Individually blackhole and
grayhole attacks have been simulated in NS 2.35 by
considering the network performance parameters such as
network lifetime, data sent at base station, and extended
energy. Also a comparatively study have been conducted
and it is declared that as well as the network size is
enlarged, the effect of attacks is more. Impact of
blackhole attack is more on the performance of the
network as compared to grayhole attack.

A study for impact of blackhole and rushing attacks
has been conducted in mobile ad hoc networks [6].
Performance of the network is observed by considering
the metrics like throughput, packet delivery ratio, and
average end to end delay. It was concluded that end to
end delay and throughput in case of rushing attack is
higher as compared to blackhole attack. Impact of
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blackhole attack is more on the performance of the
network.

DSR and AODV routing protocols have been
evaluated under flooding and rushing attacks in mobile ad
hoc networks [7]. For 25-150 node density, DSR and
AODV protocols have been simulated for 500 seconds in
network simulator NS 2.35. By considering the
performance parameters like throughput and packet
delivery ratio, it was declared that AODV is less affected
by flooding and rushing attacks as compared to DSR
routing protocol. Flooding attack is more harmful as
compared to rushing attack both for AODV and DSR
protocols.

Performance of AODV under rushing attack has been
analyzed by Shukla and Khondekar in [8]. By varying the
network size and node densities, rushing attack is
simulated in NS 2.35 and has been evaluated by
considering performance metrics as control overhead,
packet delivery ratio, normalized routing load, throughput,
and delay. It was observed that network performance is
affected by the rushing attack in terms of the above
metrics. It degrades the efficiency of the protocol and
increases the unnecessary delays in the network.

Detection and mitigation schemes for the security
attacks have been proposed to resolve several security
issues in ad hoc networks [9]-[14]. Some routing
protocols also have been enhanced so that securely data
transmission should be possible [15], [16]. Some authors
compared the impact of network attacks such as
blackhole, rushing, flooding attacks on AODV routing
protocols by considering performance parameters like
throughput, packet delivery ratio and end to end delay in
the network [17], [18]. AOMDV (Ad hoc on demand
multi-path distance vector) is the extended version of
AODV which facilitate for discovering multiple routes
from source to destination [19]. The multicast routing
feature of AOMDV routing protocol reduce the impact of
blackhole attacks.

IIl.  SIMULATION SETUP

AODV routing protocol is simulated with and without
blackhole, grayhole, and rushing attcaks for maximum
simulation time of 100 seconds. To implement grayhole,
blackhole, and rushing attacks, two files (aodv.cc and
aodv.h) in NS 2.34 [20] has been modified. Network
simulator 2 (NS 2.34) has been used for generating the
wireless scenario by pause time 0 second, packet queue
size 50, antenna as omni antenna. Network simulator 2 is
very popular simulator among the academicians and
researchers. Front end is written in TCL while back end
works on C++. Routing protocols can be simulated in
several wireless network scenarios like wireless sensor
network, wireless mesh network and mobile ad hoc
networks. NS2 is object oriented and event driven
simulator. Trace file (.tr) and network animator (.nam)
files are generated when tcl file is executed. In our
simulation work, four different network scenarios have
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been configured by varying the motion, number of
attacking nodes, network size, and node density. For data
transmission, both TCP and UDP traffics have been used.
Performance metrics (average throughput, packet
delivery ratio, and average end to end delay) are
calculated by executing the awk scripts and particular
scenario’s trace file.

In all the scenarios, attacking nodes are kept in motion.
In our all experimental work, attacking nodes are selected
randomly in the network. To generate the simulation
environment, parameters with their respective values
have been mentioned in Table I.

TABLE |: PERFORMANCE PARAMETERS

Simulation Value

Parameter

Simulator with Network simulator 2 NS 2.34

Version

Routing protocol AODV

Types of Attacks Blackhole attack, Grayhole Attack, Rushing
Attack

Network Size 500>500m, 800>800 m, 1000><1000m,
1500=1500m

Network Topology | Random

Size of the packet 50

queue
Data Rate 2.0 Mbps

Maximum speed 20,40,60,80,100 m/s
Maximum number 10,20,40,60

of nodes

Antenna Type Omni Antenna

Simulation time 100 seconds

Traffic type FTP, CBR(Constant Bit Rate)
Traffic TCP, UDP

Connections

Mac type 802.11

Link Layer type LL

Scenario-1: Varying the nodes

By varying the nodes from 10 to 60 and introducing
the 4 malicious nodes, AODV is simulated for 100
seconds for black hole, rushing, and grayhole attacks.
Malicious nodes are randomly selected in the network.
Random topology is used to layout the nodes in the
network having size of 745m>700 m. Total 1l network
traffic connections has been established: one TCP
connection (traffic type FTP) and other UDP connection
(traffic type CBR). In TCP and UDP connections, packet
size is decided as 1500 bytes. In UDP connection, CBR
traffic is configured with packet size 1000 bytes, data rate
as 2.0 Mb. Traffic time is decided from 1-100 seconds
both for FTP and CBR traffics. No. of attacking nodes-4,
node 10(1,3,5,8), node 20(1,2,12,14), node 40(6,12,19,
26), node 60(6,15,16,37). In case of 10 nodes, TCP
connection is established with node 0 as source node
while node 7 as destination node. UDP connection is
established with node 2 and node 9 as source node and
destination node respectively. In TCP connection
establishment for 20, 40, and 60 nodes, node number 0
are settled as source nodes while node number 18, 37,
and 59 are considered as destination nodes respectively.
In UDP traffic connection establishment, for 20, 40, and
60 nodes, node number 11, 13, and 40 are decided as
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source nodes while node number 4, 31, and 56 considered
as destination nodes. Traffic starting time and stop time is
decided as 1 second and 100 seconds respectively both
for TCP and UDP connections.
Scenario-2: Varying the Speed

By varying the motion of the speed from 20 m/s to 120
m/s, 60 nodes are simulated for 100 seconds in network
size 500m>500m. Layout of the nodes in the network is
kept as random topology. All the nodes including 4
attacking nodes are kept in moving mode with pause time
0 second. In blackhole, grayhole, and rushing attacks
simulation, attacking nodes are selected randomly in the
network. TCP and UDP traffic connections have been
established with FTP and CBR traffics respectively.
Traffic starting and stop time is kept as 1 second and 100
seconds respectively for FTP and CBR traffics. Size of
the packet is kept as 1500 bytes for both types of
connections. CBR traffic is configured with packet size
1000 bytes, data rate as 2.0 Mb. In TCP and UDP
connections, node number 0 and 40 are decided as source
nodes while node 59 and 56 play a role of destination
nodes.
Scenario-3: Varying the Network Size

In simulation work, scenario 3 is configured with
maximum 60 nodes, network size(500>600 m?, 800>800
m2, 10001000 m?, 15001500 m?), pause time O second,
and simulation time as 100 seconds. All the nodes
(including 4 attacking nodes) have maximum speed of 20
m/s. nodes number 6,15,16,37 are randomly selected as
attacking nodes to simulate the grayhole attack, blackhole
attack, and rushing attack. Three active attacks (grayhole,
blackhole, and rushing attacks) have been simulated for
AODV routing protocol. Random topology is used to
layout the nodes in the wireless network scenario. TCP
and UDP traffic connections are established with FTP
and CBR traffics. For both types of connections, packet
size of 1500 bytes is decided. Maximum traffic time is
kept as 100 seconds. CBR traffic is configured with
packet size 1000 bytes and data rate 2.0 Mb. Node
number O and 40 are considered as source nodes while
nodes 59 and 56 play a role of destination nodes.
Scenario-4: Varying the Number of attacks

By varying the number of attacking nodes from 0 to 4,
network scenario 4 is generated with network size
745m>700m, pause time O second, and maximum
simulation time as 100 seconds. By using the random
topology, 60 nodes under blackhole, grayhole, and
rushing attacks have been simulated by introducing 1-4
attacking nodes. Attacking nodes are kept in moving
mode. Simulation environment is configured with packet
queue size 50, antenna model as omni antenna, and 2
network connections (1 TCP and 1 UDP connection).
Packet size is decided as 1500 bytes. CBR traffic is
configured with 1000 bytes packet size and 2.0 Mb data
rate. Traffic is generated for maximum time of 100
seconds both for FTP and CBR traffics. Number of
attacks with malicious nodes is depicted in table 2. Node
number 0 and 40 are decided as source nodes while
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destination nodes are decided as node number 59, and 56.
Maximum packet size of 1500 bytes is decided for both
TCP and UDP traffic connections. CBR traffic is
configured with packet size 1000 bytes and 2.0 Mb data
rate.

TABLE Il: NO. OF ATTACKS WITH MALICIOUS NODES

No. of Attacks | Malicious Nodes
1 6
2 6,37
3 15,16,37
4 6,15,16,37

IV. RESULTS AND DISCUSSION

Rushing, blackhole, and grayhole attacks are simulated
for AODV routing protocol in mobile ad hoc network for
100 seconds of simulation time. Performance metrics are
considered as average throughput, average end to end
delay (E2E Delay), and packet delivery ratio (PDR):

1. Throughput: It is defined as “the amount of
packets passing through a link.” In short, you
can say it as flow rate.

2. Packet Delivery Ratio (PDR): It can be
measured as the ratio of number of packets
delivered in total to the total number of packets
sent from source node to destination node in the
network.

3. End to End Delay (E2E Delay): It is the sum of
the delays experienced at a sequence of
intermediate nodes on the way to the destination.

Graphical results have been generated by using the
xgraph tool in NS2.34. Results have been analysed and
discussed in terms of particular attack and performance
metric.
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Fig. 1. Network size Vs average throughput

Average throughput is analysed with and without
grayhole attack for AODV routing protocol (see Fig. 1).
Without grayhole attack, average throughput is
decreasing as the network size is increased. For all
network size, as well as number of attacking nodes are
increased, average throughput is decreased. In case of 3
and 4 attacking nodes, average throughput is decreased as
the network size is increased. Average throughput is
fluctuating in case of 1 and 2 attacking nodes as the size
of the network is changed.

Packet delivery ratio in respect of number of attacking
nodes has been depicted in Fig. 2 for grayhole attack. For
2, 3, and 4 attacks, packet delivery ratio is decreased as
the network size is increased while it is fluctuating for O,
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1 attacks. As the numbers of attacking nodes are
increased, packet delivery ratio is also fluctuating with
small differences.
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Fig. 2. Network size Vs packet delivery ratio
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Fig. 3. Network Size Vs average E2E delay

Impact of grayhole attack for average end to end delay
in respect of network size is shown in Fig. 3. Without any
attack, average E2E delay is fluctuating in respect of
network size. As grayhole attacks are increased, average
end to end delay is fluctuating for all network sizes from
500m>500m to 1000m>=1000m while it is O for network
size 1500m>1500m.
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Fig. 4. Speed Vs average throughput

Average throughput in respect of speed is presented for
grayhole attacks (see Fig. 4). Without any attack, average
throughput for AODV is fluctuating as the speed is
increased. As well as the attacking nodes in the network
are increasing, the average throughput of the network is
decreased for speeds 20-120 m/s. Impact of single to
multiple grayhole attacks has been evaluated and
presented through the graph. Average throughput is 22%
with single grayhole attack while with multiple grayhole
attacks (4 attacks) it is only 4%.
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Fig. 5. Speed Vs packet delivery ratio

As illustrated in Fig. 5, in the presence of grayhole
attack, packet delivery ratio (PDR) in terms of speed 20-
120 m/s is presented. PDR is fluctuating for all speed
ranges in the absence of grayhole attack. As the attacker
nodes are introduced, PDR is degraded. As well as the
numbers of attacker nodes are increased, PDR is
decreasing at speed 20-120 m/s. In presence of grayhole
attacker nodes, as the speed is increased, PDR is
fluctuating. In presence of multiple 4 attacker nodes,
PDR is highly affected. PDR in normal AODV is 57%
while it is degraded from single grayhole attack to
multiple grayhole attacks i.e. 29% to 2%. This is due to
the fact that presence of multiple malicious nodes will
become a cause for heavy dropping of the packets.
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Fig. 6. Speed Vs average E2E delay

In the presence of grayhole attack, average E2E delay
in terms of speed is shown in Fig. 6. Graph presents the
effect of single to multiple grayhole attacks with respect
to various speed values (20-120 m/s). Without any attack,
average E2E delay for AODV routing protocol is
fluctuating as speed of the network will vary, but as the
grayhole attacker nodes are introduced, it is surprisingly
decreasing and at the same time it is also fluctuating. As
speed and number of attacking nodes are increased,
average E2E delay is fluctuating. In case of multiple (4
attacking nodes) attack, average E2E delay is very less
because due to multiple grayhole malicious nodes,
maximum packets are dropped. Average end to end delay
for normal AODV is 40% while it is 10% in case of
multiple grayhole attacks.

By varying the network size, average throughput for
normal AODV, B-AODV (AODV with black hole attack),
R-AODV (AODV with rushing attack) have been
presented in Fig. 7. In case of normal AODV, average
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throughput is decreased as well as the network size is
increased. In the presence of rushing attack, performance
of AODV in terms of average throughput is better than B-
AODV (AODV with black hole attack). Graph presents
that impact of rushing attack in respect of throughput is
less as compared to black hole attack. Average
throughput for R-AODV (AODV with rushing attack) is
36% and for B-AODV (AODV with black hole attack), it
is 23%.
Network Size Vs Average Throughput
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Fig. 7. Network size Vs average throughput
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Fig. 8. Network size Vs packet delivery ratio

By varying the network size with respect to packet
delivery ratio [PDR] is illustrated in Fig. 8. In the
presence of rushing and black hole attacks on AODV,
PDR is evaluated. In case of normal AODV (i.e. no any
attack), as the network size is varying from 500m>600m
to 1500m>1500m, PDR is decreasing dramatically. It is
highest at 500m>600m network size while it is lowest at
network size of 1500m>1500m. In case of R-AODV
(AODV with rushing attack) and B-AODV (AODV with
black hole attack), PDR is fluctuating as the network size
is varying. Overall average PDR for R-AODV (16.06%)
is higher than B-AODV (9.42%).

Average end to end delay (average E2E delay) with
respect to network size is presented for R-AODV(AODV
with rushing attack), B-AODV(AODV with black hole
attack) and normal AODV routing protocols (see Fig. 9) .
In normal AODV (without any attack), average E2E delay
is increasing from 500m>600m to 800m>800m network
size, but suddenly it is decreasing from 800m>800m to
1500m>1500m network size. In case of R-AODV
(AODV with rushing) and B-AODV (AODV with
blackhole) attacks, average E2E delay is fluctuating as
well as network size is varying. Overall average E2E
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delay for B-AODV (680.43 ms) is lower than R-AODV
(2171.88 ms) because maximum packets have been
dropped and less data has to be transmitted in case of B-
AODV while in case of R-AODV, packets are forwarded
with high speed without checking any authenticity. As a
result, due to heavy traffic in the network, more delays
are taken place.

Network Size Vs Average E2E Delay
Average E2E Delay[ms] x 103
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Fig. 9. Network size Vs average E2E delay

Speed Vs Average Throughput
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Fig. 10. Speed Vs average throughput

As shown in Fig. 10, with and without rushing and
blackhole attacks on AODV, average throughput in
respect of speed is presented. In the absence of any attack,
average throughput for AODV routing protocol is
fluctuating as well as speed of the nodes is varying from
20m/s to 120m/s. In case of B-AODV (AODV with black
hole attack), average throughput is decreasing as the
speed in the network is increasing while it is totally
different in case of R-AODV (AODV with rushing
attack). Throughput is fluctuating with respect to the
certain values of the speed. Average throughput is
affected both in R-AODV and B-AODV. In case of R-
AODV, it is less affected as compared to B-AODV.
Average throughput for R-AODV is 41% while in case of
B-AODV itis 11%.

In Fig. 11, packet delivery ratio [PDR] is depicted for
normal AODV, R-AODV (AODV with rushing attack),
and B-AODV (AODV with black hole attack). When
speed in the network is increased, the PDR for normal
AODV is fluctuating. At speed 100 m/s, it is highest
while at speed 40m/s, it is lowest. As rushing and
blackhole attacks are introduced in the AODV routing
protocol, PDR of the network is affected. It is highly
affected in case of B-AODV while it is less affected for
R-AODV. PDR is fluctuating as well as speed of the
nodes is varying 20-120m/s both for the R-AODV and B-
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AODV. PDR for R-AODV is 43% while it is 11% for B-
AODV.

Speed Vs Packet Delivery Ratio
Packet Delivery Ratio[ %]
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Fig. 11. Speed Vs packet delivery ratio
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Fig. 12. Speed Vs average E2E delay

In Fig. 12, average end to end delay (average E2E
delay) in respect of speed is shown. By varying the speed,
average E2E delay is depicted for normal AODV, B-
AODV (AODV with black hole attack), and R-AODV
(AODV with rushing attack). Without any attack, delay
for AODV s decreasing from speed 60 m/s to 120 m/s
while in case of R-AODV, it is increasing from speed 60
m/s to 120 m/s. Average E2E delay is fluctuating at
various values of speed in the network. Average E2E
delay for R-AODV is 45% while it is 16% for B-AODV.
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Fig. 13. Attacks Vs average throughput

By varying the number of attacking nodes from 0 to 4,
average throughput is investigated (see Fig. 13) for
normal AODV, R-AODV (AODV with rushing attack)
and B-AODV (AODV with black hole attack). In the
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absence of any attack, average throughput is 202.92 kbps
for AODV routing protocol. As well as attacks are
increased in the network, average throughput is decreased
both for the R-AODV and B-AODV. In the presence of
R-AODV (179.63 kbps), average throughput is less
affected as compared to B-AODV (62.09Kbps). This is
due to the fact that in B-AODV; all the packets are
dropped that are passing to attacker nodes whereas in
rushing attack, randomly dropping of packets is taken
place.
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In Fig. 14, performance of AODV under rushing and
black hole attacks is analyzed by varying the number of
malicious nodes in the network. PDR is investigated from
0-4 attacker nodes. Without any attacker node, PDR for
AODV is 13.09% but as well as numbers of attacking
nodes are increased in the network, PDR is decreased
both in the presence of above attacks. In case of R-
AODV (AODV with rushing attack), PDR is decreasing
with very small variations while is totally different in
case of B-AODV (AODV with black hole attack). Here,
PDR is badly affected and is very low (13%) as compared
to R-AODV (43%).
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Fig. 15. Attacks Vs average E2E delay

As shown in Fig. 15, Average end to end delay
(average E2E Delay) is presented for rushing and
blackhole attacks. In the absence of the attacker node,
average E2E delay in the network is 2954.63 milli-
seconds. Total average E2E delay in the presence of the
rushing attacks (R-AODV) is higher while it is low in
case of black hole attack (B-AODV). As the numbers of
attacker nodes are increased in the network, average E2E
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delay is fluctuating both for the above attacks. Total
average E2E delay for R-AODV is 3303.11 ms while it is
798.46 ms for B-AODV. Average end to end delay is
high as compared to AODV and B-AODV; this is due to
the fact that in case of R-AODV, all the receiving packets
are forwarded at very high speed as compared to normal
node without processing it and due to high traffic in the
network, normal node takes more time in processing the

packets before forwarding it to the neighbour node.
Nodes Vs Average Throughput
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Fig. 16. Nodes Vs average throughput

In Fig. 16, B-AODV (AODV with black hole), G-
AODV (AODV with grayhole attack), and R-AODV
(AODV with rushing attack) have been analysed by
varying the node densities; average throughput is
presented in respect of nodes. Average throughput is
fluctuating as the numbers of nodes are increased in the
network for B-AODV, G-AODV and R-AODV. Total
average throughput is highest in case of R-AODV i.e.
227.50 Kbps while in case of B-AODV, it is lowest i.e.
143.78 Kbps as compared to G-AODV and B-AODV.
Because during implementing B-AODV, the malicious
node drops all the packets passing through it while in
case of G-AODV, only selected packets or as per defined
criteria, packets are dropped. Therefore grayhole attack
gives less impact on the throughput of the network as

compare to black hole attack.
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Fig. 17. Nodes Vs packet delivery ratio

Packet delivery ratio (PDF) has been analyzed in terms
of node density as depicted in Fig. 17. For B-AODV
(AODV with black hole attack), G-AODV (AODV with
grayhole attack) and R-AODV (AODV with rushing
attack), PDF is presented in respect of number of nodes.
In case of B-AODV and G-AODV, PDF is decreasing
from node density 10 to 20 while it is increasing from
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R-AODV

B-AODV

node density 20 to 60. This scenario is totally different in
case of R-AODV; PDF is increasing from node density
10 to 20 but suddenly it is decreasing from node density
20 to 60. Grayhole attack has less impact on the PDF as
compare to blackhole attack. Out of above three attacks,
there is highest PDF in case of rushing attack i.e. 18.46%.
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Fig. 18. Nodes Vs average E2E delay

Fig. 18 illustrates the average E2E delay in terms of
node densities for B-AODV (AODV with black hole
attack), R-AODV (AODV with rushing attack), and G-
AODV (AODV with grayhole attack). For all the node
densities (10-60), average E2E delay is fluctuating in case
of B-AODV, R-AODV, and G-AODV. Among B-AODV,
R-AODV, and G-AODV, there is highest total average
delay for R-AODV i.e.1603.15 ms. This is expected
because the rushing attacker nodes in the network
instantly forward packets without conducting a check on
its routing table. In case of B-AODV, total average E2E
delay is very less i.e. 919.30 ms; because maximum
packets has been dropped by the malicious nodes and
further there is no more data transmission work.

V. CONCLUSION

Mobile ad hoc networks are vulnerable to several
network attacks and there is serious issue regarding
security. Routing protocols used in MANET are less
secure for data transmission. AODV routing protocol is
also vulnerable to attacks and presence of any malicious
node will degrade its performance. In this paper, AODV
has been analyzed under rushing, black, and grayhole
attacks. The experimental results signify that MANET is
highly affected by multiple attacking nodes as compare to
single attacking node. As the numbers of attacking nodes
are increased, network performance is also degraded in
respect of packet delivery ratio and average throughput.
AODV is less affected by rushing attack. The results
show that black hole attack is the attack due to which
performance of AODV is heavily affected as compared to
G-AODV (AODV with grayhole attacks) and R-AODV
(AODV with rushing attacks).
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