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Abstract—Network security is an important problem, which 

attracts more attention because recent network attacks caused 

huge consequences such as data lose, reduce network 

performance and increase routing load. In this article, we show 

network attack forms in MANET and propose Multiple 

Signature Authenticate (MSA) mechanism using digital 

signature based on asymmetric encryption RSA. Moreover, we 

describe a new security routing protocol named AODV-MSA 

by integrating MSA into AODV. Using NS2 simulator system, 

we implement and examine the efficiency of the AODV-MSA 

protocol with the 32-bit keys. 
 
Index Terms—AODV, AODV-MSA, MANET, MSA, network 

attacks, routing protocol 

I. INTRODUCTION 

Mobile Ad hoc Network (MANET) is a special 

wireless network with the advantages of being capable of 

independently operating regardless of the fixed network 

infrastructure, rapid deployment and high mobility. The 

MANET nodes can combine with each other to transmit 

messages so one node is also a host and simultaneously 

plays the role of a router [1]. However, because of the 

limited security in the MANET, many forms of attack on 

the MANET can be implemented at all layers of the OSI 

model, shown in Table I. 

TABLE I: SUMMARY ATTACKS IN MANET 

Layers Type attacks 

Application Viruses [2] 

Transport SYN flooding [3], ACK Storm [4], Session attacks 

[5] 

Network Blackhole [6], Grayhole [7], Wormhole [8], 

Sinkhole [9], Flooding [10] 

DataLink Selfish Misbehavior [11] 

Physical Jamming [12] 

 

Among these forms, the attack on the network layer 

will deflect the packets’ path, resulting in the road of 

harmful nodes setup by hackers to bug, destruct, make 

information unsafe and cause damages to the network’s 

performance. In this research scope, the article aims to 

propose AODV-MSA security protocol based on digital 

signature to combat the forms of attack at the network 

layer. In the next session, some researches relevant to 

digital-signature-based MANET security are presented. 

The Session III presents Multiple Signature 
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Authentication mechanism and its application to build 

AODV-MSA protocol. The Session IV presents the 

detailed evaluation process of results by means of 

simulation and final conclusion. 

II. RELATED WORKS 

The guaranteed security in MANET communications 

based on digital signatures has been concerned and 

researched by some authors. In this part, we will review a 

number of articles published in recent years. 

The authors [13], who proposes SAODV protocol, can 

be considered as the pioneer to apply digital signatures to 

guarantee the security of MANET. The SAODV protocol 

has been developed from AODV using the mechanism of 

information authentication. Each network node stores a 

private digital signature based on the RSA cryptosystem , 

the sending node will hash the message’s attributes to be 

secured before sending and then sign on the hash value 

with a private key, the message now has more 2 new 

attributes to store the post-signing value and the used 

hash function. Upon receiving the message, the node that 

uses the public key of the source node will send the 

message to be authenticated. If the message is valid, the 

node will perform again the signing process with its 

private key and forward the message to the neighboring 

nodes. The process will be implemented until the 

destination node receives the message. The advantage of 

the SAODV protocol is the capacity of very high security 

because the signing and authentication for the message 

are performed at all nodes. It, however, will significantly 

impact on the routing cost and the dead time of the 

system. In addition, the weak points of the SAODV 

protocol is that the power node has no mechanism to 

recognize whether or not the message is actually 

transmitted to the desired destination and the allocation 

management of keys in the system should be further 

researched.  

An improvement of the SAODV  protocol in 

orientation to increase adaptability is A-SAODV [14], the 

objective of which is to reduce the communication load. 

The proposed solution is to supplement adaptive modules 

to manage the answer to RREP packet for the source 

based on the packet’s size in the queue and threshold 

values to make decision on RREP answer when the route 

to the destination exists. Its aim is to redirect the path 

through other nodes due to the overload of the current 
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node (the number of packets in the queue > the threshold). 

In addition, the author also proposes a lock allocation 

scheme for the system to solve the shortcomings in the 

SAODV protocol. 

The authors [15] also recommended ARAN protocol  

as well as prevention solutions apply mechanism of 

authentication, integrity, and non-repudiation based on 

digital signature. Different from SAODV, route discovery 

packet RDP in ARAN is signed and certified at all hop-

by-hop nodes and end-to-end. Furthermore, ARAN has 

supplemented the testing member node mechanism, thus, 

malicious can not pass over security by using fake keys. 

Structure of RDP and REP of ARAN is not available with 

HC to identify routing cost; this means ARAN is unable 

to recognize transmission expenses to the destination, 

ARAN argued that the first REP received is the route 

packet with the best expenses.  

The SEAR [16] routing protocol is designed by Li 

basing on the ideal of AODV which use a one-way hash 

function to build up a hash set of value attached with each 

node and is used to certify route discovery packages. In 

SEAR, Identification of each node is encoded with SN 

and HC values; hence, it prevents iterative route attacks. 

Similarly, Mohammadizadeh from AODV develops 

SEAODV [17] by using certification scheme HEAP with 

symmetric key and one-way hash function to protect 

route discovery packet. By simulation, the author has 

shown that SEAODV is more security with lower 

communication overhead. 

III. A SECURITY ROUTING PROTOCOL 

This section describes about RSA cryptosystem, 

Digital Signature and Multiple Signature Authentication 

(MSA) mechanism. 

A. RSA Cryptosystem and Digital Signature 

RSA public key cryptosystem belongs to the 

asymmetric cryptosystem, was built by the authors 

namely Ron Rivest, Adi Shamir and Len Adleman [18] in 

the Massachusetts Institute of Technology (MIT) in 1977, 

it is widely used nowadays. To perform encryption and 

decryption, the RSA uses the modulo exponentiation of 

the number theory. The steps of lock creation, encryption 

and decryption are as follows: 

 Step 1: Select two prime numbers p and q and 

calculate N = p ∗ q, select p and q so that: 

M <2i-1<N <2i. 

 Step 2: Calculate n = (p - 1)(q - 1). 

 Step 3: Find a number e so that the prime number e 

shares with n. 

 Step 4: Find a number d so that e ∗ d ≡ 1 mod n (d 

is the inverse of e in modulo n). 

 Step 5: Cancel n, p and q. Select the public key 

KU(e, N), the private key KR(d, N). 

 Step 6: The encoded M: C = Me mod N (or Md mod 

N), the decoded C: M = Cc mod N (or Cd mod N). 

Digital signature based on the public key cryptosystem 

is a signing process of electronic documents, each of 

whom has a pair of secret and public keys: Sender signs 

the documents by encrypting it with his/her secret key 

and then sends to the recipient. The recipient checks the 

signature using a public key of the sender to decrypt the 

documents. In case of successful decryption, the signed 

documents are correctly of the sender. 

B. Multiple Signature Authentication Mechanism 

To build AODV-MSA security protocol, the article 

proposes a Multiple Signature Authentication mechanism 

(Fig. 1) to improve the communication security. As 

compared with the previous researches, MSA has the 

following innovations: 

 Firstly, all communication relevant nodes must be 

responsible for signing and authentication to 

guarantee the messages from the source to the 

destination and return on the same safe road. 

 Secondly, the source and destination nodes have the 

foundations to authenticate the process of sending 

and receiving the messages, particularly the source 

node exactly knows whether or not the destination 

node has received the message and the destination 

node exactly knows to have received the message 

and its sending node. 

Fig. 1 describes in detail the process of Multiple 

Signature Authentication mechanism from the source 

node (1) to the destination node (n). To guarantee data 

transmission to its destination and return on the same safe 

road, the source node (1) generating the authentication 

code A is the information to carry out checking. Sending 

phase: All the nodes from (1) to (n) are signed using the 

private key d. At the node (1), the value Q1 is calculated 

by using the key d1 to sign on the authentication code A. 

Next, with the node (i), the information Qi-1 is signed 

using the key di. As a result, the destination node (n) 

receives Qn being the authentication code A after n times 

of signing with the private keys of the nodes. Answering 

phase: All the nodes from (n) back to (1) are decrypted in 

turn using the public key e, the node (n) decrypts the 

information Qn by using the key en stored in the variable 

Pn, the node (i) decrypts the information Pi+1 by using 

the key ei. As a result, the source node (1) receives P1 

being the value Qn after n times of decryption with the 

public key of all nodes. 

At the destination node, when the message is received, 

the value Tn = IDn indicates the destination node (n) 

getting the right data sent to it from the source node (1) 

because the destination node has used the private and 

public keys of the source node to decrypt. 

When the source node receives a message, the value A 

= P1 shows the data from the source to the destination and 

return on the same safe road (else appeared network 

attacks). The value T1 = IDn indicates the source node (1) 

receiving the right response packets from the destination 

node (n). 
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Fig. 1. Description of multiple signature authentication mechanism 

C. AODV Routing Protocol 

The AODV protocol belongs to the on-demand routing 

protocol, using RREQ packet, RREP packet to discover 

the path and RERR packet to maintain path information. 

The source node discovers the destination path by 

broadcasting the RREQ packet to all neighboring nodes. 

Regarding the node receiving RREQ message, if it is the 

destination node or has the enough “fresh” path to the 

destination, then it will release an answer that the RREP 

packet contains the information about the path back to the 

source; on the contrary, it continuously broadcasts the 

RREQ packet to find the path. Figures 2a and 2b describe 

the algorithm to broadcast the RREQ packet and the 

algorithm to respond the RREP packet, both of which 

have complexity of O(n). When the source node receives 

the RREP packet, it will update the path to the destination 

in the routing table if satisfying the condition that are the 

recently discovered route is “fresh” and has the best cost. 

In the AODV protocol, the value SN combines with 

RequestID to guarantee no coincidence in the path 

discovery process. The value HC will increase one time 

whenever a node forwards the RREQ message used to 

determine the cost of the path to the destination. 

 
a) Broadcast RREQ packet 

 

 

 

 

 
b) Unicast RREP packet 

Fig. 2. The algorithm of AODV routing protocol 

D. AODV-MSA Protocol 

The AODV-MSA protocol is improved from the 

AODV one by supplementing MSA into the path 

discovery algorithm (Fig. 2a) and the algorithm to answer 

the RREP packet retuning its source (Fig. 2b), the 

purpose of which is to enhance the communication 

security. The structure of RREQ and RREP packets is 

supplemented further two new Check and MSA attributes 

(Figures 3a and 3b) to be used for the signing and 

authentication process of messages. The Check attribute 

is used to store the values Ci and Ti and the MSA 

attribute is used to store the value Qi in the MSA model. 

 

Type J R C Reserved Hop Count 

Broadcast ID 

Destination IP Address 

Destination Sequence Number 

Source IP Address 

Source Sequence Number 

Check 

MSA 

a) RREQ 

 

 

 

Not recieved RREQ? 

(Source, brd_id) 

y 

n 

y 

n 

n 

AddPathToSource(); 

HopCount++; 

y 

Broadcast RREQ 

Drop RREQ 

End 

Begin 

Unicast RREP 

isDestination? 

HasPath() and 

Fresh()? 

 

Add to cache <Source, brd_id>  

Ni receives RREP 

n 

y 

Begin 

IsSourceNode? 

(saddr() == index) 

P!=null? 

n 

End 

y  

Source node 

accepts RREP 

Drop RREP 

Forward RREP to 

back source node 

 

P=PathToSource(); 

Journal of Communications Vol. 16, No. 4, April 2021

©2021 Journal of Communications 145



 

Type R A Reserved Prefix Sz Hop Count 

Destination IP Address 

Destination Sequence Number 

Source IP Address 

Lifetime 

Check 

MSA 

b) RREP 

Fig. 3. The AODV-MSA packets structure 

The format of the Route Request (Fig. 3a) and Route 

Reply (Fig. 3b) message are illustrated above, and 

contains the following fields (see in [19]): 

 Type: 1 (RREQ) or 2 (RREP). 

 J: Join flag; reserved for multicast. 

 R: Repair flag; reserved for multicast. 

 G: Gratuitous RREP flag; indicates whether a 

gratuitous RREP should be unicast to the node 

specified in the Destination IP Address field. 

 D: Destination only flag; indicates only the 

destination may respond to this RREQ 

 U: Unknown sequence number; indicates the 

destination sequence number is unknown. 

 Reserved: Sent as 0; ignored on reception. 

 Hop Count: The number of hops from the 

Originator IP Address to the node handling the 

request. 

 RREQ ID: A sequence number uniquely 

identifying the particular RREQ when taken in 

conjunction with the originating node’s IP address. 

 Destination IP Address: The IP address of the 

destination for which a route is desired. 

 Destination Sequence Number: The latest 

sequence number received in the past by the 

originator for any route towards the destination. 

 Originator IP Address: The IP address of the node 

which originated the Route Request. 

 Originator Sequence Number: The current 

sequence number to be used in the route entry 

pointing towards the originator of the route request. 

 A: Acknowledgment required. 

 Prefix Size: If nonzero, the 5-bit Prefix Size 

specifies that the indicated next hop may be used 

for any nodes with the same routing prefix (as 

defined by the Prefix Size) as the requested 

destination. 

 Lifetime: The time in milliseconds for which 

nodes receiving the RREP consider the route to 

be valid. 

Applying the Multiple Signature Authentication 

mechanism to protect and authenticate the RREQ packet 

in the path discovery process, we have the improved 

flowchart of path discovery algorithm (Fig. 4) with 

complexity is O(n). Similarly, we have the improved 

flowchart of the algorithm to answer the RREP packet 

(Fig. 5) with complexity is O(n). 

 

 

Fig. 4. Improved algorithm to broadcast RREQ packet in AODV-MSA 

protocol 

 
Fig. 5. Improved algorithm to reply RREP packet in AODV-MSA 

protocol 

n y 
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(saddr() == index) 

P!=null? 

 

n 

End 

y  

Forward RREP to 

back source node 
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; 

k = esrc //Source’s public key 

Cindex=S(S(Tindex,dindex), k) 

RREP.check = Cindex 

Pindex = S(RREQ.MSA, eindex) 

RREP.MSA = Pindex 

 

Pindex = S(RREP.MSA, eindex) 

RREP.MSA = Pindex 

 

 

n 

(Tindex!=IDdst)? 

y 

k = edst 

Tindex=S(S(RREP.check, k),dindex) 

Pindex = S(RREP.MSA, eindex) 
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Drop RREP 

 

Begin 
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(Pindex!=A)? 

y 

n 
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It is shown in the improved flowchart of the algorithm 

to answer the RREP packet (Fig. 5) that the source node 

accepts the RREP packet only when the source receives 

the right message from the destination node and the 

authentication code in the RREP packet is the same as 

that initially generated. 

IV. SIMULATION RESULTS 

The article simulates the operation of AODV and 

AODV-MSA protocols on the NS2 [20] simulation 

system (version 2.35), the simulation interface (Fig. 6) 

with the simulation parameters in Table II. Its aim is to 

assess the performance of the AODV-MSA protocol 

when using the key of 32-bits.  

A. Simulation Parameters 

The parameters used to evaluate the performance are 

successful packet transfer rate and the average delay of 

the system in the communication process, in which the 

delay parameter shows the influence of MSA when being 

installed in the AODV protocol. Here, the author does not 

stimulate the scenario of attacked network, the reason for 

which is to carry out attacks in the AODV-MSA protocol; 

the hackers must setup algorithms strong enough to break 

the RSA cryptosystem. The issue will be presented by the 

author in the next researches. 

 
Fig. 6. The simulation screen in NS2 

We have used 5 topologies to simulate. It is randomly 

generated using the ./setdest tool and the CBR source of 

traffic generation created using the ./cbrgen tool of NS2. 

Each simulation scenario has 50 nodes, operating within 

the scope of 1000m x 1000m, all network nodes move 

randomly under the Random Waypoint model [21] in the 

time period of 500s, minimum node speed for the 

simulations is 1 m/s while the maximum is 20m/s. In each 

simulation scenario, 20 sources transmit data at a 

Constant Bit Rate (CBR). Each source transmits 512-byte 

data packets at the rate of 4 packets/second. The first 

source emits data at time 0, the following sources 

transmit data at 10 seconds apart. For more details, see 

Table II. 

TABLE II. SIMULATION PARAMETERS 

Parameter Values 

Simulation area 1000m x 1000m 

Network topology Random Waypoint 

Simulation times 500(s) 

Number of nodes 50 (node) 

Traffic model CBR 

Routing protocol  AODV, AODV-MSA 

Queue type FIFO (DropTail) 

Number of connections 20 UDP 

Packet size 512 (bytes) 

Maximum speed 1..20 m/s 

 

We evaluate the original AODV, the AODV-MSA and 

compare their performance in terms of packet delivery 

ratio, end-to-end delay, and routing load metrics. [10] 

 Packet delivery ratio (PDR): The ratio of the 

received packets by the destination nodes to the 

packets sent by the source nodes (eqn 1); where n is 

number of data packets that are received by 

destination nodes, m is number of data packets that 

are sent by source nodes. 

%100*

1

1








m

j

sent

n

i

recieved

j

i

DATA

DATA
PDR  (1) 

 End-to-end delay (ETE): This is the average delay 

between the sending time of a data packet by the 

CBR source and its reception at the corresponding 

CBR receiver (eqn 2), where 
i

DATADelay  is the 

delay time for sending ith data packet to its 

destination successfully, n is number of data packets 

that are received by destination nodes. 

 

n

Delay
ETE

n

i

i

DATA  1
 (2) 

 Routing load (RL): This is the ratio of the overhead 

control packets sent (or forwarded) to successfully 

deliver data packets (eqn 3), where n is number of 

data packets that are received by destination nodes, 

g is number of overhead control packets that are 

sent or forwarded. 










n

i

recieved

g

j

overhead

j

i
DATA

PACKETCONTROL
RL

1

1
_

 (3) 

B. Simulation Results 

After having performed 10 simulation scenarios of the 

operation of the AODV and AODV-MSA protocols, the 

simulation results including packet delivery ratio (%), the 
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end to end delay (s) and routing load (s), are summarized 

on 3 graphs in Figures 7, 8 and 9. 

 
Fig. 7. Packet delivery ratio 

Fig. 7 shows the packet delivery ratio that both AODV 

and AODV-MSA protocols are in stable operation with 

high performance (above 95%). The permance of AODV 

better than AODV-MSA because AODV-MSA protocol 

uses MSA for security. Finish of the simulation 500s, the 

packet delivery ratio is 95.48% (0.64% standard deviation) 

in the AODV protocol and 95.20 (0.72% standard 

deviation) in the AODV-MSA protocol. Thus, the 

AODV-MSA protocol proposed by the author has a good 

security capability while it guarantees the performance 

almost equivalent to the native protocol. 

 
Fig. 8. End-to-end delay 

Fig. 8 shows the end to end delay that the delay time of 

the two protocols tend to increase when the increase 

simulation times, the delay time of the AODV-MSA 

protocol is higher than the AODV one in almost 

simulation scenarios because the AODV-MSA protocol 

uses MSA, affecting the processing time at each node. 

However, the average delay time of the AODV-MSA 

protocol is almost low effected when being simulated 

with a 32-bit key value. In all the simulation scenarios, 

the AODV-MSA and AODV protocols have the 

maximum delay times of 0.192s and 0.215s respectively, 

0.03s and 0.04s standard deviations. 

Fig. 9 shows the routing load that the routing load of 

the two protocols tend to increase when the increase 

simulation times, the delay time of the AODV-MSA 

protocol is higher than the AODV one in almost 

simulation scenarios because the AODV-MSA protocol 

uses MSA. Finish of the simulation 500s, the routing load 

is 1.71pkt (0.23pkt standard deviation) in the AODV 

protocol and 1.68pkt (0.18pkt standard deviation) in the 

AODV-MSA protocol. 

 
Fig. 9. Routing load 

V. CONCLUSION 

In this paper, we have proposed the Multiple Signature 

Authentication mechanism and apply edit to create the 

AODV-MSA security protocol by improving the AODV 

one. It is shown in the simulation results that the 

improved protocol effectively operates in the network 

environment of the movement nodes. The AODV-MSA 

protocol has good performance. However, its average 

delay time and routing load are affected by the process of 

signing and information authentication. With the 32-bit 

magnitude of the key, the average delay time of the 

AODV-MSA protocol is affected but not much. In the 

future, we will continue to setup the simulation of the 

proposed protocol on many different network scenarios 

with the key value large enough to guarantee the security 

for evaluation of routing costs. 
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