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Abstract —Malicious nodes are affecting many of the current
networks, specially, the decentralized networks such as
VANETs. VANETSs are highly decentralized networks that are
highly dynamic and include many nodes or vehicles that are
introduced and leave the network abruptly. In order to
overcome this challenge, we propose using the blockchain
technology. Blockchain is an emerging technology that is
changing how modern system and technologies operate. Many
systems nowadays are based on this technology including the
Bitcoin system. However, many other technologies are
realizing the potential benefits of the blockchain technology. In
this paper, we propose the use of mini blockchain in the
detection of malicious vehicles in VANET. We propose a
general framework in which malicious vehicles will not be able
to gain the trust of other vehicles and be part of the network.
This is achieved through the utilization of environmental
sensory data and validating the authenticity of the packets, and
allowing a vehicle to add different blocks to the blockchain.
We show that our framework is able to deal with malicious
nodes and with Sybil attacks.

Index Terms—VANET, blockchain,  sybil attacks,
authentication, data validation, mini blockchain, fingerprint,
malicious nodes.

I. INTRODUCTION

Vehicular Ad-Hoc Networks (VANET) is becoming
more relevant in todays networks and is becoming an
essential part of the roads. This is mainly due to the fact
of the advances in connectivity and capabilities of
vehicles which have led to the introduction of
autonomous vehicles. Autonomous vehicles are highly
capable due to being equipped with different types of
sensors in order to understand the environment and react
according to the best interest of the driver. The control of
the autonomous vehicle is based on machine learning
techniques without any intervention from the driver or
passengers of the wvehicle. This introduces a main
security concern, since if the vehicle is attacked or is
malicious, it can cause major accidents or damage.

Moreover, the VANET is based on connectivity
between the vehicles, which is achieved either through
vehicle-to-vehicle (V2V) connectivity or through
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vehicle-to-infrastructure (V2I) connectivity. This can be
demonstrated in Fig. 1. In V2V, vehicles are highly
dependent on information that they receive from other
vehicles. The information can be for convenience
applications such as infotainment, or it can crucial
information such as the occurence of accidents or road
conditions. In this scenario, a malicious node can cause
an extensive amount of harm if it conveys false or
misleading information to other vehicles.
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Fig. 1. VANET general architecture [1].

One of the concepts that has been introduced in recent
years that verifies identity along with the proof that
specific work has been done is the blockchain technology
[2]. Blockchain is the backbone of different technologies
including cryptocurrency (BitCoin). The technology of
blockchain is based on unifying a ledger between all
nodes in the network in a distributed fashion and insure
that no external node can join the network without
authorization. In this aspect, in order for a node to
participate in the system or to perform any mining, the
node has to prove that it has utilized some amount of
actual resources such as computing power in order to be
able to mine. However, some research has been done in
order to overcome the limitation of proof of work and
replacing it by the proof of stake [3]. In proof of stake,
the nodes that are allowed to participate in mining are the
nodes that are stakeholders in the system.

In order to overcome this issue of malicious vehicles,
we introduce a general framework that utilizes
blockchain in order to detect such vehicles within the
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network. The framework relies on using a fingerprint
from the vehicles in order to ensure that the vehicle has
been part of the existing network. This idea has been
presented earlier in literature [4]. However, it was used
for static Internet-of-Things (10T).

Once the fingerprint is verified, the blockchain
provided by the vehicles is examined to verify its
authenticity. If it is authentic, then the vehicles will be
able to reach consensus on one blockchain, and hence,
this blockchain will propagate through the whole
network through vehicle communication. However, one
issue is that the size of the blockchain increases as the
number of nodes in the network increases. In order to
overcome this limitation, we proposed the use of mini
blockchain.

This paper is organized as follows: in the next section
we introduce the related work to detect malicious nodes
within  VANETSs. Following that, we introduce the
general concept of blockchain, mini blockchain,
importance of environmental data and introduce our
framework. Finally, we discuss the validity of framework
followed by a conclusion.

Il. RELATED WORK

Detection of malicious vehicles have been studied in
literature. Some authors have proposed the detection of
malicious vehicles through searching for possible
explanations for the data with the assumption of the
existence of malicious nodes [5]. Following that, the data
is scored and is ranked according to the score and that
score is used to detect the malicious vehicle.

In [6], the authors have proposed the modification of
the existing Ad-Hoc On Demand Distance Vector
(AODV) routing protocol in order to be able to isolate
malicious vehicles and to avoid collisions between the
different vehicles in the vehicular network.

On the other hand, some authors proposed a new
system called TrustLevel [7]. In this system, each vehicle
is ranked according to the accuracy of its information.
TrustLevel utilizes data from other surrounding vehicles
in order to verify the validity of the transmission.
Following that, TrustLevel uses a reward level system in
order to enhance communication within the VANET. In
[8], the authors proposed the utilization of data mining
techniques and proposed a VANETSs Association Rules
Mining (VARM). VARM is a mining technique that
takes place apriori to the communication taking place,
and will be used in order to detect any malicious
communication.

Since the introduction of the blockchain technology
and the increased interest that it witnessed due to Bitcoin
[9], it has been used in many security applications in
order to ensure the validity and authentication of data
and entities. Some approaches have been introduced to
utilize blockchain in the security of Internet-of-Things
(10T) devices. For example, in [10], the authors proposed
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the use of blockchain in smart home in which they
eliminate the proof of work and coins technology and
concepts. In their approach, the system is composed of
three main layers: a cloud storage, overlay and a smart
home. However, the system also requires a highly
capable devices within the smart home to act as a miner.
This approach might be applicable in static networks,
however, it is not possible to use in highly dynamic
networks such as VANETs or in a distributed
architecture.

Others have also introduced the use of blockchain in
distributed environment. The authors in [11] have
proposed blockchain for vehicular networks. They
integrated the VANET technology with the Ethereum
technology and used the Ethereum smart contract
technology in order to authenticate and validate the
vehicles within the VANET. Their proposed approach
was for both essential and infomercial applications. In
[12], the authors proposed the use of blockchain within
VANET while preserving the privacy and the anonymity
of the vehicle. They relied on distributed trust in order to
reduce the block validation time, and hence, become
more applicable to VANET environment.

In [13], the authors introduced TrustBit, a reward-
based intelligent vehicle communication using
blockchain. The main idea behind trust bit is that each
communication between vehicles is validated and stored
in the cloud. Once a vehicle would like to verify the
validity of any data it received, it can verify it through
the cloud. One main disadvantage for this approach is
that it relies on continuous communication with the cloud
which adds overhead to the network. In order to reduce
this communication overhead, the authors in [14]
proposed a framework that utilizes blockchain and edge
computing instead of cloud computing. The authors
divided the architecture into three layers: the perception
layer, the edge-computing layer and the service layer.
Although this framework is more reliable and applicable
for VANET environment, it does not help avoid or
handle malicious nodes in the network.

Anonymity of the vehicle and its privacy has also been
one of the applications of blockchain in recent literature.
The authors in [15] introduced blockchain-based
anonymous  reputation  system (BARS), which
established a trust model for VANET while ensuring the
privacy of the different nodes in the network. Messages
are accepted based on the reputation of the vehicle,
which is saved in a central authority. One main challenge
with this approach is the idea of a certificate authority
and its feasibility in a vehicular environment, especially
in the aspect of the certificate monitoring and handling.

In [16], the authors introduced a distributed trust
management scheme based on the blockchain
technology. This system is based on the organization of
the vehicles in clusters, and the designation of an elective
cluster head. The miner uses fuzzy logic in order to
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decide on the validity of the data in the packets being
transferred between the different vehicles.

Many of the approaches introduced in literature have
relied on some form of centralization whether through
the use of a PKI system and a certificate authority (CA),
or through the use of cloud or edge computing. This
approach is not feasible in a VANET environment due to
the high speed of vehicles which results in the dynamic
topology of the network, which results in the inability of
the network to sustain network overhead. Other
approaches have used the blockchain technology in order
to validate the vehicle itself. However, once the vehicle
is validated, it will not be easy to revoke this validation
in order to ensure that it did not become malicious after it
was able to gain the trust of the system and the
surrounding vehicles.

To our knowledge, this framework introduced in this
paper is the first to utilize the blockchain technology in
addressing the security and the detection of malicious
nodes in VANETS in a completely distributed manner by
allowing the vehicles to reach a consensus based on the
validation of the data exchanged, and at the same time to
allow for the immediate revocation or expulsion of the
malicious node from within the network by its
neighboring vehicles.

I1l. SECURITY CHALLENGES IN VANET

There are several cybersecurity threats and challenges
that are specifically applicable to VANET environment.
This is due to the unique nature of the communication
patterns and mechanisms in the vehicular environment.
These threats are highlighted in Fig. 2.

VANET Security

Vehicle Security V2V Security V21 Security

» Authentication + Authentication » Denial Of Service
+ Integrity + Data Security attacks
- Availability « Key Management + Message Tampering
+ Privacy + Localization + Identity speofing
+ Message Integrity * Reputation System

Fig. 2. Different security threats in VANET environment.

Both the V2V and V2l security threats mentioned
above are amplified in case the node is malicious. In that
case, it is difficult to mitigate the risks that arise from
these threats.

In the VANET environment, it is not feasible to use a
central authentication system (such as certificate
authorities) due to the network overheard from the
packets used. This overhead is not feasible in the
VANET environment [17]. To overcome this limitation,
one of the alternative approaches would be to rely on the
authentication of the message being sent and to derive
the authentication of the node through the authentication
of its communication.

IV. PROPOSED SOLUTION

In this section, we introduce blockchain and our
framework that is based on it.
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A. Blockchain

The blockchain technology has many benefits, which
include transparency, avoidance of malicious nodes, low
cost, instantaneous transactions, and network security
[18]. The network security aspect of blockchain is due to
the fact that the technology uses cryptographic and
decentralized conventions. One of the main descriptions
of the blockchain technology is that it allows records to
be shared across the whole network and is continuously
updated in a distributed fashion. The blockchain is a
ledger that each node in the distributed network has an
identical copy of. Whenever there is a new transaction,
the record of this transaction is broadcasted network
wide and then it is verified by other nodes in the
network. Once this transaction is collectively verified, a
new block is added to the blockchain, and the new
blockchain propagates through the network so every
node has an updated version. However, the fact that the
network is distributed, makes the consensus between the
nodes challenging, hence, a cryptographic algorithm is
used within blockchain that is based on the public-private
key cryptography.

In order for a node to add a block to the blockchain, it
needs to prove that has accomplished enough
computation resources in solving a math puzzle. This
effort required grows exponentially with the length of the
blockchain, however, the verification process remains
simple and does not require much effort from the
verifying nodes.

Within the network, the only valid blockchain is the
longest blockchain, and any other alternative (i.e.
shorter) blockchain is discarded. Fig. 3 demonstrates a
sample of what a blockchain can look like.
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Fig. 3. A sample of how a blockchain can look like [19].

B. Mini Blockchain

One of the main challenges of the traditional
blockchain technology is the length of the blockchain
and size which is not feasible for communication in
VANET due to the different environment communication
restrictions. In [20], the authors introduced the mini
blockchain scheme. In this scheme, the mini blockchain
is composed of three components: the account tree, the
transaction tree, and the proof of chain. Once one node is
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able to authenticate a block, it adds it to its blockchain.
However, once a block is added, another block can be
removed from the end of the blockchain (the account tree
and the transaction tree). However, the proof chain is
stored in its entirety and no information about any block
is removed from it. This ensures that the length of the
blockchain remains manageable as the network size
increases.

C. General Architecture

In this paper, we focus on two aspects of VANET:

e Authenticating the Vehicle: In this regards, our
proposed system aims to make sure that any
malicious vehicle within the network can be detected.

¢ Authenticating Data from Vehicle: In this regards, we
are aiming to allow the vehicles to verify the data
being received and eliminate any suspicious data.

In order to achieve both requirements mentioned
above, we have to propose a system that can deal with
malicious nodes or malicious data at the origin. Hence,
the system has to be a fully distributed system at which
neighboring vehicles are able to verify the authenticity of
the vehicle, whether it is malicious or not, and to verify
that the data being received is authentic. The approach to
achieve the last aspect is to make sure that the
neighboring vehicle itself is the one who generated this
data, or that it can vouch for the vehicle who generated
it. In order to be able to vouch for the generator, the
blockchain has to be authentic, and we will see in the
next subsection, this is verified through the length of the
blockchain which evolves over the lifetime of the
network.

Our framework is based on allowing each vehicle to
have its own blockchain. However, upon communicating
with other vehicles, both wvehicles have to reach a
consensus on one blockchain, which is the longest of
both versions (one for each communicating vehicle). If
the vehicle is not able to authenticate the neighbors’
blockchain or its data, then they do not exchange
blockchains. Once a successful exchange takes place, the
blockchain is amended and hence, its length becomes
longer. A malicious vehicle will not be able to obtain a
copy of the existing blockchain and due to the lack of
successful exchanges, the length of its own blockchain
will be shorter than the acceptable threshold in the
network.

In the next subsections, we will explain the main steps
in our proposed framework.

D. Validation through Environmental Data

Data validation has been a challenge in
communication systems and in vehicular networks for
some time. There has been many different approaches
introduced in order to validate the data generated in
VANET. In [21], the authors relied on the fact that
vehicles generate sensory data that can be matched with
what should be similar to that of neighboring vehicles. In
[22], the authors used Markov chain in order to achieve
data validation. Moreover, in [23], the authors used a
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probabilistic approach that relies on blockchain and the
PKI system to ensure the validity of the data through the
validation of the vehicle. Other approaches used sensory
data as well, such as the approach introduced in [24]. In
this approach, the generation of the data is coupled with
sensory data in order to ensure the validity of the node
and the data.

Environmental sensory data can be used in order to
validate the generation of data by a vehicle. In static
networks, the discovery of malicious vehicles based on
this environmental data has been successful, specially
due to the fact that any discrepancy in this data would be
flagged as malicious. This can be demonstrated in Fig. 4.
In this figure, the rate of detection of malicious vehicles
is dependent on the percentage of malicious nodes in this
network. This is based on the fact that if the number of
malicious nodes increase, the higher the possibility of
collusion between the vehicles, and hence the possibility
of detection is lower. The requirement for this scenario is
that the malicious nodes are in each other’s vicinity. This
scenario has a lower probability in VANET
environments due to the fact of the fast changing
topology. Hence, the malicious vehicles staying in each
other’s vicinity in order to collude has a lower
probability that the case of statics networks.
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Fig. 4. Detection rate of static malicious nodes using environmental
data [24].

However, the impact of environmental data in
VANET is different than static networks. This is due to
the fact that the vehicles’ speed allows for a larger
variation in the environmental data sensed. Although
some data such as the temperature should not vary in the
short time span of the vehicle movement, other readings
should vary such as the air pressure. In this case, the
vehicle (both transmitting and receiving) should adjust
the acceptable threshold and range of data variation in
these readings. Once this data is validated, it will be
verified that the vehicle transmitting this data is the
vehicle that has generated it. In this case, if the actual
data is malicious, then the vehicle that generated it is a
malicious vehicle. However, if the packet was forwarded
by a vehicle, then this does not indicate that the
forwarding vehicle is malicious.

E. Our Framework

In order to explain our framework, we will use the
scenario presented in Fig. 5. Assume that vehicle 2 (V2)
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is already existent in the network and vehicle 1 (V1) is
trying to join the network. V2 will be required to verify
that V1 is not malicious node. The steps of the
framework are as follows:

Once communication takes place between V1 and
V2, and V2 receives a packet from V1, V2 considers
that the packet is considered a suggestion for what
can be considered the next block in the blockchain.
The packet sent from V1 to V2 includes the data
generated by V1 along with the different
environmental data such as the location, the air
temperature and pressure. This extra information
helps V2 verify that V1 is within the vicinity if the
environmental data matches with V2’s own data as
explained in the previous subsection. Before V1
sends its packet, it encrypts it with its private key and
includes its blockchain (BC1).

Once V2 receives BC1, it checks its length. If it finds
that the length is significantly lower than its own
blockchain BC2, then it will consider V1 to be a
malicious vehicle. V2 will drop the packet and the
information that it received from V1, and will
respond to V1 with a null blockchain.

If V2 detects that the length of BCL1 is valid, then V2
will decrypt V1°s data and computes the hash of the
environmental data of V1 to make sure that it is
within its vicinity.

Now, V2 will validate the data within the packet that
it received from V1.

If V1 data is valid, then V2 will concatenate V1s
block with the longest blockchain between BC1 and
BC2. However, V2 will encrypt this block with both
its private key and with V1s public key. This is
essential so no other vehicles who V2 communicates
with will be able to decrypt the last block (and hence,
modify it). Once the block is encrypted, V2 sends the
longest blockchain produced to V1 and V1 will adopt
the new blockchain as its own.

If V1 data is not valid, then V2 rejects V1 suggested
block and doesn’t send anything back to V1.

This framework can be demonstrated using the steps

specified in Fig. 5:

1.

V1 computes the different environment data such as
temperature, air pressure, etc.

V1 sends its blockchain (BC1) along with the
environmental data and actual data to V2.

V2 receives the data, and separates the BC1 from the
environment data and the actual data.

. V2 starts the verification process by checking that:

i. the environmental data is valid.
ii. BC1 length is not significantly different that BC2
by the threshold value.
iii. The actual data provided by V1 is valid and does
not contradict with other data received by V2 from
other vehicles.
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5. Once V2 verifies all data from step 4, then it will
send the largest blockchain (between BC1 and BC2)
back to V1.

6. V1 will receive the new blockchain and replace it
with the blockchain it had.

The different steps of the framework are demonstrated

in flowchart shown in Fig. 6.
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Fig. 5. A demonstration of framework in communication between
vehicles according to steps (1 — 5) highlighted in explanation.
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Fig. 6. Flowchart illustrating the different steps of the framework.

IV. DISCUSSION

In order to present the effectiveness of our framework,
we will assume that there is a malicious vehicle and it is
trying to infiltrate the network. This malicious node will
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attempt to communicate with the neighboring vehicles in
order to get a copy of their blockchain. Once this
communication is not successful, the malicious node will
have one of two choices:

1. Delete its block chain and start all over again as a
new node. If the vehicle decides to delete its blockchain,
it will be dealt with as a new node joining the network,
and hence, it will have to provide non-malicious activity
in order to receive a legitimate copy of the blockchain
within the network. However, at any step, if the vehicle
sends any malicious activity, then it will be risking its
own blockchain and will have to resort to either deleting
its blockchain or to resort to an earlier version of it.

2. Start with the blockchain of the last acceptable
blockchain length. If it chooses to attack again another
vehicle, over some time it will suffer from having a very
short block chain compared to the average accepted
block chain size in the network. Therefore, at that point,
no other vehicle will accept any communication from
this vehicle and it will be considered malicious from all
the other vehicles, and thus will be forced to delete its
block chain and start all over again.

This decentralized approach, where attacks are being
handled locally guarantees the anonymousness of all the
involved vehicles, as it does not deal with their identities.
The handling of the anonymity of the vehicles is
essential in order to be able to avoid Sybil attacks, where
identities can’t be forged and block chains can’t be
manipulated.

Moreover, this framework allows for the vehicles to
reach consensus between each other on one common
blockchain that propagates through the network. It is
expected that the length of this blockchain will keep
growing, and hence, it one point it will have to be
purged. In order to overcome this issue, each block in the
blockchain will have a time to live (TTL) field, after
which, this block will have to be deleted from the
blockchain in order to avoid the consumption of network
resources in overhead. This is done based on the mini
blockchain introduced earlier, in which the proof of
chain is not purged, however, the account tree and the

transition tree are.
8 V3 -BC3

Fig. 7. Vehicles in vicinity with each one its own Blockchain (BC).

V2 -BC2 g

One main advantage of this approach is the ability to
detect a malicious vehicle once it becomes malicious. In
other words, if a vehicle is considered non-malicious and
communicates through the network, and then it is
attacked and starts sending malicious data, the
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neighboring vehicles will be able to invalidate the data
being sent from this vehicle. The vehicle that was
flagged as malicious will continue to be flagged as
malicious till it starts sending non-malicious data. Once
that is the case, it can start building its mini blockchain
and communicating with other vehicles.

Fig. 7. Show Vehicles in vicinity with each one its
own Blockchain (BC)

V. ENHANCEMENTS AND FUTURE WORK

The approach introduced in this paper has several
advantages as mentioned earlier. However, there are two
main limitations and future enhancements. These two
are:

1. The data validation is still a challenge. A malicious
vehicle can wait on generating the environmental data
and generate the actual data at the same time. Once it
achieves that, it can replace the actual data generated
with malicious data. In this case, the actual data has to be
validated. While this case is highly unlikely due to the
fact that this requires time for generating the actual data,
and hence it can scale down the amount of attacks being
carried, it is still a possibility. In order to overcome this
attack, the solution would be to validate the actual data
being sent by the vehicle, besides the validation of the
environmental data. Although the environmental data has
to be validated on continuous basis, the actual data can
be validated at a lower rate.

2. The second challenge would be to create a
reputation system tied to the identity of the vehicle. Due
to the fact that there is an actual physical contact between
the vehicles (they are in the same vicinity), the identity
of the vehicle can be based on the image of the vehicle.
Vehicles are not identical due to the existence of license
plate humbers, hence, the image of the vehicle can be
considered as a fingerprint. This can be achieved through
image processing techniques, and this is becoming more
of a possibility based on the fact that vehicles are being
equipped with high technology including cameras in
order to allow for the autonomous vehicle technology
and smart vehicles.

VI. CONCLUSIONS

To sum up, this paper introduces a general approach to
detect malicious vehicles based on the blockchain
technology. This framework utilizes the advancements
and advantages of the blockchain technology which
includes the distributed nature, and the ability to reach
consensus on one common ledger between all nodes
within the network. Our framework is based on vehicles
communicating their blockchains to each other. This
blockchain will be based on environmental information
and the validation of the data between the vehicles. This
framework manages to detect malicious nodes by the
adjacent vehicles, hence, reduces the cost of a centralized
approach. We discuss the possible attacks by the
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malicious nodes and how our proposed framework
addresses them.
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