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Abstract—The rapid evolution of Internet of Things (IoT) 
devices in advanced urban environments has transformed 
traditional cities into intelligent ecosystems, which are 
typically named as smart cities. These interlinked structures 
improve urban services as well as citizens' lives through 
smart transportation, public safety solutions, environmental 
monitoring, as well as energy management. Nevertheless, the 
incorporation of several IoT devices also increases important 
security concerns, since they enable potential attack vectors 
for malicious entities. Therefore, robust Intrusion Detection 
Systems (IDS) are important to protect sensitive data and 
ensure the integrity and availability of smart city applications. 
To mitigate these shortcomings, intrusion detection in IoT-
based smart city applications develops Exponentially 
Weighted Parrot Optimizer_Shuffle Attention Network 
(EWPO_SA-Net). The IoT simulation is initially carried out, 
and the data is collected from simulated nodes. The input 
data is subjected to data normalization, which is done by 
employing linear normalization. Furthermore, the features 
are selected by utilizing the Mahalanobis distance. The 
intrusions are finally detected through the Shuffle Attention 
Network (SA-Net), which is trained by EWPO. EWPO_SA-
Net obtains superior efficiency by analyzing analytics 
measures like accuracy, sensitivity, precision, F1−Score, and 
False Positive Rate (FPR) of 93.737%, 93.940%, 93.555%, 
93.747%, and 6.521%. 
 
Keywords—internet of things, intrusion detection, smart city 
applications, exponentially weighted moving average, parrot 
optimizer 
 

I. INTRODUCTION 

For the past decades, the intercommunication of people 
and services has been rapidly developed. Recent 
communication systems, ranging from personal area 

networks to 4G/5G that allow this system to become 
ordinary for Internet and computational service use cases, 
which contribute to the development of sustainable smart 
cities [1]. IoT represents an interconnected network of 
physical devices, vehicles, and other embedded objects 
with sensors, software, and network connectivity that 
enables them to gather and exchange data [2]. IoT tools 
like sensors and lighting are utilized in smart cities for 
collecting and examining data, owing to network issues 
and more devices in IoT. Then, cities utilize these analyzed 
data for improving public utilities and facilities [3]. Smart 
cities have improved the lifespan and services offered to 
populations and urban areas. They have the right to 
manipulate physical things online and provide smart data 
for people on healthcare, smart infrastructure, public safety, 
and agriculture [4]. To develop sustainable environments, 
smart cities design advanced technologies, data analysis, 
and interconnected systems [5]. A smart city increases 
living facilities for its citizens by increasing the capacity 
of its organizational structure. Cities can utilize smart 
technologies for monitoring their advancement and 
communicating with municipal infrastructure and social 
networks [6]. It is imperative for governments to gather 
different data sources from cities to enhance the smart city 
inhabitants’ lifetime [7, 8]. 

In recent times, malicious attacks on IoT 
communication systems have been rapidly increasing and 
posing simple security issues. Specifically, IoT devices 
require minimal computational capacity and energy, 
security systems designed for IoT must consider these 
needs. However, cybercriminals are concentrating on these 
technologies. So, it is essential to design security systems, 
particularly for these networks, which ensure the security 
of the IoT network. Intrusion Detection Systems (IDS) 
have been designed in this domain with more approaches 
[9]. It is categorized into two kinds, namely anomaly and 
signature-based systems. Anomaly-based system 
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identifies the intrusion through small variations from 
original activities, while a signature-based system is based 
on pre-defined attack signatures [1]. Several smart city 
applications developed utilizing Artificial Intelligence (AI) 
[10] will reduce the environmental impacts, sustainability 
of the city and effective usage of its resources, which aids 
in recognizing the intrusions [8]. Current developments in 
Machine Learning (ML) are employed to increase the 
usage of enhanced neural network techniques. 
Nevertheless, it is significant to consider the complex 
patterns while performing multiclass detection since the 
characteristics of malware make the task more complex. 
Deep Learning (DL) techniques, such as Convolutional 
Neural Networks (CNNs) and Long-Short Term Memory 
(LSTM) used for detecting and identifying malware for 
secure applications providing facilities in IoT-based smart 
cities [11]. 

The major intention of this novelty is to design a 
framework for intrusion detection in IoT using 
EWPO_SA-Net. The IoT is simulated, and then the data is 
collected from simulated nodes. The input data is 
forwarded to normalization phase, where it is done by 
linear normalization. Mahalanobis distance is considered 
for selecting relevant features. The intrusions are detected 
by employing SA-Net, where its parameters are tuned by 
employing EWPO, which is integrated utilizing 
Exponentially Weighted Moving Average (EWMA) and 
Parrot Optimizer (PO). 
 Proposed EWPO_SA-Net for intrusion detection: A 

novel framework, EWPO_SA-Net, is introduced for 
intrusion detection in IoT-based smart city applications. 
Here, SA-Net is considered for detecting intrusions, in 
which the parameters of SA-Net are tuned by designing 
a hybrid optimization named EWPO. The EWPO is the 
integration of Exponentially Weighted Moving 
Average (EWMA) and Parrot Optimizer (PO). 

The layout of this research is listed as: Section II 
deliberates a review of former methods. Section III shows 
the system model of IoT. Section IV discusses the 
EWPO_SA-Net module. Section V evaluates the 
EWPO_SA-Net with a discussion table. Section VI 
completes the research with future work. 

II.  MOTIVATION 

An IDS can help organizations to adopt a proactive 
rather than sensitive system to security, which allows for 
vulnerabilities and potential threats detections before they 
can be exploited. Smart city applications generate more 
volumes of data from several streams of received 
information. This total volume can conquer conventional 
IDS, which makes it complex for identifying and analyzing 
threats promptly. Thus, a new system is designed by the 
research through proper analysis of the existing methods. 

A.  Literature Survey 

Aborokbah [4] designed the Smart Waste Management-
Intrusion Detection System (SWM-IDS). This model was 
a generic inductive technique employing node feature data 
and proved as a smart and adaptive solution to SWM 
platforms. But it induced minimal scalability and was 

highly complex in computation while applying to large-
scale SWM systems with more interconnected IoT devices. 
Badouch and Krit [8] developed Machine Learning (ML) 
in detecting intrusions in IoT. Even though this model was 
robust and simple to detect the intrusion at an earlier phase, 
the resources exploited were limited, also the security and 
privacy were not permanent. Kumar and Neduncheliyan 
[12] established an Ensemble Deep Learning (DL) 
framework with Self-Attention CNN, Bidirectional Gated 
Recurrent Units, and Shark Smell Optimized Feed 
Forward Networks. This module predicted the cyber-
attacks with less response time as well as high performance. 
However, the real-time implementation in operational 
smart city environments was not utilized. Hazman et al. [3] 
introduced IDS for IoT-based smart cities integrating 
LSTM and feature Engineering (IDS-SIoDL). The 
operational costs of this system were low since it deployed 
superior data quality with less training time. Nonetheless, 
it was failed in leveraging blockchain technologies for 
enhancing privacy in smart cities. Wahid et al. [13] 
proposed a TabNet–Sailfish Optimization (SFO) model for 
intrusion detection. In this approach, TabNet was 
employed for significant feature selection, while SFO was 
used to fine-tune TabNet’s hyperparameters. The model 
achieved high detection accuracy; however, its scalability 
was limited when applied to diverse environments.  
Ayub et al. [14] developed a machine learning–based 
reliable, fast, and lightweight intrusion detection approach. 
Among the evaluated algorithms, the K-Nearest Neighbors 
(KNN) achieved the highest detection accuracy, and the 
model proved to be adaptable across various IoT network 
types. However, the approach exhibited relatively high 
time consumption. 

The proposed EWPO_SA-Net directly addresses the 
limitations identified in recent studies. First, it employs 
Mahalanobis distance–based feature selection, which 
ensures a compact and covariance-aware feature set, 
thereby reducing false positives and improving inference 
speed. Second, it integrates the SA-Net to effectively 
capture both spatial and channel dependencies with 
minimal computational overhead. Third, it introduces the 
EWPO to fine-tune the weights and hyperparameters of 
SA-Net, enhancing learning stability and detection 
precision under resource-constrained conditions. This 
integrated design significantly improves scalability, 
minimizes false positive rates, and ensures real-time 
responsiveness across diverse smart city scenarios. 

B.  Challenges 

The issues in the former approaches are detailed below: 
 In Ref. [4], the SWM-IDS model was employed in 

detecting intrusions with superior quality performance. 
Nonetheless, it did not analyse with large databases for 
detecting the threats without the need for an additional 
system. 

 Although the ML model in Ref. [8] achieved higher 
accuracy and better generalizability, the computation 
time was not accurate. 

 The ensemble DL framework in Ref. [12] employed 
with remarkable efficiency to detect and classify a wide 
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range of cyberattacks. Nevertheless, it failed to 
understand which features were important for specific 
attack detection. 

 In IoT-based smart cities, data stored and transmitted 
is often huge and highly sensitive. The major threats to 
data storage are network intrusions and attacks. Several 
techniques have been designed for mitigating these 
attacks with maximum accuracy. Nevertheless, most of 
them have major flaws, like maximal detection times 
and the limitation of only being able to conduct 
network traffic’s binary classification. 

III. SYSTEM MODEL  

Smart cities represent an advanced system that employs 
integration of IoT technology, Information and 
Communication Technology (ICT) and intelligent systems 
to improve the quality and effectiveness of diverse services, 
such as pollution control and transportation [15]. Smart 
cities’ infrastructure has cloud, terminal and fog layer. The 
cloud provides a storage system that is helpful to 
accommodate a large volume of data. Fog is conducted as 
a relationship between the devices of the terminal and 
cloud layers, which is reasonable for maintaining network 
edges.  

 
Fig. 1. System model. 

The terminal layer has more devices in the city which 
collect the data for further analysis. Fig. 1 displays the 
system module. 

IV. PROPOSED EXPONENTIALLY WEIGHTED PARROT 

OPTIMIZER_SHUFFLE ATTENTION NETWORK FOR 

INTRUSION DETECTION IN IOT-BASED SMART CITY 

APPLICATIONS  

In this research, intrusion detection in IoT-based smart 
city applications named EWPO_SA-Net is introduced. 
Initially, IoT is simulated and then the data is collected 
from simulated nodes. From the database [16−18], input 
data is taken and allowed for data normalization by 
utilizing linear normalization [19]. Further, the features are 
selected through Mahalanobis distance [20]. Finally, 
intrusions are detected by SA-Net [21], which is trained by 
EWPO, where EWPO is formed by combining EWMA [22] 
and PO [23]. Fig. 2 shows an overview of EWPO_SA-Net 
for intrusion detection. 

A.  Data Acquisition 

In this research, NSL KDD [16], CSE-CIC-IDS2018 
[17], and UNSW-NB15 [18] datasets are considered for 
this evaluation. Let us consider a database ‘T’ 
with ƛ number of data, which is computed as: 

 𝛪 = {𝛪ଵ, 𝛪ଶ, . . . . . . . . . 𝛪ℏ, . . . . . . . 𝛪ƛ}       (1) 

here, 𝛪ℏ indicates input data, and 𝛪ƛ implies overall data. 

B.  Normalization by Linear normalization 

The input data 𝛪ℏ is normalized to address the variations 
in the collected data from different sources, like sensors, 
databases, or applications. This process is done using 
Linear normalization.  

1)  Linear normalization 

It is employed for transforming the features to a 
common scale, ranging from [0,1] [19], which is signified 
as: 

 𝛮ℏƛ = 1 −
௠௜௡

ℏ
௅ℏƛ

௅ℏƛ
                (2) 

here, 𝐿௣௤ implies the resultant value of  𝑝௧௛ alternative 
and 𝑞௧ℎ criterion, as well as 𝛮ℏ indicates normalized output.  

C.  Feature Selection Using Mahalanobis Distance 

The process of this phase is to select the relevant 
attributes from the normalized data  𝛮 ℏ(௥×௦) , which 
impacts the assessment of IDSs. It is performed using 
Mahalanob is distance. 

1) Mahalanobis distance 

It considers the correlation among various directions. 
Let us assume two data 𝛰఍ , 𝛰క and the Mahalanobis 

distance [20]  𝑀𝐷൫𝛰఍ , 𝛰క൯  between 𝛰఍ ,  and 𝛰క is 
illustrated by: 

 𝑀𝐷൫𝛰఍ , 𝛰క൯ = ට൫𝛰఍ − 𝛰క൯
ఁ

𝛷ିଵ൫𝛰఍ − 𝛰క൯   (3) 
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here, 𝛷 specifies the covariance matrix of the total data. 
Once the Mahalanobis distance is computed for all features, 

the top ‘t’ features with a low distance value. Therefore, 
the selected feature is implied as 𝛭ℏ(௥×௧). 

 
Fig. 2. Overview of EWPO_SA-Net for intrusion detection. 

 

D.  Intrusion Detection Using EWPO_SA-Net 

IDS is crucial for monitoring and preserving the 
networks from illegal access and malicious activities. In 
IoT-based smart cities, IDS analyze data from several 
interconnected devices to recognize anomalies and 
potential threats that ensure the integrity and security of 
urban infrastructure and sensitive citizen information. 
Here, the intrusions are detected by employing 
EWPO_SA-Net. The detailed explanation of this novelty 
is elaborated below. 

1)  SA-Net structure  

SA-Net [21] classifies the input feature map as groups 
that deploy a shuffle unit for unifying the channel attention 
and spatial attention as one block for the total groups. All 
sub-features are linked, and channel shuffle deploys to 
provide information communication for various sub-
features. Here, 𝛭ℏ(௥×௧) is an input for detecting intrusions. 

a) Feature grouping 
Consider channel number 𝑂, spatial height 𝑉, width 𝑊 

for the feature map 𝑆 ∈ 𝜒ை×௏×ௐ. Thereafter, this model is 
classified 𝑆  into 𝑃  groups with channel dimension 𝑆 =

[𝑆ଵ, . . . . . . . . 𝑆௉], 𝑆௖ ∈ 𝜒
ೀ

ು×ೇ×ೈ , where all sub-features 
𝑆௖ achieve semantic response in the training function. 
Thereafter, a successive coefficient is designed for total 
sub-features through an attention model. An input 
of 𝑆௖  classifies two branches with channel dimension at 

attention units expresses 𝑆 ௖ଵ, 𝑆௖ଶ ∈ 𝜒
ೀ

మು×ೇ×ೈ. A branch is 
introduced to create a channel attention map through the 
inter-relationship of channels. 

b) Channel attention 
SE block captures the dependencies of channel-wise 

technique, which is inappropriate to establish channel 
weights through performing 1-D conv of size 𝑐  like 
Efficient channel attention for deep CNN since 𝑐might be 
large. It embedded global information by Global 
Averaging Pooling (GAP) for channel-wise values 𝑎 ∈

𝜒
ೀ

మು×భ×భ  by shrinking 𝑆௖ଵ through the spatial dimension 
𝑉 × 𝑊: 

 𝑎 = 𝑈ீ௉(𝑆௖ଵ) =
ଵ

௏×ௐ
∑ ∑ 𝑆௖ଵ(𝑔, ℎ)ௐ

ℎୀଵ
௏
௚ୀଵ   (4) 

here, dense feature enables the direction for adaptive 
selection by the gating system with sigmoid activation. 
Channel attention is determined by: 

𝑆௖ଵ
′ = 𝜆 ቀ𝑈௚(𝑎)ቁ ⋅ 𝐴ఠଶ = 𝜆(𝑊ଵ𝑎 + 𝑚ଵ) ⋅ 𝑆௖ଵ   (5) 

here, parameters𝑊ଵ ∈ 𝜒
ೀ

మು×భ×భand𝑚ଵ ∈ 𝜂
ೀ

మು×భ×భ considers 
for scaling and shifting. 

c) Spatial attention 
Group Norm (GN) applies 𝑆௖ଵ to achieve spatial-wise 

data. Thereafter, 𝑈ణ(⋅) assigns to increase the 
configuration of  𝑆መ௖ଵ . The spatial attention outcome is 
manifested as: 

𝑆መ௖ଵ = 𝛼(𝑊ଶ ⋅ 𝛦(𝑆௖ଵ) + 𝑚ଶ) × 𝑆௖ଵ   (6) 

here, 𝛦 specifies the GN parameter, 𝑊ଶ and 𝑚ଶ symbolize 

parameters with 𝜒
ೀ

మು×భ×భ. Two branches are concatenated 

to design channels like an input [𝑆௖ଵ
′ ,  𝑆௖ଶ

′ ] ∈ 𝜒
ೀ

ು×ೇ×ೈ. 
d) Aggregation 

All sub-features are aggregated, and the channel shuffle 
function adapts to provide cross-group information flow 
with channel dimension. The outcome of the SA model is 
parallel to the dimension of R, 
where, 𝑊ଵ, 𝑊ଶ, 𝑚ଵ, 𝑚ଶ symbolize parameters. Hence, the 
SA-Net output implies 𝐵ℏ . Fig. 3 shows the SA-Net 
Architecture. 
e) Algorithm of EWPO 

PO [22] is inspired from the behaviors’ of Pyrrhura 
Molinae parrots like foraging, staying, communicating, 
and fear of strangers. It is captured in four different 
formulas for enabling the search for optimum solutions. 
All individuals in the PO population show one of these 
four behaviors during all iterations. It enables a fitting 
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illustration of behavioral randomness attained in the 
parrots. Moreover, EMWA [23] is incorporated with the 
PO algorithm, where the control map is considered as 
another option of the control map to identify small average 
shifts. Hence, by integrating PO and EWMA, the novel 
EWPO obtains better scalability and reliability.  

f) Solution encoding 
It refers to the representation of potential solutions and 

captures the significant information required to analyze 
and manipulate the solutions in the given search space (𝜅). 
It is formulated by:  

 𝜅 = [1 × 𝜍]       (7) 

 
Fig. 3. SA-Net architecture. 

 
here, 𝜍 defines the learning factor of SA-Net. 
g) Fitness value 

It is determined to find an optimal value for the given 
solution, which is computed as: 

 ϒ =
ଵ

ƛ
∑ [𝜓ℏ − 𝛣ℏ]ଶƛ

ℏୀଵ       (8) 

here,  𝜓ℏ implies targeted output and 𝛣ℏ defines detected 
output. 
h) Algorithmic steps 

The steps followed for EWPO are manifested as: 
Step 1: Initialization 
The initialization process is carried out by considering 

the swarm size  𝑄 , maximal iteration  𝛨௠௔௫  and search 
space limits of lower bound𝛿and upper bound 𝜏, which is 
expressed as: 

 ℜ = ൛ℜଵ, ℜଶ, . . . . . ℜ௨ , . . . . . ℜொൟ    (9) 

 ℜ௨
଴ = 𝛿 + 𝛹(0,1) ⋅ (𝜏 − 𝛿)        (10) 

here, ℜ୳
଴ defines the position of 𝑢௧ℎ parrot at the initial 

phase and 𝛹(0,1) implies a random value between [0, 1]. 
Step 2: Determine fitness function 
An optimum solution is obtained by determining a 

better fitness value, which is computed by employing Eq. 
(8). 

Step 3: Foraging behavior 
Here, the suitable food’s initial position is examined by 

observing the food’s position or by assuming the position 
of the owner, then they fly near the corresponding position. 
Hence, the movement of position is determined by: 

ℜ௨
௩ାଵ = (ℜ௨

௩ − ℜ௳) × 𝐿𝑒𝑣𝑦 ൭𝑑𝑖𝑚()(0,1) ቆ1 −
௩

௴೘ೌೣ
()

మೡ

೬೘ೌೣℑ

ೡ

ቇ൱  

  (11) 

Here, ℜ௨
௩  indicates current position, where ℜ௨

௩ାଵ implies 
position of subsequent update, ℜℑ

௩ enumerates, 
𝐿𝑒𝑣𝑦(𝐷) refers to Levy distribution, ℜ௳ explicates best 
position, (ℜ௨

௩ − ℜ௳) ⋅ 𝐿𝑒𝑣𝑦(𝑑𝑖𝑚()) expresses movement 
based on one’s position based on the owner, 𝛹(0,1) ⋅

ቆ1 −
௩

௴೘ೌೣ
()

మೡ

೬೘ೌೣℑ

ೡ

ቇ  enumerates position observation of 

population as an entire target, the food orientation. The 
mean position in the current population ℜℑ

௩ is expressed as: 

 ℜℑ
௩ =

ଵ

ொ
∑ ℜ௟

௩ொ
௟ୀଵ         (12) 

The Levy distribution is determined as: 

 

⎩
⎪
⎪
⎨

⎪
⎪
⎧𝐿𝑒𝑣𝑦 ቆ𝑑𝑖𝑚()

ఈ⋅ఙ

|ఉ|
భ
ട

ቇ

𝛼~𝑄(0, 𝑑𝑖𝑚())

𝛽~𝑄(0, 𝑑𝑖𝑚())

𝜎 = ൭
௰(ଵାధ)⋅௦௜௡ቀ

ഏട

మ
ቁ

௰ቀ
భశട

మ
ቁ⋅ధ⋅ଶ

భశട
మ

൱ 𝜛 + 1

            (13) 

Step 4: Staying behavior 
The staying behavior involves sudden movements to 

various parts of its owner’s body, while also remaining 
stationary for a certain duration, which is determined as: 
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ℜ௨
௩ାଵ = ℜ௨

௩ + ℜ௳ ⋅ 𝐿𝑒𝑣𝑦൫𝑑𝑖𝑚()(0,1)(1, 𝑑𝑖𝑚())൯ (14) 

Here, 𝑜𝑛𝑒𝑠(1, 𝑑𝑖𝑚()) implies all-one vector of 
dimension, ℜ௳ ⋅ 𝐿𝑒𝑣𝑦(𝑑𝑖𝑚())explicates flight to the host 
and 𝛹(0,1) ⋅ 𝑜𝑛𝑒𝑠(1, 𝑑𝑖𝑚()) refers to the process of 
arbitrarily stopping at a part of the host’s body. 

The updated solution of EWMA is considered for 
integrating with the above expression; thus, the solution is 
enumerated as: 

 ℜ௨
௩ (𝐺) = 𝜌 ⋅ ℜ௨

௩ + (1 − 𝜌)ℜ௨
௩ିଵ(𝐺)          (15) 

 ℜ௨
௩ =

ଵ

ఘ
ൣℜ௨

௩ (𝐺) − (1 − 𝜌)ℜ௨
௩ିଵ(𝐺)൧          (16) 

here, ℜ௨
௩ (𝐺)refers to the moving average EWMA, and𝜌is 

a constant. 
Substituting Eq. (16) in Eq. (14), then it is rewritten as: 
 

ℜ௨
௩ାଵ =

ଵ

ఘ
ൣℜ௨

௩ (𝐺) − (1 − 𝜌)ℜ௨
௩ିଵ(𝐺)൧ + ℜ௳ ×

𝐿𝑒𝑣𝑦൫𝑑𝑖𝑚()(0,1)(1, 𝑑𝑖𝑚())൯     (17) 
 

here, ℜ௨
௩ାଵrepresents the updated solution. 

Step 5: Communicating behavior 
Parrots are social creatures that engage in close 

communication within their groups. This includes both 
flying to join the flock and interacting without flying. Here, 
both characteristics are considered with the same 
possibility, and the average position of the current member 
is utilized for symbolizing the center of the flock. It is 
illustrated by:  

ℜ௨
௩ାଵ = ቐ

0.2 × 𝛹(0,1) × ቀ1 −
ଵ

௴೔೟೐ೝ
ቁ × (ℜ௨

௩ − ℜℑ
௩), 𝐻 ≤ 0.5

0.2 × 𝛹(0,1) × 𝑒𝑥𝑝 ቀ−
௩

అ(଴,ଵ)⋅௴೔೟೐ೝ
ቁ , 𝐻 > 0.5

   (18) 

here, 0.2 ⋅ 𝛹(0,1) × ቀ1 −
ଵ

௴೔೟೐ೝ
ቁ × (ℜ௨

௩ − ℜℑ
௩) expresses the 

function of an individual joining the parrot’s group for 
communication and 0.2 × 𝛹 (0,1) ×

𝑒𝑥𝑝 ቀ−
௩

అ(଴,ଵ)⋅௴೔೟೐ೝ
ቁ depicts the function of an individual 

flying away after communication. Here, a parameter𝐻is 
randomly generated ranging from [0,1]. 

Step 6: Fear of strangers’ behavior 
Basically, the birds are fear of strangers, thus their 

performance of distancing themselves from unaware 
persons and looking for shelter with their owners in search 
of a safe place is determined as: 

ℜ௨
௩ାଵ = ℜ௨

௩ + 𝛹(0,1) × 𝑐𝑜𝑠 ቀ0.5𝜋 ⋅
௩

௴೔೟೐ೝ
ቁ × (ℜ௳ − ℜ௨

௩ ) −

𝑐𝑜𝑠(𝛹(0,1) × 𝜋) × ቀ
௩

௴೔೟೐ೝ
ቁ

మ

೬೔೟೐ೝ × (ℜ௨
௩ − ℜ௳)    (19) 

here, 𝛹(0,1) × 𝑐𝑜𝑠 ቀ0.5𝜋 ⋅
௩

௴೔೟೐ೝ
ቁ × (ℜ௳ − ℜ௨

௩ ) implies 

the function of reorienting to fly towards the owner and 

𝑐𝑜𝑠(𝛹(0,1) ⋅ 𝜋) × ቀ
௩

௴೔೟೐ೝ
ቁ

మ

೬೔೟೐ೝ × (ℜ௨
௩ − ℜ௳) pecifies the 

function of flying away from unaware people.  
Step 7: Re-evaluate fitness 
This function is conducted to diminish the error in the 

fitness solution, which is enumerated in Eq. (8). 
Step 8: Termination 

The above process will be repeatedly performed t till it 
achieves an optimum solution. 

The pseudo-code of the EWPO algorithm is provided in 
Algorithm 1. 

 
Algorithm 1. Pseudo-code of the EWPO algorithm 

Parameter initialization 
Randomly initialize the positions of solutions 
For 𝑢 = 1: 𝐻௠௔௫do 
    Fitness calculation 
    Best solution determination 
     For 𝑗 = 1: 𝑄do 
          Foraging behavior 
           If the selected behavioral state==1 Then 
                 Use update Eq. (11) 
          Staying behavior 
          Elseif the selected behavioral state==2 Then 
                 Use update Eq. (14) 
           Communicating behavior 
          Elseif the selected behavioral state==3 Then 
                 Use update Eq. (18) 
           Fear of strangers’ behavior 
          Elseif the selected behavioral state==4 Then 
                 Use update Eq. (19) 
          End 
          Modify the update equation using EWMA update 

equation 
          Obtain the new update equation of EWPO 
    End  
Return best solution 
End 

V.   RESULTS AND DISCUSSIONS 

This section manifests the performance of the 
EWPO_SA-Net with the existing methodologies for 
achieving better outcomes. 

A.  Experimental Setup 

EWPO_SA-Net is successfully implemented through 
PYTHON Version: 3.9.11. The hardware requirements are 
Windows 10 OS, 8GB RAM, more than 100 GB ROM, 2 
GB GPU, and 2.4 GHz CPU. The parameters used for the 
experimentation are given in Table I.  

 
TABLE I. EXPERIMENTAL PARAMETERS 

Parameter Value 
Epochs 100 

Batch size 64 
Optimizer EWPO 

Learning rate 0.001 
Loss Categorical Cross entropy 

Groups 64 
Dropout rate 0.5 

Filters 256 
Activation function sigmoid 
Classification Bias 1 

Population size 50 
Dimension 30 

Maximum iteration 100 
Lower bound −10 
Upper bound 10 

Alpha 0.5 
Beta 0.9 

Lamda 0.5 
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B. Dataset Description 

The databases taken for this research are detailed below: 

1) NSL-KDD dataset 

In NSL-KDD [16], the number of records in training 
and testing is reasonable.  NSL-KDD training and testing 
sets with binary labels are in ARFF format. Moreover, the 
labels are in CSV format. In the training set, the total 
original records are 4,898,431, distinct records are 
1,074,992 and reduction rate are 78.05%. In the testing set, 
the total original records are 311,027, Distinct records are 
77,289 and the Reduction rate is 75.15%. 

2) CSE-CIC-IDS2018 dataset 

It has more normal traffic when compared to original 
attacks [17]. Also, it has 80 columns, each of them is an 
IDS logging system that is classified as both forward and 
backward traffic. The size of this database is 6.89 GB. 
Here, the data is classified on the basis of date. 

3) UNSW-NB15 database 

Total count of records [18] is 2 million and 540,044 that 
are stored in four CSV files, like UNSW-NB15_1.csv, 
UNSW-NB15_2.csv, UNSW-NB15_3.csv and UNSW-
NB15_4.csv. The records in the training set are 175,341, 
and the testing set is 82,332, from several types, like attack 
and normal. 

C. Performance Metrics 

The performance of the proposed EWPO_SA-Net 
model is evaluated using widely accepted metrics such as 
accuracy, sensitivity, precision, F1−Score, and FPR [22]. 
These metrics provide a comprehensive assessment of the 
model’s effectiveness in accurately detecting intrusions. 

D. Comparative Methods 

SWM-IDS [4], DT+RF [8], IDS-SIoDL [3], XGBoost 
[24], LightGBM [25] and QDKFFHNet are the prior 
frameworks used for evaluating the proposed EWPO_SA-
Net. 

E.  Comparative Analysis 

The analysis of EWPO_SA-Ne is evaluated using three 
datasets by varying the training data are demonstrated 
below. 
1) Evaluation of EWPO_SA-Net on CSE-CIC-IDS2018  

Fig. 4 analyzes EWPO_SA-Net evaluation varying 
training data, in which the training data is taken as 90%. In 
Fig. 4 (a), the EWPO_SA-Net is analyzed using accuracy. 
The EWPO_SA-Net obtained an accuracy of 91.574%, 
while the other approaches namely, SWM-IDS, XGBoost, 
DT+RF, LightGBM, IDS-SIoDL, and QDKFFHNet 
achieved accuracy as 84.448%, 85.086%, 85.686%, 
86.707%, 87.539% and 89.192%. Fig. 4(b) evaluates the 
EWPO_SA-Net model with respect to sensitivity. As a 
result, the EWPO_SA-Net gained sensitivity of 93.497%. 
Meanwhile, the performance gain of EWPO_SA-Net is 
7.562%, 6.537%, 5.781%, 4.321%, 3.334%, and 2.559% 
over SWM-IDS, XGBoost, DT+RF, LightGBM, IDS-
SIoDL, and QDKFFHNet. The precision analysis is 
provided in Fig. 4(c). The precision obtained by the SWM-
IDS, XGBoost, DT+RF, LightGBM, IDS-SIoDL, 

QDKFFHNet, and EWPO_SA-Net is 86.083%, 87.058%, 
88.493%, 89.231%, 89.914%, 91.315%, and 93.221%. 
The F1−Score and FPR results are given in Fig. 4(a) and 
Fig. 4(d), respectively. The F1−Score achieved is 86.255%, 
87.221%, 88.292%, 89.344%, 90.146%, 91.209%, and 
93.359% and FPR is 13.369%, 13.039%, 11.556%, 
10.786%, 10.072%, 9.061%, and 7.026% by SWM-IDS, 
XGBoost, DT+RF, LightGBM, IDS-SIoDL, QDKFFHNet, 
and EWPO_SA-Net. 

2) Evaluation of EWPO_SA-Net on NSL-KDD 

In Fig. 5, the EWPO_SA-Net analysis by altering 
training data is analyzed. Here, the training data is taken as 
90%. Fig. 5(a) examines EWPO_SA-Net based on 
accuracy. The EWPO_SA-Net gained accuracy as 
93.737%, wherein previous modules, such as SWM-IDS, 
XGBoost, DT+RF, LightGBM, IDS-SIoDL, and 
QDKFFHNet obtained accuracy of 86.922%, 88.084%, 
88.734%, 89.178%, 90.635%, and 91.536%. In Fig. 5(b), 
EWPO_SA-Net regarding sensitivity is evaluated. The 
EWPO_SA-Net achieved a sensitivity of 93.940%, where 
the performance improvement of EWPO_SA-Net is 
6.970%, 6.738%, 5.497%, 4.532%, 3.845%, and 2.138% 
over SWM-IDS, XGBoost, DT+RF, LightGBM, IDS-
SIoDL and QDKFFHNet. The precision, F1−Score, and 
FPR results are depicted in Figs. 5(c)−(e), respectively. 
The SWM-IDS, XGBoost, DT+RF, LightGBM, IDS-
SIoDL, QDKFFHNet, and EWPO_SA-Net achieved the 
precision of 87.112%, 87.155%, 88.375%, 89.339%, 
90.793%, 91.539%, and 93.555%, F1−Score of 87.252%, 
87.382%, 88.575%, 89.511%, 90.560%, 91.735%, and 
93.747%, and FPR of 13.187%, 12.186%, 11.712%, 
10.574%, 9.300%, 8.552%, and 6.521%, respectively.  

 

 

(a) 

 
(b) 
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(c) 

 

(d) 

 

(e) 

Fig. 4. Evaluation of EWPO_SA-Net for CSE-CIC-IDS2018: (a) 
Accuracy, (b) Sensitivity, (c) Precision, (d) F1−Score, and (e) FPR. 

3) Evaluation of EWPO_SA-Net on UNSW-NB15 

Fig. 6 performs EWPO_SA-Net altering training data. 
Here, the training data is taken as 90%. The EWPO_SA-
Net in regard to accuracy is represented in Fig. 6(a). The 
EWPO_SA-Net observed accuracy as 93.281%, wherein 
the performance enhancement of EWPO_SA-Net is 
85.032%, 85.680%, 87.295%, 87.532%, 89.702%, and 
91.024%. Fig. 6(b) shows EWPO_SA-Net evaluation 
regarding sensitivity. The EWPO_SA-Net based on 
sensitivity achieved 93.086%, where preceding 
approaches, like SWM-IDS, XGBoost, DT+RF, 
LightGBM, IDS-SIoDL, and QDKFFHNet achieved 

6.644%, 4.785%, 4.470%, 4.267%, 4.099%, and 2.414%. 
Figs. 6(c)−(e) denote the evaluation based on precision, 
F1−Score, and FPR metrics.  The SWM-IDS, XGBoost, 
DT+RF, LightGBM, IDS-SIoDL, QDKFFHNet, and 
EWPO_SA-Net obtained the precision of 86.588%, 
88.160%, 88.575%, 88.865%, 89.496%, 90.343%, and 
92.483%, F1−Score of 86.744%, 88.395%, 88.750%, 
88.990%, 89.383%, 90.590%, and 92.784%, and FPR of 
14.690%, 13.587%, 12.351%, 11.513%, 10.466%, 9.376%, 
and 7.294%, respectively. 

 

(a) 

 
(b) 

 
(c) 
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(e) 

Fig. 5. Evaluation of EWPO_SA-Net for NSL-KDD: (a) Accuracy, 
(b) Sensitivity, (c) Precision, (d) F1−Score, and (e) FPR. 

 
(a) 

 
(b) 

 
(c) 

 

(d) 

 
(e) 

Fig. 6. Evaluation of EWPO_SA-Net for UNSW-NB15: (a) Accuracy, 
(b) Sensitivity, (c) Precision, (d) F1−Score, and (e) FPR. 

F.  Ablation Study 

Ablation analysis is carried out to evaluate the 
individual contribution of each component in the proposed 
EWPO_SA-Net framework and to justify the design 
choices incorporated in the model. Fig. 7 presents the 
ablation analysis results, where Figs. 7(a)−(e) correspond 
to the CSE-CIC-IDS2018, NSL-KDD, and UNSW-NB15 
datasets, respectively. When the training data is 90%, the 
accuracy obtained by the EWPO_SA-Net without data 
normalization, EWPO_SA-Net without feature selection, 
SA-Net, EWMA-SA-Net, PO-SA-Net, and proposed 
EWPO_SA-Net is 87.26%, 88.36%, 89.03%, 89.64%, 
90.52%, and 91.47% using CSE-CIC-IDS2018 dataset and 
89.27%, 90.12%, 90.98%, 91.93%, 92.80%, and 93.63% 
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using NSL-KDD dataset. The accuracy is 89.39%, 90.18%, 
90.93%, 91.81%, 92.45%, and 93.34% using the UNSW-
NB15 dataset, for 90% of the training data. These results 
clearly demonstrate that each component of the proposed 
framework contributes to performance enhancement. In 
particular, the integration of data normalization, feature 
selection based on Mahalanobis distance, and EWPO-
based optimization significantly improves detection 
accuracy. 

G.  Area Under the Curve (AUC)/Receiver Operating 
Characteristic (ROC) Analysis 

The AUC/ROC analysis is shown in Fig. 8. The 
AUC/ROC analysis using the CSE-CIC-IDS2018 dataset, 
NSL KDD dataset, and UNSW-NB15 dataset is shown in 
Figs. 8(a)−(c), respectively. The ROC curve plots the TPR 
against the FPR to evaluate the trade-off between detection 
capability and false alarms. The AUC metric is used to 
quantify the overall classification performance, where a 
higher AUC value indicates better discriminative ability. 
The highest AUC value obtained using the CSE-CIC-
IDS2018 dataset, NSL KDD dataset, and UNSW-NB15 
dataset is 0.080, 0.81, and 0.81, respectively. Overall, the 
ROC analysis confirms that the proposed EWPO_SA-Net 
provides superior intrusion detection capability with a 
higher TPR and a lower FPR, highlighting its effectiveness 
in IoT-based security applications. 

 

 
(a) 

 
(b) 

 
(c) 

Fig. 7. Ablation analysis: (a) CSE-CIC-IDS2018, (b) NSL-KDD, and 
(c) UNSW-NB15. 

 
(a) 

 
(b) 

 
(c) 

Fig. 8. AUC/ROC analysis: (a) CSE-CIC-IDS2018, (b) NSL-KDD, 
and (c) UNSW-NB15. 
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H.  Confusion Matrix 

Fig. 9 presents the confusion matrix analysis of the 
proposed EWPO_SA-Net model on three benchmark 
intrusion detection datasets. The confusion matrices 
illustrate the classification capability of the model by 
comparing predicted labels against true class labels. Each 
matrix consists of four key components, such as True 
Positives (TP), True Negatives (TN), False Positives (FP), 
and False Negatives (FN). TP means the attack samples 
correctly classified as attacks, TN means the normal 
samples correctly classified as normal, FP means normal 
samples incorrectly classified as attacks, and FN means the 
attack samples incorrectly classified as normal. In Figure 
8(a), using the CSE-CIC-IDS2018 dataset, the model 
correctly identifies 23,157 normal instances (TN) and 
22,657 attack instances (TP), while only misclassifying 
2,032 normal samples (FP) and 2,154 attack samples (FN).  
In Fig. 8(b), for the NSL-KDD dataset, the model achieves 
65,997 true normal classifications and 52,048 true attack 
classifications. False predictions are limited to 3,892 
normal samples misclassified as attacks and 4,036 attack 
samples classified as normal.  In Fig. 8(c), the UNSW-
NB15 dataset results show 53,415 correctly detected 
normal instances and 110,106 correctly detected attack 
instances. The number of false positives (6,912) and false 
negatives (4,908) remains comparatively low. Overall, the 
confusion matrix analysis confirms that the proposed 
EWPO_SA-Net effectively distinguishes between normal 
and attack traffic with high precision and recall across all 
three datasets. 

 
(a) 

 
(b) 

 
(c) 

Fig. 9. Confusion matrix: (a) CSE-CIC-IDS2018, (b) NSL-KDD, 
and (c) UNSW-NB15. 

I.  Computational Latency Analysis 

The comparative latency results are illustrated in Fig. 10, 
where Figs. 10(a)−(c) correspond to the CSE-CIC-
IDS2018, NSL-KDD, and UNSW-NB15 datasets, 
respectively. When the training data is 90%, the latency 
required is 0.665sec, 0.635sec, 0.609sec, 0.575sec, 
0.548sec, 0.529sec, and 0.499sec by the SWM-IDS, 
XGBoost, DT+RF, LightGBM, IDS-SIoDL, QDKFFHNet, 
and EWPO_SA-Net using CSE-CIC-IDS2018 dataset, 
0.656sec, 0.603sec, 0.597sec, 0.564sec, 0.541sec, 
0.506sec, and 0.472sec using NSL-KDD dataset, and 
0.662sec, 0.618sec, 0.607sec, 0.567sec, 0.544sec, 
0.525sec, and 0.487sec using UNSW-NB15 dataset. From 
the analysis, it is evident that EWPO_SA-Net consistently 
outperforms the baseline models by achieving minimal 
computational delay across all datasets. 

 

(a) 

 
(b) 
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Fig. 10. Computational latency analysis: (a) CSE-CIC-IDS2018, (b) 
NSL-KDD, and (c) UNSW-NB15. 

J.  Comparative Discussion 

Table II manifests comparative discussion. Here, the 
existing approaches like SWM-IDS, DT+RF, IDS-SIoDL, 
and QDKFFHNet are evaluated with EWPO_SA-Net 
based on three datasets in terms of accuracy, sensitivity, 
precision, F1−Score, and FPR. The accuracy of 
EWPO_SA-Net is 93.737%, while the preceding 
techniques achieved 86.922%, 88.084%, 88.734%, 
89.178%, 90.635%, and 91.536%. This maximal level of 
accuracy may reduce the requirement for further manual 
investigation of benign activities, streamlining operations. 
Moreover, the EWPO_SA-Net, with respect to sensitivity, 
obtained 93.940%, whereas prior methodologies acquired 
87.392%, 87.610%, 88.776%, 89.683%, 90.327%, and 

91.931%. The highest precision, F1-score obtained by the 
EWPO_SA-Net is 93.555%, and 93.747% and the 
minimum FPR is 6.521%.  The mean and Standard 
Deviation (SD) values are also included in Table II. With 
maximum sensitivity, smart cities can reduce the 
possibility of unnoticed attacks, which protects the critical 
infrastructure and sensitive data. Thus, overall analysis 
shows that EWPO_SA-Net provides a wide range of 
models’ performance, and ensures that the actual threats 
are predicted efficiently, thus protecting cities from 
potential intrusions. 

K. Statistical Test 

To statistically validate the performance of the proposed 
EWPO_SA-Net, a T-test was conducted comparing it 
against existing state-of-the-art intrusion detection 
methods, including SWM-IDS, XGBoost, DT+RF, 
LightGBM, IDS-SIoDL, and QDKFFHNet. Table III 
presents the T-statistic and P-value for key performance 
metrics, such as Accuracy, Sensitivity, Precision, and 
F1−Score. The results indicate that for all comparisons, the 
T-statistics are positive and relatively high, while the 
corresponding P-values are less than 0.05. This 
demonstrates that the improvements achieved by 
EWPO_SA-Net over existing methods are statistically 
significant at a 95% confidence level. Specifically, the 
highest T-statistics are observed when comparing 
EWPO_SA-Net with SWM-IDS and XGBoost, indicating 
a strong performance improvement in Accuracy, 
Sensitivity, Precision, and F1−Score. Overall, the T−Test 
confirms the effectiveness of EWPO_SA-Net for intrusion 
detection in IoT-based smart city environments. 

TABLE II. COMPARATIVE DISCUSSIONS 

 
Metrics/Methods SWM-IDS XGBoost DT+RF LightGBM IDS-SIoDL QDKFFHNet Proposed 

EWPO_SA-Net 

CSE-CIC-
IDS2018 
dataset 

Accuracy (%) 84.448 85.086 85.686 86.707 87.539 89.192 91.574 
Mean 81.768 82.494 82.912 83.545 84.376 85.798 88.036 

SD 2.598 2.528 2.499 2.181 2.138 2.066 1.986 
Sensitivity (%) 86.427 87.385 88.091 89.457 90.380 91.104 93.497 

Mean 83.223 84.275 85.194 85.961 86.583 87.485 89.910 
SD 2.639 2.607 2.554 2.339 2.209 2.090 2.044 

Precision (%) 86.083 87.058 88.493 89.231 89.914 91.315 93.221 
Mean 83.164 84.376 85.423 85.810 86.512 87.457 89.496 

SD 2.753 2.678 2.346 2.195 2.179 1.970 1.863 
F1−Score (%) 86.255 87.221 88.292 89.344 90.146 91.209 93.359 

Mean 83.193 84.325 85.308 85.885 86.547 87.471 89.702 
SD 2.651 2.642 2.491 2.257 2.195 2.003 1.974 

FPR (%) 13.369 13.039 11.556 10.786 10.072 9.061 7.026 
Mean 16.606 15.830 14.684 14.066 13.429 12.564 10.626 

SD 2.591 2.543 2.449 2.276 2.265 2.052 1.986 

NSL KDD 
dataset 

Accuracy (%) 86.922 88.084 88.734 89.178 90.635 91.536 93.737 
Mean 82.617 83.669 84.418 85.440 86.592 87.743 90.142 

SD 2.957 2.829 2.817 2.772 2.727 2.603 2.593 
Sensitivity (%) 87.392 87.610 88.776 89.683 90.327 91.931 93.940 

Mean 83.718 84.844 85.564 86.426 86.967 88.744 90.898 
SD 2.690 2.636 2.599 2.579 2.522 2.372 2.333 

Precision (%) 87.112 87.155 88.375 89.339 90.793 91.539 93.555 
Mean 83.665 84.625 85.659 86.270 87.324 88.462 90.529 

SD 2.606 2.542 2.531 2.439 2.407 2.397 2.203 
F1−Score (%) 87.252 87.382 88.575 89.511 90.560 91.735 93.747 

Mean 83.691 84.734 85.611 86.348 87.145 88.603 90.713 
SD 2.610 2.592 2.570 2.520 2.453 2.401 2.264 

FPR (%) 13.187 12.186 11.712 10.574 9.300 8.552 6.521 
Mean 16.265 15.285 14.307 13.563 12.459 11.590 9.533 

SD 2.623 2.578 2.566 2.563 2.485 2.385 2.294 
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UNSW-
NB15 

dataset 

Accuracy (%) 85.032 85.680 87.295 87.532 89.702 91.024 93.281 
Mean 81.764 83.357 84.084 84.413 85.500 86.622 89.075 

SD 2.755 2.749 2.678 2.295 2.085 2.026 1.671 
Sensitivity (%) 86.901 88.632 88.925 89.114 89.271 90.839 93.086 

Mean 83.440 84.407 84.809 85.216 85.897 86.828 89.333 
SD 2.787 2.763 2.746 2.717 2.534 2.472 2.458 

Precision (%) 86.588 88.160 88.575 88.865 89.496 90.343 92.483 
Mean 83.147 84.152 84.674 85.119 85.949 86.673 88.851 

SD 2.716 2.637 2.588 2.447 2.446 2.442 2.381 
F1−Score (%) 86.744 88.395 88.750 88.990 89.383 90.590 92.784 

Mean 83.293 84.280 84.741 85.168 85.923 86.750 89.091 
SD 2.750 2.676 2.667 2.603 2.490 2.457 2.416 

FPR (%) 14.690 13.587 12.351 11.513 10.466 9.376 7.294 
Mean 17.719 16.520 15.705 14.971 14.039 13.311 11.140 

SD 2.750 2.696 2.690 2.528 2.396 2.348 2.148 

TABLE III. T-TEST 

Proposed 
method 

Existing 
methods 

T-statistic P-Value 
Accuracy Sensitivity Precision F1−Score Accuracy Sensitivity Precision F1−Score 

 
 

EWPO_SA-
Net 

SWM-IDS 2.80 2.36 2.91 2.93 0.03 0.03 0.03 0.03 
XGBoost 2.48 2.08 2.83 2.82 0.03 0.03 0.03 0.03 
DT+RF 2.12 1.93 2.26 2.25 0.02 0.02 0.03 0.03 

LightGBM 1.86 1.48 2.09 2.04 0.01 0.02 0.03 0.03 
IDS-SIoDL 1.35 1.47 1.95 1.92 0.01 0.01 0.02 0.02 

QDKFFHNet 1.03 1.09 1.72 1.64 0.01 0.01 0.02 0.02 

TABLE IV. COMPUTATIONAL TIME 

Methods SWM-IDS XGBoost DT+RF LightGBM IDS-SIoDL QDKFFHNet Proposed EWPO_SA-Net 
Computational 

Time (Sec) 
0.719 0.681 0.650 0.598 0.529 0.438 0.374 

L. Computational Time Analysis 

Table IV presents the computational time required by 
the proposed EWPO_SA-Net and existing baseline 
methods to complete the intrusion detection task on the 
CSE-CIC-IDS2018 dataset. The results demonstrate that 
EWPO_SA-Net achieves the lowest computational time of 
0.374 sec, outperforming all other comparative methods. 
These results indicate that EWPO_SA-Net is 
computationally efficient, making it suitable for real-time 
intrusion detection in IoT-based smart city environments. 

VI. CONCLUSION 

Integration of IoT devices in smart city applications 
provides more complexities in cybersecurity, with systems 
susceptible to a wide range of intrusion attempts. For 
improving the security, efficient IDS are important. 
Modern technologies, like Machine Learning (ML) and 
optimization techniques, are being utilized for enhancing 
anomaly detection and preventing potential breaches. 
These innovations intend to ensure that smart city systems 
remain robust by securing sensitive data from 
unauthorized access. To address these challenges, a novel 
framework named EWPO_SA-Net for intrusion detection 
is proposed. Initially, an IoT simulation is conducted, and  
then it gathers the data from simulated nodes. The 
collected data undergoes data normalization through linear 
normalization. Subsequently, feature selection is 
accomplished by Mahalanobis distance. Finally, intrusions 
are then detected by EWPO_SA-Net. The performance 
metrics of EWPO_SA-Net, including accuracy, sensitivity, 
precision, F1−Score, and FPR of 93.737%, 93.940%, 
93.555%, 93.747%, and 6.521%. In Future, the integration 

of EWPO_SA-Net with other security measures and 
standards will be explored to create a more wide-ranging 
defense system for smart city infrastructures. 
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