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Abstract—Technological evolution in the field of electrical 

substation automation has driven the development of 

increasingly robust communication protocols aimed at the 

monitoring, control, and efficient operation of devices in 

critical environments. In this context, the incorporation of 

emerging technologies such as the Internet of Things (IoT), 

advanced digitalization, high-precision synchronization 

systems, and adaptive cybersecurity approaches has 

reinforced the need to ensure interoperability between 

equipment from different manufacturers and to reduce 

dependence on proprietary solutions. This article presents an 

analysis of the primary research trends related to 

communication protocols used in electrical substation 

automation. Using an approach that combines bibliometric 

tools and a scoping review, the Modbus, DNP3, IEC 60870 

protocols, and, notably, the IEC 61850 standard proposed by 

the International Electrotechnical Commission (IEC) are 

examined. The latter, with its object-oriented architecture 

and support for protocols such as Generic Object-Oriented 

Substation Events (GOOSE), Sampled Values (SV), and 

Manufacturing Message Specification (MMS), has 

transformed the way Intelligent Electronic Devices (IEDs) 

communicate in modern power systems, enabling 

applications such as real-time protection, distributed control, 

and microgrid integration. The results provide an updated 

overview of technological developments in this area, 

highlighting both the benefits of standardization and 

digitalization, as well as the challenges associated with 

scalability, cybersecurity, and integration with smart grids. 

Finally, the advantages and limitations of the protocols, 

research trends focused on convergence with IoT, and the 

role of simulators as key tools for training, design, and 

validation of solutions based on the IEC 61850 standard are 

highlighted. 
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I. INTRODUCTION 

The digital transformation of the electricity sector has 

driven the automation and modernization of substations, 

consolidating them as critical intelligent nodes in energy 

transmission and distribution [1]. In this context, 

communication protocols are essential to ensure the 

efficient, secure, and reliable transfer of data between 

heterogeneous devices, such as protection relays, 

Programmable Logic Controllers (PLCs), Human-

Machine Interfaces (HMIs), and Supervisory Control and 

Data Acquisition (SCADA) systems [2, 3]. Their correct 

implementation enables real-time monitoring, control, and 

protection, which are essential elements for a robust, 

flexible, and scalable electrical infrastructure [4, 5]. 

Modern power substations are not only key to the 

interconnection between generation networks and users  

[6, 7]. However, they are also undergoing a technological 

transformation that integrates digital communications 

between field devices and monitoring systems [8]. This 

advancement responds to the growing automation in the 

stages of energy transformation [9], which requires trained 

professionals to address technical challenges such as 

interoperability, latency, and cybersecurity. 

In the transition to digital substations, knowledge of 

communication protocols becomes increasingly critical. 

These substations, based on signal digitization and the use 

of IEDs, require standardized and highly interoperable 

communication infrastructures [10–14]. The IEC 61850 

standard emerges as a technological pillar by enabling the 

efficient transmission of protection, control, and 

measurement signals, reducing physical cabling, and 

improving operational flexibility [12, 15]. 

The growing diversity of devices in a substation—such 

as protection relays, PLCs, frequency converters, and HMI 

systems—demands coordinated and standardized 

communication [16, 17]. Here, communication protocols 

not only facilitate the integration of heterogeneous 

equipment but also enable centralized, scalable 
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management that is adaptable to future power grid needs 

[2, 3]. 

In this transformative context, the latest technological 

advances, such as IoT, edge computing, artificial 

intelligence, and convergence with Industry 4.0 concepts, 

pose new challenges for communication protocols in 

electrical substations [18, 19]. These challenges include 

ensuring scalability in the face of growing numbers of 

connected devices, strengthening cybersecurity in 

environments exposed to public networks, and ensuring 

interoperability with decentralized digital architectures 

and microgrids. In this context, the IEC 61850 standard is 

not only a consolidated essential pillar for current 

automation, but also a key foundation for future 

automation. However, it is also emerging as a strategic axis 

in the integration of future smart grids, opening up a 

research space aimed at improving their adaptability, 

resilience, and sustainability [19, 20]. 

A. Scope and Contributions 

This article aims to analyze the evolution of 

communication protocols used in electrical power 

substations, with an emphasis on the IEC 61850 standard, 

based on an exploratory review and analysis of technical 

and scientific literature. It looks to find trends, current 

applications, and simulation tools to provide an updated 

overview of digitization and technological transformations 

in these critical infrastructures. 

This work contributes to a comprehensive 

understanding of the development of communication 

protocols in electrical substations by presenting a 

chronological systematization of their evolution, a 

comparative analysis of the most relevant standards, and a 

detailed evaluation of the IEC 61850 standard from its 

fundamentals to its practical applications. Additionally, it 

includes an analysis and review of the simulation 

platforms available for academic and industrial 

implementation. This contribution is valuable for 

researchers, engineers, and technical managers interested 

in the digital transformation of electrical substations. 

B. Organization of the Document 

This article is organized into five sections, including this 

Introduction. Section II outlines the method adopted, 

which is structured into five stages that guide theoretical 

review, analysis of research trends, characterization of 

communication protocols, detailed study of the IEC 61850 

standard, and exploration of associated simulation tools. 

Section III presents the main results, grouped thematically 

to address the evolution of electrical substations, current 

trends in research, a review of various communication 

protocols, and a comprehensive analysis of the IEC 61850 

standard, along with the tools that enable its simulation and 

validation. Section IV offers a critical discussion of the 

findings, examining the benefits, limitations, and 

opportunities associated with the digitization and 

standardization of substations. Finally, Section V presents 

the general conclusions of the study, highlighting the most 

relevant contributions and proposing possible lines of 

future research. 

II. METHODOLOGY 

The methodology of this article is based on an 

exploratory and analytical approach, structured into five 

interrelated stages that enable a comprehensive study of 

communication protocols in electrical power substations 

from historical, technical, bibliometric, and applied 

perspectives, with a particular emphasis on the IEC 61850 

standard. Fig. 1 graphically summarizes the 

methodological structure developed in this work. 

In the first stage, a theoretical review is conducted to 

examine the evolution of electrical substations, identifying 

the primary technological transformations from 

conventional wired systems to current digitized 

architectures. 

The second stage comprises an analysis of trends in the 

field, which is developed through: (i) the identification of 

emerging topics in recent scientific literature, (ii) an 

analysis focused on keywords associated with 

communication protocols, and (iii) a review of the most 

relevant sources that underpin the state of the art. 

In the third stage, an exploratory review is conducted of 

the most representative communication protocols in the 

electrical substation environment, including standards 

such as DNP3, Modbus, and IEC 60870, among others, to 

establish a comparative framework. 

The fourth stage focuses exclusively on analyzing the 

IEC 61850 standard, delving into its architecture, 

operating principles, and technical characteristics to 

highlight its fundamental role in the automation and 

digitization processes of modern substations. 

Finally, in the fifth stage, a comparative review of 

different simulation tools is conducted, allowing 

configurations under the IEC 61850 standard to be 

implemented, validated, and analyzed, considering both 

academic and industrial environments.  

 

 

Fig. 1. Structure method implemented. 
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This methodology enables the articulation of a 

comprehensive, historical, regulatory, technological, and 

applied vision of the field, providing a structured and up-

to-date overview of communication protocols in electrical 

substations. 

III. RESULTS 

This section presents the results obtained from 

reviewing and analyzing the documentation. It begins with 

a description of the historical evolution of electrical 

substations, which provides context for the transition from 

conventional designs to digital configurations. Next, a 

trend analysis is presented based on the study of the most 

frequent keywords and the identification of the scientific 

sources with the most significant impact in the area, 

providing an overview of the current state of research. 

Subsequently, an exploratory review of the main 

communication protocols used in electrical substations is 

developed, with an emphasis on DNP3, Modbus, and the 

IEC 60870 standard, complemented by a description of 

other relevant protocols in specific contexts. Next, the IEC 

61850 standard is analyzed in depth, addressing its 

architecture, conceptual foundations, and primary 

communication characteristics. Finally, simulation tools 

are identified and described that enable the evaluation, 

validation, and testing of the IEC 61850 standard 

implementation in virtual environments, facilitating its 

understanding and practical application. 

A. Evolution of Electrical Substations 

Electrical substations are centralized facilities that 

enable the operation of an electrical grid. They are critical 

nodes in a power system that interconnect transmission 

lines and transform voltage levels. Structurally, they 

consist of: 

• Primary equipment: Directly manages the electrical 

flow (transformers, switches, busbars). 

• Secondary equipment: Responsible for protection, 

control, automation, and communication. 

The evolution of electrical substations has moved from 

conventional architectures, based on analog signals and 

point-to-point communication via copper wiring, to highly 

automated digital systems, backed by international 

communication standards [21, 22]. 

Conventional substations traditionally operate with 

analog signals and an extensive network of copper cables 

for the transmission of information between primary and 

secondary equipment. This infrastructure has significant 

limitations in terms of operational efficiency, flexibility 

for expansion or modernization, and high costs associated 

with the installation, maintenance, and management of 

physical cabling . Additionally, this design requires costly 

testing and frequent maintenance interventions, and it 

restricts the exchange of critical information necessary to 

identify device status and determine intervention needs.  

Fig. 2 illustrates the technological evolution of electrical 

substations over four generations, from the 1960s to the 

present day, showing a gradual transition from 

conventional infrastructure to fully digital architectures 

that are more efficient, interoperable, and secure [23]. 

• First generation (1960): Characterized by conventional 

wiring and point-to-point connections between system 

devices. Communication between the control center 

and field equipment was carried out via serial links, and 

protection and control functions were performed 

through rigidly wired Remote Terminal Units (RTUs). 

The process level was dominated by analog signals and 

parallel wiring, which limited the system's flexibility, 

scalability, and maintainability. 

• Second generation (1985): Introduced a more 

structured architecture in point-to-point connections, 

with the addition of HMIs and fault recorders. 

Although parallel wiring was still in place, substation 

controllers and gateways were being implemented, 

enabling greater remote monitoring and control 

capabilities and laying the foundation for the transition 

to more automated systems. Third generation (2004): 

Represented a significant change with the adoption of 

the digital station bus, driven by Ethernet-based 

communications. This innovation enabled greater 

interoperability between IEDs, reduced physical 

cabling, standardized communication protocols, and 

substantial improvements in operational efficiency and 

information management within the substation. 

• Fourth generation (current): This corresponds to the 

paradigm of the fully digital substation, which 

integrates station and process buses, Internet of Things 

(IoT) technologies, asset management systems, 

advanced analytics, cybersecurity, and connectivity via 

WAN networks. MUs, cloud platforms, and intelligent 

systems are incorporated, enabling a more flexible, 

secure, and efficient substation environment that is 

prepared for the challenges of modern electrical 

networks. 

 

 

Fig. 2. Evolution of electrical substations [23]. 

B. Analysis of Trends in the Field 

In the field of communication protocols, numerous 

research projects have been conducted to address various 

applications and issues. The analysis of references 

presented in the bibliometric tree in Fig. 3 focuses 

specifically on the applications of these protocols in power 

system automation, rather than on the protocols 

themselves. This focus responds to the growing 

importance of automation in the management of electrical 

systems. In this context, communication protocols play a 

fundamental role in enabling smart electrical systems, 

advanced energy networks, smart grids, electric mobility, 

energy storage, the integration of renewable sources, and 

IoT-based applications, among others [21]. 

Journal of Communications, vol. 21, no. 1, 2026

72



 

Fig. 3. Bibliometric tree for applications of communication protocols. 

The background in the field of communication protocols 

is addressed based on publications focused on specific 

applications and state-of-the-art review articles. Below are 

some relevant research studies that illustrate different 

approaches in this line of work. 

In Ref. [24], a real-time configuration is developed with 

the capacity to simulate IEDs that utilize the GOOSE and 

SV protocols, enabling the evaluation of the impact of 

potential cyberattacks on the power grid. Although the IEC 

62351 standard provides cybersecurity guidelines for these 

protocols, its scope is primarily limited to aspects related 

to the communication layer and information technology. 

For its part, Wu et al. [25] examined the data exchange 

requirements within the framework of the Internet of 

Energy, with a special emphasis on the end-user 

environment. The study analyzes in detail the technical 

characteristics of various protocols, including IEC 61850, 

IEC 60870-5, IEC 62056, DL/T645, DL/T698, as well as 

IoT protocols such as MQTT and CoAP. 

In Ref. [10], the authors conduct an exhaustive review 

of substation equipment modeling based on the IEC 61850 

standard. The research focuses on the development of 

message exchange formats for substation functions, as 

well as the analysis of the performance of various 

communication technologies used in implementing these 

models. 

The study presented in Ref. [26] addresses the selection 

of communication protocols through a feasibility analysis 

in electrical substations, evaluating and comparing various 

alternatives to determine the most appropriate one 

according to current operating conditions. 

Finally, Ayala et al. [3] provided an overview of the 

protocols used in the electricity sector, highlighting the 

role of new technologies and their progressive integration 

into existing systems. However, it is recognized that 

certain infrastructure limitations could slow down their 

adoption. The paper also examines emerging protocols that 

offer promising prospects for advanced control of 

electrical systems, addressing fundamental issues such as 

cybersecurity, interoperability, and efficiency. 

Various studies have addressed communication 

protocols; however, in the fields of technology and 

engineering, advances and challenges evolve rapidly, often 

outpacing the pace of academic development [27]. In this 

context, it is crucial to incorporate elective courses that 

delve into the fundamentals of these protocols and their 

integration with electronic devices. This training will 

enable students to more robustly address current and future 

challenges in the sector, preparing them to contribute 

innovative solutions to a constantly changing 

technological environment. 

1) Keyword analysis 

Keyword analysis is a crucial component of 

bibliometric studies, as it enables the identification of the 

most researched topics and emerging trends within a 

specific field. This tool facilitates a structured 

understanding of the scientific landscape, revealing 

research patterns, significant advances, and areas of 

opportunity.  

In the context of communication protocols for electrical 

substations, this analysis offers a clear understanding of 

how research in electrical engineering and automation is 

evolving. The information obtained allows us to track 

relevant technologies, methodologies, and challenges in 

the sector.  

Fig. 4 shows the most frequently extracted keywords 

from a total of 1,139 articles analyzed using Bibliometrix 

software. These words reflect the predominant technical 

approaches and the most impactful topics addressed by the 

scientific community, which help define the current state 

of knowledge and guide future research in this field. 
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Fig. 4. Frequent keywords in communications topics for electrical 

substations. 

2) Analysis of the most relevant sources 

Table I shows the scientific journals with the highest 

number of publications related to communication 

protocols in electrical substations. This information, based 

on the analysis of 1,139 articles processed with 

Bibliometrix software, not only identifies the most 

relevant and influential publications in the field but also 

guides researchers and teachers toward key sources for 

consultation, citation, and academic development. 

TABLE I. JOURNALS WITH THE HIGHEST NUMBER OF PUBLICATIONS 

 Journal Country 

1 
Dianli Xitong Baohu yu Kongzhi/Power 

System Protection and Control 
China 

2 
Dianli Xitong Zidonghua/Automation of 

Electric Power Systems 
China 

3 Energies Switzerland 

4 IET Conference Publications* 
United 

Kingdom 

5 IEEE Access 
United 

States 

6 
ACM International Conference Proceeding 

Series* 

United 

States 

7 Lecture notes in Electrical Engineering** Germany 

8 

Lecture notes in Computer Science (including 

subseries lecture Notes in artificial intelligence 

and lecture notes in bioinformatics)** 

Germany 

9 
Dianli Zidonghua Shebei/electric Power 

Automation Equipment 
China 

10 Journal of physics: Conference Series* 
United 

Kingdom 

11 Electric Power Systems Research Netherlands 

12 IEEE Transactions on Smart Grid 
United 

States 

13 IET Conference Proceedings* 
United 

Kingdom 

14 

CIGRE Session 45 - 45th International 

Conference on Large 

High Voltage Electric Systems 2014* 

Paris 

15 Electronics (Switzerland) Switzerland 

16 IEEE Transactions on Industrial Informatics 
United 

States 

17 IEEE Transactions on Industry Applications 
United 

States 

18 IEEE Transactions on Power Delivery 
United 

States 

19 

12th IET International Conference on 

Developments in Power System Protection, 

dpsp 2014* 

Denmark 

20 Applied Mechanics and Materials Switzerland 

*Conference Proceedings, **Books/Conference Proceedings. 

C. Exploratory Review of Communication Protocols 

for Electrical Substations 

Electrical engineering and communications are 

experiencing increasing convergence, and this 

collaboration has enabled the evolution of energy systems 

toward more intelligent configurations. To make an 

electrical grid truly smart, it is essential to have a robust 

communication infrastructure that facilitates the efficient 

transfer of data between devices and systems [24]. In this 

context, the primary objective is to equip the grid with the 

ability to share information dynamically, making 

interoperability a crucial requirement [28]. 

Based on this interoperability, communication systems 

must provide tools that enable rapid, real-time decision-

making [28]. Currently, electricity grids utilize this 

infrastructure to enhance their operational performance, 

increase real-time controllability, and improve reliability, 

safety, and efficiency indicators [29, 30]. 

To achieve optimal operation of electrical systems, a 

robust communications infrastructure is required, which 

has led to the development and implementation of specific 

communication protocols for the electrical industry. The 

incorporation of new technologies and devices poses a 

significant challenge for educators, researchers, and 

practicing engineers to stay current with the latest 

advances. 

Communication protocols were introduced in the late 

1970s and are designed to allow control, measurement, and 

protection devices to “speak the same language” [31]. A 

communication protocol defines the format in which data 

is transferred from one device to another, thereby 

facilitating communication, as both devices can decode the 

received information and transmit multiple data streams 

through the same channel. For example, electrical system 

data, such as a voltage value, is transformed, after 

digitization, into a sequence of ones and zeros [32]. 

These protocols play a fundamental role in the efficient 

operation of electrical systems. Until a few years ago, 

companies in the sector did not fully recognize the 

importance of information or the risks associated with 

insecure data transmission. Fig. 5 provides an overview of 

the commonly used communication protocols in the 

context of electrical substations. These include Modbus, 

DNP3, IEC 60870, and the IEC 61850 protocol. 

 

 

Fig. 5. Communication protocols used in the electrical sector. 

The following is an overview of the communication 

protocols used in electrical power systems [33].  

1) DNP3 protocol 

The DNP3 (Distributed Network Protocol version 3) 

protocol is a communication standard that implements 
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three layers of the Open Systems Interconnection (OSI) 

model: the physical layer, the data link layer, and the 

application layer [34]. DNP3 stands out for its ability to 

support the practical and reliable retrieval of historical data 

and event collection. When used in automation systems, it 

enables a master computer to transmit data in real-time and 

manage emergencies, thereby contributing to the reduction 

of accidents during operation [35]. 

This protocol is widely used in the energy sector 

because it supports multiple users, operates efficiently in 

hostile environments, and enables timestamp 

synchronization, multiple master support, and information 

segmentation. Additionally, the ability to transmit multiple 

data points in a single message significantly contributes to 

reducing network traffic [36]. DNP3 is characterized by its 

point-to-point topology, master-slave model, and structure 

based on application, link, and pseudo-transport layers. It 

also incorporates integrity verification mechanisms using 

algebraic sums and various control codes, ensuring that 

fragment sizes remain within established limits to 

guarantee efficiency and reliability in data transmission 

[37]. 

2) Modbus protocol 

The Modbus protocol was developed in 1978 by 

Modicon Inc. to facilitate communication of control data 

between controllers and sensors via the RS-232 port. From 

its inception, Modbus was widely accepted, quickly 

becoming a standard in the field of industrial automation. 

Today, it remains a highly valued technology used in 

various automation systems [38]. 

In 2004, Modbus was released as an open protocol, 

which significantly boosted its adoption and adaptation 

across various platforms. Although initially designed for 

serial communication, there are now versions that operate 

over Transmission Control Protocol/Internet Protocol 

(TCP/IP) networks, enabling implementation in Ethernet 

infrastructures and even Wi-Fi environments. In electrical 

applications, the Modbus TCP/IP variant is limited 

exclusively to the use of Ethernet-based media [39]. 

The protocol employs a master-slave architecture, in 

which the master unit initiates all communications. Agent 

devices only respond to requests issued by the master. The 

master, in turn, directs messages to a specific address, and 

only the corresponding enslaved person responds to that 

request, ensuring a controlled and deterministic 

communication scheme [39]. 

3) IEC 60870 standard 

The IEC 60870 standard, developed by IEC Technical 

Committee 57, establishes a set of protocols designed to 

regulate communication between devices in electrical 

automation systems. Its objective is to ensure 

interoperability, data integrity, and reliable performance in 

heterogeneous networks. Within this standard, two main 

series stand out: IEC 60870-5 and IEC 60870-6, as well as 

specific communication profiles such as IEC 60870-5-101 

and IEC 60870-5-104, widely implemented in SCADA 

systems over serial and IP-based networks. 

• IEC 60870-5 Protocol: Also known as Telecontrol 

Equipment and Systems, it defines the principles for 

supervising and controlling electrical substations, 

particularly in environments with serial 

communication [40]. 

• IEC 60870-6 Protocol: Designed for telecontrol and 

automation systems, this variant of the standard is 

specifically geared toward communication between 

control centers. It establishes interoperability profiles 

over higher-capacity networks, including IP 

networks and public data networks, using the 

TASE.2/ICCP (Inter-Control Center 

Communications Protocol) protocol. Its purpose is to 

ensure reliable and secure information exchange 

between different electrical system operators, which 

is essential for integration of distributed and regional 

systems [41, 42]. 

• IEC 60870-101 Protocol: Designed for the 

monitoring and control of electrical systems using 

asynchronous serial communication channels [43]. It 

establishes communication between Data Terminal 

Equipment and Data Circuit Termination Equipment, 

using traditional physical links. It supports various 

network configurations, including point-to-point, 

point-to-multipoint, and star topologies. However, 

balanced mode operation is only compatible with 

full-duplex communication links, which involve 

simultaneous transmission in both directions [44]. 

• IEC 60870-104 Protocol: Defines a remote 

measurement and control mechanism for 

communication between the SCADA system and 

remote stations via a TCP/IP network. It is an 

extension of the IEC 60870-5-101 standard, 

introducing adaptations in the transport, network, 

link, and physical layers to allow full access to 

Internet Protocol-based networks. It utilizes an open 

TCP/IP interface that facilitates connectivity with 

Local Area Networks (LANs) as well as with routers 

and networks of various technologies, including 

software-defined networks, X.25, and Frame Relay, 

thereby extending its reach to Wide Area Networks 

(WANs) [45]. This variant of the IEC 60870-5 

standard is specially designed for the efficient 

transmission of data in automation and telecontrol 

systems for electrical substations [40, 46, 47]. 

Although this publication does not present an 

exhaustive comparison between the communication 

protocols illustrated in Fig. 5, some general differences can 

be highlighted. Modbus is characterized by its simplicity 

and widespread adoption in industry, but it lacks advanced 

data modeling structures and the standardization required 

for electrical automation. DNP3, on the other hand, has 

been widely used in SCADA and telecontrol systems, 

offering greater robustness than Modbus against adverse 

communication conditions. However, its scope is still 

limited in the face of current digitalization requirements. 

In the case of the IEC 60870 family (which includes (IEC 

60870-5; IEC 60870-6; IEC 60870-101, and IEC 60870-

104), its focus is on the monitoring and remote control of 

electrical networks, prioritizing the reliable transmission 

of statuses, alarms, and measurements in real time, 

especially in variant 104 under TCP/IP. 
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In contrast, IEC 61850 distinguishes itself from these 

protocols by incorporating an object-oriented data model, 

standardized communication services, and advanced 

mechanisms such as GOOSE and Sampled Values, which 

enable the exchange of real-time information with high 

accuracy. It also introduces the Substation Configuration 

Language (SCL), which simplifies the integration of 

devices from multiple vendors. Thus, while protocols such 

as Modbus, DNP3, and IEC 60870 perform specific 

functions in telemetry and control, IEC 61850 provides a 

comprehensive platform for substation automation and 

interoperability, with the flexibility to evolve toward smart 

grids and integrate emerging technologies, including IoT. 

D. Other Communication Protocols 

Various standards and protocols are alternatives to IEC 

61850, designed to adapt to different environments within 

the electricity sector. Some of the most widely 

implemented areas of electrical energy are summarized in 

Table II, which allows for an understanding of their 

applicability and relevance based on the operational needs 

of each context. 

TABLE II. ALTERNATIVE STANDARDS AND PROTOCOLS TO IEC 61850 

Standard 

or protocol 
Description Reference 

IEC 61400-

25 

Standard used in wind power 

generation systems, defining data 

models and communication services 

for monitoring and controlling 

turbines and wind farms. Facilitates 

interoperability and integration with 

SCADA systems. 

[48–50] 

IEC 61883 

Standard specifying protocols for 

digital data transmission, commonly 

used in professional audiovisual 

applications rather than in electrical 

power systems. 

[51] 

IEC 61970 

Standard focused on the management 

of electrical power systems, defining a 

standard information model valuable 

for interoperability between 

applications and relevant digital 

substations. 

[52] 

IEC 62325 

Standard defining communication 

protocols for data exchange between 

electricity market agents, such as 

network operators and marketers, 

promoting interoperability. 

[53, 54] 

IEC 62351 

Standard focused on communication 

security in energy automation 

systems, including electrical 

substations. 

[55–57] 

IEC 61158 

Standard for industrial networks that 

include protocols such as Fieldbus and 

Ethernet/IP, also applicable in 

electrical substations. 

[55, 58] 

IEC 61334 

Standard for communication in 

distribution automation systems, 

including devices in electrical 

substations. 

[59, 60] 

DDS 

OMG standard for real-time 

communication between distributed 

applications, practical in electrical 

substations. 

[61] 

OpenADR 

Standard for energy demand 

management enables communication 

between suppliers and users to control 

electrical load. 

[62, 63] 

Standard 

or protocol 
Description Reference 

OPC 

An interoperability standard that 

enables communication between 

different systems and devices in 

electrical substations. 

[64, 65] 

IEEE 

C37.118 

Standard for the communication of 

synchrophasor data and power quality 

measurements in electrical 

substations. 

[66, 67] 

IEEE 

2030.5 

A protocol for smart grids that enables 

the integration of distributed energy 

and the management of electrical 

substations. 

[68, 69] 

ICC-P 

A protocol for the exchange of 

protection, supervision, and control of 

data between devices in digital 

substations. 

[42] 

TASE.2 

Remote control protocol for remote 

supervision and control in substations 

and power generation plants. 

[41, 70] 

CIDX 

A Protocol for data interoperability in 

electrical distribution systems enables 

the exchange of information between 

applications and devices. 

[71, 72] 

CID 

A protocol for electrical distribution 

automation standardizes 

communication between field devices, 

control systems, and energy 

management systems. 

PROFIBUS 

Industrial protocol that enables fast 

and reliable communication between 

devices, also used in electrical 

substations. 

[73, 74] 

PROFINET 

Industrial automation protocol that 

enables real-time communication 

between devices, also applicable in 

electrical substations. 

[75, 76] 

EtherCAT 

Real-time Ethernet protocol used in 

industrial control, applicable in 

substations that require high speed and 

precise synchronization. 

[77] 

BACnet 

The protocol was originally for 

building automation, but it is also used 

in substations to integrate devices. 

[78, 79] 

LonWorks 

Automation protocols used in 

buildings and industries enable robust 

and flexible communication between 

distributed devices. 

[80, 81] 

CANopen 

Protocol based on Controller Area 

Network (CAN), used in automation 

and control; enables efficient 

communication between devices in 

electrical substations. 

[82, 83] 

WirelessHA

RT 

Industrial wireless protocols are used 

for monitoring and control, 

particularly in electrical substations 

that require wireless communication. 

[84, 85] 

EDDL 

Language for describing electronic 

devices in automation, facilitating 

their integration into electrical 

substations. 

[86, 87] 

E. IEC 61850 Standard 

Historically, communication protocols in electrical 

substations were proprietary and manufacturer-dependent, 

resulting in significant interoperability issues between 

devices from different brands. This limitation forced 

operators to purchase equipment from the same supplier or, 

failing that, resort to costly protocol converters. In addition, 

the incorporation of new functionalities involved high 

costs and considerable technical complexity. 
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To overcome these challenges, IEC Technical 
Committee 57 developed the IEC 61850 standard, which 
was first published in 1997. This standard introduces an 
object-oriented model that enables the description of 
devices and their functions within a substation automation 
system, thereby facilitating integration, automation, and 
communication between equipment. Several studies have 
documented how IEC 61850 enables the modeling of 
electrical substations and the access to system variables 
from a personal computer during power system 
simulations [88–90]. 

The development of the IEC 61850 standard represents 
one of the most significant technological advances in 
protection and control systems in the 21st century. In 1995, 
IEC working groups began developing a protocol that 
would enable the comprehensive automation of 
substations, covering multiple applications and 
functionalities. The result was a standard that transformed 
the traditional concept of automation, placing IED 
interoperability at the center of its architecture [37, 91].  

 

 
Fig. 6. Features of the IEC 61850 standard. 

 
The scope of IEC 61850 is broad and includes 

communications between IEDs for protection, control, 
monitoring, and measurement tasks. This standard 
replaces traditional copper wiring with digital networks via 
the Station Bus and allows the digitization of signals from 
measuring transformers via the Process Bus. It also 
standardizes the functional description of devices using an 
object-oriented model. According to Ref. [10], the 
standard formally defines an IED as any device that 
incorporates one or more processors capable of sending or 
receiving data and executing control functions in 
interaction with external sources. Fig. 6 illustrates some of 
the most relevant features of the IEC 61850 standard. 

1) IEC 61850 standard architecture 

The IEC 61850 standard establishes communication 

protocols between different devices within electrical 

substations, promoting a unified architecture for electrical 

system automation. Its adoption has had a considerable 

impact on communication standardization, facilitating 

interoperability and integration of equipment from 

different manufacturers, which significantly reduces the 

costs and complexity associated with heterogeneous 

systems [12, 88, 90]. 

Fig. 7 presents the general structure of the IEC 61850 

standard, which is organized into 14 main parts grouped 

into 10 chapters, ranging from general aspects and 

communication requirements to data models, services, 

conformity tests, and extensions for applications beyond 

substations. 

 
Fig. 7. Structure of the IEC 61850 standard. 

2) Fundamentals of the IEC 61850 standard 

IEC 61850 provides a comprehensive, standardized 

framework for communication and automation in 

electrical substations, with the primary objective of 

ensuring interoperability, operational efficiency, and 

security in the management of these critical infrastructures. 

Table III presents the main fundamentals of the standard, 

as well as its modular architecture, which enables the 

efficient integration of devices and systems from different 

manufacturers [10, 12, 89]. 

Table IV presents some of the most representative 

applications of the IEC 61850 standard in various areas of 

the electricity sector. Thanks to its real-time 

communication architecture and the integration of 

standardized protocols, IEC 61850 enables advanced 

functions such as remote monitoring, automated 

diagnostics, and efficient control of operations, thereby 

contributing to the optimization of electrical asset 

management and increased system reliability [12, 88, 92]. 

 

TABLE III. RELATIONSHIP BETWEEN THE FUNDAMENTALS AND ARCHITECTURE OF THE IEC 61850 STANDARD 

Fundamentals Standard Architecture IEC 61850 Chapter 

Interoperability 

IEC 61850 ensures interoperability between devices from 

different manufacturers, facilitating their integration into 

substation automation systems. This is achieved through a 

standardized data model and the use of standard communication 

protocols, which define abstract interfaces and shared data 

classes. 

*Part 7-2: Abstract Communication Service 

Interface 

*Part 7-3: Common Data Class 

Standardized Data Model 

IEC 61850 establishes a standard data model that enables the 

uniform description of the components and functions of an 

electrical substation. The information is organized 

hierarchically into logical nodes and data objects, facilitating a 

*Part 7-2: Abstract Communication Service 

Interface 

*Part 7-3: Common Data Class 

*Part 7-4: Logical Node Classes and Data 

Object Classes compatible 
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Fundamentals Standard Architecture IEC 61850 Chapter 

structured, consistent, and object-oriented representation of the 

system. 

Communication Services 
IEC 61850 defines a set of communication services that support 

the efficient, reliable, 
*Part 8-1: Mapping to  

 

And real-time transmission of information between devices in 

a substation. Among the most notable are GOOSE, used for the 

rapid transmission of critical events, and MMS, used for 

application-level message communication. 

MMS and use of TCP/IP 

Cost Reduction and 

Engineering 

Simplification 

IEC 61850 introduces SCL, an XML-based language that 

allows the configuration of a substation to be described in a 

structured manner. SCL facilitates the definition of devices, 

system topology, and relationships between IEDs, significantly 

reducing engineering time, minimizing configuration errors, 

and lowering implementation costs. 

*Part 6: Configuration description language 

for communication in electrical substations 

related to IEDs 

Flexibility and 

Scalability 

IEC 61850 is designed with  a flexible and scalable architecture. 

Its Ethernet-based approach and service mapping over MMS 

and TCP/IP allow for expansions, upgrades, or modifications 

without significantly altering the existing infrastructure. 

*Part 8-1: Mapping to MMS and use of 

TCP/IP 

Ethernet Network 

Compatibility 

IEC 61850 uses Ethernet-based network infrastructures, 

enabling high data transmission speeds and supporting 

applications with strict real-time requirements. This 

compatibility provides a common platform for communication 

between devices. 

*Part 5: Communication Requirements for 

Functions and Device Models 

Security and Reliability 

IEC 61850 incorporates mechanisms and guidelines designed 

to ensure information security and operational reliability within 

electrical substations. These mechanisms include protection 

against unauthorized access, the integrity of transmitted data, 

and the availability of communication services. 

*Part 8-1: Mapping to MMS and use of 

TCP/IP 

Global Standardization 

IEC 61850 promotes global standardization in substation 

automation by defining a standard and compatible data model 

based on logical nodes and data object classes. This model 

allows devices from different manufacturers to interpret and 

exchange information consistently, ensuring uniform 

implementation across different regions and electrical systems. 

*Part 7-4: Compatible Logical Node Classes 

and Data Object Classes 

 

TABLE IV. APPLICATIONS OF IEC 61850 

Applications Description Example 

Substation Automation 

IEC 61850 enables the integration of IEDs for 

protection, control, measurement, and monitoring 

functions within a substation, ensuring 

interoperability and facilitating the automation of 

operational processes. 

Transmission and distribution substations with IED 

integration for control and protection. 

Real-Time Communication 

IEC 61850 utilizes protocols such as GOOSE and 

SV for the real-time transmission of events and 

sampled values, which are essential for fast 

protection and high-speed control applications. 

Implementation of differential protection systems 

between bays or transformers through the 

communication of critical events in milliseconds. 

Remote Monitoring and 

Diagnostics 

IEC 61850 enables remote access to operational 

and diagnostic information through its 

standardized communication architecture, 

allowing for the implementation of predictive 

maintenance strategies, reduced downtime, and 

optimized real-time operational management. 

Continuous monitoring of transformers, switches, and 

critical equipment; fault diagnosis from remote operation 

centers. 

Energy and Resource 

Management 

IEC 61850 enables the efficient integration of 

energy management systems, facilitating the 

optimization of power flow, reducing technical 

and non-technical losses, and promoting the 

rational use of energy resources in transmission 

and distribution systems. 

Real-time management of electrical networks, including 

load flow optimization in distribution networks through 

the monitoring and control of IED devices. 

Renewable Energy Integration 

IEC 61850 facilitates the efficient integration of 

renewable energy sources, such as solar and wind, 

enabling their synchronization, monitoring, and 

control in real-time, as well as coordinated 

management with energy storage systems. 

Wind and solar farms connected to the grid, with IEDs 

for generation control and energy storage systems. 

Microgrids and Smart Grids 

IEC 61850 enables coordinated communication 

and control in microgrids and smart grids, 

allowing the integration of multiple distributed 

generation sources and dynamic demand 

management. 

Autonomous microgrids with renewable generation. 

Smart grids with real-time control of load and energy 

flow 

Interconnection Between 

Substations 

IEC 61850 enables secure and efficient 

communication between substations, facilitating 

Coordinated protection between substations. Operational 

redundancy in interconnected electrical networks. 
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Applications Description Example 

operational coordination and data exchange in 

distributed electrical systems. 

Time Synchronization 

IEC 61850 ensures accurate synchronization 

between devices, which is crucial for maintaining 

event consistency, facilitating fault analysis, and 

ensuring the correct operation of protection 

systems. 

Synchronized protection relays. Coordinated event 

logging and analysis. 

3) Characteristics of IEC 61850 standard 

communication protocols 

Fig. 8 shows the hierarchical architecture of an electrical 

substation, as defined by the IEC 61850 standard, which is 

structured into three primary levels: process level, bay 

level, and station level. 

• The process level contains the fundamental operating 

devices, such as switches, circuit breakers, sensors, and 

MUs, which interact directly with the electrical system. 

• The bay level includes IEDs, repeaters, and Phasor 

Measurement Units (PMUs), which process 

information from the process level and perform 

protection, measurement, and control functions. 

• Finally, the station level integrates the SCADA system, 

the HMI, the engineering station, and the database 

servers, from where the overall operation of the 

substation is coordinated and supervised. 

According to IEC 61850, communication between these 

levels is carried out through three fundamental protocols: 

GOOSE, SV, and MMS. 

• GOOSE and SV enable real-time data exchange 

between the process and bay levels, ensuring minimum 

response times for automation and protection tasks. 

• MMS facilitates communication between the station 

level and the IEDs, providing services for system 

monitoring, operational control, and diagnostics. 

 

 

Fig. 8. Levels and layers of a substation according to the IEC 61850 

standard. 

4) Communication protocols in IEC 61850 

Table V presents a summary of the main 

communication protocols defined and mapped by the IEC 

6185 standard. This comparison allows us to identify the 

advantages of IEC 61850 in terms of interoperability, 

transmission speed, synchronization, flexibility, and 

ability to support critical applications in substation 

automation and protection [2, 3, 79, 93–97]. 

TABLE V. COMMUNICATION PROTOCOLS OF THE IEC 61850 

STANDARD 

Protocol Main Function Description 

Sampled Values  

(SV) 

Transmission of 

sampled values 

Used to transmit digitized 

analog data (such as current 

and voltage) from sensors to 

control devices in real time. 

Sampled 

Measured 

Values  

(SMV) 

Real-time 

digitized 

measurement 

Similar to SV, it transmits 

measured values in digital 

format, used in protection 

and control. 

Generic Object-

Oriented 

Substation 

Event  

(GOOSE) 

Communication 

of critical 

events 

Provides fast, unconfirmed 

transmission of events such 

as protection trips, with 

minimal latency. 

Manufacturing 

Message 

Specification  

(MMS) 

Monitoring and 

control 

Enables client-server 

communication between 

IEDs and the SCADA system 

for monitoring and 

configuration. 

Time 

Synchronization 

(SNTP / PTP) 

Time 

synchronization 

Ensures time coordination 

between devices using 

protocols such as SNTP 

(millisecond accuracy) and 

PTP (sub-millisecond 

accuracy). 

TCP/IP 
Reliable data 

transport 

Base protocol for data 

transmission between devices 

in IEC 61850 networks, 

ensuring reliable delivery 

File Transfer 

Protocol (FTP) 
File transfer 

Enables efficient file transfer 

between clients and servers, 

which is valuable for 

backups, logs, and 

configurations. 

Hypertext 

Transfer 

Protocol 

(HTTP) and 

Hypertext 

Transfer 

Protocol Secure 

(HTTPS) 

Access to web 

services 

*HTTP: enables remote 

access to device web 

interfaces  

*HTTPS: adds security 

through encryption to protect 

transmitted data 

5) Time synchronization and time protocols in IEC 

61850 

Time synchronization in IEC 61850 ensures that all 

IEDs operate within a single time reference frame [98]. 

This capability ensures consistent information exchange, 

the correct execution of protection functions, and the 

proper coordination of processes within the substation [99]. 

The standard supports various synchronization 

protocols, including the Network Time Protocol (NTP) 

and, especially, the Precision Time Protocol (PTP, IEEE 

1588) [100]. The latter allows for microsecond accuracies, 

an essential requirement in critical protection, control, and 
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monitoring applications, where even a minimal time offset 

can compromise operational safety [101]. 

The importance of this capability lies in its ability to 

enable the exact correlation of logs and events, making it 

possible to reconstruct the sequence of failures and 

accurately evaluate equipment performance. By having a 

standard reference time, automation and protection 

systems can perform consistent and reliable diagnostics 

[102]. 

Time synchronization is essential for functions such as 

protection coordination, status estimation, and resource 

management, ensuring operational reliability and 

strengthening the ability to analyze events in detail [103]. 

6) Substation Configuration Language (SCL) 

One of the main advantages of IEC 61850 lies in its 

model, which allows data to be recognized and organized 

according to the function of the devices, regardless of their 

type or manufacturer, and without requiring manual 

intervention by operators [98]. 

IEC 61850 specifies a language based on Extensible 

Markup Language (XML), called SCL. Each device within 

the substation has an SCL file that describes its 

configuration, functions, and capabilities [104]. The SCL 

provides a unified representation of the complete 

configuration of a substation, including the electrical 

topology, IEDs, logical nodes, and associated 

communications [105]. 

SCL eliminates the need for manual and repetitive 

configurations on each device, reducing time, costs, and 

the risk of human error during the engineering phase. 

Furthermore, it enables tools from different manufacturers 

to exchange information automatically and consistently, 

ensuring interoperability and consistency throughout the 

process [106]. SCL achieves: 

• Standardize by unifying the representation of system 

configurations. 

• Automate processes, reducing manual workload. 

• Ensure interoperability to facilitate the seamless 

integration of equipment from different vendors. 

• Reduce errors and costs by simplifying system 

commissioning and validation. 

F. Simulation Tools for IEC 61850 

Simulation tools play a fundamental role in validating 

IEC 61850-based substation configurations, as they 

provide a secure, flexible, and controlled environment that 

allows for verifying the proper functioning of the 

communications infrastructure before field 

implementation. These platforms enable the assessment of 

interoperability, verification of logical node modeling, 

validation of configuration file consistency, and prediction 

of potential integration failures that could compromise 

system operation under real-world conditions. 

A key aspect is that these tools facilitate the emulation 

of events and the creation of specific scenarios, including 

anomalous or fault conditions, which is essential for 

testing the robustness of protection, control, and 

automation schemes. In this way, they contribute not only 

to validating compliance with IEC 61850 requirements but 

also to strengthening the cybersecurity and resilience of 

the substation’s communications infrastructure. 

Furthermore, the use of simulators significantly reduces 

the time and costs associated with on-site commissioning 

by ensuring that configurations are pre-verified. This 

translates into a more agile, dependable, and sustainable 

implementation.  

Consequently, simulation tools should not be 

understood solely as an auxiliary validation resource, but 

as strategic components that accompany the complete 

design, testing, operation, and maintenance cycle of digital 

substations under IEC 61850. 

During the review of previous studies related to the 

topic, a bibliographic search was conducted in various 

specialized databases using keywords such as 

“comparative study”, “communication protocol 

simulators”, and “protocol simulation”. As a filter criterion, 

only those documents published from 2018 to the present 

date were selected. 

A total of 58 documents were identified, including 

scientific articles, theses, and technical documentation 

related to simulators. However, after applying a second 

filter to ensure the relevance of the documents to the 

study's objective, the number was reduced to 44. This 

second screening process considered the following criteria: 

• Thematic relevance, ensuring that the documents 

directly address the project’s objectives. 

• Date of publication, prioritizing literature published in 

the last 5 to 10 years. 

• Quality of the source, evaluating the reliability of the 

institution or journal of publication. 

• Methodology, verifying the existence of a clear and 

rigorous approach. 

• Impact and citations, considering the number of times 

the document has been cited, are indicators of 

relevance. 

• Language, including publications in both English and 

Spanish. 

• Practical approach, giving priority to case studies and 

real-world applications. 

• Conclusions and recommendations, valuing those 

works that offered clear findings on the use of 

simulators in electrical substations. 

The bibliographic data from these documents were 

processed using the Bibliometrix tool, which allowed us to 

identify the keywords and terms most frequently 

associated with the analyzed corpus. Among the most 

prominent concepts are “electric substations”, “real-time 

simulation”, “real-time systems”, “testbeds”, 

“interoperability”, and “communications protocols,” as 

illustrated in Fig. 9. This information was crucial in 

guiding the selection of simulators to be used in the 

comparative study. 

The selection of simulators was based on a 

representative compilation of the global market, which 

included tools developed in the Americas, Europe, and 

Asia. This geographical and technological diversity 

demonstrates the breadth and versatility of the available 

solutions, as well as their compatibility with different 

communication protocols. Adopting this global 
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perspective enables us to identify the most relevant options 

employed in both industry and academia, facilitating a 

more accurate and contextualized comparative analysis of 

the tools used in real-world environments [13]. 

 

 

Fig. 9. Keyword cloud: simulator analysis. 

1) Selected simulators 

Table VI shows the simulators used in the field of 
communication protocols applied to electrical substations. 
The table includes key information such as the name of the 
simulator, the developer company, and the country of 
origin. The selection includes tools from various regions 
of the world, reflecting the technological and geographical 
diversity of the market. This information serves as the 
basis for a comparative analysis of their characteristics, 
advantages, and limitations in the context of automation 
and control. 

TABLE VI. SELECTED SIMULATORS 

 Developer Simulator Country 

1 Alfacomp Elipse Power  Brazil 

2 
Applied Systems 

Engineering Inc 
ASE2000 USA 

3 Axon Group Axon Test Colombia 

4 Axon Group Axon AT61 Colombia 

5 
Bachmann Electronic 

GmbH 

IEC 60870-5 

Client and Server 
Austria 

6 CDOAN CDOAN-DNP3 USA 

7 CDOAN 
CDOAN-

IEC60870 
USA 

8 COPA-DATA GmbH Zenon Austria 

9 
Doble Engineering 

Company 
 61850 TesT USA 

10 Elseta 
The Vinci 

Software 
Lithuania 

11 
Ensostest Energy 

Software Testing 
Protesting360 Spain 

12 
FreyrSCADA Embedded 

Solution 
FreyrSCADA India 

13 Gridsoftware SIMLAB Canada 

 Developer Simulator Country 

14 iGrid T&D 

IEC 61850 

Substation 

Automation  

Italy 

15 ILLINOIS SOFTGRID Singapore 

16 INFO TECH ProTester Poland 

17 IPCOMM GmbH 
Fink WinPP 

Protocol Simulator 

Germany 

18 MZ Automation 
IEC 61850 Server 

Simulator 

Germany 

19 MZ Automation 
60870 IEC Test 

Tool 

Germany 

20 OPAL-RT Technologies HYPERSIM Canada 

21 Promwad 
Smart Grid 

Protocols 
Belarus 

22 Real Thoughts 
COMPROTware: 

Testtool 
Germany 

23 Reliserv Solution Reliserv Solution India 

24 RTDS Technologies Inc RSCAD Canada 

25 
Schweitzer Engineering 

Laboratories, Inc. 

acSELerator 

RTAC SEL-5033 
USA 

26 SISCO AX-S4 61850 USA 

27 Survalent StationCentral Canada 

28 
Triangle MicroWorks, 

Inc. 

Distributed Test 

Manager 
USA 

29 Typhoon-Hil 
Testing Digital 

Substations 
Romania 

30 Xelas Energy 
61850 Client 

Simulator 
USA 

IV. ANALYSIS OF RESULTS 

This section presents an analysis of the main findings 

derived from the review and exploration of the use of 

communication protocols in electrical substations. First, 

the benefits and challenges involved in the digitization of 

these infrastructures are examined. Second, current trends 

in the use and adoption of communication protocols are 

analyzed. Finally, the main advantages and limitations of 

the simulators available for the IEC 61850 standard are 

evaluated, considering their usefulness in academic 

training, applied research, and configuration validation in 

virtual environments prior to actual deployment. 

A. Disadvantages and Benefits of Digitization in 

Electrical Substations 

The protocols defined by IEC 61850 have become the 

most widely used in modern electrical substations due to 

their ability to improve interoperability, optimize 

automation, and strengthen remote control. Their 

implementation has enhanced security through the use of 

authentication and error control mechanisms. Some 

relevant aspects of this evolution are summarized in Table 

VII [10–14]. 

TABLE VII. ADVANTAGES, DISADVANTAGES, AND BENEFITS OF DIGITALIZATION IN ELECTRICAL SUBSTATIONS 

Aspect Advantages Disadvantages Benefits 

Monitoring and control 

Enables real-time monitoring 

and control of equipment and 

systems. 

Requires specialized personnel for 

operation and maintenance. 

Improves responsiveness to 

failures or critical events. 

Automation 

Facilitates the implementation 

of advanced automation, 

reducing human error. 

Implementing it can be costly 

initially. 

Increases operational efficiency 

and system reliability. 

Interoperability 

Standards such as IEC 61850 

allow equipment from different 

manufacturers to communicate 

with each other. 

Compatibility between older and 

newer equipment can be a challenge. 

Facilitates the integration of 

new equipment and 

technologies. 
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Aspect Advantages Disadvantages Benefits 

Maintenance 

Predictive monitoring reduces 

the need for routine and 

unplanned maintenance. 

High dependence on 

communications and digital 

technologies for proper functioning. 

Reduces costs and time 

associated with corrective and 

scheduled maintenance. 

Cable reduction 

Fewer control and signaling 

cables due to digital data 

transmission. 

Requires a robust and secure network 

infrastructure. 

Reduces the space and cost 

associated with cable 

installation. 

Safety and security 

Improves equipment protection 

through advanced algorithms 

and efficient monitoring 

systems. 

Cyber threats can affect system 

security. 

Improves operational safety 

and enables rapid response to 

hazards. 

Redundancy and reliability 

Redundancy protocols ensure 

high availability in 

communications. 

Implementing redundant systems 

increases costs. 
Increases system reliability. 

Flexibility 

Faster and easier 

configurations for substation 

expansion and reconfiguration. 

Software and hardware updates may 

be necessary periodically. 

Enables adaptation to new 

operational or expansion needs. 

Data analysis 

Digitization facilitates the 

collection and analysis of large 

volumes of operational data. 

Large volumes of data may require 

additional infrastructure. 

Enables optimization of 

substation performance. 

B. Comparison of Communication Protocols in 

Electrical Systems 

Table VIII presents a comparison based on the primary 

function between the IEC 61850 standard and other 

protocols commonly used in electrical systems. Table IX 

expands on this comparison by considering key criteria, 

including interoperability, transmission speed, 

synchronization, and flexibility. 

TABLE VIII. COMPARISON OF IEC 61850 WITH OTHER PROTOCOLS 

Protocol Main Function IEC 61850 DNP3 Modbus IEC 60870-5-104 

SV/SMV 
Transmission of 

sampled analog values 

Real-time digital 

transmission of 

current and 

voltage 

DNP3 does not 

transmit high-

frequency 

sampled values 

Modbus does not 

support the 

continuous 

transmission of 

sampled analog 

signals     

IEC 60870-5-104 does not 

handle high-speed sampled data 

GOOSE 

Immediate 

transmission of critical 

events 

Direct 

communication 

between IEDs 

without 

acknowledgment 

DNP3 is slower, 

with transmission 

oriented toward 

confirmed events 

Modbus is slower 

and oriented toward 

request-response 

IEC 60870-5-104 does not 

achieve the speed or latency of 

GOOSE 

  MMS 

Device supervision, 

control, and 

configuration 

Client-server 

protocol for 

SCADA functions 

DNP3 has similar 

functions but is 

less object-

oriented 

Modbus lacks an 

object-oriented 

structure and is less 

flexible 

IEC 60870-5-104 offers 

monitoring and control, but is 

not object-oriented 

Time 

Synchronization 

(SNTP/PTP) 

Precise time 

synchronization 

Time coordination 

for events and 

sampling 

DNP3 has basic 

time stamp 

capabilities, but 

no high-precision 

synchronization 

Modbus does not 

include time 

synchronization 

IEC 60870-5-104 has basic 

synchronization via a time 

stamp 

TCP/IP Reliable data transport 

Basis for all 

communication in 

IEC 61850 

DNP3 can operate 

over TCP/IP, but 

also uses serial 

Modbus TCP is a 

variant, but it lacks 

advanced services 

IEC 60870-5-104 uses TCP/IP 

FTP File transfer 

Transfer of logs, 

configurations, 

and firmware 

Not a standard 

part of DNP3, it 

requires additional 

tools 

Not part of Modbus, 

requires extensions 

Also, not native to IEC 60870-

5-104 

HTTP/HTTPS Secure web access 

Web interfaces for 

remote monitoring 

or configuration 

Not native to 

DNP3, although it 

can be integrated 

externally 

Not native to 

Modbus 

Not part of the IEC 60870-5-

104 protocol 

TABLE IX. COMPARISON BASED ON KEY CRITERIA 

Feature IEC 61850 Modbus DNP3 Profibus OPC UA 

Interoperability High Average High Low High 

Transmission speed High  Average Average High High 

Time 

synchronization 
Supported No Partial Partial Supported 

Scalability High Low Average Average High 

Object orientation Yes No No No Yes 
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Feature IEC 61850 Modbus DNP3 Profibus OPC UA 

Standardized data 

model 
Yes No Partial No Yes 

Real-time 

applications 
Supported Limited Partial Partial Supported 

Communication 

security 
High Low Average Average High 

Complexity of 

implementation 
High Low Average Average High 

C. Advantages and Disadvantages of IEC 61850 

Simulators 

When comparing the selected simulators, users must 

evaluate their features and functionalities to identify the 

option that best suits their requirements. Table X presents 

a summary of the advantages and disadvantages of each 

tool, highlighting both their strengths and potential 

limitations, thereby facilitating an informed choice that is 

appropriate to the context of application. 

TABLE X. COMPARISON OF ADVANTAGES AND DISADVANTAGES 

Simulator Advantages Disadvantages 

Eclipse Power 
*Free updates 

*Accessibility 

*Limited interoperability  

*Unclear licensing 

ASE2000 

*Detailed Reports  

*Real-Time Visualization 

*Accessibility  

*Failure Scenario Creation 

*Limited documentation  

*Limited technical support 

Axon Test 

*Free upgrades 

*Advanced analytics 

*Customized reporting 

*Requires specialized hardware  

*Limited interoperability 

Axón AT61 

*Comprehensive training 

*Flexibility 

*Multi-server licensing 

*Limited interoperability  

*Limited licensing information 

IEC 60870-5 Client and Server 

*Extensive documentation  

*Interoperability 

*Accessibility 

*Limited technical support 

CDOAN-DNP3 

*Extensive documentation 

*Versatile licensing 

*Accessibility 

*Limited interoperability 

CDOAN-IEC60870 

*Multilingual 

*Advanced Analytics 

*Cross-Platform Support 

*Limited licensing information  

*Limited training 

ZENON 

*Multilingual 

*Flexible data integration 

*Versatile licensing 

*Lack of cost transparency  

*Protocol limitations 

61850 Test 

*Real-time visualization 

*Interoperability 

*Reporting 

*Specialized hardware requirements  

*Limited configuration documentation 

The Vinci Software 

 

*Free updates 

*Report generation 

*Clear licensing 

*Limited interoperability  

*Limited training 

Protesting360 

*Real-time visualization 

*Interoperability 

*Accessibility 

*Limited tutorial documentation  

*Incomplete installation guides  

*Limited technical support 

FreyrSCADA 

*Flexibility 

*Multi-server licensing 

*Trial version 

*Specialized hardware required  

*Interoperability limitations 

SIMLAB 

*Accessible training 

*Compatibility with different operating systems 

*Report generation 

*Limited technical support  

*Interoperability limitations 

IEC 61850 Substation 

*Fault Simulation 

*Cross-Platform Compatibility 

*Versatile Licensing 

*Training limitations 

SOFTGRID 

*Comprehensive documentation 

*Real-time visualization 

*Versatile licensing 

*Limited training  

*Limited technical support  

*Insufficient licensing information 

ProTester 

*Comprehensive technical support 

*Clear documentation 

*Accessibility 

*Limited interoperability  

*Poor licensing information 

Fink WinPP Protocol Simulator 

*Comprehensive technical support  

*Detailed documentation  

*Partial interoperability 

*Limitations on data export  

*Restricted licensing 

IEC 61850 Server Simulator 
*Versatile Licensing 

*Comprehensive Technical Support 

*Lack of visual learning resources  

*Interoperability limitations 
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Simulator Advantages Disadvantages 

*Detailed Documentation 

61870 IEC Test Tool 

*Cross-platform compatibility  

*Versatile licensing  

*Real-time visualization 

*Lack of learning resources  

*Limited licensing information 

HYPERSIM 

*Comprehensive training  

*Detailed documentation  

*Report generation 

*Limited technical support  

*Limited licensing information 

Smart Grid Protocols 

*Report generation  

*Data visualization  

*Ease of implementation 

*Training limitations  

*Limited interoperability 

COMPROTware: Testtool 

*Learning Resources 

*Cross-Platform Compatibility  

*Advanced Simulations 

*Limited formal training  

*Limited technical support 

Reliserv Solution 

*Report generation  

*Real-time visualization  

*Accessibility 

*Limited documentation  

*Limitations in scenario creation 

RSCAD 

 

*Comprehensive technical support  

*Real-time visualization  

*Failure scenario creation 

*Specialized hardware required  

*Interoperability limitations  

*Undefined upgrade costs 

acSELerator RTAC SEL-5033 

*Comprehensive technical support  

*Cross-platform compatibility  

*Detailed documentation 

*Limited interoperability  

*Unclear licensing 

AX-S4 61850 

*Report generation and export  

*Data visualization  

*Interoperability  

*Accessibility 

*Limited training  

*Interoperability limitations  

*Unclear licensing information 

StationCentral 

*Learning resources  

*Real-time visualization  

*Flexibility 

*Limited update information  

*Limited technical support 

Distributed Test Manager 

*Comprehensive training  

*Report generation  

*Interoperability 

*Limited update information  

*Lack of a trial version 

Testing Digital Substations 

*Comprehensive technical support  

*Advanced simulations  

*Cross-platform compatibility 

*Limited documentation 

Client Simulator 

*Comprehensive technical support  

*Real-time visualization  

*Trial version 

*Lack of learning resources  

*Limited licensing information 

D. Challenges and Prospects of IEC 61850 in the Face 

of IoT and Smart Grids 

The evolution toward more digitalized and 

decentralized electrical grids raises the need to expand the 

scope of IEC 61850, ensuring not only interoperability and 

standardization within substations, but also their 

integration with emerging technologies such as IoT and 

intelligent grid management platforms [18]. The main 

challenges include scalability and flexibility, to adapt the 

IEC 61850 data model to the growing number of 

distributed IoT devices; advanced cybersecurity, given the 

massive number of connected devices and exposure to 

public networks; extended interoperability, through the 

integration of IoT protocols (such as MQTT or CoAP) with 

the IEC 61850 object-oriented model; and the management 

of large volumes of data, through real-time analysis 

techniques and edge computing. In this sense, the 

expansion of IEC 61850 to a framework for interconnected 

smart substations constitutes a key challenge for the 

coming years [19]. 

In parallel, network communication in electrical 

systems, although strengthened by IEC 61850, has 

increased the surface area exposed to cyber threats. 

Protocols such as ZigBee and even IEC 61850 itself, when 

used in IoT environments, have demonstrated 

vulnerabilities to cyberattacks [21]. In response, advanced 

mechanisms such as attribute-based access schemes and 

machine learning-based intrusion detection systems have 

been proposed, which could be incorporated into future 

versions of the standard to strengthen security [22]. 

Likewise, IEC 61850 has already laid the groundwork 

for microgrid communication through logical nodes of 

distributed energy resources [20]. However, the growing 

challenges related to voltage and frequency stability in 

these networks, caused by the variability of renewable 

sources and distributed generation, require further 

improvements. In this context, technologies such as 

artificial intelligence are emerging as pillars for achieving 

seamless, resilient, and cybersecure integration [22]. 

Finally, the incorporation of Industry 4.0 concepts into 

substation automation systems (SAS) reinforces the 

relevance of IEC 61850 as a central element for the 

coordination and logical selectivity of protections [19]. 

Unlike time coordination, logical selectivity, supported by 

real-time communication between IEDs, enables greater 

system reliability even in the face of severe contingencies. 

This convergence between IEC 61850, IoT, smart grids, 

and emerging technologies not only drives operational 

efficiency but also lays the roadmap for the evolution of 

communications in electrical substations over the next 

decade. 
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E. Strategic Collaboration for the Adoption of Modern 

Protocols in Electrical Systems 

The constant and accelerated advancement of 
information and communications technologies in the 
electrical sector raises the need to prepare future 
professionals to face both current and future challenges. In 
this context, collaboration between universities, 
companies, and standards organizations becomes a 
strategic pillar. Academia must provide the conceptual and 
methodological tools that allow for understanding and 
anticipating technological evolution; industry, in turn, 
offers laboratories and validation scenarios under real 
conditions that enrich academic processes and facilitate the 
transfer of knowledge into practice; and standards 
organizations ensure that these innovations are integrated 
into standardized regulatory frameworks that promote 
interoperability and confidence in their use. 

In this way, the interaction between the three actors 
contributes to bridging the gap between research and 
professional practice, fostering comprehensive training 
that combines solid theoretical foundations with applied 
experience and updated regulatory criteria. This 
collaborative ecosystem not only enhances the electricity 
sector's responsiveness to accelerated technological 
transformation but also ensures the availability of 
competent professionals capable of leading the 
implementation of safe, interoperable, and sustainable 
solutions in future electricity systems. 

F. Limitations in Current Research 

Addressing the limitations of research on IEC 61850 is 
not straightforward, given that it is a comprehensive 
standard that is constantly being updated. However, it is 
possible to identify some critical and ongoing lines of 
research and implementation that still represent challenges. 
The objective of this section is to recognize not only the 
strengths but also the areas that are under development. 

Four current research gaps or challenges are presented 

below: 

• Full interoperability and certification: Although IEC 

61850 promotes interoperability, in practice, 

difficulties persist in ensuring it between IEDs from 

different manufacturers, especially in advanced 

configurations involving GOOSE, Sampled Values, 

and SCL. 

• Integration with recent technologies (IoT, Cloud 

Computing): The standard still faces challenges for 

seamless integration with modern innovative grid 

architectures, where extensive data volume 

management, latency, and cybersecurity are critical 

factors. 

• Synchronization and reliability in critical environments: 

Although mechanisms such as IEEE 1588 (PTP) exist, 

their practical implementation in electrical grids with 

mixed traffic still poses a challenge to ensure accuracy 

in all scenarios. 

• Cybersecurity: Despite advances and support for IEC 

62351 as a complement to IEC 61850, vulnerabilities 

to sophisticated attacks (intrusion, message 

manipulation, denial-of-service) remain, especially in 

contexts where systems are connected to larger public 

or private IP networks. 

V. CONCLUSION 

The bibliometric analysis reveals a growing academic 
and technical interest in communication protocols for 
electrical substations, highlighting emerging trends such 
as smart grids, cybersecurity, and redundancy in 
communication systems. This evolution in scientific 
production confirms the strategic importance of these 
topics in the face of the challenges posed by the digital 
transformation of the electrical sector. In this context, it is 
essential to promote training and professional 
development programs that integrate knowledge of 
emerging standards and technologies. Furthermore, it 
emphasizes the importance of enhancing collaboration 
among universities, research centers, and companies in the 
sector to establish interoperable, secure, and sustainable 
practices, in line with advancements in automation and 
control.  

The adoption of communication protocols, especially 
the IEC 61850 standard, is a fundamental pillar in the 
modernization of electrical substations. This standard has 
redefined automation schemes by enabling interoperability 
between devices from different manufacturers, thereby 
improving operational efficiency and easing the adaptation 
of digital architectures to the new requirements of the 
electrical system, such as distributed generation and 
remote operation. In this sense, studying IEC 61850 from 
both an academic and practical perspective, accompanied 
by the use of simulation tools, is presented as a key 
strategy for preparing future professionals in the sector. 
This will enable them to design and implement robust, 
scalable protection, control, and monitoring systems that 
align with the principles of smart grids. 
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