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Abstract—This paper presents a method for accelerating
side-channel attacks on the Rivest-Shamir-Adleman (RSA)
algorithm implemented in the GnuPG software by jointly
analyzing acoustic and Electromagnetic (EM) emissions. A
hardware-software experimental setup was developed to
investigate the interaction between these two physical leakage
channels during RSA-4096 decryption. The study proposes a
signal correction technique based on weighted combination
of acoustic and EM signals, enhancing the quality of leaked
data and reducing the number of iterations required to
recover the private key bits. Experimental results obtained
under controlled laboratory conditions demonstrate a
statistically significant reduction in the average attack time
compared to acoustic-only attacks. The results confirm the
feasibility of improving side-channel attacks through
multimodal signal analysis and highlight the importance of
such techniques in evaluating the practical security of
cryptographic implementations.
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I. INTRODUCTION

Modern information systems face increasing security
threats, making the protection of sensitive data one of the
top priorities in cybersecurity. The widespread adoption of
cryptographic algorithms such as Rivest-Shamir-Adleman
(RSA) aims to ensure the confidentiality, integrity and
availability of information. However, even robust
mathematical methods can be vulnerable to attacks
exploiting characteristics of their physical implementation.
Particularly dangerous are side-channel attacks that allow
one to extract secret keys through indirect signals—
acoustic, electromagnetic or temporal [1-3]. Among them,
acoustic attacks are distinguished by the possibility of
remote data collection, which reduces the attacker’s
physical access requirements to the target system [4, 5].
The relevance of such research is emphasized by the
growing use of mobile devices and IoT solutions, where
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acoustic and electromagnetic leaks become a critical attack
vector [6].

One of the fundamental works in acoustic-channel
attacks is the research by Genkin et al. [7], which
demonstrated the possibility of extracting RSA private
keys by analyzing acoustic emissions generated during
GnuPG computations. The authors showed that acoustic
emissions generated by electronic computer components
during multiplication operations in the RSA algorithm can
be used to recover bits of the secret key. Based on this
technique, an improved method using a combination of
acoustic and electromagnetic channels to improve the
attack efficiency was proposed in work [8]. Based on
theoretical modeling, it was demonstrated that the joint use
of these channels can improve the accuracy of the
identification of secret key bits and reduce the attack time.
The algorithm developed included the correction of
acoustic signals through electromagnetic leaks, which
provided a reduction in the number of necessary iterations
of data capture. In addition, a model linking processor
power consumption to acoustic emissions occurring during
modular operations was proposed.

This study experimentally analyzes RSA vulnerabilities
in the GnuPG software using a combination of acoustic
and electromagnetic side-channels. The primary focus is
on developing and validating a method that enables a more
efficient detection of cryptographic weaknesses by
reducing the time required for data acquisition and analysis.
The proposed approach involves designing a system
capable of capturing and processing signals from both
physical channels, allowing for a more comprehensive
assessment of information leakage mechanisms. The
findings of this research contribute to the understanding of
the practical risks associated with side-channel attacks and
offer insights into improving countermeasures.
Additionally, the results may be useful for refining
methodologies in cryptographic security analysis and
developing recommendations for the design of more
resilient implementations.
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II. RSA CRYPTOSYSTEM AND ACOUSTIC CHANNEL
VULNERABILITY OF GNUPG

A. RSA Cryptosystem

The Rivest-Shamir-Adleman (RSA) cryptosystem is an
asymmetric system that is used to ensure data
confidentiality and integrity. It was proposed in 1977 and
has become the basis for many modern cryptographic
systems.

The key generation process begins by choosing two
large prime numbers p and q. These numbers must be
large enough to ensure the security of the algorithm. After
that, their productn = pq is computed, which serves as
the modulus for both keys. Next, the Euler function:

pm)=@P-D@E-1 )

is computed, which is needed to determine the public and
private keys. Then an integer $e$ is chosen such that

l1<e<¢pm)
{ elpn)

This number becomes part of the public key. The private
key d is computed as the multiplicative inverse to e
modulo ¢ (n).

A message m (where m < n) is encrypted using the
public key (e, n) using the formula:

(2)

c=mémodn

3)

where ¢ represents the encrypted message.
To decrypt the encrypted message c, a private key
(d, n) is used using the formula:

m=c%modn

“

which allows the original message m to be recovered.

RSA is widely used in a variety of applications,
including data protection in Internet protocols, as well as
in digital signatures that ensure the authenticity and
integrity of messages.

B.  Acoustic Channel Vulnerability of GnuPG

GnuPG uses RSA optimization based on the Chinese
Residue Theorem (RSA-CRT). This method significantly
Speeds up decryption operations in the RSA algorithm.
Instead of performing one large modular degree operation,
RSA-CRT splits this operation into two smaller ones,
allowing two submodules p and g (where n = pq) to be
used for more efficient computation.

During decryption operations, the processor’s Voltage
Regulator Module (VRM) generates acoustic signals that
may contain information about the calculations being
performed. These signals may be picked up by specialized
equipment and analyzed to extract information about the
internal state of the system. In particular, acoustic leaks
contain data about the submodules used in RSA-CRT,
which makes recovery of the secret key possible.

There is also a feature in the GnuPG implementation
that the last bit of a submodule is always 1. This means
that when analyzing acoustic leaks, it is possible to identify
signals corresponding to different bits. Given that the last
bit is always fixed, it is possible to identify which leaks
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correspond to bit 1 and which to bit 0. This creates the
possibility for an attacker to recover information about the
secret key based on the analysis of acoustic signals.

This method has been extensively studied in Ref. [7],
and serves as the foundation for the approach considered
here.

III. DEVELOPMENT OF A STAND FOR CONDUCTING AN
EXPERIMENT

To evaluate the impact of combining acoustic and
electromagnetic side-channels on the efficiency of an
attack, it is necessary to develop a specialized
experimental testbed. This setup will enable controlled
data collection and analysis of leakages generated during
CPU operations, as well as facilitate the simulation of
attack scenarios involving acoustic only and combined
channels.

The testbed comprises two main subsystems: the
“victim” and the “attacker”. The “victim” is a hardware
platform executing GnuPG decryption operations, while
the “attacker” is responsible for capturing and analyzing
acoustic and electromagnetic signals.

An important component of the testbed is the software
framework that synchronizes data acquisition from
multiple sources and processes the collected signals to

detect correlations between leaked emissions and
cryptographic operations.
By providing a structured environment for

experimentation, the testbed allows for a systematic
assessment of the proposed hypothesis that combining
acoustic and electromagnetic side-channels can reduce
attack execution time.

A. Development of Hardware Part of the Stand

The success of the attack depends directly on the
targeted platform, as in order to extract information about
the RSA private key, it is necessary to capture leaks
generated by the VRM of the CPU, which may vary in
implementation from one motherboard to another (e.g.,
some chokes may be noisier than others [9]).

For this reason, it is crucial to select a suitable
component of the system that simulates the victim prior to
conducting the attack. A specific criterion for determining
suitability is as follows:

The system is vulnerable to attack if decrypting
different files encrypted with the same key pair results
in signals that differ in frequency.
The following devices were selected:
Gigabyte GA-G31M-S2L motherboard;
Gigabyte GA-P41-ES3G motherboard,
Asus P7P55LX motherboard;
HP ProBook 455 G6 Laptop (AMD Ryzen 2700u
version).
The selection was based on the actual availability of the
devices. It is also worth noting that this set covers several
generations and different processor manufacturers, but is
united by the x86 architecture.
Using the Gigabyte GA-G31M-S2L motherboard as an
example, the influence of the choke casing on the quality



Journal of Communications, vol. 20, no. 6, 2025

of the received acoustic leakage was tested. Fig. 1 shows From the given list, the Asus P7P55LX motherboard
the uncovered choke. turned out to be the most suitable. Fig. 3 shows the chokes
from the VRM on this motherboard.

Fig. 1. Uncovered choke on the Gigabyte GA-G31M-S2L motherboard.

For comparison, acoustic leaks were obtained when the Fig. 3. Chokes from the VRM on Asus P7P55LX motherboard.
file was decrypted before uncovering the throttle and after.
The result is presented in Fig. 2.

Fig. 4 shows the acoustic leaks obtained during the
decrypting process on this motherboard.
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Fig. 4. Acoustic leaks obtained from chokes on Asus P7P55LX
- motherboard.

The power supply and hard disk drive were isolated
from the main bench because they have mechanical parts
that create noise. These noises do not affect the
performance of the attack, but their removal requires
additional resources, which is not directly relevant to the
topic of this paper. Therefore, the noises were eliminated
during the laboratory experiments.
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Fig. 2 shows that the decryption pattern is clearly visible
on both left and right, indicating that opening the throttle
body improves the signal only slightly.

However, this motherboard does not meet the
previously defined criterion and was therefore excluded Fig. 5. Structural diagram of the developed stand.
from further analysis.
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This setup served as the basis for the experimental test
bench.

In addition to the motherboard used:
e ProAudio PMC-2 microphone;
e Creative E-MU 0404|USB external sound interface;
e Electromagnetic leakage receiver based on arduino,

coil and amplifier.

The structural diagram of the developed stand is

presented in Fig. 5.

B.  Development of software Part of the Stand

1) Description of the signal correction method used

In this work, the method of acoustic signal correction is
applied using the electromagnetic signal as a reference.
The essence of the method is to subtract from the acoustic
signal the difference between the acoustic and
electromagnetic signals, which makes it possible to
amplify the signal corresponding to electromagnetic leaks
and weaken the interference caused by acoustic noise
sources.

The signal correction is performed according to the
following formula:

Seorr(t,@) = Sae() = & (Sacy = Sem(®))  (5)

where: S, (t, @) —corrected signal, S,.(t) —acoustic
signal, S,,, (t)—electromagnetic signal, «—a weighting
factor that controls the level of adjustment.

The value of « is determined experimentally and may
vary depending on the hardware platform and
experimental conditions.

The above expression can be rewritten as:

Scorr (tr a) = (1 - a)Sac(t) + aSem (t) (6)

Therefore, the final signal is a combination of the
original acoustic and electromagnetic signals, with the
parameter « controlling the level of adjustment.

The weighting factor a plays an important role in the
correction method because it affects how accurately the
acoustic signal will be corrected using the electromagnetic
signal. Two methods were considered to determine the
optimal value of a: optimization of the Signal-To-Noise
Metric (SNR) and an error minimization method using a
reference signal.

The SNR method assumes that the optimal coefficient
a will be chosen based on maximizing the signal-to-noise
ratio after correction. In this case, the problem is reduced
to choosing such a value of a at which the correction
maximizes the useful signal while minimizing the noise
that is inevitably present in real experimental conditions.

In this work, the selection of a was performed
empirically through an iterative adjustment process aimed
at maximizing the visual and statistical distinguishability
of key-dependent patterns in the corrected signal. For each
tested hardware platform, a sweep over a range of values
was performed, and the resulting signals were evaluated
both in the time and frequency domains. The optimal was
chosen as the value that produced the highest correlation
between corrected traces and known cryptographic
operations, while minimizing noise artifacts.

It is important to emphasize that ¢ is not a universal
constant and must be re-evaluated for each target system.
Variations in acoustic and electromagnetic emission
characteristics—even across motherboards with the same
chipset—necessitate platform-specific tuning. Factors
such as the placement of chokes, the acoustic insulation
properties of the system case, and the presence of parasitic
EM sources significantly influence the signal mixing ratio
required for optimal correction.

In this context, the useful signal is the corrected signal
Scorr(t, @), and by noise N (¢, @) is the difference between
the original acoustic signal and the corrected signal. Thus,
noise is defined as:

N(t: a) = Sac (t) - Scorr (t' C() (7)
Substituting Eq. (5):
N(t,a) = a(Ss(t) — S_em(t)) ®)

In the presence of time dependence of the signals, it is
reasonable to determine the SNR through integral
characteristics over the entire time interval T . Then
SNR(a) is written in the following form:

_ f—p[scurr(fra)]zdf

SNR(a) = =2 — )

JrpIN(t@)]2dt
Substituting the previously obtained expressions:

fT[(l_a)Sac(f)+aSem(f)]2dt
a2 [r[Sac(t)=Sem(£)12dt

SNR(a) =

(10)

The optimal value of the weighting coefficient a is
chosen based on SNR maximization:

Aope = arg max SNR(a) (11)
a

Cross-correlation analysis was used to compare signals
across time. The cross-correlation function R(7) is defined
as:

R(r) = fT Sac(E)Sem (t + 1) dt (12)

where T—time delay.

The maximum of the function R(7) equals the optimal
synchronization of signals, i.e., the value 7,,4,, at which
the acoustic and electromagnetic signals are most
correlated.

The determination of the time delay allowed not only to
correct the offset between the signals, but also to improve
the efficiency of further data processing, including the
selection of the optimal value of the weighting factor a.

2)  Description of the implemented software part

The general attack algorithm is shown in Fig. 6 [8].
The software part is implemented under Microsoft
Windows 10. This is due to the fact that the driver for the
used sound card is implemented only for this family of
systems.
The following tools were chosen to implement the
program part:
e C++ programming language;
e FFTW3 library;
e libconfig library.
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Fig. 7 shows the class diagram of the developed
program.

The developed software part allowed to automate the
attack process. The implementation includes modules for
parameter configuration, recording of acoustic and
electromagnetic leaks, generation of modified ciphertexts
taking into account the peculiarities of GnuPG integrity
checking mechanisms [10], and analysis of the obtained
data including fast Fourier transform, frequency filtering
and signal correction. From the received data it is possible
to obtain RSA private key using Coppersmith attack
(Coppersmith Attack is a technique that allows the
recovery of a private key when part of it is known) [11]. A
demo version is also implemented, allowing the
visualization of the process without conducting a real
attack. In conjunction with the previously presented
hardware part it became possible to perform the
experiment.

Initialization

Cycle i
from 2048 to 1
Te

Selecting a
ciphertext and
sending it for
decryption

Leak detection
and acoustic
analysis

l

Bit extraction

s the extraction
successfull

Correction of
arrors

l

Bit extraction

s the extraction
successfull

attempts <
maximum

Obtaining a key

/-—

Fig. 6. The general attack algorithm.

Therefore, the corrected signal makes it easier to
identify characteristic patterns. In an acoustic-only
approach, some captured traces may not be unambiguously
interpreted. In such cases, the attacker must resend the file
for decryption, run GnuPG again, capture new traces, and
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analyze them. As more key bits are retrieved, correctly
recognizing each subsequent bit becomes harder, causing
to increase in the number of iterations of the “decrypt-
capture-analyze” process. After applying signal correction,
the proportion of ambiguous traces decreases noticeably,
so fewer full iterations of “decrypt—capture—analyze” are
required. This reduction leads to shortening of the overall
attack time.

Config CipherTextGen
Message size;

Offset before ciphertext;

Array of generated data;
Descriptor of file with ciphertext.

Key name;

Minimum frequency in the desired range;
Maximum frequency in the desired range;
Error rate of received frequencies;
Sampling rate;

Number of frequencies;

Removal time;

GUID of the E/M leak detection device.

—

Constructor;
Destructor;
Generate plaintext;
Generate ciphertext;
Decrypt ciphertext

<= Files |

Constructor;

Destructor;

Loading default values;

Getting the key name;

Getting the minimum frequency;
Getting the maximum frequency;
Getting the error rate;

Getting the sampling rate;
Getting the number of frequencies to analyze;
Getting time;

Getting GUID.

]

KeyExtract

Extracted data;

Number of bits extracted;

Maximum amplitude in the desired range;

Structure with FFT data;

Frequency of maximum amplitude;

Frequency of maximum amplitude in the previous sampling;
Descriptor of the file with acoustic leakage recording;
Information about acoustic signal from file;
Descriptor of the file with EM leakage recording;
Information about EM signal from file;

Acoustic data size;

Acoustic data;

EM data size;

EM data;

‘micmphone_rec()]‘. - )

em_rec() & ==
Constuctor;
Destructor;
Loading data from a file;
Signal correction;
Finding the maximum amplitude;
Finding ies with {
FFT,
iFFT;
Comparing amplitudes;
Bit extraction;
Getting the number of bits extracted.

Fig. 7. Class diagram of the developed program.

IV. EXPERIMENT

To evaluate the effectiveness of the proposed algorithm
for combining acoustic and electromagnetic channels in
the attack on RSA in GnuPG, an experiment was
conducted to compare the time performance of the
proposed algorithm with the original one.

A.  Experimental Conditions and Methodology

Five RSA-4096 key pairs were generated for testing.
Ten measurements were performed for each key pair. As a
result, we obtained fifty values of time spent on the attack
(N =50T112)).

The experiment was carried out in a laboratory
environment. The bench simulating the system under
attack was assembled to exclude noise from the computer
components (Fig. 5). The equipment used to capture the
leaks were pre-calibrated to ensure the accuracy of the
measurements.

The acoustic environment in the laboratory is
characterized by the level of background noise measured
in the range of 3540 dB, with a predominance of low-
frequency components due to the operation of the
ventilation and air conditioning system, as well as
background noise from electronic equipment located in the
laboratory.

The influence on the received electromagnetic signals is
mostly exerted by the stand itself, while the rest of the
environment has an insignificant effect.

Two types of attacks were conducted for each test data
set:
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e Acoustic channel attack — taking and analyzing only
acoustic leaks to obtain the performance of the original
attack;

e Acoustic and electromagnetic channels attack — taking
and analyzing acoustic and electromagnetic leaks to
obtain the performance of the modified attack.

The measurement was performed by obtaining the start
and end times of the main loop using C++ tools (time.h
library).

The obtained data were analyzed using methods of
processing the results of a physical experiment [13].

B.  Experimental Results

The processed experimental results are presented in
Table I.

TABLE I. PROCESSED EXPERIMENTAL RESULTS

No. Key pair Type of attack t,s

1 Acoustic 3255.2 +14.42
Combined 2532.2 +£10.53

5 Acoustic 3257.8+7.27
Combined 2532.24+9.63

3 Acoustic 3260.2+9.3
Combined 2534.4+5.78

4 Acoustic 3275.2 +5.27
Combined 2542.2 + 6.22

5 Acoustic 3261.8+5.7
Combined 25344+ 7.01

Table I shows that the average time required to conduct
an attack using the combination of acoustic and
electromagnetic channels is shorter than the original
version.

Absolute and relative estimates were calculated to
demonstrate the change:

taps = Q — teomp (13)
§ = s (14)

where t,. — the time spent on an acoustic-only attack;
teomp — the time spent attacking through acoustic and
electromagnetic channels.

The estimation errors were also calculated using the
error transfer method [13]. Table II shows the absolute and
relative estimates of acceleration with errors.

TABLE II. ESTIMATES OF ACCELERATION

No. Key pair  Type of estimate Estimate

1 Absolute (tgps), S 723 +£17.86
Relative (8) 0.22 + 0.06

2 Absolute (tgps), s 725.6 £12.07
Relative (8) 0.22 £+ 0.004

3 Absolute (tgps), S 725.8 £10.95
Relative () 0.22 + 0.003

4 Absolute (tgps), S 733 +£8.15
Relative (8) 0.22 £ 0.003

5 Absolute (tgps), s 727.4 £9.03
Relative (§) 0.22 + 0.003

The experiment confirmed that the combination of
acoustic and electromagnetic channels accelerates the
attack on RSA in GnuPG. The statistically significant
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decrease in the average execution time of the attack and
the reduction of the variability of the results indicate the
effectiveness of the proposed algorithm.

V. DISCUSSION

The conducted study demonstrated the effectiveness of
combining acoustic and electromagnetic side-channel
information to accelerate RSA key extraction attacks in the
GnuPG software. However, several hardware-specific
limitations of the experimental setup must be noted.

Firstly, all experiments were performed exclusively on
platforms based on the x86-64 architecture. The acoustic
and electromagnetic leakage characteristics observed in
these platforms—particularly those related to the Voltage
Regulator Module (VRM) may not be representative of
other architectures such as ARM, RISC-V, or specialized
embedded systems.

Moreover, the effectiveness of the attack significantly
depends on the physical properties of the components used,
including the design of chokes, capacitors, and PCB layout.
In particular, not all motherboards under consideration
produced distinguishable leakage patterns, even under
identical software conditions. These observations
highlight the necessity of individual platform profiling
before conducting side-channel analysis.

Future research should aim to evaluate the proposed
method across a broader range of hardware platforms,
including mobile and low-power devices. Such systems
often exhibit different emission profiles due to energy-
saving features, lower clock rates, and alternative voltage
regulation schemes. Exploring these platforms will not
only test the universality of the proposed correction
method but also potentially expose new classes of
vulnerabilities.

From a defensive standpoint, the results underline the
need for comprehensive countermeasures against side-
channel leakage. The following recommendations may
improve the resistance of cryptographic systems against
such attacks:

e Acoustic shielding and damping: Physical shielding of
VRMs and other high-emission components, as well as
the use of damping materials, can reduce acoustic
emissions available to an attacker.

e Randomization of execution: Introducing temporal and
algorithmic noise—e.g., random delays, dummy
operations, or constant-time implementations —
complicates pattern recognition in side-channel traces.

e Electromagnetic shielding: Employing Faraday cages
or conductive enclosures around sensitive components
reduces electromagnetic emissions that can be
correlated with cryptographic operations.

e Algorithm-level hardening: Avoiding optimizations
such as RSA-CRT or applying masking techniques
during modular operations can reduce the leakage
amplitude and statistical distinguishability of key-
dependent behavior.

Overall, the proposed approach highlights the growing
importance of multimodal side-channel analysis and
serves as a basis for developing more robust evaluation
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methodologies and countermeasures in the design of
secure cryptographic systems.

There are plans to expand the study to combining with
other side-channels in the future. For example, in this
context it looks promising to study the possibilities of
applying information from the CPU’s cache. This channel
was used in the context of vulnerability associated with
RSA-CRT optimization in the GnuPG software by
Kim et al. [14]. And also presented a method of detection
of such attacks “PREDATOR” [15], which is of interest to
study the possibilities of this solution in the context of
combining channels.

VI. CONCLUSION

This research developed and experimentally validated a
method for combining acoustic and electromagnetic side-

channel analysis to accelerate RSA-4096 attacks in GnuPG.

First, a hardware and software testbed were developed,
including specialized equipment for synchronous capture
of acoustic and electromagnetic signals, as well as a
software package based on the FFTW3 and libconfig
libraries. This setup enabled the experimental evaluation.

The experimental part of the study demonstrated that the
combined use of two leakage channels can reduce the
average attack time by 22% compared to the use of the
acoustic channel alone. This result was statistically
validated on a sample of 50 measurements covering five
RSA-4096 key pairs. The acceleration was reached due to
the correction of acoustic signals through the
electromagnetic channel data, which reduced the number
of capture iterations and improved the accuracy of secret
key bit identification.

The limitations of the research are related to the use of
a small set of hardware platforms, limited equipment for
electromagnetic leakage and laboratory conditions,
necessitating further verification of the method in
conditions simulating real ones. A promising direction
seems to be the study of the influence of combining other
physical channels on the stability of crypto algorithms.

The results of the work contribute to the development of
vulnerability analysis methods and can be used in the
design of secure cryptographic implementations, which is
relevant in the context of growing threats to data security.
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