Journal of Communications, vol. 20, no. 6, 2025

Evaluating Legacy and Modern Cryptography on
the Web: RSA, Hybrid AES and Ed25519 in
Wasm and JavaScript

Imad Bulji¢ ', Esad Kadugié¢

2 Natasa Zivié

3% and Elmin Marevac © !

! Polytechnic Faculty, University of Zenica, Bosnia and Herzegovina
2 Faculty of Educational Sciences, University of Sarajevo, Bosnia and Herzegovina
3 Faculty of Digital Transformation, Leipzig University of Applied Sciences, Germany
Email: imad.buljic.22@size.ba (I.B.); natasa.zivic@htwk-leipzig.de (N.Z.);
ekadusic@pf.unsa.ba (E.K.); elmin.marevac@unze.ba (E.M.)
*Corresponding author

Abstract—This paper presents an extended performance
comparison of browser-side cryptographic primitives
implemented in WebAssembly (Wasm) and JavaScript.
Building on our original RSA PKCS #1 v1.5 benchmark, we
introduce two widely deployed patterns: a hybrid Advanced
Encryption Standard-Rivest-Shamir-Adleman (AES-RSA)
model reflecting real-world handshake-plus-bulk encryption
workflows, and the Ed25519 elliptic-curve signature scheme
evaluated across four variants (pure JavaScript, WebCrypto,
Wasm non-batch, and Wasm batch). Metrics including
single-operation latency, 1 000-iteration throughput, signing
time, and verification time were measured under identical
Docker-isolated conditions. Results confirm that Wasm
consistently outperforms JavaScript in raw computational
tasks, particularly decryption and signing, due to its pre-
compiled binary format and low memory overhead. However,
JavaScript leverages Just-In-Time optimisations to achieve
comparable performance during long iterative workloads,
making it a viable option for general-purpose applications.
Extending the study to Ed25519 reveals that Wasm batch
verification delivers the highest throughput, while
WebCrypto provides a balanced compromise between ease of
use and speed. The hybrid RSA-AES experiment
demonstrates that asymmetric cost is amortised once AES-
GCM secures the data channel, shifting the performance
bottleneck to symmetric operations. These results underscore
the applicability of Wasm in latency-critical or resource-
constrained environments and provide actionable guidance
on when to prioritise native-speed Wasm modules,
JavaScript WebCrypto APIs, or mixed pipelines. The dataset
and benchmarking framework are released as an open
benchmark to support further research into secure, energy-
aware web-application design.
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I. INTRODUCTION

Ensuring the security and efficiency of cryptographic
operations is essential in modern web applications. As
demand for secure communication increases, developers
increasingly rely on robust encryption standards such as
RSA PKCS #1 v1.5 to safeguard sensitive information
during transmission and storage [1]. Concurrently,
symmetric algorithms like Advanced Encryption Standard
(AES), often employed in authenticated encryption modes
such as Advanced Encryption Standard-Rivest-Shamir-
Adleman (AES-RSA), form the backbone of high-
throughput data protection [2]. However, the choice of
implementation technology (JavaScript ~ versus
WebAssembly) can significantly influence performance,
scalability, and energy efficiency [3].

Traditionally, JavaScript has been the primary language
for cryptographic operations within web browsers due to
its ubiquity and flexibility. The emergence of
WebAssembly (Wasm) has introduced a paradigm shift in
web development. Wasm enables developers to compile
high-performance code written in languages such as Rust,
C, and C++ into a compact binary format that executes
alongside JavaScript, achieving near-native speeds [4].
This advancement allows performance-critical tasks, such
as encryption, decryption, and digital signature generation,
to be handled more efficiently within the same web
environment [5, 6].

While RSA PKCS #1 v1.5 remains the central case
study in this work, our analysis extends to a hybrid RSA—
AES scenario, reflecting a prevalent real-world pattern
where RSA is used for handshake or key transport while
AES secures bulk data transmission [7]. We also evaluate
Ed25519  digital  signatures  through  multiple
implementation approaches (JavaScript WebCrypto API,
pure JavaScript libraries, and Rust/Wasm with and without
batch verification) to illustrate how a modern elliptic-curve
scheme performs under identical experimental conditions.
Notably, the batch feature of ed25519-dalek amortises
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verification costs across multiple signatures, yielding
substantial throughput improvements [8].

To ensure statistical rigor, we analyse not only mean
execution times but also dispersion metrics (standard
deviation, P95) and tail-latency characteristics, alongside
95% confidence intervals. We systematically address
threats to validity, such as variability between browser
engines, JIT warm-up behaviour, and garbage-collection
pauses in JavaScript engines, which may introduce bias
into latency measurements if unaccounted for [6, 9].

The contributions of this research are threefold:
Benchmarking Performance: We present a detailed
comparison of WebAssembly and JavaScript
implementations of RSA PKCS #1 v1.5, highlighting
their respective strengths and limitations in diverse
contexts. Beyond RSA, we evaluate a hybrid RSA—
AES model and multiple Ed25519 implementations
(WebCrypto API, pure JavaScript libraries, Wasm with
and without batch verification) within a unified
experimental framework.

Insights into Real-World Applicability: We explore
how JIT optimisation in JavaScript and the inherent
consistency of WebAssembly influence latency and
throughput, while demonstrating that batch verification
in Ed25519 can substantially reduce per-operation
computational costs.

Guidance for Developers: Based on our findings, we
provide actionable recommendations for selecting
appropriate algorithm—implementation combinations,
considering performance, portability, and security
trade-offs.

II. OVERVIEW OF TECHNOLOGIES USED

A. WebAssembly

WebAssembly (Wasm) is a compact, binary instruction
format designed as a portable compilation target for high-
level programming languages such as Rust, C, and C++. It
enables these languages to execute in web environments
with near-native performance [4]. Foundational research
has demonstrated that Wasm bridges the gap between
browser-based applications and native execution speed,
offering a secure, portable runtime environment optimised
for high-performance computing tasks [10]. By executing
within a sandboxed environment, Wasm adheres to
browser security constraints (e.g., same-origin policy),
ensuring both safety and performance [5, 11].

A key advantage of Wasm is its ability to complement
JavaScript rather than replace it. Developers can offload
performance-critical modules, such as cryptographic
routines or real-time media processing, to Wasm while

retaining control over application logic through JavaScript.

Prior benchmarks indicate that Wasm consistently
outperforms JavaScript in computation-heavy tasks by a
margin of tens of percent [3], making it particularly
suitable for applications requiring predictable, low-latency
execution.

In our implementation, the Rust source file “lib.rs” (Fig.
1) acts as the primary entry point for exposing

cryptographic functions to JavaScript via “wasm-bindgen”.
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This tool generates necessary bindings between Rust and
JavaScript, enabling seamless invocation of Rust functions
from web code [12].

use wasm_bindgen: :prelude::*;

use rand::rngs::0sRng;

use rsa::{RsaPrivateKey, RsaPublicKey};
use rsa::pkcslvl5::Pkcs1vl5Encrypt;

#[wasm_bindgen]

pub struct RSAKeyPair {
pub_key: RsaPublicKey,
priv_key: RsaPrivateKey

}

#[wasm_bindgen]
impl RSAKeyPair {
#[wasm_bindgen(constructor)]
pub fn new(key_size: usize) -> RSAKeyPair {
let mut rng = OsRng;
let priv_key = RsaPrivateKey: :new(
&mut rng,
key_size
)
.expect("Failed to generate private key");
let pub_key = RsaPublicKey::from(
&priv_key
)s
RSAKeyPair {
pub_key,
priv_key

}

pub fn encrypt(
&self,
message: &str,
) -> Vec<u8> {
let mut rng = OsRng;
self.pub_key
.encrypt(
&mut rng,
Pkcs1v15Encrypt: :default(),
message.as_bytes()
)
.expect("RSA encryption failed")
}

pub fn decrypt(
&self,
ciphertext: &[u8],
) -> String {
let decrypted_data = self
.priv_key
.decrypt(
Pkcs1vl5Encrypt: :default(),
ciphertext
)
.expect("RSA decryption failed");
String: :from_utf8(
decrypted_data
)
.expect("Invalid UTF-8")

}

Fig. 1. Rust “lib.rs” implementing RSA PKCS #1 v1.5 key generation,
encryption, and decryption in Wasm via wasm-bindgen.

B. JavaScript

JavaScript, the cornerstone of web development, has
evolved to meet the growing demands of modern
applications. It benefits from a mature ecosystem,
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advanced runtime environments such as V8, and
widespread adoption among developers. Despite its
versatility, JavaScript is inherently limited in performance
for computation-heavy tasks due to its interpreted
execution model [4]. However, these limitations are
mitigated by Just-In-Time (JIT) compilation, which
optimises code execution at runtime by analysing and
adapting frequently used code paths.

In the context of cryptographic operations, JavaScript
libraries such as “node-forge” provide robust
implementations of encryption algorithms, including RSA
PKCS #1 v1.5. Modern JavaScript engines employ tiered
JIT compilation, combining initial interpretation with one
or more optimisation passes, which typically improves
performance over time. However, this dynamic
optimisation can yield unpredictable results for short-lived
tasks, as the engine may not have sufficient runtime to
apply all optimisations effectively.

C. RSA PKCS #1 v1.5 Implementation

RSA is one of the most widely adopted asymmetric
encryption algorithms, with security grounded in the
computational difficulty of factoring large integers. The
PKCS #1 v1.5 standard defines a padding scheme for RSA
encryption and decryption [1], which remains prevalent
due to its simplicity and backward compatibility. Although
this scheme has well-documented vulnerabilities, most
famously exploited by Bleichenbacher’s padding oracle
attack, it continues to be widely deployed in legacy
systems (e.g., TLS 1.2 and embedded devices) [13]. Its
performance characteristics remain critical for maintaining
existing infrastructure while transitioning to more secure
alternatives. Modern cryptographic recommendations
increasingly prioritise Optimal Asymmetric Encryption
Padding (OAEP) for encryption and PSS (Probabilistic
Signature Scheme) for digital signatures, as formalised in
RFC 8017 [14].

In this study, RSA PKCS #1 v1.5 was implemented
using two approaches:

e Wasm Implementation: Developed in Rust with the
“rsa” crate and compiled to Wasm via “wasm-bindgen”.
JavaScript Implementation: Implemented using the
“node-forge” library, a comprehensive toolkit for
cryptographic operations.

Both implementations comply with the constraints of

the PKCS #1 vl.5 standard, including the data size

limitations imposed by its padding scheme and key length.

For a 2048-bit RSA key, the maximum plaintext size is

approximately 245 bytes [1]. This constraint informed the

selection of test data sizes in our benchmarking
experiments.

D. AES and Hybrid RSA-AES Model

Symmetric encryption (e.g., AES in Galois/Counter
Mode) is the preferred approach for bulk data encryption
due to its efficiency and hardware-optimised constant-time
implementations on modern processors [2]. In practical
deployments, a hybrid encryption model, combining
asymmetric key exchange with symmetric bulk encryption,
is widely employed. Specifically, RSA (or another public-
key cryptosystem) facilitates secure key distribution
during handshakes, while AES ensures confidentiality for
the data channel [7]. To replicate this real-world pattern,
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our hybrid test scenario separately quantified RSA
handshake latency and AES bulk encryption throughput,
enabling a comparative analysis of their respective
performance characteristics.

E. Ed25519 Digital Signatures

Ed25519 is a modern elliptic-curve signature scheme
designed for speed, security, and simplicity, relying on
Curve25519 and the EdADSA construction. It provides fast
signing and verification with small keys and signatures,
making it popular in protocols and applications requiring
high throughput. In this work, we implemented Ed25519
using multiple approaches to evaluate different
implementation environments.

The key metrics analysed in this study include:
JavaScript WebCrypto API, leveraging native browser
primitives;

Pure JavaScript (TweetNaCl), a self-contained library;
Signing Time: the duration required to generate a
digital signature with a private key;

Rust/Wasm, both with and without batch verification
using “ed25519-dalek”. The batch feature merges
multiple verification operations into a single multi-
scalar multiplication, significantly reducing per-
operation costs when verifying large numbers of
signatures [8].

This multifaceted approach enables the evaluation of

how different cryptographic primitives and runtime

environments perform under identical test conditions,
providing nuanced guidance to developers based on their
performance and portability requirements.

III. EXPERIMENT METHODOLOGY

To evaluate the performance of RSA PKCS#1 v1.5
implementations in WebAssembly and JavaScript, a series
of tests were designed to simulate real-world
cryptographic workloads. PKCS #1 v1.5 serves as a
computationally representative baseline for asymmetric
operations, enabling controlled comparisons between
WebAssembly and JavaScript. This methodology was
subsequently replicated to assess hybrid RSA-AES
scenarios and Ed25519 digital signatures, enabling a
broader comparison of algorithmic efficiency across
execution environments. All benchmarks were executed
on a 13th Gen Intel Core 17-1360P (16 logical processors,
16 GB RAM) laptop running headless Chrome version
138.0.7204.158. It should be noted that performance
results may vary depending on the hardware configuration
and browser implementation, and thus these findings
represent a snapshot within a specific controlled
environment rather than universal performance guarantees.
Also, while our results reflect optimizations in Chrome/VS§,
performance may degrade on hardware lacking
cryptographic extensions (e.g., ARMv7 SoCs) or in
browsers with less mature Wasm compilers. Future work
will extend this framework to OAEP and PSS, and should
also expand to cross-browser and mobile energy profiling.
The conducted tests include:

e Single Operation Performance (RSA): Measuring
encryption and decryption times for a single plaintext
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message to capture cold-start and one-off performance
costs.

Iterative Performance: Evaluating average encryption
and decryption times over 1,000 iterations to assess
performance consistency across repeated operations.
Digital Signature Performance (RSA & Ed25519):
Assessing signing and verification times using RSA-
based and Ed25519 digital signatures, which are
critical components of modern authentication and
integrity verification systems.

Hybrid RSA-AES Scenario: Separately measuring the
RSA “handshake” (i.e., key encapsulation) latency and
AES bulk-data encryption/decryption throughput. This
reflects a common real-world pattern where RSA is
employed for key transport while AES, such as AES-
GCM, is utilised to secure larger payloads [7].
To ensure our benchmarks reflect both real-world
cryptographic usage and statistical rigor, we selected key
sizes, payloads, and iteration counts based on standards,
deployment norms, and measurement requirements. RSA
key pairs were fixed at 2048 bits in accordance with NIST
SP 800-56B Rev. 2 [2], as this size remains dominant in
TLS certificates despite the growing use of 3072-bit keys.
Under PKCS #1 v1.5 padding (RFC 8017), this results in
a 245-byte maximum plaintext length [1], which we used
to stress worst-case encryption paths. AES keys were set
to 256 bits, compliant with FIPS 197 [2] and CNSSP-15
mandates for protecting top-secret data. Ed25519,
implemented per RFC 8032 [15], uses a 256-bit curve and
is widely deployed in modern authentication systems.

Iteration counts were fixed at 1,000 per benchmark to
ensure stable averages, capture performance variance, and
reflect realistic application workloads. This sample size
reduces standard error and ensures that latency
distributions approximate normality, yielding meaningful
95% confidence intervals across all test cases. More
practically, it reflects representative usage: for example,
1,000 RSA operations approximate a TLS server handling
dozens of renegotiations [7], while 1,000 AES blocks
(1 KiB each) simulate approximately 1 MiB of encrypted
web traffic, matching real-world HTTP/2 frame sizes [16].
For Ed25519, this count mirrors batch verification scales
in certificate transparency logs and blockchain consensus
mechanisms [17].

This repetition also allows JavaScript engines to reach
JIT-optimized steady states [4], avoiding cold-start biases
and ensuring that WebAssembly and JavaScript are
evaluated under equivalent runtime conditions. Monte
Carlo simulations performed over sample timing
distributions confirmed that the seclected parameters
provide >99% statistical power (a=0.05) to detect
performance differences of 10% or greater. While high-
percentile latencies are inherently more variable, our
measurements maintained acceptable bounds (P99 within
+7%), providing robust insights into worst-case
performance, crucial in latency-sensitive cryptographic
systems.

The following metrics were evaluated to characterise
performance across cryptographic operations:

e Encryption Time: The time required to encrypt a
plaintext message.
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Decryption Time: The time required to decrypt the
corresponding ciphertext.

Signing Time: The duration needed to generate a
digital signature using a private key.

Verification Time: The time taken to verify the
signature with the corresponding public key.
Handshake Time (Hybrid): RSA-based key
encapsulation or encrypted key exchange

Bulk Time (Hybrid): AES encryption/decryption of
fixed-size data blocks (e.g., 1 KiB) per iteration.
Consistency / Tail Latency: Dispersion metrics:
standard deviation, and P95 (95% confidence intervals)
were reported to quantify variability and identify
worst-case performance scenarios.

A. Tools and Setup

To ensure a fair and controlled comparison, all tests
were executed in isolated Docker containers to standardise
environmental conditions (e.g., CPU affinity, process
isolation). HTML/JS front-ends were served through a
local HTTP server hosted within Docker and accessed via
a headless Chromium/Chrome instance to trigger test
execution (e.g., using the “grab.py” script). This
methodology ensures consistent and reproducible results
while minimising external interference [18, 19].

1) Wasm implementation (RSA / Hybrid / Ed25519)

Rust code was compiled to WebAssembly using
“wasm-bindgen”, with libraries such as “rsa” (v0.9.x) for
RSA operations, and “ed25519-dalek” (v1.x, with and
without batch feature) for Ed25519 signatures. AES-GCM
encryption and decryption were delegated to the browser’s
native WebCrypto API via “wasm-bindgen”.

2) JavaScript implementation (RSA / Hybrid / Ed25519)

The RSA PKCS#1 v1.5 implementation utilised
libraries such as “node-forge” (v1.3.0) and relied on the
WebCrypto API for Ed25519 operations, where supported
by browsers [9]. Pure-JS implementations (e.g.,
TweetNaCl via CDN) were also evaluated to compare
performance in environments lacking native acceleration.
Variability in test outcomes was attributed to JIT
optimisation strategies and garbage-collection
mechanisms inherent to JS engines such as V8§ [6].

3) JavaScript key generation and data sizes

RSA key pairs were generated at 2048-bit strength
across all tests [1]. For RSA PKCS#1 v1.5, the maximum
plaintext size per block is approximately 245 bytes (for a
2048-bit key) [1]; test messages were adjusted accordingly.
AES bulk operations used fixed-size data buffers (e.g.,
1 KiB) to ensure uniform workload distribution. For
Ed25519, all implementations utilised message lengths of
256 bytes to maintain consistency in signature and
verification benchmarks.

4) CPU affinity and isolation

CPU cores were pinned using “-cpuset-cpus” to reduce
scheduling variability across test runs. Each container was
initiated and terminated cleanly, with a short delay
between operations to ensure server readiness before
execution.
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B. Procedure

Data Generation: Plaintext messages (for RSA) and
byte buffers (for AES and Ed25519) were generated
using fixed-length inputs to standardise input size
across tests.

Key Generation: 2048-bit RSA key pairs and Ed25519
key pairs were generated using the respective
cryptographic libraries for each implementation.
Operation Execution: The benchmarking process
included several cryptographic operations across
different schemes. For RSA, both single-operation and
1,000-iteration benchmarks were conducted for
encryption and decryption, along with digital signature
operations such as signing and verification. The hybrid
model separated the RSA handshake (used for key
encapsulation) from the AES bulk encryption and
decryption loops to measure their performance
independently. For Ed25519, signing and verification
were tested over 1,000 iterations using JavaScript
WebCrypto, pure JavaScript implementations, and
WebAssembly variants, both with and without batch
verification capabilities.

Data Collection: Results for all test cases were
systematically aggregated to facilitate comparative
analysis.

Statistical Processing: For each metric and
implementation, descriptive statistics (mean, standard
deviation, P95, P99) and 95% confidence intervals
were calculated. Outliers were retained following
inspection, given the limited sample size in
benchmarking trials.

#[wasm_bindgen]
pub fn encrypt(
&self,
message: &str
) -> Vec<u8> {
let mut rng = OsRng;
self.pub_key
.encrypt(
&mut rng,
Pkcs1v15Encrypt: :default(),
message.as_bytes()
)
.expect("RSA encryption failed")
}

#[wasm_bindgen]
pub fn decrypt(
&self,
ciphertext: &[u8]
) -> String {
let decrypted_data = self
.priv_key
.decrypt(
Pkcs1lvl5Encrypt: :default(),
ciphertext
)
.expect("RSA decryption failed");
String: :from_utf8(
decrypted_data

.expect("Invalid UTF-8")

Fig. 2. Wasm (Rust) RSA PKCS #1 v1.5 encrypt/decrypt functions used
in single and iterative benchmarks.
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Fig. 2 illustrates the encryption and decryption
functions implemented in WebAssembly, while Fig. 3
presents the JavaScript implementation utilising the
“node-forge” library.

The implementation of digital signatures in both
WebAssembly and JavaScript adheres to the RSA PKCS
#1 v1.5 standard, ensuring compatibility and operational
consistency across the two environments. Fig. 4 illustrates
the WebAssembly implementation using Rust’s “rsa” crate,
where the signing function first applies SHA-256 hashing
to the message, followed by encryption of the resulting
digest with the private key.

function encryptMessage(publicKey, message) {
return publicKey.encrypt(
message, 'RSAES-PKCS1-V1_5'
)
}

function decryptMessage(privateKey, ciphertext) {
return privateKey.decrypt(
ciphertext, 'RSAES-PKCS1-V1_5'
)s

}

Fig. 3. JavaScript RSA PKCS #1 v1.5 encrypt/decrypt functions using
“node-forge”, matching Wasm logic in Fig. 2.

fun#[wasm_bindgen]
pub fn sign_message(
&self,
message: &str
) -> Vec<u8> {
let mut hasher = Sha256::new();
hasher.update(message.as_bytes());
let hashed = hasher.finalize();
self.priv_key
.sign(Pkcs1v15Sign: :new_raw(), &hashed)
.expect("Failed to sign message")

}

#[wasm_bindgen]
pub fn verify_signature(
&self,
message: &str,
signature: &[u8]
) -> bool {
let mut hasher = Sha256::new();
hasher.update(message.as_bytes());
let hashed = hasher.finalize();
self.pub_key
.verify(
Pkcs1lv15Sign: :new_raw(),
&hashed, signature
).is_ok()

}

Fig. 4. Wasm (Rust) RSA PKCS #1 v1.5 signing and verification with
SHA-256 message hashing.

The verification process, in contrast, hashes the received
message, deciphers the signature with the public key, and
performs a hash comparison to validate authenticity.
Although RSA-based digital signatures are widely utilised
in X.509 certificate frameworks and Public Key
Infrastructure (PKI) systems, this study restricts its scope
to raw PKCS #1 v1.5 signing and verification processes
exclusively.

Similarly, Fig. 5 illustrates the JavaScript
implementation utilising the “node-forge” library. The
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signing function produces a SHA-256 hash of the input
message and encrypts this digest with the private key to
generate a digital signature.

In contrast, the verification process computes the SHA-
256 hash of the original message, decrypts the received
signature using the public key, and compares the computed
hash with the decrypted value to confirm validity.

These implementations ensure equivalent cryptographic
processes across WebAssembly and  JavaScript
environments, enabling an unbiased comparative analysis
of their respective performance metrics for signing and
verification operations.

function signMessage(privateKey, message) {
const md = forge.md.sha256.create();
md.update(message, "utf8");
return privateKey.sign(md);

}

function verifySignature(

publicKey, message, signature

{

const md = forge.md.sha256.create();
md.update(message, "utf8");

return publicKey.verify(
md.digest().bytes(), signature

)s

)

}

Fig. 5. JavaScript RSA PKCS #1 v1.5 signing and verification using
“node-forge”, matching Wasm logic in Fig. 4.

Hybrid encryption integrates asymmetric key transport
with symmetric bulk encryption: an RSA PKCS #1 v1.5
“handshake” securely encapsulates a newly generated 256-
bit AES key, while AES-GCM protects the payload. Fig. 6
illustrates our Rust/Wasm implementation, which follows
this architectural pattern. The generate rsa_keypair()
function produces a 2048-bit RSA key pair, consistent with
the simple RSA benchmarks described earlier. The
rsa_encapsulate_aes() function generates a 32-byte
random key using “rand::rngs::OsRng”, encrypts it with
the RSA public key, and returns both the encrypted
ciphertext and the plaintext AES key. Subsequent
operations - aes_gcm_encrypt() and aes_gcm_decrypt() -
were bridged via “wasm-bindgen” to the browser’s native
WebCrypto API, which performs AES-GCM encryption
and decryption with a 96-bit nonce and a 128-bit
authentication tag.

#[wasm_bindgen]
pub fn test_hybrid(
bits: usize, iters: usize
) -> JsValue {
let mut rng = thread_rng();

// --- RSA handshake timing ---
let priv_key = RsaPrivateKey: :new(
&mut rng, bits
).unwrap();
let pub_key = RsaPublicKey::from(&priv_key);
let mut handshake_accum = 0.90;
let mut raw_key = [0Ou8; 32];
rng.fill_bytes(&mut raw_key);
for _ in @..iters {
let t@ = Date::now();
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let ct = pub_key
.encrypt(

&mut rng, PkcslvlSEncrypt, &raw_key
)

.unwrap();

let _pt = priv_key
.decrypt(Pkcslvl5Encrypt, &ct)
.unwrap();

handshake_accum += Date::now() - t0;

}

let avg_handshake (
(handshake_accum / iters as f64) * 100.0

)
.round() / 100.0;

// --- AES-GCM bulk timing ---

let cipher = Aes256Gcm: :new_from_slice(
&raw_key,

)

.expect ("AES-GCM key must be 32 bytes");

let mut bulk_accum = 0.0;

let mut nonce_bytes = [0Qu8; 12];

for _ in @..iters {

rng.fill_bytes(&mut nonce_bytes);

let nonce = Nonce::from_slice(
&nonce_bytes,

)

let t@ = Date::now();

let ct cipher
.encrypt(nonce, PLAIN.as_ref())
.unwrap();

let _pt cipher
.decrypt(nonce, ct.as_ref())
.unwrap();

bulk_accum += Date::now() - tO;

}

let avg_bulk = (
(bulk_accum / iters as f64) * 100.0

)
.round() / 100.0;

let result = HybridResult {
implementation: "wasm-hybrid",
bits, iters, handshake: avg_handshake,
bulk: avg_bulk

1

to_value(&result).unwrap()

}

Fig. 6. Hybrid RSA-AES in Wasm: RSA PKCS #1 v1.5 “handshake”
encrypts a 256-bit AES key, and AES-GCM encrypts/decrypts 1 KiB
payloads, modelling both the handshake and bulk-encryption phases of
protocols such as TLS.

Elliptic-curve signature schemes have become the de
facto choice for modern cryptographic protocols due to
their ability to provide strong security with significantly
smaller key sizes and signatures compared to RSA. Among
these schemes, Ed25519 stands out for its high
performance, deterministic signing process, and resilience
against common implementation vulnerabilities [20, 21].
While RSA PKCS #1 v1.5 remains prevalent in legacy
systems, Ed25519 is increasingly adopted across
contemporary applications, from SSH key authentication
to blockchain platforms, owing to its 256-bit key size, 64-
byte signatures, and constant-time arithmetic operations.
To investigate how execution environment and library
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design influence performance characteristics,
implemented four distinct Ed25519 implementations:
WebCrypto (Native browser API): A baseline
implementation leveraging built-in constant-time
primitives with minimal JavaScript overhead.

Pure JS (TweetNaCl): A portable reference
implementation illustrating the computational cost of
executing a manually written elliptic-curve library in
JavaScript.

Wasm (Serial): An implementation using Rust and
“ed25519-dalek”, demonstrating the performance
benefits of compiling constant-time C/Rust code to
WebAssembly without batch processing.

Wasm (Batch): A variant of the above with
verify_batch() functionality, showcasing how batched
verification reduces per-signature overhead by
amortising expensive curve operations across multiple
signatures.

All Ed25519 tests utilised a fixed iteration count of
“iters” = 1000. In the batch implementation, these 1000
signatures are verified through a single multi-scalar
multiplication operation, resulting in a marked reduction
in per-verification latency compared to individual
processing. Ed25519 is an instance of EdDSA
implemented over Curve25519. The signing process
computes an extended hash of the message and private key,
producing a pair (R, S), where R denotes a curve point and
S represents a scalar modulo 22 - 19. Verification
involves checking a group equation defined by the base
point B, public key 4, and a SHA-512-based hash function
H [20].

Fig. 7 illustrates three WebCrypto API primitives:
generateKey({name:'Ed25519"}), sign('"Ed25519', ...), and
verify('Ed25519', ...). As the computationally intensive
arithmetic operations are executed within the browser’s
constant-time native code, the implementation remains
compact, only a few lines of code coordinate key
generation, signing, and verification loops, while
delivering performance equivalent to hardware-level
execution.

we

const { publicKey, privateKey } =
await crypto.subtle.generateKey(

{ name: 'Ed25519' },

false,

['sign', 'verify']

)s

const sig = await crypto.subtle.sign(
'Ed25519', privateKey, msg
)s

const pass = await crypto.subtle.verify(
'Ed25519', publicKey, sig, msg
);

Fig. 7. JavaScript WebCrypto Ed25519 key generation, signing, and
verification using the browser’s built-in, constant-time native
cryptographic routines.

Fig. 8 is located in
“project wasm_ed25519/wasm/src/lib.rs”.  The  Rust
function test ed25519(msg_len, iters) performs the

following operations:

Generates an Ed25519 key pair using “ed25519 dalek:
Keypair: generate”.

Initialises a message buffer of length 256 bytes.

Signs the message “iters” times, storing all resulting
signatures in memory.

Invokes verify_batch() with a slice of identical public
keys and the collected signatures; the library
aggregates all verification equations into a single
multi-scalar multiplication, thereby minimising the
total number of curve operations required.

Divides the elapsed time by “iters” to compute average
signing and verification latencies, returning these
metrics as a JSON object.

The batch processing path is designed to be constant-
time, maintaining Ed25519’s security guarantees while
achieving superior throughput for bulk signature
validation [8]. Both implementations provide minimal
JavaScript interfaces via “wasm-bindgen”, enabling the
benchmarking harness to invoke them in precisely the
same manner as their WebCrypto and pure-JS counterparts,
ensuring a fair comparative analysis of performance
characteristics.

co let keypair = Keypair::generate(&mut OsRng);
let mut sigs = Vec::with_capacity(iters);
for _ in @..iters {

sigs.push(keypair.sign(&msg));

}
verify batch(

&msg[..], &vec![keypair.public; iters], &sigs
).expect("batch verify failed");

/* amortised verification */
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Fig. 8. Wasm (Rust) Ed25519 batch verification with “verify batch”,
amortising curve operations across 1,000 signatures.

IV. RESULTS SUMMARY

A. RSA PKCS #1 v1.5 (Single Operation, 1,000

Iterations, Digital Signature)

The testing scenarios comprised:

Generating a 2048-bit RSA key pair.

Encrypting a sample plaintext message.

Decrypting the resulting ciphertext.

Measuring execution times using performance.now()
for each cryptographic primitive.
The final test, focused on digital signatures, additionally
recorded signing and verification durations via the same
performance.now()  function. This implementation
exclusively evaluates core RSA PKCS #1 v1.5 operations
(sign/verify, encrypt/decrypt) without incorporating
higher-level components such as X.509 certificate
generation or validation, certificate chains, or Public Key
Infrastructure (PKI), which are typically integral to real-
world production environments.

The benchmarking experiments revealed substantial
performance disparities between WebAssembly and
JavaScript implementations of RSA PKCS #1 v1.5. The
results are summarised in Table I, which presents the
average encryption and decryption times for single
operations and across 1,000 iterations. Additionally, Table
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II provides the corresponding averages for digital signing
and verification.

TABLE 1. EXECUTION TIME IN WASM AND JAVASCRIPT FOR SINGLE
AND ITERATIVE ENCRYPTION

. . 1 000x 1 000x
. Single Single
Implementation Encrvpt Decrvnt Average Average
P yp Encrypt Decrypt
WebAssembly 55 6.59 0.66 5.22
Mean (ms)
WebAssembly
Std Dev 0.20 1.09 0.01 0.04
WebAssembly - 5.50 0.65 5.19
Min
WebAssembly 1.70 9.10 0.66 5.8
Max
WebAssembly
P95 1.56 8.29 0.66 5.28
JavaScript
Mean (ms) 6.14 28.87 0.52 15.52
JavaScript
Std Dev 2.07 7.83 0.02 0.61
JavaScript — Min 4.20 20.70 0.49 14.49
JavaScript - 10.00 43.10 0.54 16.13
Max
JavaScript — P95 9.64 41.66 0.54 16.08

WebAssembly significantly outperformed JavaScript in
single-operation tests for both encryption and decryption.
While JavaScript’s encryption time was approximately
fivefold slower than that of WebAssembly, its decryption
performance lagged by about 4.5 times. These findings
corroborate those reported by Yan and Tu, who
highlighted that WebAssembly consistently delivers
predictable performance gains even under computationally
intensive workloads, positioning it as a preferred choice
for applications requiring stability and efficiency [22].

TABLE II. DIGITAL SIGNATURE AND VERIFICATION TIME AVERAGE

Method Signing Time (ms) Verification Time (ms)
Rust (Wasm) 0.0631 0.1109
JavaScript
(WebCrypto) 0.046 0.057
JavaScript
(bare JS) 7.9954 13.852

Further research by Rokotyanskaya and Abramov
demonstrated that WebAssembly’s low-level architecture
enables it to maintain consistent efficiency across multiple
benchmark suites, exhibiting reduced execution overhead
and more uniform throughput across diverse operational
scenarios [23]. This performance disparity arises from
WebAssembly’s ability to leverage precompiled binaries
for direct execution [4], whereas JavaScript relies on
interpretation and Just-In-Time (JIT) compilation, which
introduces additional overhead during initial operations.
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In the 1000-iteration tests, JavaScript’s JIT
optimisations enabled it to achieve encryption times
comparable to, and in some cases slightly faster than,
WebAssembly. However, WebAssembly retained superior
stability, as evidenced by its consistently low decryption
latency and minimal variability across iterations. Prior
studies indicate that JavaScript’s runtime optimisations
excel in repetitive tasks but may yield inconsistent
performance under fluctuating workloads [24]. These
results affirm WebAssembly’s suitability for performance-
critical applications where predictable execution is
essential.

JavaScript’s garbage-collected heap can induce
unpredictable pauses and overhead as data sizes increase
leading to higher run-to-run variability [25]. By contrast,
WebAssembly’s manual, linear memory model eliminates
GC-induced jitter, ensuring more consistent throughput
[26].

In the following subsection, we present the hybrid
RSA + AES results (Table III), followed by the Ed25519
benchmarks (Table IV), before addressing an integrated
discussion of tail latency and threats to validity.

Hybrid encryption combines an asymmetric “handshake”
(RSA key encapsulation) with symmetric bulk encryption
(AES-GCM). Each iteration of the test loop measures two
distinct metrics:

Handshake: time required to wrap a freshly generated
256-bit AES key using RSA PKCS #1 v1.5.
Bulk: time taken to encrypt and immediately decrypt a
1 KiB payload with AES-GCM, utilising the
encapsulated key.
For the “Std Dev”, “Min”, “Max”, and “P95” columns
in Table III, the first value corresponds to the RSA
handshake latency, while the second value corresponds to
the AES-GCM bulk encryption latency.
Handshake (RSA) is approximately three times faster in

Wasm. The private-key exponentiation dominates
handshake cost, wherecas Wasm’s ahead-of-time
compilation eliminates JIT warm-up and keeps

branch-prediction predictable, yielding an approximate
10 ms advantage. When it comes to Bulk (AES-GCM)
near parity, both implementations ultimately invoke the
browser’s native AES routine (via the underlying
WebCrypto API), resulting in negligible performance
differences. WebAssembly exhibits slightly reduced
variance due to the absence of garbage collection-induced
pauses.

TABLE III. HYBRID RSA-AES LATENCY PER OPERATION (2048-BIT
RSA, AES-GCM, 1 KIB PAYLOAD)

Implementation Operation Mean  Std Min Max P95
Type (ms) Dev
RSA
Wasm Handshake 6.04 0.30 5.86 6.94 6.59
Wasm AES-GCM 0.04 0.02 0.03 0.10 0.10
Bulk
. RSA 17.0
JavaScript Handshake 16.56  0.77 1523 17.12 1
. AES-GCM
JavaScript Bulk 0.07  0.03 0.05 0.12 0.11




Journal of Communications, vol. 20, no. 6, 2025

Also, the P95 latency in JavaScript exceeds its mean by
approximately 2.7% for handshake operations, whereas
Wasm’s P95 latency is only around 9.1% above its own
mean, consistent with the tighter variability observed in
pure RSA benchmarks. Collectively, these results confirm
that a “Wasm handshake +native AES” pathway
minimises both median and worst-case latency, which is
desirable for protocols requiring critical-path key
negotiation (e.g., TLS handshakes in JavaScript-heavy
SPAs).

Last but not least, four independently built projects were
benchmarked to assess how execution environment and
library design influence Ed25519 performance:
WebCrypto (Native): built-in browser implementation
Pure JS (TweetNaCl): manually implemented curve
arithmetic in JavaScript
Wasm (Serial): Rust+ed25519-dalek, one signature
per verification

to amortise 1000 verifications

Modern browsers implement the WebCrypto API,
standardised by the W3C, as an asynchronous
“SubtleCrypto” interface, which exposes native algorithms
(e.g., Ed25519 and X25519) executed in optimised
compiled code within engine implementations such as V8§,
JavaScriptCore, and SpiderMonkey [15]. By offloading
heavy curve-arithmetic operations to worker threads,
WebCrypto  achieves  constant-time  performance
significantly superior to pure-JavaScript libraries [16].

TABLE IV. DIGITAL SIGNATURE AND VERIFICATION TIME AVERAGE

Implementation

with Metric Sign (ms) Verify (ms)
WebCrypto 0.046 0.056
Mean . .
WebCrypto
Std Dev 0.005 0.005
WebCrypto
Min / Max 0.040/0.050 0.050/0.060
WebCrypto
P95 0.050 0.060
Wasm (batch) 0.070 0.070
Mean . .
Wasm (batch)
Std Dev 0.009 0.020
Wasm (batch)
Min / Max 0.052/0.091 0.060/0.100
Wasm (batch)
P95 0.088 0.095
Wasm (serial) 0.066 0173
Mean . .
Wasm (serial)
Std Dev 0.003 0.006
Wasm (serial)
Min / Max 0.061/0.070 0.164/0.179
Wasm (serial) 0.069 0178

P95

Wasm (Batch): same Rust code but using verify _batch()
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Implementation

with Metric Sign (ms) Verify (ms)
P;’;:afls 8.00 13.85
S Dev 029 047
NN 7.68/8.45 13.31/14.55
P‘;,r;; S 8.30 14.40

Performance Comparison of Cryptographic Implementations

100,000 3

Implementation
] mm webcrypto

1 == wasm (Batch)
| Bl wasm (Serial)
10000 f B Pure)s

1.000 o

Execution Time (ms) - Log Scale

0.100 o

sign

Verify
Operation

Fig. 9. Average Ed25519 sign/verify times (log scale) for WebCrypto,
Wasm (Batch), Wasm (Serial), and Pure JS; error bars show standard
deviation.

In Fig. 9, WebCrypto (native), Wasm (Batch), Wasm
(Serial), and Pure JS are compared on a log scale. Error
bars indicate standard deviation over 1,000 iterations. This
visualization complements Table IV by highlighting the
extreme disparity between WebCrypto and Pure JS, as well
as the benefits of batched verification in WebAssembly.
Consequently, as Table IV shows, a full Ed25519
signature completes in approximately 0.05 ms, roughly
174 times faster than the hand-optimised but interpreter-
bound TweetNaCl JavaScript code. When signing or
verifying large batches, algorithm-level parallelism
outweighs runtime differences: verify batch() in
“ed25519-dalek™ collapses 1,000 verification equations
into a single multi-scalar multiplication, bringing the
Wasm batch variant to 0.07ms per signature,
indistinguishable from WebCrypto. The serial Wasm path,
which processes one signature at a time, remains around 80
times faster than pure JS (thanks to ahead-of-time
compilation and zero garbage collection), yet around 2.5
times slower than its own batched counterpart,
underscoring the importance of algorithmic optimisation.

Latency tails remain tightly controlled for native and
batched implementations: P95 latency is approximately
60 ps for WebCrypto and 95 us for Wasm batch, whereas
pure JS verification spikes to around 14 ms at the 95th
percentile. These outliers trace back to garbage-collection
pauses and high-level big-integer arithmetic executed in
the JavaScript heap: phenomena absent from WebCrypto
and minimised in Wasm’s linear memory.

To quantify both the statistical significance (whether
differences are real or due to chance) and the practical
impact of observed performance differences, we
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conducted Welch’s #-tests comparing each implementation
to a common baseline (WebCrypto). Welch’s #test is a
statistical method used to compare the average (mean)
performance of two groups when their variability (variance)
or number of observations may differ. In our case, it tests
whether an alternative implementation (e.g., Pure JS or
Wasm) performs significantly differently from
WebCrypto. Alongside the #-test, we calculated Cohen’s d,
a measure of effect size that indicates how large the
performance difference is in standardized terms. A d value
of 0.2 is considered small, 0.5 medium, and 0.8 or greater
indicates a large, practically meaningful difference. For
example, a d of —4.85 means the alternative is much slower
than WebCrypto, not just in a technical sense, but to a
degree that is highly relevant for real-world use.

We tested the null hypothesis Ho (timp = twebCropio),
which assumes that the two implementations (e.g.,
WebCrypto and Wasm) perform equally. If the data shows
strong evidence against this, we “reject the null hypothesis,”
concluding that there is a statistically significant difference.
In all our comparisons, the probability of observing such
differences by random chance was less than 0.1% (p <
0.001), indicating high confidence in our findings.

The ¢-test statistic is calculated using the formula:

_ XWebCrypto - Ximpl

S\%VebCrypto +@
Nwebcrypto  Mimpl

With X representing the mean (average) performance
across all measurements, and s denoting the standard
deviation (a measure of variability around that mean),
accounting for both central tendency and dispersion in
timing data. The variable n refers to the number of
iterations conducted - in this study, 1,000 per benchmark.
The denominator of the equation incorporates both sample
size and variance, allowing for a fair comparison between
implementations even when their variability or sample
sizes differ. Fig. 10 summarizes the Cohen’s d effect sizes
across implementations and tasks, with larger absolute
values indicating slower performance than WebCrypto.

Effect Size (Cohen’s d) of Alternatives vs WebCrypto

‘T

Implementation
3 Wasm (Batch)
[ Wasm (Serial)
—40- =3 pure)s

Cohen's d (negative = slower than WebCrypto

Sign Verify

Task

Fig. 10. Cohen’s d effect sizes vs. WebCrypto; negative values indicate
slower performance, larger magnitude = greater deficit.

We also use the Welch—Satterthwaite equation to
approximate the degrees of freedom, which adjusts how
strict the test should be based on data variability. As Table
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V shows, Pure JS exhibited extreme performance deficits
in both signing (d = —38.78) and verification (d = —41.50),
confirming its unsuitability for latency-sensitive
operations. While Wasm batch verification showed
notable improvement over serial processing (d = —0.96 vs
—21.19), it still trailed WebCrypto by a practically
significant margin. Wasm batch signing also demonstrated
the smallest performance gap (d = —3.30), though still
statistically significant. These effect sizes objectively rank
implementation viability: WebCrypto > Wasm (Batch) >
Wasm (Serial) > Pure JS for verification workloads, while
WebCrypto remains optimal for signing.

TABLE V. WELCH’S T-TEST AND COHEN’S D COMPARING
PERFORMANCE OF CRYPTOGRAPHIC OPERATIONS

Comparison  Welch’s ¢ df Cohen’s d Deficit
Was“s‘i(g';atch) ~73.72 1562 —3.30 Large
Was\‘g ﬁg*y‘tch) -21.48 1123 —0.96  Moderate
Wasm (Serial) —_jo¢ 47 1636 —4.85 Large

Sign
Was\‘,“efisfs“al) -473.72 1935 —21.19 Extreme
P ‘;ﬁ; ! S 86721 1000  —3878  Extreme
P\‘,‘erfi g;‘ ~928.04 999 —41.50 Extreme

The rationale for four implementation variants is as
follows: WebCrypto establishes a best-case reference
powered by the browser’s native cryptographic provider;
Pure JS (TweetNaCl) sets an upper bound on what can be
achieved with portable, dependency-free code running
entirely within the JavaScript engine; Wasm (Serial)
demonstrates gains achievable by compiling constant-time
Rust to WebAssembly without altering the verification
algorithm; and Wasm (Batch) reveals how algorithmic
redesign, amortising work across many signatures, can
eliminate most remaining overhead, matching the native
baseline.

Collectively, these data confirm that for high-
throughput signature pipelines such as Web authenticators
or blockchain consensus, engine-native (WebCrypto) or
batched Wasm implementations are pragmatic choices.
Pure JavaScript remains valuable for maximum portability
and auditability but incurs latency two orders of magnitude
higher and exhibits a wider tail, making it unsuitable for
performance-critical ~ paths in  security-sensitive
applications.

V. COMPARISON WITH SIMILAR STUDIES, SECURITY
CONSIDERATIONS AND PREDICTIONS FOR MORE COMPLEX
APPLICATIONS

The findings of this study align with prior research
indicating that WebAssembly generally outperforms
JavaScript in computationally intensive tasks. Yan and Tu
elaborate further on these results by demonstrating
WebAssembly’s efficacy in high-concurrency scenarios,
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thereby reinforcing its suitability for real-time applications
[22]. Macedo et al. [10] highlighted similar outcomes,
showing that WebAssembly can achieve up to 45% greater
performance gains than JavaScript in encryption
algorithms, particularly when processing larger datasets
[3]. Additionally, research from The New Stack
underscores WebAssembly’s consistency and reduced
energy consumption compared to JavaScript, especially in
contexts involving repeated iterative operations.

However, the competitive encryption times observed
for JavaScript during iterative tests in this study
underscore the impact of JIT optimizations, a factor less
extensively addressed in prior work. This suggests that
while WebAssembly may excel in raw computational
performance, JavaScript’s adaptability through runtime
optimization allows it to narrow the performance gap
under specific conditions. As applications grow
increasingly complex, involving larger data streams and
real-time requirements, WebAssembly’s advantages
become more pronounced. For instance, in multi-threaded
environments or tasks requiring extensive parallel
processing, WebAssembly’s capacity to utilise low-level
threading APIs may yield substantial performance
improvements over JavaScript. Furthermore, the
predictability and stability of WebAssembly’s execution
profile suggest its expanding relevance in domains such as
real-time financial systems, video encryption, and large-
scale data analysis. In contrast, JavaScript’s flexibility and
dynamic nature continue to make it a preferred choice for
lightweight or prototype applications where ease of use
and rapid development remain critical [11].

Although raw speed is the central focus of this study,
deployment decisions must also account for the expanded
attack surface inherent to cryptographic primitives and
their execution environments. RSA-PKCS #1 v1.5, though
still widely used for backward compatibility, remains
vulnerable to adaptive-chosen-ciphertext, or “padding-
oracle”, attacks: Bleichenbacher’s seminal 1998 result and
its modern variants (e.g., ROBOT) demonstrate that
plaintext can be recovered from implementations leaking
even a single bit of error-handling state [13]. Current best
practice, as codified in RFC 8017, advocates phasing out
v1.5 in favour of OAEP for encryption and PSS for
signatures; if this is not feasible, constant-time, uniform
failure modes must be implemented to mitigate risks [14].
While Ed25519’s deterministic  signatures enable
exceptionally fast batch verification, yielding a more than
100-fold increase in throughput, the batch verifier returns
only a single Boolean result. This design choice deprives
administrators of immediate insight into which specific
signature failed when verification returns false [17].

At the platform layer, WebAssembly inherits the
browser’s sandboxed environment and eliminates classic
memory-safety errors, yet speculative execution channels,
such as Spectre, may still leak secrets through caches
unless compilers explicitly emit LFENCE/BTI barriers to
mitigate such risks [27]. Over-permissive host-function
imports may inadvertently bypass same-origin policy;
therefore, least-privilege access controls, combined with
COOP/COEP headers, remain critical for robust hardening
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measures [28]. JavaScript engines, while significantly
faster when WebCrypto is available, expose an expansive
JIT code base historically vulnerable to type-confusion
exploits. A compromised JIT could pivot into shared

ArrayBuffers and even Wasm linear memory,
underscoring the need for continuous runtime security
monitoring.

Beyond the cryptographic workloads evaluated here,
prior studies suggest that WebAssembly’s performance
characteristics could also be advantageous in other
computationally intensive, security-relevant domains. For
example, Tusher ef al. [29] and Wang et al. [30] describe
machine-learning—based spam and encrypted-traffic
detection systems that employ CNNs, LSTMs, and
transformers for real-time classification. These models
impose heavy computational and cryptographic
preprocessing demands, and external results indicate that
WebAssembly’s low-latency execution and reduced
energy footprint may help meet such requirements [31]. It
is important to emphasise that our study did not perform
any machine-learning or spam-detection benchmarks, and
therefore we cannot claim empirical validation of these
benefits in this context. Instead, we view these findings
from the literature as a potential avenue for future work:
integrating  WebAssembly-accelerated — cryptographic
routines into end-to-end detection pipelines could provide
a useful test bed for assessing performance and security
trade-offs in complex, mixed-workload applications.

The convergence of deep learning and cryptography in
security applications highlights the growing need for
optimised, secure execution environments. Rezaei and Liu
[29] demonstrated that neural networks can effectively
classify encrypted traffic for threat detection and side-
channel analysis - tasks requiring both high computational
performance and cryptographic robustness [31].
WebAssembly significantly outperforms JavaScript in
cryptographic operations, enabling more efficient and
secure Al-driven analytics on the web. Additionally,
Oliveira and Mattos [32] reported approximately a 39.81%
improvement in execution time and a 39.86% reduction in
energy consumption when using WebAssembly instead of
JavaScript,  advantages crucial for  deploying
cryptography-intensive deep learning workloads on
mobile and IoT devices [33]. These findings collectively
establish WebAssembly as a key enabler for secure, high-
performance, and energy-efficient applications at the
intersection of cryptography and artificial intelligence.
However, the direct measurement of joule-per-operation
metrics via RAPL/SoC counters remains a promising
avenue for future research.

Overall, WebAssembly’s demonstrated advantages in
computational performance, energy efficiency, and secure,
sandboxed execution suggest it will become increasingly
important for complex web applications requiring real-
time data processing, encryption, and Al-driven analytics.
Its superior throughput and support for low-level threading
make it well-suited for high-concurrency workloads such
as encrypted financial transactions, video processing, and
machine learning-based threat detection. While
WebAssembly mitigates many memory safety risks
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present in JavaScript, careful attention must be given to
speculative execution vulnerabilities and host-interface
security. The convergence of cryptography and deep
learning further highlights the need for efficient, secure
execution environments, particularly on resource-
constrained devices such as IoT endpoints and mobile
devices, where WebAssembly’s reduced energy
consumption offers tangible benefits. To maximise its
potential, future efforts should prioritise improving
development  tooling, energy  profiling, and
interoperability with native cryptographic libraries.
Overall, WebAssembly is poised to become a foundational
technology for secure, high-performance, and energy-
aware web applications as increasing complexity and
security demands emerge.

VI. CONCLUSION

This study presents a comprehensive analysis of
performance trade-offs between WebAssembly (Wasm)
and JavaScript implementations of RSA PKCS #1 v1.5
encryption, decryption, and digital signatures, with an
extension to hybrid RSA—AES handshake protocols and
the modern Ed25519 signature scheme. Wasm
consistently  demonstrated superior computational
efficiency, particularly in single-operation scenarios and
signature generation: 2048-bit RSA encryption decreased
from approximately 6 ms in pure JavaScript to 1 ms in
Wasm, while batch-verified Ed25519 signatures reduced
from approximately 8 ms to 0.07 ms, an improvement of
nearly two orders of magnitude. Its predictable execution
times and low variability position it as an ideal solution for
performance-critical workloads across real-time IoT
devices and edge deployments requiring frequent signing
and verification operations. JavaScript, however,
leverages Just-In-Time (JIT) optimisations to achieve
competitive throughput in long iterative tasks; with 1 000
consecutive RSA operations, the performance gap
narrowed to under a factor of two, highlighting its
continued relevance for general-purpose cryptographic
applications and agile development workflows.

Beyond raw computational speed, the experimental
campaign  addressed security and  deployment
considerations. Risks associated with padding-oracle
vulnerabilities in PKCS #1 vl1.5, speculative execution
channels affecting both JS and Wasm environments, and
edge cases in Ed25519 batch verification were evaluated
alongside concrete mitigation strategies. These findings
outline a practical migration pathway: transition to
OAEP/PSS encryption or adopt Ed25519 directly,
implement strict Content Security Policy (CSP) headers
with COOP/COEP mechanisms for Wasm sandboxes, and
reserve JavaScript execution paths for orchestration tasks
or fallback logic.

Energy consumption remains an unresolved research
question. While macro-benchmarks suggest that tightly
optimised Wasm loops may reduce package-power
residency by approximately 30% compared to
monomorphic JavaScript implementations [33], this work
did not instrument RAPL or SoC counters; therefore, any
assertions regarding significant energy savings remain
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provisional. Furthermore, Wasm modules embedded in
JavaScript-based frameworks lacking native-level
performance could still achieve near-native execution
speeds in traditionally resource-constrained environments
[33].

Future research directions include exploring multi-
threaded Wasm to parallelise batch cryptographic
operations, developing hybrid pipelines that delegate
computationally intensive tasks to Wasm while retaining
high-level orchestration in JavaScript, and conducting
fine-grained power profiling across diverse domains such
as video encryption, blockchain validation, or malware
scanning. Addressing these challenges will further realise
the potential of WebAssembly and JavaScript for secure,

energy-aware  cryptographic  systems with  high-
performance requirements [3].
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