Journal of Communications, vol. 20, no. 5, 2025

Dense Convolutional Bidirectional Gated

Network with Twin Attention Mechanism for
Black Hole Attacks Detection in MANETSs

Maithem Mohammed Ali Abdullah !, Hamid Ali Abed AL-Asadi '“*, Zaid Ameen Abduljabbar “**, and
Vincent Omollo Nyangaresi +°

! Department of Computer Science, College of Education for Pure Sciences, University of Basrah, Iraq

2 Department of Business Management, Al-Imam University College, Iraq
3 Huazhong University of Science and Technology, Shenzhen Institute, China
4 Department of Computer Science and Software Engineering, Jaramogi Oginga Odinga University of Science and
Technology, Kenya
3> Department of Applied Electronics, Saveetha School of Engineering, SIMATS, Chennai, India

Email: pgs.maithem.muhammad@uobasrah.edu.iq (M.M.A.); hamid.abed@uobasrah.edu.iq (H.A.A.);

zaid.ameen@uobasrah.edu.iq (Z.A.A); vayangaresi@jooust.ac.ke (V.0.N)
*Corresponding author

Abstract—Mobile Ad Hoc Networks (MANETS) are potent
technologies frequently used to collect data from their
environments and disseminate it to other nodes or servers.
Many cyber threats such as Denial of Service (DoS) attacks
and black hole attacks are exposed to these networks because
messages are exchanged over open public networks. These
networks are vulnerable to attacks due to their decentralized
and dynamic nature. In black hole attacks adversaries
conceal their presence by redirecting traffic to incorrect
points and dropping data packets. In this work a deep
learning-based SA-DCBiGNet stands for Self-Attention—
Dense Convolutional Bidirectional Gated Network with a
twin attention mechanism is presented to protect MANETS
as dynamic networks from blackhole attacks by detecting
them. The performance of the model is tested in a python
platform using the dataset of the WSN-DS IoT. The findings
indicate that this solution incurs accuracy, precision,
F1—Score, recall and of 99.70%, 99.00%, 99.02% and 98.3%
respectively.

Keywords—deep learning, black hole, Optimized Link State
Routing Protocol (OLSRP), Mobile Ad Hoc Network
(MANET), dense net

1. INTRODUCTION

Mobile Ad Hoc Networks (MANETSs) embody a recent
trends paradigm in the scope of wireless multimedia
communications. These networks allow mobile terminals
to exchange messages directly as is the case for military
activities, emergency response and communications in
areas without infrastructure. MANETs offer inherent
flexibility enabling them to be swiftly deployed and self-
organized, making them suitable for scenarios where
traditional communication infrastructures are not
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accessible or viable [1-3]. However, because of varying
network topologies constrained bandwidth and the
limitations of mobile device battery life, video data
transmission over MANETS poses unique difficulties [4].
So, ensuring effective and dependable transmission in
MANETs is crucial as video applications become
increasingly integrated into real-time communication and
information exchange. However, Automated On-Demand
Distance Vector (AODV) and Enhanced Link State
Routing Protocol are two types of routing protocols for
transporting video data, and there are more [5]. OLSRP
achieves this by promoting proactive data exchange
between nodes which means that nodes share their routing
information with their neighbors before it is needed
thereby reducing the time needed to establish a route.
Nevertheless, OLSRP is not impervious to security flaws
even with its benefits in route selection optimization
[6—8]. It is particularly vulnerable to attacks and threats
like black hole attacks in which malevolent nodes use the
routing protocol to trick the network into transmitting data
via them [9]. The service quality may suffer significantly
due to the ability of these rogue nodes to drop packets
intentionally. In this attack the attacker node pretends to
have the most efficient path to the receiver while
intercepting and rejecting packets simultaneously. This
vulnerability is pronounced in MANETSs due to of their
dynamic topology and decentralized character, which
make it more difficult to detect and mitigate attacks of this
kind thanks to the complexity of the situation.
Identification of malicious nodes is made more difficult by
the fact that there is no central authority and rapid changes
in the connectivity of the network. Consequently,
understanding of these problems is essential for building
efficient detection techniques and improving the overall
security and reliability of MANETS against such threats.
Investigating cutting edge solutions is necessary to address
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the problems caused by black hole attacks and other
security risks. By detecting and stopping harmful activity
deep learning techniques have demonstrated promise in

improving the security and resilience of MANETs [10—14].

Deep learning algorithms can efficiently reduce the
risks associated with black hole attacks and enhance the
general robustness of routing protocols such as OLSRP by
examining network trends and spotting anomalies. This
study looks into how deep learning techniques, by their
ability to learn from data can assist as a valuable tool for
cyberattack detection including MANET routing, to fix
existing flaws by detecting and preventing these attacks
and guarantee dependable and effective video transmission
even in challenging conditions. By utilizing deep learning
techniques, we can improve MANET security promoting
the development of more resilient mobile communications
technologies to allow for rapid device interactions and
quicker more dependable data flow. The proposed
solution’s primary objectives can be summarized in the
following points:

e To detect malicious nodes such as black hole attacks to
make compelling video stream routing in MANET
environment, a novel hybrid deep learning architecture
is proposed.

To increase attack detection capabilities and boost
accuracy, the deep learning model has been integrated
with conventional intrusion detection systems using
supervision learning.

Create an automated response system that isolates
hostile nodes and dynamically applies extra security
measures based on detection results.

This paper’s sections are organized in the following
manner: Section II presents the related study discussing
MANETs and the detection of the black hole attached.
Sections ITI-VI explain the Optimized Link-State Routing
Protocol (OLSRP), the mechanism of black hole attack
and deep learning techniques. Section VII provides the
proposed methodology and Sections VIII and IX present
the evaluation and simulation results which briefly
summarize the key findings. Finally, the conclusion and
future work.

II. RELATED STUDY

Ahmed [15] considered performance measures for the
machine learning classification categories on a Multiple-
sized WSN-DS dataset. Various and multiple mechanisms
with different working methods and often one goal,
namely K-Nearest Neighbor (KNN), Support Vector
Machine (SVM), Logistic Regression (LR), Decision Tree
(DT), Gboost, Naive Bayes, Multilayer Perception (MLP),
and Long Short-Term Memory (LSTM), represent most
types of machine learning classification. The measures of
performance in this validation. Accuracy, F1—Score, False
Negative Ratio (FNR), Fake Positive Ratio (FPR), and
training consumption time were the performance metrics
employed in these validations. The Gboost algorithm also
received 99.6%, 98.8%, 0.4% and 0.13% accuracy,
F1-Score, FPR and FNR, respectively, according to the
test results.
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Nguyen et al. [16] explained the creation and put into
use of a number of IDS based on Deep Learning (DL).
These algorithms were trained to identify four kinds of
DoS assaults that impact WSNs using a dataset designed
explicitly for WSNs called WSN-DS. Four deep learning
models are being experimented with: CNN, RNN,
CNN+RNN and DNN. The CNN model achieved the best
performance, as indicated by our experimental results,
with a success rate of 98.79%. Considering that they
trained their model on only twenty-five epochs (with a
maximum accuracy of 98.79%) compared to the five
hundred epochs the authors trained the dataset on (with a
maximum accuracy of 97.54%), running the model at a
higher accuracy could improve performance.

Sandhya et al. [17] improved the application of
Stochastic Gradient Descent (SGD) in conjunction with
Support Vector Machines (SVM). Additionally, the study
suggests integrating context knowledge. Principal
Component Analysis (PCA) and Singular Value
Decomposition (SVD). A VG-IDS model is used to
classify the network threats identified further. Notably, the
suggested WSN-DS algorithm had a 96% accuracy rate
and could produce better outcomes than other
sophisticated algorithms that were tested utilizing the
WSN-DS during the evaluation process. Accuracy and
recall have improved and F1-Measure rates have
increased to 98%, 96%, and 97%, respectively.

Combining GA and WOA [18], the suggested GSWO is
altered using Conditional Inherited Choice (CIC) in
conjunction with a three-population division approach. In
WSN security this, this method responds to the urgent need
for efficient Feature Selection (FS).

GSWO improves global search capabilities while
balancing exploration and exploitation by integrating
Genetic Algorithm (GA), modified Whale Optimization
Algorithm (WOA), and Conditional Genetic Selection
(CIC) and by combining their intelligence.

Talukder et al. [19] suggested indicates significant
improvements over current methods by achieving a 12%
increase in packet delivery ratio, 20% reduction in routing
overhead and a 95% accuracy rate. These enhancements
show up the ability of the model to identify rogue nodes
save energy and guarantee dependable network
performance. The thorough analysis of the proposed
approach using MATLAB R2023a confirms that it is an
effective and energy efficient way to enhance MANET
security.

Jayadhas et al. [20] studied a protection strategy against
black hole attacks that actively detects malicious nodes to
stop attacks. The quality of the network is significantly
superior to that of a network without the suggested method,
which was confirmed by adopting the suggested solution
to a dynamic-network with nodes committing black hole
assaults. An early experiment confirmed that the suggested
approach works in small environments with few nodes,
and more testing confirmed that it works in bigger
Network 2023, 3 480 environments with many nodes.

Liu et al. [21] offered a brand-new intrusion detection
method designed to handle the unique difficulties Wireless
Sensor Networks (WSNs) presented. To balance



Journal of Communications, vol. 20, no. 5, 2025

unbalanced WSN datasets, the proposed intrusion
detection method combines the insertion of minority
instances with the removal Tomek links by fusing machine
learning algorithms with the SMOTE-TomekLink
resampling method. And The accuracy and robustness of
the model is increased through normalizing input features
using feature scaling via standardization. In multiclass
classification situations, with an accuracy of 99.92% and
99.78% for binary classification applications, the essential
result is the impressive performance of the model

Gurung and Mankotia [22] investigated the
performance of several deep learning and machine
learning methods in attack detection systems. Experiments
are necessary to test the effectiveness of various
approaches on the WMSN-DS database. The power of a
Random Forest and a Convolutional Neural Network
classifier are combined in this work. Detecting and
preventing attacks and helping with forwarding efficiency
in WMSNs was achieved by using a CNN with RF
Classifier. To solve this specific research problem, deep
learning using a random forest classifier has been used.
Abdelhamid et al. [23] outlined a WSN smart intrusion
detection model employing Arithmetic Optimization
Algorithm (AOA) in evolutionary computation, and k-
Nearest Neighbor (kNN) classification in machine
learning, to improve the edge intelligence framework
specifically in the incidents of DoS attacks in WSN. They
then went on to use methods like Lévy flight to
modification the optimization, while a parallel approach
was carried out to improve communications among the
populations. The PL-AOA algorithm claims to meet the
improvement of the kNN classifier, and when determining
the accuracy on benchmark functions the accuracy
determines the algorithm is reliable. From the simulation
study that was conducted by the authors on their WSN-DS
data sets using MATLAB2018b, the main model provides
an ACC of 99.0, which is almost ten times higher than the
standard kNN for DoS intrusion detection.

Baumgartner et al. [24] proposed an approach dubbed
ABGF-AODV which is reliant on the considerate
approach to detect the variety of attacks in MANET as an
end-to-end technique. The protocol was extensively
evaluated in NS-2 simulator and was evaluated under a
several assaults that attempted to disrupt the proposed
protocol. The results showed that ABGF-AODV had a
strong defense to a variety of well-known security threats
and performed significantly better than similar protocols
in Packet Delivery Ratio (PDR = 98.10%), throughput (TS
= 19.60), routing overhead (12,0 15), and normalized
routing load (65), thus representing significant resilience
to attack.

Bhonsle et al. [25] used Long Short-Term Memory

(LSTM) networks and Recurrent Neural Networks (RNNs)

present a deep learning-based defense mechanism against
black hole attacks in wireless mesh Networks (WMNs).
This method is more adaptive to new patterns runs with
enhanced detection accuracy than conventional systems
and can potentially lower false positives and improve
network security significantly. The practical applications
of this research are useful as they open the path for
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advanced self-healing security solutions in IoT systems
and smart cities providing a glaring future for network
security.

Rashid et al. [26] proposed a robust hybrid optimisation
model combining the Sine and Cosine Algorithm (SCA)
with the Whale Optimisation Algorithm (WOA) is
presented in this work. Such integration uses the
advantages of both methods to improves computational
efficiency using their strengths and avoid local optima. In
Wireless Sensor Networks (WSNs), this work aims to use
different and effective methods to improve BH detection.

A descriptive summary of the limitations of the most
relevant study is provided in Table I.

TABLE I. SUMMARIZATION THE RELATED METHODOLOGIES
LIMITATIONS

Ref. Limitations

To increase the accuracy of machine learning
approaches, including their dependence on
specific datasets, potential issues related to
wireless sensor network power consumption, and
requirements for more diverse data.

The research notes constraints such as reliance on
a particular dataset (WSN-DS) possible biases in
data representation and the requirement for more
thorough validation across a variety of real-world
settings.

Low detection accuracy, high system complexity,
real-time intrusion detection issues and feature
selection issues impact intrusion detection
systems’ effectiveness.

Including the possibility of increasing computing
complexity in real time intrusion detection
scenarios, the difficulties with premature
convergence in optimization techniques and the
dependence on particular datasets that impair
generalizability.

Keeping the proposed model effective requires
retraining and frequent updates which could take
a lot of time and resources.

[16]

[17]

[18]

[19]

In the proposed solution, the suggested model based on
a deep learning named SA-DCBiGNet with a twin
attention mechanism that successfully overcomes the
constraints researchers face. By employing -creative
strategies and approaches such as maximizing computing
efficiency, guaranteeing flexibility to realworld settings
and reducing resource demands our suggested approach
successfully overcomes the restrictions that have been
observed. To detect flood attacks detection in Mobile Ad
Hoc Networks we present a reliable method while
preserving low inference times using complexed feature
selection and hybrid deep learning architectures.

III. OLSR FOR MULTIMEDIA IN MANETS

MANETs are decentralized systems where mobile
devices communicate wirelessly  without fixed
infrastructure [27]. For efficient routing particularly and
bandwidth intensive multimedia applications like video
streaming and voice, their inherent mobility and dynamic
topology present challenges [28]. To overcome these
challenges protocol Adaptive OLSR protocol for dynamic
network is designed to empower proactive routing through
regular updates of link state information. The Quality of
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Service (QoS) in multimedia communications depends on
the ability of this mechanism to minimize packet loss and
ensure appropriate path selection. OLSR also utilizes
MultiPoint Relays (MPRs) to enhance routing efficiency
reducing communication overhead while providing
reliable and timely routing information [29—-31]. However,
the most significant impact of OLSR is its role in
significantly improving the reliability and performance of
multimedia services within MANETSs. This makes it an
essential protocol in dynamic mobile environments. The
primary function of OLSR is to convey connection status
data across a network which is crucial in route processing
when establishing a pathway between two network nodes
[32, 33]. This flexibility is particularly vital in challenging
situations to maintain robust communication [34]. As
shown in Fig. 1, the process starts at one source network
and ends at the destination node, which illustrates how the
OLSR protocol works.
> i
1

& &
Route
Maintenance

Neighbor
Discovery

Neighboring node discovery: By maintaining a table of
nearest nodes and sending hello messages, a node
identifies neighboring nodes.

MPR selection: By following a specific election
procedure, MPR nodes are selected. This reduces the
cost of control messages within MPR nodes.
Topology building: After MPR nodes are selected; the
MPR nodes construct an MPR selector table, which
specifies from which nodes the MPR nodes will
forward the Topology Control (TC) messages while
constructing the topology

Maintenance and Routing calculation: Such operation
of the dynamic network will include regular updates of
the information in the OLSR table, signifying a
constant level of awareness for each individual node
If a missing node is found with the neighbor information
updated first, immediate action is taken, according to the
above process, and then Topology Control (TC) is
assembled. This quick response underscores the urgency
and quick action required in such situations [35-37].

\\ Link State
Update

\\ ;
)) MPR Selection

/ /
/ /
/ /

Fig. 1. Workflow of OLSR protocol.

IV. MECHANISM AND CONSEQUENCES OF BLACK HOLE
ATTACKS

In MANETSs, malicious nodes that drop packets to
obstruct communication are known as black hole attacks
[38]. First, when benign nodes need to find out about a
particular path, the attacker responds with a fake routing
response. Legitimate nodes might thus decide to use this
dishonest path, resulting in data loss if the attacker cannot
transfer the packets [39, 40]. As a result, packet loss rates
rise and network efficiency decreases, which has a
significant effect on overall performance and makes it
more difficult for nodes to communicate with one another.
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Consequently, applications like voice-over IP (e.g., Skype)
and real-time video streaming (e.g., YouTube live) that
depend on timely data transmission are disrupted due to
the general decline in network performance. Furthermore,
as nodes grow cautious of possible assaults, network trust
declines, making routing even more difficult and the
network’s overall efficiency declining [41-44]. Fig. 2
presents the mechanism of the malicious nodes, such as the
black hole attack.

L
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—
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Black hole node

Black hole node
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=
=
4
[
o Destination Node

Fig. 2. Presentation of black hole attack.

V. DEEP LEARNING TECHNIQUES

Deep Learning (DL) techniques have proven significant
and helpful in various industries. They help clients and
specialists make decisions, save time and effort, and
facilitate decision-making. DL is concerned with creating
and improving intricate neural networks for data
processing, forecasting, and decision-making. A key
feature of DL algorithms is their ability to use several
layers of artificial neurons to automatically extract
significant features from unprocessed input. This
automatic feature extraction capability is a major
efficiency booster. One of the aids of DL is the capability
to learn massive aggregates of data. Deep learning has
revolutionized artificial intelligence, allowing computers
to learn from massive datasets and complete challenging
tasks. Fig. 3 demonstrates some of the deep learning

techniques.
Deep Learning
Architecture
i

[
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Cea \ .
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L learning ) learning
} [ } [Auto encoders]
Restricted Boltzmann |
Machine
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Fig. 3. Flowchart deep learning techniques.

Self Organizing
Map

These models differ in terms of parameters, applications,
and input data. The two primary training approaches for
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contemporary deep learning systems are supervised fine-
tuning and unsupervised pre-training. Our proposal used
supervised learning and its techniques to perform the
model.

VI. PROPOSED METHODOLOGY

The proposed study enhances the integration of a deep-
learning model for black hole detection and empowers
effective video streaming in MANETs within Wireless
Multimedia  Sensor  Networks (WMSNs).  The
(SA_DCBiGNet) model employs reputation-based
adaptive routing to optimize route selection and classify
malicious nodes. By applying attention to spatial and
temporal data, it identifies which nodes and time frames
most likely indicate an attack. Moreover, using neural
network topologies and supervised learning techniques the
model analyzes network traffic patterns and spots
anomalies that could be signs of hostile activity. The
model is also designed to learn distinguishing features that
help detect black hole nodes early by training on labeled
datasets containing normal and attack scenarios.
Additionally, this proposal aims to increase MANET
security by facilitating real time monitoring and attack
mitigation ultimately assuring dependable data transfer
and enhanced network performance. The practical
implications of this study are significant providing
reassurance and confidence in the proposed methodology.
The following block diagram illustrates the
implementation of the proposed methodology, as shown in
Fig. 4.

I.,". >
—_— \_ ] [”,
r f 1
g gt 5 oy

Pre-processing

Input Dataset

1

g

' ZIXIXIN
Black Hole Detection

ks

Fig. 4. Block diagram of the proposed methodology implementation.

SA_DCBiGNet;

(

Output

A. Data Gathering

Data collection is a systematic process that involves the
gathering and analysis of information from different
sources. The Kaggle dataset was chosen to provide short
videos suitable for the required applications. Two different
sets of data are used specifically to collect videos:
Short-Videos: These videos as data, intended for
applications like object recognition and other video
processing tasks serve a specific purpose in our data
collection process.

CSV-Dataset: A specific dataset was created for the
classification and detection of DoS attacks, with a
focus on black hole attacks
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B.  Pre-processing the Dataset

Pre-processing represents a key stage in preparing the
dataset for the SA-DCBiGNet model. Without proper
preprocessing, even the best-designed deep learning
models may perform poorly. The following workflow
illustrates the approach for preprocessing the dataset as

shown in Fig. 5.

Temporal Data
structuring

Feature

; Normalization
Engineering

Dataset (10T)

Handling Missing
Data

Fig. 5. Workflow of the dataset pre-processing.

IoT environments share many similarities with WMSNSs,
so datasets focusing on IoT traffic can also be valuable for
detecting black hole attacks. Once the pre-processing is
completed, the suitable and trainable features for detecting
black hole attacks in multimedia sensor networks will be
presented, as shown in Table II.

These features were meticulously selected based on a
deep understanding of the WSN node behavior under black
hole data which is a crucial aspect of our research. Each
feature in the WSN-DS dataset represents a key network
communication component such as data transmission,
packet forwarding, delay and trust evaluation. In the
context of MANET these properties are closely linked to
harmful behaviors further underlining their importance.

This decision was made intentionally to maintain the
interpretability of each feature and ensure the behavior of
the model remained transparent and visible despite the
absence of automated dimensionality reduction techniques.
A direct feature ablation method was used to evaluate how
important each input was; specific features were removed
one at a time and the effect on the performance of the
model was noted. Although several features assisted
detection in subtle yet significant ways our solution
revealed that attributes such as transmission delay, packet
drop rate and trust score significantly enhanced the
accuracy of the model.

This approach guaranteed that the model preserved
significant and efficient inputs without complicating the
design or exposing key information. Thus, it is ensuring
that this work is practical and applicable to real-world
scenarios.

C. Components of (Sa-Dcbignet) to Detect of the Black
Hole Attacks

The The SA-DCBiGNet model is designed to detect
black hole attacks, it sequentially integrates three key deep
learning components: a Dense Convolutional Neural
Network (DCNN) for spatial feature extraction, a Bi-GRU
stands for Bidirectional Gated Recurrent Unit to captures
both forward and backward dependencies in the traffic,
and a Twin Attention Mechanism to enhances the model’s
ability to focus on the critical sections of the input traffic.
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This layered design enables the model to identify subtle
yet critical anomalies in network behavior. The structural
design of the suggested SA-DCBiGNet approach is stated

in Fig. 6, which outlines the main processing stages
involved in black hole attack detection.

TABLE II. LIST OF FEATURES IOT DEVICE TRAFFIC DATA DATASET

Feature Description Feature Description
Time The current simulation time of the node DATA S From the sensor to its CH, the number of
- data packets sent
Is CH Whether the node is a normal node with a value of 0 or a DATA R Received from CH, the number of data
~ group head (CH) with a flag value indicating it ~ packets
In the current round, its cluster head ID and represents
. > Data_Sent To BS sent to the BS and represents the number of
Who CH also the distance between the cluster head and the node - - = data gackets
in the current round
Dist To CH The quantity of broadcast messages disseminated by the Dist CH To_BS The distance between the BS and the CH.
- - advertising CH to the nodes
ADV S The quantity of advertisement CH messages received Send Code The cluster sending code. Transmission
- from CHs.messages sent to the nodes. ~ protocols
X X X Energy consumed during data transmission,
ADV_R The quantity of advertise CH messages received from Expaned Energy essential for evaluating energy efficiency in
CHs WSNs
JOIN S Sent from the nodes to the CH, represents the amount of Packet Drop Rate Percentage of packets dropped during
~ join request messages transmission, a critical performance metric.
JOIN_R Received by the CH from the nodes, represents the A score 1ndlcat1.ng the trust level of nodes,
amount of join request messages. Node Trust Score useful for routing decisions and network
security.
SCH S Distributed to the nodes represents the amount of TDMA Routing Detliuls about I‘OthlI;‘g pathls tqken by datli
- scheduled broadcast messages. Information packets, important Or analyzing networ
efficiency
SCH R The amount of TDMA scheduling messages received by Transmission .T.lme taken for.data to be transmitted,
— the group heads critical for assessing network performance
Delay and responsiveness
Rank Within the TDMA table it represents the order of this Attack Type Node type. Black hole, if the node is not an

node

attacker in addition to the normal state

Dense Convolutional Neural Networks

Dense Convolutioal Nural Netwok
Fully
Connected

Convolution Output

Feature Extrection

Classification

Bi-GRU Netwotk l ;

Xe+1

Xt Input Layer

Forward
Layer

Backward
Layer

Ye+1 Ye-1 yt-2 Output Layer

Channel Attention Module

H_ I:‘_H

Channel
| Attention

Fig. 6. Architecture of SA_DCBiGNet.
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The denseNet architecture is a tool for capturing spatial
relationships and a powerful means of identifying network
anomalies. Its unique feature of each layer receiving inputs
from all preceding layers enables the model to capture
low- and high-level features without losing important
spatial information. This is particularly useful in detecting
abnormalities in network behavior that may suggest a
black hole attack such as a sharp decrease in packet
forwarding rates. The following Fig. 7 presents the
structure of the dense convolutional neural networks.

Fully
Connected

Convolution
Output

Pooling Laenrtt
Tl

Input ‘

Feature Extrection

Classification

Fig. 7. The structure of dense neural network.

E. Bidirectional Gated Recurrent Unit (Bi-GRU)

The Bi-GRUs in the Dense Convolutional Bidirectional
Gated Network is a powerful tool for sequential data
processing. These units examine input sequences using
both forward and backward layers enabling the model to
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leverage temporal dependencies and contextual
interactions. By analyzing data directionally, the network
can identify patterns and abnormalities that change with its
temporal context. This dual analysis is particularly
beneficial for detecting timedependent attacks such as
blackhole data where malicious behavior may evolve. The
bidirectional technique enhances the ability of the model
to detect fluctuations in network traffic and identify subtle
signs of hostile behavior. The extra of bidirectional gating
improves the accuracy of detection enabling more precise
assessments of network security. In keeping the stability
and integrity of Mobile Ad Hoc Networks (MANETS), this
feature plays an important role (see Algorithm 1).

A Bidirectional Gated Recurrent Unit analyzes
information in both forward and backward directions
which enhances predictive accuracy by leveraging context
from both ends of the sequence. The following pseudocode
aims to illustrate how a (BI GRU) operates.

Xt+1 Xt Xt-1 Xt-2 Input Layer

Forward
Layer

Backward

L=__ Layer
O

GRU ¥ | GRU ¥ | GRU
o L—_

Yt+1 Yt Ye-1 ve-2 Output Layer

Fig. 8. Diagram of BI-GRU network.

Algorithm 1. BI-GRU method
BEGIN // Initialize parameters
DECLARE T AS INTEGER // Length of the input
sequence
DECLARE x AS ARRAY OF FLOAT // Input
sequence of length T
DECLARE h_prev_f, h_prev_b AS FLOAT // Previous
hidden states for forward and backward GRUs
DECLARE W_z, Uz W_r, U.r, W_h, U h AS
MATRICES // Weight matrices for GRU gates
DECLARE h_f, h_b AS ARRAY OF FLOAT //
Hidden states for forward and backward GRUs
DECLARE z, r, h_hat AS FLOAT // Gate variables
/I Forward pass through Bi-GRU
FORt FROM 1 TO T DO
// Update gate
z=SIGMOID(W_z * x[t] + U_z * h_prev_f
// Reset gate
r =SIGMOID(W_r * x[t] + U_r * h_prev_f
// calculate candidate hidden state
h_hat=TANH(W_h *x[t] + U_h * (r * h_prev_f))
// Update forward hidden state
h f=(1-2z)*h_prev_f+z*h_hat
// Update previous hidden state for next time step
h_prev_f=h_f
END FOR

These are weight matrices used in the GRU calculations

W zandU z weights for the update gate (z)

W_rand U r  weights for the reset gate (r).

W_hand U _h weights for calculating the candidate
hidden state (h_hat).

h_f, h_b AS ARRAY OF FLOAT
store the hidden states for the forward and
backward
GRUEs, respectively
update gate variable.
reset gate variable

hat candidate hidden state variable

h fandh b

= g N

F. Twin Attention Module

The twin-attention mechanism a crucial part of SA-
DCBiGNet is based on the concept of ‘attention
mechanism’. This technique allows the model to focus on
the most vital features of both geographical and temporal
data. For example if a particular node is experiencing
substantial packet loss or causing considerable delays the
attention mechanism show ups these anomalies thereby
enhancing the accuracy of the model in detecting the attack.
This technique improves the ability of the model to
concentrate on the essential segments of the input flow.
Twin-attention works by applying attention methods to
both spatial and temporal data to identify which points and
times are most likely to indicate an attack. It helps the
model identify malicious behaviors, such as anomalies in
packet forwarding. Throughout training the twin-attention
process enables the model to concentrate on the most
essential aspects across both spatial and temporal input.
The model modifies the attention weights during training
to show up the most relevant aspects of the traffic data as
illustrated in the diagram in Fig. 9.

Channel Attention Module

]
/3 \

/\ R <— -\1 /1 MaxPool

ﬁhannel
Attention @
J_S{lared MLP ™) AV.G Pool

Fig. 9. Architecture of Twin_ attention module.

put Feature

e Position attention: emphasizes spatial links within the
input allowing the model to identify the most pertinent
variables depending on their location. This is essential
for jobs where the spatial configuration of information
influences interpretation.

e Channel attention: underscores the significance of
various aspects or channels within the data. It enables
the model to assess the importance of different features
hence improving its capacity to concentrate on the
most informative elements.

These two attention systems collaborate by initially
evaluating the significance of spatial cues and
subsequently honing in on particular channels. This dual
technique significantly enhances detection accuracy in
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tasks such as black hole attack identification in networks
surpassing existing approaches that depend on a singular
attention mechanism. This provides a more refined
comprehension of the data. The pseudocode illustrates
how position and channel attention modules run in neural
networks.

e  Position Attention Module

C is the input feature map of shape
HxWxD (height, width, depth).
W is a learnable weight matrix.
S=CONV(C) A =softmax(H* W) Output_ PAM
=A*S
e  Channel Attention Module
C_reshaped = RESHAPE(C)
A_c = softmax(RESHAPE(C_reshaped))
Output CAM =A_c¢ * RESHAPE (C_reshaped)
// Final Output
Final Output = OQutput PAM + Output CAM

With these components, SA-DCBiGNet is well-
equipped to handle both the temporal and spatial aspects
of WMSN traffic. As a result, robustness and performance
in difficult situations are enhanced, making it ideal for
detecting sophisticated attacks like black hole nodes

1) Implementation of the SA-DCBiGNet
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Fig. 10. Proposed methodology for detecting black hole attacks using
DL techniques.

The dataset used in this study is WSN-DS Traffic Data,
downloaded from the Kaggle website. MANET scenarios
are the simulating realistic. The dataset focusing on data
traffic can also be valuable for detecting and contains two
classes: benign and malicious nodes engaging in black
hole attacks. Features such as Routing Information, Traffic
Delays, Packet Drop Rates and Node Trust Scores were
extracted from network traffic for training and testing.

These features have been pre-processed using
MinMaxScaler, a data normalization technique that scales
the data to a fixed range of 0 to 1. This ensures uniformity
and prevents features with larger scales from dominating
those with smaller scales, making the data suitable for
input to the deep learning algorithms.

Fig. 10 is the block diagram of the proposed
methodology.

VII. DETECTION PROCEDURE OF BLACK HOL ATTACK

The process through the model starts with the important
convolutional layers (Conv). These layers are of extreme
importance because they are tasked with extracting
essential features, or traits, from the inputted data and are
responsible for recognizing the patterns associated with
safe and harmful network activity. These first traits form
the basis of further analysis.In the SA-DCBiGNet model,
the process of classifying nodes as black holes or benign
entities is a multi-step journey that involves several
significant layers. The sequential input is then processed
by Gated Recurrent Units (GRU) which empowers the
model to comprehend temporal dynamics and the
evolution of node behaviors over time. This feature is vital
for spotting irregularities that might point to black hole
attacks. Thus, Multiple GRU layers and the resilient
dropout layers which play a key role in preventing
overfitting and ensuring that the model retains key features
are incorporated to bolster the robustness of the model.
The learned characteristics are subsequently integrated
into high level representations by feeding the output from
these layers onto dense layers. Finally prioritizing the most
pertinent data the final classification phase uses spatial
elements and a twin attention mechanism that emphasizes
temporal. The probabilities detecting whether each node is
black hole or a benign are then produced by the model. To
fortify network security against potential attacks a node is
labeled a black hole if its likelihood exceeds a
predetermined level.

VIII. MODEL EVALUATION

Following training, model evaluation is an essential part
of deep learning to evaluate the model performance
leveraging standard evaluation metrics i.e., Precision,
Accuracy, F1-Score and Recall. In order to ensure
reliability and robustness in practical applications, models
are evaluated on validation and test datasets. These metrics
are described as:

Accuracy: The percentage of correctly classified

instances

number of correct predictions 100

Accuracy =
y total number of correctio
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Precision: How many of the detected attacks were

actual attacks.
TP

Precision = ———
recision TP T FP

Recall: The ability of the model to detect actual attacks.

TP

Recall =1+ TP+—FN

F1—Score: The harmonic means of precision and recall.

Precision X recall
F1 Score = 2 X

Precision + recall

Let TP represent the count of assault instances
accurately identified as assaults, TN signify the count of
normal instances correctly identified as normal (not an
assault), FP denote the count of normal instances
erroneously classified as assault, and FN indicate the count
of assault instances mistakenly classified as normal (i.e.,
no assault). In the detection of black holes, precision and
recall are essential; a high recall rate signifies that most
assaults were identified, while a high precision rate
suggests a minimal occurrence of false positives.

IX. SIMULATION RESULTS

In this section, we used Python and NS-3 to conduct an
innovative study. The model was simulated in various
network scenarios pushing the boundaries of what is
currently known about its performance. The results from
both implementations were analyzed to compare their
effectiveness. Such results show up the innovative
strengths and weaknesses of each approach. Five videos,
80% for instruction and 20% for testing, were gathered for
the suggested approach. The proposed model is using two
datasets: https://www.kaggle.com/datasets/mistag/short-
videos;
https://www.kaggle.com/datasets/bassamkasasbeh1/wsnd
S.

Selecting a particular dataset such as WSN-DS for the
training and validation of models is essential for various
reasons. WSN-DS is significant as it encompasses
authentic network traffic data that replicates several attack
scenarios including black hole attacks. This dataset offers
a thorough depiction of the conditions and constraints
encountered in Mobile Ad Hoc Networks (MANETS)
rendering it appropriate for evaluating the efficacy of the
model in practical and real work applications.

The other categories in the dataset are considered
insufficient, as they lack the critical comprehensive traits
necessary for efficient training in detecting black hole
attacks such as the CICIDS dataset. This dataset contains
detailed network traffic with various attack types. While
black hole attacks are not specifically included features
like packet drop rates and delays can be used to simulate
or study black hole behavior. In the same way the KDD
Cup 99 dataset even though it is old, has many network
incursions that may help us understand how well the model
works in different situations. However, the training set
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comprised 80% of the WSN-DS and the test dataset
comprised 20%.

We executed multiple test scenarios to analyze to
evaluate the performance of the proposed RNN and CNN.
The proposed models were simulated within Python 3.7.7
using TensorFlow and Ubuntu environment with 32 GB
RAM and a 64-bit Linux 20.4 operating system. Table III
represents the real hyperparameters used for the model.

We used the WSN-DS dataset to assess the
effectiveness of our proposed SA-DCBiGNet model to
detect black hole assault in (WMSNSs). The assessment of
the evaluation gave notable results, where our method had
an accuracy of 99.79%, a precision of 99.00%-a mark of
its high capability, a recall of 98.3% and an F1—Score of
99.02% percent. Overall, those results demonstrate there
the dependability and effectiveness of our proposed
method to identify multiple denial-of-service attacks,
including black hole attack. The evaluation showed the
accuracy of both the testing and the training in Fig. 10.

Fig. 11 presents the model’s accuracy over a defined
number of epochs. Although we set the epoch count to 100,
the training was halted early due to a patience parameter
of 5 which prevents overfitting by stopping the training
process when no further improvement is observed. Both
accuracies stabilize around 0.51, indicating that the model
demonstrates reasonable efficiency in classification. This
underscores the importance of further hyperparameter
tuning or adjustments to the model architecture to enhance
overall performance and improve generalization to unseen
data.

TABLE III. HYPERPARAMETERS AND VALUES OF THE MODEL

Parameters Values Parameters Values
No. of .
Layers 6 Early stopping 5
No. of
Units per 16 Epochs 50
Layer
Activation ReLU/ Binary cross
function Sigmoi Loss entropy
Learning 0.0001 Optimization
rate algorithm Adam
Dropout .
layer 2 Batch size 64
. Routing
Simulator Ns-3.30 protocol OLSR

0.5075

0.5050

0.5025

0.5000

0.4975

Accuracy

0.4950

0.4925

—— Train Accuracy

0.4900 ~—— Test Accuracy

20
Epoch

0 10 30 40

Fig. 11. Model accuracy: Train vs. test.
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7 —— Train Loss
—— Test Loss

10 15

Epoch

20

Fig. 12. Model loss: Train vs. test.

Fig. 12 depicts the model’s loss curve across epochs
with both losses declining sharply, indicating effective and
practical model training. By the 30th epoch, the training
loss nears 1 while test loss levels are slightly higher
showcasing the robust classification proficiency of the
model. This alignment suggests the effective learning and
generalization of model demonstrating its competence in
handling unseen data with minimal risk of overfitting. The
proposed model consistently outperforms when comparing
the testing and training loss numbers.

A. Comparision of the Performance Metrics

The proposed model is demonstrated to have superior
accuracy and detection with the same dataset which
reflects outstanding model performance as shown in Fig.
13. We compared the performance of our recommended
strategy to that of other methods that have been developed
through study Please provide higher resolution figure.

Iy

o
& &

"

&

o ol «
g o

Fig. 13. Comparison of performance metrics with other algorithms.

The network simulation results Were Depicted as Nodes
Within (MANET) employing the Improved OLSR
Protocol for Efficient Routing. The protocol has been
further enhanced to improve performance through the
dynamic detection and avoidance of malicious nodes. This
enhancement particularly in the area of routing efficiency
has led to a significant increase marking a notable progress
in the field. The reduction in packet loss and the
enhancement of overall network reliability thereby ensure
secure and effective data transmission as shown in Fig. 14.

The ROC curve shown in Fig. 15 graphically illustrates
a diagnostic of the performance of the model by displaying
true positive rates against false positive rates. AUC values
signify performance quality with elevated values
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demonstrating superior discrimination between positive
and negative classes.

(b)
Fig. 14. Network topology after black hole detection: (a) Routing
from one training instance (b) Variation due to randomized training.

1.0

0.8 4

o
)

True Positive Rate
o
=

0.2 4

0.0 -

—— ROC curve (area = 0.97)

0.0 0.2 0.4 0.6

False Positive Rate

0.8 1.0

Fig. 15. Analysing ROC curves for model performance.

B. Ablation Study

We executed an ablation study to clarify the
contribution of each architectural part of the proposed
model. We systematically removed three integral
components specifically the dense convolutional layers
(Conv1D), bidirectional gated recurrent units (BiGRU),
and dual attention and evaluated the resulting models
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based on performance measures of accuracy, precision,
recall, F1—Score and detection rate.

The experimental findings, summarised in Fig. 16 and
illustrated in Table IV unequivocally indicate that each
component substantially enhances the efficacy of the
modelin identifying black hole attacks. The complete
model attains optimal performance with an accuracy of

100

99.70% and an F1-Score of 99.02%. Removing
convolutional layers or BiGRU units causes a big drop in
performance showing how important they are for
understanding both space and sequence. Similarly, the
absence of the attention mechanism led to a reduction in
both recall and F1—Scores underscoring its importance in
accentuating pertinent temporal characteristics.

-®- Accuracy
:\\ ® - Precision
N ~~\\\\ -®- Recall
98 4 N S ~-@- F1-Score
R T )
NS B L
96 R T *~--""7"
\\ \\
S
—_ Ya s o
§ N \‘\ ,::.
o 94 o —e*~
o NS vl
g N S
Nee | T S e 20" -
a o
e 921 T D e
S g
90
88
86 r T T -
Full Model No ConvlD No BIGRU No Attention

Model Variation

Fig. 16. Represent the ablation study.

TABLE IV. PERFORMANCE METRICS FOR ABLATION STUDY

Model Variation Accuracy (%) Precision (%) Recall (%) F1-Score (%) Detection Rate (%)
Full Model (SA-
DCBiGNet) 99.7 99.0 98.3 99.02 98.3
NO Conv1D 96.8 94.0 92.5 93.2 92.5
NO
BiGRU 95.6 93.2 91.0 92.1 91.0
NO
Attention 97.2 95.0 94.3 94.6 94.3
Mechanism

This study verifies that the collaboration among all three
components is crucial for attaining optimal detection
performance.

C. Performance Analysis: Accuracy vs Speed vs
Resource Consumption

Normalized Value (O to 1)
=

~o— Accuracy (nomalized)
Speed (1 - normalized time)
~o~ Efficiency (normalized)

GBDnet CNN+RNN SVM+5GD GBWD+CatBoost

Models

Hybrid SA-DCBIGNet

Fig. 17. Comparison between accuracy vs speed vs resource
consumption.
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The proposed model stands out among the verified
models in terms of efficiency score; it also has very high
accuracy and competitive speed underlining its general
performance. Nevertheless, with great precision the hybrid
model shows the lowest speed which greatly lowers its
total efficiency. This implies a trade-off between
computing expense and accuracy in the hybrid method.

A reliable substitute, the GWO-CatBoost model shows
balanced performance over all three measures. On the
other hand, because of their lower speed or less ideal
accuracy conventional approaches such as GBoost
CNN+RNN, and SVM+SGD demonstrate relatively poor
efficiency and modest accuracy as illustrated in Fig. 17.

X. DIscuUSSION

In this section, (MANETS), show up the remarkable
effectiveness of the SA-DCBiGNet stands for Dense
Convolutional Bidirectional Gated Network model in
identifying black hole attacks. The model was
implemented using an NS-3 simulation with a Python
environment. The result achieved the performance metrics
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Accuracy 99.70, Precision 99.00, Recall 98.3, and
F1—Score 99.02, respectively. While other researchers
such as (Wazirali et al. “Gboost” algorithm obtained
accuracy and precision of 99.6, 98.8), (Salmi et al
“CNN+RNN (Combination of CNN and RNN)” obtained
accuracy, precision, recall and F1-Score 98.79, 94.86,
92.97, 93.72), (Ahmed et al. “Support Vector Machine
(SVM) with Stochastic Gradient Descent (SGD)”
96.00,98.00,96.00,79.00 ), (Nguyen et al. “GSWO-
CatBoost,” 99.62, 97.27, 97.78, 97.47) and (Sandhya,
“Hybrid model CNN, LSTM, GRU” 95.00, 98.8 as
accuracy and F1—Score ) respectively. Our proposal
surpasses earlier research with the same dataset type and
impressive accuracy rates by skilfully utilizing cutting-
edge deep learning methods, including convolutional
layers and Gated Recurrent Units (GRUs). Its capacity to
study dynamic network behaviours—which are essential
in the quickly evolving settings typical of MANETs—is
improved by these components.

Thanks to its attention processes, the SA-DCBiGNet
model can focus on crucial features, thereby increasing
detection rates and significantly reducing false positives.
Unlike classic models that often struggle with temporal
data and the unpredictability of MANETs the SA-
DCBiGNet model excels in learning from sequential
patterns in the data. This learning ability is crucial for
accurate and timely attack detection which provides
reassurance about the accuracy of the model. Furthermore,
the lightweight design of the SA-DCBiGNet model makes
it practical for implementation in resource constrained
settings without sacrificing performance. This practicality
is a significant advantage making it a valuable model for
real world applications. Our results also show that the
extensive training dataset of the model contributes to
ability and robustness to generalize effectively across
various attack situations.

Overall, the proposed versatility and effectiveness of
the method combined with its incorporation of these deep
learning techniques build it as a leading solution for
improving security in MANET.

XI. CONCLUSION

MANET comprises a number of mobile nodes that do
not have a centralized control. Due to this, it is vulnerable
to several attacks, such as black hole attacks. This paper
focuses on security issues concerning MANETS stands for
mobile ad hoc networks with an emphasis on black hole
attacks. Unfortunately, mobile ad hoc network features
will not permit unauthorized terminals to connect to the
networkof the attacker. Then, we designed situationally
appropriate strategies for MANETs which are specific
security measures that can adapt to different network
conditions and attack scenarios. The characteristics of
deep learning-based security detection techniques have
been studied. Then, after gathering the input videos, the
suggested study looks for black hole nodes that behave
differently from other nodes under particular
environments. Consequently, the SA-DCBIGNet model
exhibits significant improvements in deep learning
algorithms and achieves the best results in the detection
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process. The outcomes generated by Deep Learning
algorithms are significantly better than those of other
learning approaches. Overall, our proposal helps
strengthen security protocols and lays the groundwork for
further studies on robust network defense systems.
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