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Abstract—The widespread adoption of Wireless Sensor 
Networks (WSNs) is driven by their characteristics and 
performance, fueling rapid growth across various sectors. 
However, these networks are highly susceptible to numerous 
security threats, with Denial-of-Service (DoS) attacks being 
the most common. To ensure the security and reliability of 
WSN services, it is crucial to implement an intrusion 
detection system capable of recognizing a wide range of 
security threats. The Orange toolbox, used in conjunction 
with the 10-fold cross-validation method, enhances the 
detection and accurate classification of different Denial of 
Service (DoS) attacks. A specialized dataset for WSN-DS, 
obtained from Kaggle, was used to train several Machine 
Learning (ML) models to detect and classify four types of 
Denial of Service (DoS) attacks, Blackhole, Grayhole, 
Flooding, and Scheduling attacks, as well as normal behavior. 
The evaluated classifiers, including Adaboost, CN2 Rule 
Inducer, and Random Forest (RF), achieved an accuracy rate 
exceeding 99.33%. The Adaboost classifier outperformed the 
others, achieving a perfect accuracy rating of 100%. 
Additionally, performance metrics such as accuracy, F-
measure, precision, and sensitivity indicated that the 
Adaboost classifier consistently surpassed the other models, 
attaining an accuracy rating of 100%, while CN2 Rule 
Inducer and RF classifiers recorded accuracy rates of 99%. 
Further performance measures, including the confusion 
matrix, were utilized to assess these various ML classifiers 
and determine their effectiveness in accurately detecting 
harmful behavior. Subsequently, the three classifiers 
maintained a high accuracy rate.                                                                                                
 
Keywords—machine learning, wireless sensor networks, 
WSN attacks, DoS attacks, Network intrusion detection 
systems 
 

I. INTRODUCTION 

Recent research and development have given Wireless 
Sensor Networks (WSN) significant attention and have 
become a leading area of research due to their tremendous 
applications, including medical, military, defense, 

environmental, industrial, infrastructure protection, and 
commercial uses that enable remote interaction with 
among them remotely [1−3]. A WSN consists of many 
autonomous sensor nodes, which are randomly distributed 
in various areas of interest to gather data and cooperatively 
transmit the collected information wirelessly to a more 
powerful node called a sink node [4−7]. 

WSNs are highly vulnerable to attacks due to their open 
and distributed nature, as well as the constrained resources 
of the sensor nodes, including limited battery energy, 
memory, and processing capabilities. The primary goals of 
WSNs are privacy, confidentiality, integrity, 
authentication, and availability. However, when the sensor 
node is deployed in an unattended communication 
environment, the nodes are vulnerable to various attacks; 
hence, an adversary can easily inject into the WSN [8, 9]. 

However, wireless sensor networks face two types of 
attacks: active and passive. Active attacks aim to destroy 
information, while passive attacks steal valuable 
information, including passwords and confidential data 
[10]. Denial of Service (DoS) attacks are a common and 
dangerous active attack that aims to interrupt or suspend 
services provided by Wireless Sensor Networks (WSNs) 
in various forms [11, 12]. Since it is not always possible to 
avoid or prevent security risks (attacks), an Intrusion 
Detection System (IDS) that keeps an eye on a Wireless 
Sensor Network (WSN) is required to identify suspicious 
or unusual activity and sound an alarm when an incursion 
takes place [13]. To better detect and classify four different 
types of Denial of Service (DoS) attacks—Blackhole, 
grayhole, flooding, and scheduling attacks—as well as the 
typical behavior in the absence of attacks, this study uses 
a dataset for WSN using a Network Simulator (NS-2) to 
train multiple machine learning models [2].  

This research aims to develop an IDS for WSNs focused 
on detecting DoS attacks. It addresses the unique 
challenges faced by WSNs, including limited resources, 
real-time operational requirements, and various types of 
attacks. The study utilizes advanced ML algorithms to 
enhance the security of WSNs against evolving threats. 
Furthermore, it has significant implications and establishes 
a strong foundation for creating effective IDS frameworks 
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in Wireless Sensor Networks (WSNs). The findings pave 
the way for future studies that can adapt to changing 
threats and broaden the understanding of ML applications 
in network security. This strengthens the resilience of 
network infrastructure, which, in turn, supports the safe 
operation of critical applications across diverse industries 
such as smart cities, healthcare, and environmental 
monitoring. What makes this research innovative is its use 
of cutting-edge ML techniques like Adaboost, CN2 Rule 
Inducer, and RF to identify Denial of Service (DoS) 
attacks in Wireless Sensor Networks (WSNs). By 
achieving 100% accuracy, the Adaboost classifier sets a 
new benchmark for intrusion detection systems. The study 
conducts a targeted analysis of DoS attacks using a specific 
WSN-DS dataset from Kaggle and a comprehensive 
evaluation framework. The models’ practical usability in 
real-world settings is enhanced by their near-real-time 
detection capabilities. The results provide a framework for 
further research and contribute to advancing network 
security. 

The rest of the paper is organized as follows. Section II 
provides a comprehensive literature review of the 
significant and recent related works in intrusion detection 
with ML classification algorithms. Section III describes 
the methodology architecture in detail, including the ML 
algorithms, tools used, and the performance metrics. 
Section IV depicts the experimental results and discusses 
the importance of the achieved results. Finally, 
conclusions are summarized in Section V. 

II. LITERATURE REVIEW 

Wireless Sensor Networks (WSNs) have gained 
popularity as a solution for various applications due to 
their security capabilities, including protection against 
DoS attacks and unauthorized access. However, 
conventional security models and protocols are unsuitable 
for WSNs because of their limited energy resources. As 
wireless communication technologies and tiny sensor 
nodes advance rapidly, Wireless Sensor Networks (WSNs) 
have become a target for attackers. The LEACH protocol 
is vulnerable to four types of denial-of-service attacks: 
flooding, scheduling, blackhole, and grayhole assaults [15, 
16]. Section III discusses how these attacks are addressed 
in the dataset used in this paper. 

Flooding attacks impact the LEACH protocol by 
sending numerous messages to the nodes, depleting their 
energy, memory, and network traffic within a WSN. This 
inevitably leads to the disruption of the entire network [17]. 
A scheduling attack operates similarly to a flooding attack 
but is triggered on a pre-configured date and schedule to 
drain WSN node resources, thereby disrupting the network 
[18]. Classification-oriented ML techniques are crucial for 
distinguishing between normal behavior and suspected 
intrusion attacks. However, classification also presents 
challenges; thus, enhancing the classifiers is considered 
vital for improving accuracy [19]. Khan et al. [20] 
suggested a decentralized blockchain network for 
identifying rogue nodes. Sensor nodes, cluster heads, and 
a base station contribute to the network. The network 
employs a proof-of-authority consensus process to register 

valid nodes and eliminate MNs using RMCV and DL 
methods. With 90% accuracy achieved by the GRU, 
LSTM, CNN, and ANN techniques, the findings 
demonstrated high accuracy. 

This section provides a detailed review of current 
machine learning techniques proposed for identifying DoS 
attacks on WSNs. 

The security of Wireless Sensor Networks (WSNs) is 
crucial for the advancement in IoT technology, as the 
number of IoT devices is expected to exceed 70 billion by 
2025. WSNs, which account for 70% of the total, provide 
an adequate communication platform; however, 
maintaining connectivity remains a challenge due to their 
heterogeneous nature and vulnerability to various attacks. 
Security issues related to connecting Wireless Sensor 
Networks (WSNs) to the Internet were examined by 
Roman and Lopez [21]. They acknowledged that WSNs 
are vulnerable to DoS attacks due to a lack of node 
synchronization during data routing. WSNs are also prone 
to capture and manipulation when deployed in hostile 
environments, potentially leading to denial of service [22, 
23]. Belkhiri et al. [24] noted that WSNs face security 
challenges. The SDWSN concept, which integrates 
Software-Defined Networks (SDN) and Wireless Sensor 
Networks (WSN), was proposed to address these issues. 
However, this approach still has many difficulties in 
protecting WSNs against various types of assaults, 
including denial-of-service attacks, because it utilizes 
open interfaces and standard protocols. 

In WSNs, cryptographic processes are usually 
employed for security. However, only some of the possible 
issues are addressed by this conventional method. As a 
result, this could lead to a number of harms that could 
impact the network as a whole, like disruptions in network 
node-to-node communication [25]. 

Detecting DoS attacks in IoT remains challenging, 
despite numerous recent research efforts reported by 
Quincozes et al. [26]. Machine learning techniques are one 
method for identifying DoS attacks. In this area, they 
conducted a thorough analysis of supervised and 
unsupervised machine learning techniques, concluding 
that supervised approaches perform better and are faster 
than unsupervised methods [27]. 

However, Machine Learning (ML) plays a crucial role 
in various domains, such as real-time decision-making, 
and can manage vast amounts of data. Gebremariam et al. 
[28] proposed a scheme to detect multiple WSN attacks. 
Four datasets were utilized to train and test the proposed 
scheme. The scheme was designed to identify ten classes 
of attacks, including DoS attacks. When using the WNS-
DS dataset, the accuracy rate of the proposed scheme 
reached 99.65%.  

However, compared to standard algorithms, neural 
networks are computationally costly, which has an impact 
on QoS, particularly when working with networks that 
have numerous limits. A strategy to identify DoS attacks 
on WSNs was put forth by Le et al. [29]. They identified 
four different attack types in the WSN-DS dataset using an 
RF classifier. The suggested method outperformed the 
ANN detection model in Ref. [2] in terms of classification 
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accuracy. The study’s findings, however, were predicated 
on the utilization of a limited number of instances—94042 
instances—during the evaluation process [30]. 

Using a WSN-DS dataset, Almomani and Alenezi [31] 
found that the Random Forest (RF), despite being more 
computationally expensive, outperformed Artificial 
Neural Networks (ANN) in detecting DoS assaults using a 
variety of classification models, including SVM, NB, DT, 
RF, J48, ANN, and KNN. 

Alsulaiman and Ahmadi [32] assessed the ability of 
several machine-learning algorithms to identify denial-of-
service assaults. To train and test the models, the WSN-DS 
dataset was utilized. The algorithms that were examined 
were RF, J48, NB, SVM, and NN. The authors suggested 
RF since they found it to have the best accuracy, at 99.72%. 
But according to their findings, J48 obtained nearly the 
same accuracy of 99.66%. It outperformed RF by 
consuming less than 9% of the processing time of RF. This 
suggests that J48 is more adept than RF at accommodating 
the WSN’s constraints. 

Vinayakumar et al. [33] evaluated traditional machine 
learning techniques across various datasets. They found 
that DT, RF, and AB outperformed NB, LR, SVM-rbf, and 
KNN in both binary and multi-class classification. These 
classifiers were generalizable and capable of identifying 
novel attacks. The study highlights the need for additional 
techniques for the detection and prevention of black-hole 
attacks in Wireless Sensor Networks. However, these 
techniques rarely produce false-positive results. To 
address the black-hole problem in WSNs, most non-WSN 
methods prove inadequate due to the constraints of  
WSNs [34]. 

Ifzarne et al. [35] provided a detection model built on 
incremental ML. The online passive-aggressive classifier 
and the information gain ratio feature selection method 
were used to build this model. It was trained to recognize 
DoS assaults using the WSN-DS dataset. The simulation 
results demonstrated a 96% accuracy rate [36]. 

Sukkar and Sharaeh [37] compared hard and soft 
ensemble techniques using the WSN Dataset and the WSN 
Blackhole, Flooding, and Selective Forwarding datasets. 
For the WSN-DS dataset, the soft ensemble approach fared 
better than the hard ensemble approach; however, both 
approaches demonstrated good accuracy. The WSN-BFSF 
dataset yielded 100% accuracy for the soft ensemble 
technique and 99.967% for the hard ensemble technique. 
The results are integrated with explainable AI methods to 
enhance interpretation and transparency. 

Oday et al. [38] investigated ML methods such as RF, 
decision trees, KNN, LR, and artificial neural networks, 
specifically the Multi-Layer Perceptron (MLP), in 
intrusion detection systems for wireless sensor networks. 
The goal is to enhance security efficiency by achieving 
testing times between 0.006 and 0.1249, along with 
accuracy rates ranging from 91% to 99.7%. The KNN 
algorithm has the shortest testing time. 

To identify DoS attacks, Mehmood et al. [39] employed 
a complex optimizer in conjunction with Multi-Layer 
Perceptron (MLP) and Convolutional Neural Networks 
(CNN). Key features for incident detection are determined 

using the SHAP feature selection technique, which 
improves interpretability and accuracy. Hyperparameters 
are fine-tuned through Bayesian optimization to achieve 
optimal results. With high accuracy rates of 99.95% for 
true positives and 99.98% for InSDN, the method's 
effectiveness is assessed using two datasets: CICDDoS-
2019 and InSDN. 

Birahim et al. [40] proposed a new Intrusion Detection 
System (IDS) that utilizes ensemble ML and particle 
swarm optimization. The system addresses issues such as 
the complexity of network attacks and dataset imbalance. 
Techniques like SMOTE-Tomek and explainable AI are 
employed to improve the system's detection accuracy, 
precision, recall, and F1−Score. With an accuracy of 99.73% 
and precision, recall, and F1−Score values of 99.72%, the 
effectiveness of the system is demonstrated in experiments 
conducted on the WSN-DS dataset.  

Fadhil et al. [41] aimed to integrate powerful 
metaheuristic algorithms, such as the Grey Wolf Optimizer 
(GWO) and Lion Optimization Algorithm (LOA). The 
primary issue is that a significant IDS system generates 
false alarms, requiring substantial improvements to its 
detection systems. The paper proposes LOFSGWO, a 
hybrid network intrusion detection system that combines 
LOFS and GWO techniques. The main objective is to 
utilize GWO to reduce risky parameters in a CNN-LSTM 
Deep Learning hybrid system. The model tests 
demonstrate the effectiveness and utility of this approach 
in addressing network security issues, achieving over 
99.26% accuracy in low negative samples. 

For real-time network intrusion detection, Kadri and 
Singla [42] evaluated conventional and deep neural 
networks using an innovative preprocessing technique. ET 
outperformed all other models in accuracy, precision, and 
recall. The dataset was separated into train and test sets. 
With an accuracy of 99.50%, an AUC of 1.00, and the 
lowest misclassification rate, the suggested DNN model 
produced the best results. 

John et al. [43] introduced the Cluster-Based Wireless 
Sensor Network and Variable Selection Ensemble ML 
Algorithms (CBWSN_VSEMLA) for detecting DoS 
attacks in security threats. Using fuzzy C-Means clustering, 
the model outperforms PCA_RandomForest, 
PCA_Bagging, and PCA_LogitBoost with 99.999% 
accuracy, despite its high computational complexity. 

III. METHODOLOGY 

This study presents a comprehensive ML model for 
detecting Denial of Service (DoS) attacks, including 
Blackhole, Grayhole, Flooding, and Scheduling threats, 
using the Orange3 data mining framework. The dataset 
consists of 374,661 records developed by Almomani et al. 
and obtained from Kaggle [44], featuring four different 
types of DoS and multiple attributes. The LEACH protocol, 
a well-known routing protocol in Wireless Sensor 
Networks (WSNs), was used to gather this dataset, proving 
its reliability for evaluation. The dataset was processed 
using Orange3, starting with the Edit Domain widget to 
remove any missing values, thus enhancing computational 
performance, reducing dimensionality, and improving 
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generalization. Features were scaled using the Normalize 
widget to ensure consistency. To evaluate feature 
importance, the Rank widget focused on relevant criteria 
for analysis.  

The model employs several classifiers, including CN2 
Rule Inducer, RF, and AdaBoost. To avoid overfitting, a 
10-fold cross-validation procedure is implemented during 
model evaluation. Performance metrics such as F1−Score, 
accuracy, sensitivity, and precision are utilized to evaluate 
the classification process. The Orange3 data mining tool, 
which offers a user-friendly interface for deploying these 
algorithms and assessing the outcomes, simplifies the 
entire process. By using this comprehensive approach, we 
aim to establish a reliable framework for detecting DoS 
attacks, leveraging state-of-the-art ML methods and 
structured data preparation to ensure optimal performance 
in WSN environments. 

However, Table I [2] provides key attributes for a 
wireless sensor network dataset, including unique Node 
IDs, simulation time, Cluster Head (CH) identification, 
distance to CH, energy consumption, communication 
metrics, Attack Type categorization, and signal quality 
assessment. It also includes the maximum and average 
distances between nodes and their CH, the current energy 
available, the attack type based on behavior, and Advanced 
Scheduling (ADV_SCH), which is a sophisticated 
algorithm for efficient scheduling of tasks in ML and data 
processing that optimizes resource allocation and timing to 
enhance performance and reduce latency. Additionally, it 
features the Who CH Classifier, which categorizes data 
based on “who” aspects, relevant in natural language 
processing and user identification. 

TABLE I. WSN DATA SET ATTRIBUTES [2] 

# Attribute Name Attribute Description 
1 Node Id A Unique ID used to distinguish sensor nodes in any round and any stage 
2 Time The current simulation time of the node 
3 Is CH A flag to distinguish whether the node is a cluster head or not 
4 Who CH The ID of the CH in the current simulation round 
5 Distance to CH The distance between the node and its CH 
6 Energy Consumption The amount of energy consumed in the previous round 
7 ADV_CH send The number of advertised CHs’ broadcast messages sent to the lie nodes 
8 ADV_CH receives The number of advertised CH messages received from CHs 
9 Join_REQ send The number of join request messages sent by the nodes to the CH 

10 Join_REQ receives The number of join request messages received by the nodes from the CH 
11 ADV_SCH send The number of advertised TDMA schedule broadcast messages sent to the nodes 
12 ADV_SCH receives The number of TDMA schedule messages received from CHs 
13 Rank The order of this node within the TDMA schedule 
14 Data sent The number of data packets sent from the sensor to its CH 
15 Data Received The number of data packets sent from a sensor to its CH 
16 Data sent to Bs The number of data packets sent to the BS 
17 Distance CH to Bs The distance between the CH and the BS 
18 Send Code The cluster sending code 

19 Attack Type Type of node. It is a class of five possible values: Blackhole, Grayhole, Flooding, 
Scheduling, and normal (the node is not an attacker) 

20 RSSI Received Signal Strength Indication between the node and its CH 
21 Max Distance to CH The maximum distance between the CH and the nodes within the cluster 
22 Max Distance to CH The average distance between nodes in the cluster to their CH 
23 Current Energy The current energy for the node in the current round 

TABLE II. WSN-DS FEATURES [45] 

Feature No. Features Name 
1 ADV-S 
2 Ls-CH 
3 Rank 
4 SCH-S 
5 Send-code 
6 JOIN-S 
7 Dist-To-CH 
8 SCH-R 
9 JOIN-R 

10 DATA-S 
11 DATA-sent-To-BS 
12 AVD-R 
13 Who-CH 
14 ID 
15 Expanded Energy 
16 Time 
17 Dist-CH-To-BS 
18 DATA-R 

The dataset simulates four different DoS attacks: 
Blackhole (10049), Grayhole (14596), Flooding (3312), 

and Scheduling (6638), along with normal (no attack) 
behavior represented by the remaining 340066 records. 
This version includes 18 key features for a wireless sensor 
network dataset, comprising attributes such as ADV-S, Ls-
CH, and Rank, as well as communication metrics like 
JOIN-S, DATA-S, DATA-R, and tracking distances to 
cluster heads and base stations, providing comprehensive 
network performance monitoring, as listed in Table II [45]. 

All dataset records were used to improve the 
performance matrix evaluation results. This approach to 
using a large dataset of WSN attacks is considered 
innovative, as previous research adopted various strategies 
to reduce the dataset [14−16].  

This step involves cleaning the dataset, which often 
entails eliminating any items that contain duplicate or 
missing data. Remove rows from a dataset that have 
erroneous, corrupt, improperly formatted, duplicate, or 
missing data to perform data filtering. The data files must 
be in a Comma-Separated Value (CSV) format compatible 
with Orange 3.34.0, as orange data mining software was 
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used for all the experiments in this study. It is an extremely 
powerful tool that can be utilized for professional and 
efficient data visualization. The development of several 
machine-learning methods is supported by this open-
source program. Orange is a data analysis and machine 
learning software that uses Python scripting and visual 
programming [46]. 

 It offers a variety of tools and a robust platform for data 
analysis. Additionally, all the models studied in this 
research were built using orange version 3.34.0. RF, 
Adaboost, and CN2 Rule Inducer were among the 

classifiers examined. The data table from the WSN attack 
dataset is displayed in Fig. 1. The training and testing 
datasets are then created by randomly splitting the dataset. 
The training dataset comprises approximately 70% of the 
original dataset, while the testing dataset accounts for the 
remaining 30%. Furthermore, cross-validation is a 
technique that provides a reliable assessment of a model's 
performance by balancing bias and variance. This 
approach minimizes overfitting and enables 
comprehensive analysis by partitioning the dataset into ten 
equal portions [47].  

 

 

Fig. 1. Data table of WSN attack dataset. 

 
Fig. 2. Flow chart of the proposed model of WSN attack detection.
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In this research, K-fold cross-validation was employed 
to enhance performance estimations, producing reliable 
and broadly applicable performance estimates by finding a 
compromise between computational efficiency and 
complexity. However, the selection of k may have an 
impact on the outcomes. Excessively small or big 𝑘, k 
might cause computational difficulties and impede 

thorough evaluation, requiring further study to develop 
more reliable ML models. On the other hand, Fig. 2 depicts 
the flow chart of the proposed model of WSN attack 
detection, while the suggested model uses Orange 3.34.0, 
as shown in Fig. 3. 

 
Fig. 3. Proposed model using orange. 

IV. RESULTS AND DISCUSSION 

In this paper, a specialized dataset for WSN-DS was 
utilized to detect DoS attacks, comprising a total of 
374,661 records, which surpasses the size of existing 
studies. These records represent four types of DoS attacks: 
Blackhole, Grayhole, Flooding, and Scheduling, alongside 
records of normal behavior. This dataset was used to train 
various ML classifiers, and their performance in accurately 
detecting malicious activities was assessed. The 
performance evaluation method facilitates the verification 
of both efficiency and accuracy. For this study, the dataset 
was divided into two parts: a training set consisting of 70% 
of the total data, and a test set consisting of the remaining 
30%. The predicted performance was evaluated using the 
unseen test set after training on the training set. To mitigate 
overfitting, a 10-fold cross-validation method was 
employed. However, this research focused on how well 
ML classifiers performed in identifying different types of 
denial- of- service attacks. When evaluated, Adaboost, CN 
2 Rule Inducer, and RF demonstrated remarkable efficacy 
and accuracy. Adaboost’s exceptional ability to detect 
every instance of a DoS attack is evidenced by its 100% 
accuracy rate. With significantly lower accuracy rates of 
99%, CN 2 Rule Inducer and RF also appear to be well-
suited for identifying DoS attacks in the specialized dataset. 
Adaboost maintained a strong balance between recall and 
precision, achieving an F-measure of 100%. These results 

are corroborated by precision metrics, where Adaboost 
leads at 100%. According to sensitivity measures, 
Adaboost maintained a 100% sensitivity, while RF and CN 
2 Rule Inducer reached 99%. The findings underscore the 
importance of employing a variety of classifiers to ensure 
robust detection capabilities. The most successful model 
for this application is Adaboost. Nevertheless, the 
confusion matrix is a critical metric for assessing the 
effectiveness of machine learning techniques in DoS 
detection. It provides an overall understanding of the 
model’s accuracy, precision, and recall. The confusion 
matrix comprises four key components: True Positive (TP), 
False Negative (FN), False Positive (FP), and True 
Negative (TN). It aids in distinguishing between different 
classes in the dataset, ensuring the model’s effectiveness 
in classification accuracy (see Table III). 

TABLE III. CONFUSION MATRIX [51] 

                                                Predicted 

 Actual 
True Positive (TP) False Negative (FN) 
False Positive (FP) True Negative (TN) 

 
It shows the number of correct and incorrect predictions 

per class by using True (1) and False (0) as the actual 
values, and Positive (1) and Negative (0) as the predicted 
values [42]. The rate of negative (no attack) tuples that 
were incorrectly labeled by the classifier as positive, along 
with the False Negative (FN) rate, which measures positive 

Journal of Communications, vol. 20, no. 4, 2025

506



tuples incorrectly labeled as negative, is used to estimate 
the performance of the classification model [49, 50]. 

All models must be validated. One resampling method 
for measuring a model’s prediction performance is K-fold 
cross-validation. It uses k partitions to split a dataset into 
training and test sets [52]. The suggested model was 
assessed using the k-fold technique, which involves 
choosing a model over n iterations with emphasis on 10 
folds. By reducing biases and overfitting, this method 
guarantees a reliable evaluation of the performance. The 
data were divided into k subsets at random, using K-1 for 
training and the remaining subsets for testing [53, 54]. The 
length of time the algorithm takes to learn depends on the 
size of the dataset and the intricacy of the recommended 
model. For each model used in our trials, a 10-fold cross-
validation method was used to obtain realistic and reliable 
results [55]. After the trained model is built, the dataset is 
assessed in the final step using several evaluation metrics 
to test the effectiveness of the ML techniques used in DoS 
detection, including classification accuracy, F-measure, 
precision, and sensitivity. Eq (1) [56] used to compute the 
classification accuracy for each model: 

      𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
்௉ା்ே

்௉ା்ேାி௉ାி
                      (1) 

The study utilizes a confusion matrix to evaluate the 
effectiveness and performance of models, emphasizing 
True Positive (TP) and False Negative (FN) predictions. 
False Negatives (FN) and False Positives (FP) are 
employed to quantify classification errors. Additional 
metrics such as sensitivity, precision, and F-measure are 
calculated using Eqs. (2−4), respectively. Precision data is 
derived from incomplete information, and positive 
predictive values can be attained by equating accuracy in 
binary classification [57]. 

                  Precision = 
்௉

்௉ାி௉
                                (2)    

                                                                                          
The model’s capacity to forecast positive cases is 

known as sensitivity. It is computed as the ratio of the set 
of all the positive predictions to the positive predictions as 
expressed in Eq. (3) [58]. 

                 Sensitivity =
்௉

்௉ାிே
                                  (3)                                                                                                

An effective statistic for assessing the effectiveness of 
binary classifiers is the F-measure, which is a geometric 
mean of precision and sensitivity (recall) and is 
independent of TN, as shown in Eq. (4) [59]. 
 

         F-measure=
ଶ×௉௥௘௖௜௦௜௢௡∗ௌ௘௡௦௜௧௜௩௜௧௬ 

௉௥௘௖௜௦௜௢௡ାௌ௘௡௦௜௧௜௩௜௧
                   (4)    

                                                                                     
It is noteworthy that Orange is a component-based data 

mining and ML software tool that includes a range of data 
visualization, exploration, preprocessing, and modeling 

techniques. The computed accuracies for all classifiers 
using the complete dataset are illustrated in Fig. 4. 
However, the Adaboost model achieved 100% accuracy, 
followed by the CN2 Rule Inducer and RF models at 99% 
accuracy. These models demonstrated high accuracy and 
reliability. Performance metrics such as accuracy, F-
Measure, precision, and sensitivity were computed after 
execution, as shown in Fig. 5 and Table IV. 

 
Fig. 4. Accuracy of all classifiers that are trained and tested using the 

dataset, WSN-DS. 

 

Fig. 5. Performance metrics of all classifiers using the dataset, WSN-DS. 

TABLE IV. PERFORMANCE METRICS 

Model Accuracy F-Measure Precision Sensitivity 
Adaboost 100% 100% 100% 100% 

CN Rule Inducer 99% 99% 99% 99% 
RF 99% 99% 99% 99% 
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Fig. 6. Attacks classification accuracy. 

TABLE V. ATTACK CLASSIFICATION ACCURACY 

Model Accuracy F-Measure Precision Sensitivity 
AdaBoost 99.95 % 99.64% 99.82% 99.98% 
CN2 Rule 
Inducer 

100% 100% 99.85% 100% 

RF 100% 100% 100% 100% 

On the other hand, Table V and Fig. 6 illustrate the 
accuracy of various attack classification models, with the 
Adaboost model achieving 99.95% accuracy, the CN2 
Rule Inducer reaching 100% accuracy, and the RF model 
demonstrating strong performance in cybersecurity. The 
data showcases the effectiveness of each classifier in 

identifying four types of DoS attacks: flooding, blackhole, 
grayhole, and scheduling. 

The confusion matrix for each classifier using selected 
DoS attacks is shown in Tables VI−VIII for RF, Adaboost, 
and CN2 Rule Inducer, respectively. Table VI presents the 
confusion matrix for the RF classifier. For instance, the 
testing set for Blackhole attacks included 10,049 records, 
with 10044 correctly classified as such and 5 classified as 
Grayhole attacks. The percentages of positive 
classifications for Flooding, Grayhole, normal, and 
scheduling attacks were 99.63%, 99.81%, 99.97%, and 
95.69%, respectively. 

Based on Tables VII and VIII, we can summarize the 
results concerning the percentage of correct classifications 
of various Denial of Service (DoS) attacks for the three 
classifiers, as shown in Table IX, which presents their 
performance. The RF classifier demonstrated high 
accuracy, achieving 99.95% for Blackhole, 99.63% for 
Flooding, and 99.81% for Grayhole. The Adaboost 
classifier attained perfect accuracy for Blackhole and 
Flooding attacks, with 99.84% for Grayhole, 100% for 
Normal, and 99.95% for Scheduling. The CN2 Rule 
Inducer also performed well, reaching 100% accuracy for 
Blackhole, Flooding, and Grayhole. Additionally, Table X 
compares the accuracy results from various studies using 
the proposed model. The study in Ref. [27] utilized 
methods such as XGBoost, Ensemble Stacking, RF, 
Decision Trees, and Extra Trees, achieving an accuracy of 
99.65%. Other studies reported a slightly higher accuracy 
at 99.72% and a lower accuracy at 96.0%. The proposed 
model, which integrates Adaboost, CN2 Rule Inducer, and 
RF through the Orange data mining tool, achieved 100% 
accuracy, emphasizing its superior performance in 
classification tasks. 

TABLE VI.  CONFUSION MATRIX OF THE RF CLASSIFIER 

 Predicted 
Blackhole Flooding Grayhole Normal Scheduling 

Actual 

Blackhole 10044 0 5 0 0 
Flooding 0 3300 0 12 0 
Grayhole 22 1 14569 4 0 
Normal 2 50 19 339993 2 

Scheduling 0 0 2 286 6350 

TABLE VII. CONFUSION MATRIX OF THE ADABOOST CLASSIFIER 

 Predicted 
Blackhole Flooding Grayhole Normal Scheduling 

Actual 

Blackhole 10049 0 0 0 0 
Flooding 0 3312 0 0 0 
Grayhole 22 0 14569 0 0 
Normal 0 0 0 340066 0 

Scheduling 0 0 0 3 6635 

TABLE VIII. CONFUSION MATRIX OF CN2 RULE INDUCER 

 Predicted 
Blackhole Flooding Grayhole Normal Scheduling 

Actual 

Blackhole 10049 0 0 0 0 
Flooding 0 3312 0 0 0 
Grayhole 0 0 14596 0 0 
Normal 0 0 1 340065 0 

Scheduling 0 0 1 210 6427 
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TABLE IX. ACCURACY RESULTS SUMMARY 

Dos attack 
Blackhole Flooding Grayhole Normal Scheduling 

Classifier 

RF 99.95% 99.63% 99.81% 99.97% 95.69% 
Adaboost 100% 100% 99.84% 100% 99.95% 
CN2 rule 
inducer 

100% 100% 100% 99.99% 96.82% 

TABLE X. COMPARISON OF THE CLASSIFIER’S PERFORMANCE 

ASSESSMENT FROM EARLIER RESEARCH AND THE SUGGESTED MODEL 

Ref. Methods\Model Performance 
metrics 

Percentage 

[27] 
XGBoost, 

Ensemble stacking, 
RF, DT, and Extra 

tree 

Accuracy 99.65%. 

[31] RF, j48, NB, SVM, 
and NN 

Accuracy 99.72%, 

[36] RF, XGBoost, and 
KNN 

Accuracy 96.0% 

[37] 
RF, Decision Trees, 

KNN, LR, MLP 
Accuracy 

 
91% to 99.7%, 
- 

[38] MLP, CNN 
True 

Positives 
99.95% -
99.98%  

[39] 
MLP, CNN with 

SHAP 
True 

Positives 
99.95%  

[40] 
Ensemble ML with 

PSO 

Accuracy: 
Precision, 
Recall, F1  

99.73%, 
99.73% 
99.72% 

[41] 
CNN-LSTM with 

GWO, LOA 
Accuracy >99.26% 

[42] 
DNN, Conventional 

Neural Networks 
Accuracy 

AUC 
99.50% 

1.00 

[43] 
PCA, Bagging, 

Logit Boost, 
Random Forest 

Accuracy  99.999% 

Proposed 

Adaboost, CN2 rule 
inducer, and RF 
using the Orange 
data mining tool 

Accuracy 100% 

 
Additionally, the performance of a binary classifier 

system is graphically represented by the ROC curve, 
illustrating the trade-off between sensitivity and specificity 
at various threshold values [60, 61]. In this study, it is used 
to assess the performance metrics of Adaboost, CN2 Rule 
Inducer, and RF, as shown in Fig. 6. These ROC curves 
demonstrate the performance of all classifiers, clearly 
indicating that the Adaboost classifier outperformed the 
other models. Furthermore, the ROC curve is also utilized 
to evaluate the performance of classifiers using Orange3, 
as seen in Fig. 7. Fig. 7(a) displays the blackhole target 
ROC curve, Fig. 7(b) displays the flooding target ROC 
curve, Fig. 7(c) displays the blackhole target ROC curve, 
Fig. 7(d) displays the normal target ROC curve, and Fig. 
7(e) displays the scheduling. 

However, the performance curve is also utilized to 
assess the effectiveness of classifiers using Orange3, as 
illustrated in Fig. 8. Fig. 8(a) displays the performance 
curves for the Blackhole target, Fig. 8(b) shows the 
performance curves for the Flooding target, Fig. 8(c) 
presents the Blackhole target performance curves again, 
Fig. 8(d) displays the performance curves for the Normal 
target, and Figure 8(e) illustrates Scheduling. The 

proportion of true positive data occurrences is compared to 
the classifier's threshold using three different types of 
curves: lift curves, cumulative gains, and precision-recall 
curves. A longer flatness and a wider starting curve 
improve the mode [62]. 

From the previous results, it can be concluded that 
applying ML RF, Adaboost, and CN2 rule inducer 
classifiers to the WSN-DS dataset achieved very high 
accuracy in classifying four DoS attacks. This study 
demonstrates the usefulness of ML classifiers in this field 
by showing how effectively they detect DoS attacks, such 
as Adaboost.  

 

 

(a) 

 

(b) 
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(c) 

 

(d) 

 

(e) 

Fig. 7. ROC curves analysis of all classifiers using orange3 according to 
target: (a). ROC curve analysis according to Blackhole, (b). ROC curve 
analysis according to Flooding, (c). ROC curve analysis according to 
Grayhole, (d). ROC curve analysis according to Normal, (e). ROC curve 
analysis according to Scheduling. 
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(b) 

 

(c) 
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(d) 

 
(e) 

Fig. 8. Lift curves analysis of all classifiers using orange3 according to 
target: (a). Lift curve analysis according to Blackhole, (b) Lift curve 
analysis according to flooding, (c). Lift curve analysis according to 
Grayhole, (d). Lift curve analysis according normal, (e). Lift curve 
analysis according to scheduling. 
 

Our comprehensive evaluation, utilizing the Wireless 
Sensor Network Dataset (WSN-DS) with 374,661 records, 
identifies the optimal model for intrusion detection in 
WSNs. Additionally, this study builds on earlier research 
that is often constrained by overfitting and computational 
complexity. Furthermore, it emphasizes the necessity of 
real-time integration of these classifiers and the 
significance of metrics such as sensitivity and F-measure. 
It's also important to note that current intrusion detection 
techniques for WSNs encounter challenges in practical 
implementation, including false alarms, low detection 
rates, and processing overhead. The high correlation in the 
network, data redundancy, and resource limitations of 
sensor nodes contribute to these problems.  

To overcome these difficulties, an intrusion detection 
strategy that combines Machine Learning (ML) methods 
with the Synthetic Minority Oversampling Technique 
Tomek Link (SMOTE-TomekLink) algorithm creates a 
balanced dataset that significantly enhances detection 

accuracy in Wireless Sensor Networks (WSNs) [63]. 
However, overfitting and underfitting are critical issues in 
imbalanced WSN datasets. Overfitting occurs when a 
model provides accurate predictions for the training data 
but fails to do so for new data. This issue can be mitigated 
by diversifying and scaling the training dataset or by 
employing data science strategies such as early stopping, 
pruning, regularization, and data augmentation. A 
thorough evaluation using the WSN-DS dataset with 
374,661 records identifies the optimal model for intrusion 
detection in WSNs. 

V. CONCLUSION 

WSNs have evolved into one of the most promising 
technologies for monitoring the environment, healthcare, 
defense, and distributed control systems, among other 
applications. The smart sensor nodes in a WSN are easy to 
set up and reasonably priced. However, they are vulnerable 
to various DoS attacks due to their deployment in hostile 
environments and their use of insecure routing protocols 
and architectures. Consequently, network intrusion 
detection is crucial. The goal of this study was to develop 
a WSN DoS attack detection system using machine 
learning (ML)-based classification. To achieve this aim, a 
specialized dataset for WSN was utilized to classify four 
distinct DoS attack models using multiple classifiers: RF, 
CN2 rule inducer, and Adaboost through the Orange3 data 
mining tool, along with 10-fold cross-validation to prevent 
overfitting.  

Blackhole and grayhole floods are the types of attacks 
considered, and the experimental findings were obtained 
by arranging network traffic. The effectiveness of 
scheduling attacks and DoS detection on the WSN dataset 
was tested using the complete dataset. It managed to gather 
374,661 records that included the signatures of these four 
assaults alongside regular behavior. The experimental 
results presented were derived from a dataset that 
comprised both malicious and legitimate network traffic. 
To further ensure the accuracy of the dataset used, 
mathematical validation has been incorporated.  

The complete dataset was used to evaluate the 
performance of DoS detection on the WSN dataset. The 
study indicates that ML classifiers—specifically, 
Adaboost—are effective in identifying Denial of Service 
(DoS) threats; the average classification accuracies for 
various attacks were 99.98%, 99.87%, 99.88%, 97.48%, 
and 99.98% for blackhole, flooding, grayhole, and 
scheduling attacks. The F-measure demonstrated excellent 
performance, balancing recall and precision. The results 
highlight the importance of using various classifiers for 
robust detection capabilities and suggest future research 
into their adaptability to evolving attack vectors. 
Furthermore, the other classifiers, RF and CN2 Rule 
Inducer, also showed high performance. The findings 
suggest that integrating ML classifiers into intrusion 
detection systems can enhance security by providing 
reliable defenses against DoS attacks. This study also 
points out areas requiring further investigation, such as 
modifying these classifiers to detect new attack types and 
exploring how ensemble methods can improve detection 
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rates. The research has significant implications for 
industries dependent on network integrity, including 
telecommunications, healthcare, and finance. 
Consequently, it also addresses the standard scenario 
(without attacks). Given its ability to achieve high 
classification accuracy even in the presence of multiple 
attacks, these results imply that applying machine learning 
trained on the WSN-DS dataset is particularly beneficial 
for classifying DoS attacks. Future work could expand to 
include additional DoS attack types within the data 
connection layer, such as Sybil or wormhole. Additionally, 
there is potential for exploring different classifiers and data 
mining techniques. 

Also, future research should investigate the practical 
implementation of classifiers through field testing and 
pilot studies. Working together with industry stakeholders 
can lead to the development of workable solutions that 
improve network infrastructure security against changing 
threats and advanced intrusion detection. 

VI. FUTURE WORK 

To improve detection accuracy and enhance resilience 
against various attack vectors, researchers will investigate 
hybrid ML models. Generalization skills will be enhanced 
by expanding the dataset to encompass a broader range of 
attack scenarios. Their effectiveness will be validated 
through real-time deployment in operational Wireless 
Sensor Networks (WSN) settings. Furthermore, the 
research will optimize resource usage for efficient 
detection systems in resource-constrained environments. 
These strategies will bolster network security and 
significantly advance intrusion detection systems in WSNs. 
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