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Abstract—Research related to Vehicular Ad Hoc Networks 

(VANETs) has received some significant attention among 

academia. Its security and privacy still become a central issue 

that is widely open to discussion. The authentication schemes 

deployed in VANETs have a substantial impact on the 

security and privacy of the disseminated messages. Recently 

Gu et al. published an authentication scheme that claims can 

provide authentication, anonymity, unlinkability, privacy 

protection, and traceability. Unfortunately, by doing our 

cryptanalysis, we also found out that Road-Side Units (RSUs) 

in Gu et al.’s scheme are threatened by an impersonation 

attack, where any registered 𝐑𝐒𝐔′  can impersonate this 

visiting RSU. To overcome the issue, we modified the RSU’s 

identity (𝑹𝒊) calculation in RSU registration phase to become 

𝑹𝒊 = 𝑹𝑺𝑼𝒊
𝟏 𝒃𝑳𝒊⁄

 instead of 𝑹𝒊 = 𝒈𝟐
𝟏 𝒃𝑳𝒊⁄

. By this improvement, 

our proposed scheme can withstand an RSU impersonation 

attack. Therefore, while maintaining the efficiency of the 

original work, we have added an additional security aspect to 

the proposed scheme.   

 

Keywords—authentication, privacy, Road-Side Unit (RSU), 

security, Vehicular Ad Hoc Networks (VANETs) 

I. INTRODUCTION 

Vehicular Ad Hoc Networks (VANETs) are loaded with 

the Intelligent Transportation System (ITS) properties, 

which make all vehicles on the road could communicate 

with each other via Vehicle-to-Vehicle (V2V) 

communications and with infrastructure alongside the road 

by Vehicle-to-Infrastructure (V2I) communications [1–3]. 

It is composed of three major entities, i.e., TA, RSU, and 

On-Board Unit (OBU) (see Fig. 1). The TA acts as the trust 

and security management center of the entire VANETs 

entities. Its job includes registration and parameter 

generation for RSUs and OBUs after they join the 

networks [4]. Meanwhile, RSUs are semi-trusted fixed 
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infrastructures located along the road at dedicated 

locations and fully controlled by TA [5]. They act as a 

bridge between TA and vehicles (OBUs). An OBU is 

equipped in every vehicle as a transceiver unit. It could 

broadcast a traffic-related message, such as position, speed, 

and direction, to hundreds of other vehicles or RSUs every 

100–300 ms [6]. 

 

 
Fig. 1. The topology of VANETs. 

 

The security aspects of the information dissemination 

process in VANETs strongly rely on its authentication 

scheme. Lu et al. [7] distinguished the privacy-preserving 

authentication scheme of VANETs into five categories, 

including Public Key Infrastructure (PKI)-based [1, 8–12], 

symmetric cryptography-based [13, 14], identity (ID)-

based signature [15–17], Certificateless Signature (CLS)-

based [18–20], and group signature-based [21, 22]. 
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Symmetric-based cryptography plays a crucial role in 

ensuring security and privacy within VANETs. Given the 

unique characteristics of VANETs, such as high mobility 

and dynamic topology, Symmetric Key Cryptography 

(SKC) is often favored due to its efficiency and lower 

computational overhead compared to asymmetric 

cryptography. Nath and Choudhury [23] highlight that 

symmetric cryptography schemes are efficient and can 

meet the requirements of preserving the privacy of 

VANET entities, making them suitable for real-time 

applications where quick authentication is essential. This 

efficiency is particularly important in VANETs, where 

vehicles must frequently authenticate themselves to 

maintain secure communications with other vehicles and 

infrastructure components. 

This is further supported by Rabieh et al. [24], who 

propose a secure event-reporting scheme that utilizes 

symmetric key cryptography to mitigate computation 

overhead while ensuring resilience against attacks such as 

the Sybil attack. The authors advocate for the use of 

symmetric cryptography in scenarios where rapid message 

exchanges are critical, thus reinforcing the practicality of 

SKC in VANET environments. 

The integration of symmetric cryptography with other 

techniques can enhance security measures in VANETs. 

For instance, Farhan et al. [25] discussed a hybrid 

approach that combines elliptic curve cryptography with 

symmetric key encryption, thereby leveraging the 

strengths of both cryptographic methods to secure 

communications between vehicles. This hybridization not 

only improves the robustness of the security framework 

but also addresses the challenges posed by the high 

mobility of vehicles, which can lead to frequent changes in 

network topology. 

In addition to authentication, symmetric cryptography is 

instrumental in ensuring data integrity and confidentiality 

in VANETs. Alaya and Sellami [26] proposed a clustering 

method that employs both symmetric and asymmetric 

cryptography to secure urban VANET networks, 

indicating that a dual approach can be beneficial in 

addressing diverse security challenges. This method 

allows for efficient key management and secure data 

transmission, which are vital for maintaining the integrity 

of communications in rapidly changing vehicular 

environments. 

In 2017, the efficient anonymous authentication scheme 

with conditional privacy preserving (EAAP) scheme 

proposed by Azees et al. [1] provided both V2V and V2I 

communications. In EAAP, the TA isn’t required to store 

the vehicle’s and RSU’s certificate. Instead, it is self-

generated by themself. EAAP has two authentication 

processes: on the vehicle side and the RSU side. Vehicles 

must register with TA before communicating with other 

Vehicles (V2V). Then vehicles must authenticate 

themselves to any RSUs in every area to obtain particular 

Location-Based Safety Information (LBSI). In V2V, after 

the vehicle authenticates the other vehicles, it will 

authenticate the received message. In V2I, after the vehicle 

authenticates the RSU, it will authenticate the LBSI sent 

by the RSU. 

However, recently Gu et al. [6] pointed out that Azees 

et al.’s EAAP protocol is vulnerable to some basic security 

attacks, e.g., location tracking attacks and untraceability 

attacks. To overcome such deficiency, they proposed 

improvement by providing mutual authentication between 

OBU and RSU, while RSU is authenticated without a 

certificate. They also prevent the vehicle’s anonymous 

identity from being monitored and tracked and use a new 

tracking method for malicious vehicles.  

Unfortunately, we also found that Gu et al.’s [6] 

schemed suffered from a “valid but malicious” RSU attack. 

By using a loophole in RSU’s private key 𝑅𝑖 calculation, 

any registered RSU 𝑅𝑆𝑈′  can impersonate any newly 

visited 𝑅𝑆𝑈𝑗. In reality, when a vehicle is positioned in two 

(or more) RSU’s area, it will receive messages from both 

RSUs since located in both of their data ranges. In that 

period, any 𝑅𝑆𝑈′can try to impersonate the neighboring 

RSU with a particular intention. Therefore, in this work, 

we propose an improved Gu et al.’s EAAP scheme for 

VANETs that focuses on rectifying the issue. 

The outline of our main contributions is as follows:  

• We highlight certain vulnerabilities in Gu et al.’s 

scheme. 

• To overcome the shortcomings of Gu et al.’s 

scheme, we suggest an improvement. 

• We show that our improvement can offer 

unlinkability and secure impersonation attacks. 

For a better understanding, this material is organized as 

follows. First, we give preliminary information in Section 

II. Section III then provides a succinct overview of Gu et 

al.’s scheme and cryptanalysis. Then, in Section IV, we 

suggest how to make Gu et al.’s scheme better, and in 

Section V, we examine it. Lastly, Section VI presents the 

conclusion. 

II. PRELIMINARIES 

This section discusses system design, security model, 

and bilinear pairings. 

A. System Model 
 

 
Fig. 2. Components in vehicle’s side. 
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As shown in Fig. 1, the two-layer idea in VANETs, with 

TA on top and RSUs and OBUs on the lower layer, was 

first presented by Zhang et al. [27] and has since been 

utilized by a number of publications. Section I provides a 

brief description of each entity’s role and responsibilities. 

To calculate an efficient decision movement, the OBU in 

the automobile will be equipped with communication 

sensors, a Tamper-Proof Device (TPD), a Dedicated Short-

Range Communications (DSRC) communication medium, 

an Event Data Recorder (EDR), smart card and fingerprint 

devices, and a human-machine interface, as illustrated in 

Fig. 2 [28]. In the environment of our VANETs, we 

presume: 

• TA remains unaltered. 

• Only TAs are able to disclose RSUs’ and OBUs’ 

true identities. 

• Secure wireline networks are used for 

communication between TA and RSU. 

• RSUs have some degree of trust. 

• The credibility of TPD is presumed. 

B. Security Model 

The security and privacy standards that must be met by 

VANETs are described as follows. 

1) Mutual authentication 

Mutual authentication is essential to ensure that both the 

OBU and RSU can verify each other’s legitimacy, which 

helps prevent impersonation attacks and unauthorized 

access within the VANET system. When a car sends a 

message, it first verifies the RSU’s identity before the RSU 

verifies it as well. 

2) Message integrity 

It should be able to withstand vehicle modification and 

forgery attacks. It is necessary to confirm not just the 

vehicles’ identities but also the messages’ integrity. 

Thereafter, we can verify that the communications haven’t 

been altered or faked. 

3) Privacy protection 

Both location monitoring and identity leak attacks 

should be thwarted. Vehicles utilize anonymous identity to 

conceal their true identities when communicating, 

however short-time keys must be used to encrypt 

anonymous identity in the various RSU locations to stop 

anonymous identity from being traced. 

4) Unlinkability 

Vehicle messages ought to possess the feature of 

unlinkability since an attacker cannot deduce the 

identification of the vehicle based on the many messages 

that the vehicle can send. 

5) Traceability 

Automobiles send communications using anonymous 

identities. Through the messages it sends, no attacker can 

determine the true identity of the cars. On the other hand, 

TA and RSU work together to determine the true identity 

of the anonymous vehicle in the tracking list when it 

transmits dangerous information. Lastly, the car ought to 

receive the appropriate punishment. 

6) Non-repudiation 

The message recipient will be guaranteed the validity 

and integrity of the information they receive. The 

message’s sender is unable to retract the data they 

transmitted. 

7) Impesonation attack resistance 

In an impersonation attack, the attacker can forge, 

intercept, or replay messages while assuming the identity 

of a legitimate node. This allows the attacker to inject false 

data, which can mislead other vehicles or the network 

infrastructure. 

8) Replaying attack resistance 

The networks might withstand passive data captured 

and retransmission by the attackers to generate an illegal 

message. 

9) Identity-privacy preserving 

Among a group of possible senders, a message’s sender 

should remain anonymous. With TPD’s help, the user’s 

true identity will be changed to an anonymous one. 

Therefore, an opponent cannot disclose the true identity of 

a lawful user unless they possess the TPD’s private master 

key. However, only conditional anonymity, which is also 

connected to traceability, is feasible in VANETs in order 

to achieve responsibility. 

C. Bilinear Maps 

Let 𝐺1 and 𝐺2 be two cyclic groups of prime order 𝑝, 

and let 𝐺𝑇  be a third cyclic group, also of order 𝑝 . A 

bilinear pairing is a map 𝑒̂ = 𝐺1 × 𝐺2 → 𝐺𝑇, such that the 

following properties hold: 

• Bilinearity: For all 𝑢, 𝑣 ∈ 𝐺1  and 𝑎, 𝑏 ∈ 𝑒̂(𝑢𝑎, 𝑣𝑏) =
𝑒̂(𝑢, 𝑣)𝑎𝑏 . This means that the pairing operation is 

linear in both arguments, making it useful for creating 

cryptographic functions that depend on multiple inputs. 

• Non-degeneracy: If 𝑔  is a generator of 𝐺1 , then 

𝑒̂(𝑔, 𝑔) ≠ 1  in 𝐺𝑇 , ensuring that the pairing is 

meaningful and not trivial. 

• Computability: There exists an efficient algorithm to 

compute 𝑒̂(𝑢, 𝑣) for all 𝑢 ∈ 𝐺1 and 𝑣 ∈ 𝐺2. 

III. WEAKNESS OF GU ET AL.’S SCHEME 

In this section, we briefly review Gu et al.’s [6] scheme 

and its flaw. For better understanding, notations 

throughout this paper are presented in Table I. 

 
TABLE I. NOTATIONS OF THIS PAPER 

Notation Definition 

TA Trusted authority 

RSU Roadside unit 

OBU On-board unit 

𝐺1, 𝐺2, 𝐺𝑇 A cyclic multiplicative group 

𝑒̂ The bilinear map 

𝑞 The prime order of 𝐺1, 𝐺2, and 𝐺𝑇 

𝑔1, 𝑔2 Generator of 𝐺1 and 𝐺2 

𝑎, 𝑏 Master secret keys of TA 

𝐴1, 𝐵1 Master Public Keys of TA 

𝑢𝑖 𝑖𝑡ℎ vehicle user 

𝑅𝐼𝐷𝑢𝑖
 Real identity of 𝑢𝑖 

𝑃𝐼𝐷𝑢𝑖
 Pseudo identity of 𝑢𝑖 

𝑇𝑖, 𝐸𝑖 Partial private keys of OBU 

𝑟𝑘 , 𝑟𝑖 Short-time private keys of OBU 

𝑌𝑘 , 𝑌𝑖 Short-time public keys of OBU 

𝐿𝑖 , 𝐿𝑗 Location information of RSU 

𝑅𝑖, 𝑅𝑗 Private key of RSU 

𝑅2, 𝑅2
′ , 𝑠𝑘𝑖 Short-time key between OBU and RSU 
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𝐸𝑛𝑐(⋅), 𝐷𝑒𝑐(⋅) Encryption, decryption algorithm 

𝑡𝑖 Timestamp 

𝐶𝑒𝑟𝑡𝑖 Certificate of vehicle 

𝐻(⋅) One-way hash function 

𝑠𝑖𝑔(⋅) Signature function 

𝑀,𝑚𝑠𝑔 Original message, final message 

∥ Concatenation operation 

A. Review of Gu et al.’s Scheme 

Gu et al.’s [6] scheme consists of the three following 

phases: 

1) Initialization and registration phase 

In this phase, TA publishes public parameters that will 

be used for the authentication process of the entire entities. 

Meanwhile, the vehicle and RSU will register themself to 

the TA for future involvement in the network. Fig. 3 

illustrates the whole initialization and registration process. 

Firstly, TA selects two random numbers 𝑎, 𝑏 ∈ 𝑍𝑞
∗ as its 

master secret keys, then computes 𝐴1 = 𝑔1
𝑎 and 𝐵1 = 𝑔1

𝑏 

as its master public keys. It also applies one-way hash 

function 𝐻(⋅) and symmetric encryption algorithm 𝐸𝑛𝑐𝑘(⋅). 

Finally, TA publishes public parameters 𝑝𝑎𝑟𝑎𝑚 =
{𝑞, 𝑒̂, 𝑔1, 𝑔2, 𝐺1, 𝐺2, 𝐺𝑇 , 𝐴1, 𝐵1, 𝐻(⋅), 𝐸𝑛𝑐𝑘(⋅)}  to all vehicles 

and RSUs in the network. 

In the vehicle registration process, vehicle user 𝑢𝑖 
provides personal information, such as driver identity, 

vehicle license plate, and contact information. Then, TA 

generates real identity 𝑅𝐼𝐷𝑢𝑖  for each 𝑢𝑖 , and chooses a 

random number 𝑛𝑖 ∈ 𝑍𝑞
∗  to compute pseudo identity 

𝑃𝐼𝐷𝑢𝑖 = 𝑔1
𝑛𝑖+𝑎 . By using 𝑎 , TA computes 𝑇𝑖 = 𝑔1

𝑎𝐻(𝑃𝐼𝐷𝑢𝑖) 

and 𝐸𝑖 = 𝑔1
−𝑛𝑖, stores (𝑅𝐼𝐷𝑢𝑖 , 𝑃𝐼𝐷𝑢𝑖 , 𝑇𝑖), and sends back the 

authentication key 𝐴𝐾 = (𝑃𝐼𝐷𝑢𝑖 , 𝑇𝑖 , 𝐸𝑖) to 𝑢𝑖. Then, vehicle 

user 𝑢𝑖 stores 𝐴𝐾 in its Tamper-Proof Device (TPD). 

Finally, in the RSU’s registration process, 𝑅𝑆𝑈𝑖  sends 

location information 𝐿𝑖  to TA, in order to computes 

𝑅𝑆𝑈𝑖 ’s private key 𝑅𝑖 = 𝑔2
1 𝑏𝐿𝑖⁄

. TA stores (𝑅𝑆𝑈𝑖 , 𝑅𝑖 , 𝐿𝑖) , 

meanwhile 𝑅𝑆𝑈𝑖 stores 𝑅𝑖 safely. 

 

 
Fig. 3. Initialization and registration phase of Gu et al.’s scheme. 

 

2) Certificate generaion and authentication phase 

This phase deals with the mutual authentication process 

between vehicle 𝑢𝑖 that enters a new RSU’s area. When 𝑢𝑖 
moved from 𝑅𝑆𝑈𝑖  to 𝑅𝑆𝑈𝑗  located in 𝐿𝑗 , it will firstly 

authenticate 𝑅𝑆𝑈𝑗 . Vehicle 𝑢𝑖  selects random numbers 

𝑟1, 𝑟2,⋯ , 𝑟𝑙 ∈ 𝑍𝑛
∗  with 𝑙 ≤ 𝑛  as short-time private keys, 

and computes 𝑌𝑖 = 𝑔2
𝑟𝑖 as its short-time public key, with 𝑟𝑖 

is different message 𝑀’s value between 𝐿𝑖 and 𝐿𝑗. When 

𝑢𝑖 moved to 𝐿𝑗, it will compute 𝑅1 = 𝐵1
𝑟𝑗𝐿𝑗

, then send it to 

𝑅𝑆𝑈𝑗 . After receiving 𝑅1 , 𝑅𝑆𝑈𝑗  uses 𝑅𝑗 = 𝑔2
1 𝑏𝐿𝑗⁄

 to 

computes 𝑅2 = 𝑒̂(𝑅1, 𝑅𝑗)  and 𝐷 = 𝐸𝑛𝑐𝑅2(𝑅1) . Then, 

𝑅𝑆𝑈𝑗  sends 𝐷  to the 𝑢𝑖 . After receiving 𝐷 , the OBU 

computes 𝑅2
′ = 𝑒̂(𝑔1, 𝑔2)

𝑟𝑖  and 𝑅1
′ = 𝐷𝑒𝑐𝑅2′ (𝐷). Finally, 

OBU checks whether 𝑅1 = 𝑅1
′ . If it holds, the 𝑅𝑆𝑈𝑗  is 

authenticated by 𝑢𝑖 . Then 𝑢𝑖  sends 𝑃𝐼𝐷𝑢𝑖
 and other 

information to 𝑅𝑆𝑈𝑗. The mutual authentication between 

OBU and RSU are shown in Eq. (1), where 𝑠𝑘𝑖 is shared 

short-time key between them. 
 

𝑅2 = 𝑒̂(𝑅1, 𝑅𝑗) 

= 𝑒̂ (𝐵1
𝑟𝑖𝐿𝑗 , 𝑔2

1 𝑏𝐿𝑗⁄
) 

= 𝑒̂ (𝑔1
𝑏𝑟𝑖𝐿𝑗 , 𝑔2

1 𝑏𝐿𝑗⁄
) 

= 𝑒̂(𝑔1, 𝑔2)
𝑏𝑟𝑖𝐿𝑗 𝑏𝐿𝑗⁄  

= 𝑒̂(𝑔1, 𝑔2)
𝑟𝑖 

= 𝑅2
′  

= 𝑠𝑘𝑖  

(1) 
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After OBU authenticates 𝑅𝑆𝑈𝑗 , it will generate short-

time certificate 𝐶𝑒𝑟𝑡𝑖 = {𝑌𝑖 ∥ 𝑊𝑖 ∥ 𝑐 ∥ 𝜆} . Firstly, OBU 

computes 𝜆 = 𝑇𝑖
𝑟𝑖 , so 𝜆1 = 𝑒̂(𝜆, 𝑔2) . Followed by the 

calculation of the challenger 𝑐 = 𝐻{𝑃𝐼𝐷𝑢𝑖
∥ 𝐴1 ∥ 𝐵1 ∥

𝐸𝑖 ∥ 𝑌𝑖 ∥ 𝜆1}, 𝑊𝑖 = 𝐸𝑛𝑐𝑠𝑘𝑖(𝐸𝑖 , 𝑃𝐼𝐷𝑢𝑖
, 𝑡𝑖). After generates 

𝐶𝑒𝑟𝑡𝑖 , OBU sign the message 𝑀  with signature 𝑠𝑖𝑔 =

𝑔2
𝑟𝑖𝐻(𝑃𝐼𝐷𝑢𝑖

) 𝐻(𝑀)⁄
, and sends the final message 𝑚𝑠𝑔 =

(𝑀 ∥ 𝑠𝑖𝑔 ∥ 𝑌𝑖 ∥ 𝐶𝑒𝑟𝑡𝑖) to 𝑅𝑆𝑈𝑗. 

Upon receiving 𝑚𝑠𝑔, RSU will obtain (𝐸𝑖 , 𝑃𝐼𝐷𝑢𝑖
, 𝑡𝑖). If 

timestamp 𝑡𝑖  is valid, RSU then calculates 𝑁𝑖 = 𝐸𝑖 ×

𝑃𝐼𝐷𝑢𝑖
, 𝜆1

′ = 𝑒̂(𝐴1, 𝑌𝑖)
𝐻(𝑃𝐼𝐷𝑢𝑖

)
, and 𝑐′ = 𝐻(𝑃𝐼𝐷𝑢𝑖

∥ 𝑁𝑖 ∥

𝐵1 ∥ 𝐸𝑖 ∥ 𝑌𝑖 ∥ 𝜆1
′ ) . RSU checks whether 𝑐 = 𝑐′ . If it is 

held, the RSU accepts {𝑌𝑖 , 𝐶𝑒𝑟𝑡𝑖} , and OBU is 

authenticated by the RSU. Finally, RSU also authenticates 

the received message 𝑀 by verifiying whether 𝑠𝑖𝑔𝐻(𝑀) =

𝑌𝑖
𝐻(𝑃𝐼𝐷𝑢𝑖

)
. 

3) Certificate generaion and authentication phase 

In case of dispute, TA can reveal vehicle’s 𝑅𝐼𝐷𝑢𝑖
 by 

verifying the stored (𝑅𝐼𝐷𝑢𝑖 , 𝑃𝐼𝐷𝑢𝑖 , 𝑇𝑖) with 𝑃𝐼𝐷𝑢𝑖  received 

by RSU. 

B. RSU Impersonation Attack on Gu et al.’s Scheme 

In this subsection, we detail the security flaw in the 

certificate generation and authentication phase of Gu et 

al.’s [6] scheme. When vehicle user 𝑢𝑖 enters a particular 

𝑅𝑆𝑈𝑗’s area, it will send 𝑅1 = 𝐵1
𝑟𝑗𝐿𝑗

 to 𝑅𝑆𝑈𝑗 (see Fig. 4). 

Upon receiving 𝑅1 , 𝑅𝑆𝑈𝑗  computes 𝑅2  and 𝐷, and sends 

𝐷 to 𝑢𝑖. In this case, any legitimate 𝑅𝑆𝑈′ can impersonate 

any 𝑅𝑆𝑈𝑗 because 𝑅𝑆𝑈′ also capable do 𝑅2 = 𝑒̂(𝑔1, 𝑔2)
𝑟𝑖 

operation, which is 𝑅2 = 𝑅2
′  at the vehicle 𝑢𝑖 (see Eq. (2)). 

In Eq. (2), we use notation 𝑅𝑘 and 𝐿𝑘 as the private key 

and location information of 𝑅𝑆𝑈𝑘  (another legitimate 

𝑅𝑆𝑈′), respectively. 

 

𝑅2 = 𝑒̂(𝑅1, 𝑅𝑘)
𝐿𝑘 𝐿𝑗⁄  

= 𝑒̂ (𝐵1
𝑟𝑖𝐿𝑗

, 𝑔2
1 𝑏𝐿𝑘⁄

)
𝐿𝑘 𝐿𝑗⁄

 

= 𝑒̂ (𝑔1
𝑏𝑟𝑖𝐿𝑗

, 𝑔2
1 𝑏𝐿𝑘⁄

)
𝐿𝑘 𝐿𝑗⁄

 

= 𝑒̂(𝑔1, 𝑔2)
𝑟𝑖 

(2) 

 

Since 𝑅𝑆𝑈𝑘 also can access 𝑔1 and 𝑔2, so it can do the 

same operation as the authentication process between 𝑢𝑖 
and newly entered 𝑅𝑆𝑈𝑗 . This situation will cause an 

impersonation attack that leads to inefficiency, making the 

first step of the mutual authentication process between 𝑢𝑖 
and 𝑅𝑆𝑈𝑗 pointless. 

 

 
Fig. 4. Certificate generation and authentication phase of Gu et al.’s scheme. 
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IV. OUR IMPROVEMENT 

To overcome such an issue, in RSU’s registration phase, 

we modified the RSU’s private key calculation from 𝑅𝑖 =

𝑔2
1 𝑏𝐿𝑖⁄

 to 𝑅𝑖 = 𝑅𝑆𝑈𝑖
1 𝑏𝐿𝑖⁄

. By changing parameter 𝑔2  to 

𝑅𝑆𝑈𝑖, the newly entered 𝑅𝑆𝑈𝑗 executes Eq. (3). We also 

change 𝑅2
′  calculation in OBU to 𝑅2

′ = 𝑒̂(𝑔1, 𝑅𝑆𝑈𝑗)
𝑟𝑖

. 

𝑅2 = 𝑒̂(𝑅1, 𝑅𝑗) 

= 𝑒̂ (𝐵1
𝑟𝑖𝐿𝑗

, 𝑅𝑆𝑈
𝑗

1 𝑏𝐿𝑗⁄
) 

= 𝑒̂ (𝑔1
𝑏𝑟𝑖𝐿𝑗

, 𝑅𝑆𝑈
𝑗

1 𝑏𝐿𝑗⁄
) 

= 𝑒̂(𝑔1, 𝑅𝑆𝑈𝑗)
𝑟𝑖

 

(3) 

V. SECURITY PROOF AND ANALYSIS 

In this section, we analyze the security of the proposed 

scheme, which includes mutual authentication, message 

integrity, privacy protection, unlinkability, traceability, 

and impersonation attack. 

A. Mutual Authentication 

When a vehicle enters the communication range of an 

RSU, the OBU generates 𝑟𝑖 and computes 𝑌𝑖 = 𝑔2
𝑟𝑖. Then 

OBU computes 𝑅1 and send it to RSU as an authentication 

request. Upon receiving 𝑅1, RSU derives 𝑠𝑘𝑖 = 𝑅2 using 

a bilinear pairing operation, combining the RSU’s private 

key and the OBU’s public key. RSU then encrypts its 

response message with 𝑅2  and sends the encrypted 

response 𝐷 back to OBU. When OBU receives 𝐷, using 𝑟𝑖, 
it computes 𝑅2

′ . The OBU checks if the received encrypted 

response 𝐷 matches the value computed using 𝑅2
′ . If the 

values match, the RSU is authenticated by the OBU. After 

authenticating the RSU, the OBU proceeds to send its own 

identity (𝐷𝐼𝐷𝑢𝑖
)  and additional credentials to the RSU, 

completing the two-way authentication process. 

B. Message Integrity 

Before sending a message, the OBU generates a 

signature 𝑠𝑖𝑔 = 𝑔2
(𝑟𝑖⋅𝐻(𝐷𝐼𝐷𝑢𝑖

))⋅𝐻(𝑀)

 for the message using 

its private key. Hash function 𝐻 serves as a cryptographic 

summary of the message, ensuring any change in 𝑀 will 

alter the signature. 

Upon receiving the message and its accompanying 

signature, the RSU performs a verification check. It 

computes the expected signature using the values in the 

message and compares it to the received 𝑠𝑖𝑔 . This 

verification ensures that the message has not been altered 

in transit. The RSU checks the integrity by verifying if 𝑒̂ =

(𝑠𝑖𝑔, 𝑌𝑘 , 𝑔2
𝐻(𝑀)

) = 𝑒̂(𝑔1, 𝐺2) holds. 

In addition to signatures, the scheme uses a short-time 

symmetric encryption key, 𝑠𝑘𝑖, negotiated during mutual 

authentication. Sensitive parts of the message, like the 

OBU’s identity, are encrypted using 𝑠𝑘𝑖 . This prevents 

unauthorized access to the message content and adds an 

extra layer of verification for message integrity. 

C. Privacy Preserving, Unlinkability, and Conditional 

Traceability 

Each OBU uses a dummy identity 𝐷𝐼𝐷𝑢𝑖
  assigned by 

the TA. This 𝐷𝐼𝐷𝑢𝑖
  is distinct from the vehicle’s real 

identity, ensuring that real identities are not directly 

transmitted within the network. Additionally, each OBU 

generates its own short-time private and public keys for 

use with specific RSUs. These keys are only valid within 

a limited time frame and geographic area, ensuring that 

even pseudonymous identifiers don’t remain static. To 

prevent tracking based on 𝐷𝐼𝐷𝑢𝑖
, the scheme introduces a 

short-time symmetric key 𝑠𝑘𝑖  negotiated between the 

OBU and the RSU. This 𝑠𝑘𝑖 is unique for each session and 

is used to encrypt sensitive data, such as 𝐷𝐼𝐷𝑢𝑖
. This 

approach ensures that the encrypted form of the identity 

changes frequently, making it difficult for an attacker to 

link different transmissions from the same vehicle over 

time. 

The frequent refresh of short-time keys and the 

regeneration of public keys for each RSU interaction 

provide unlinkability. Since each interaction between an 

OBU and a new RSU involves new key pairs and fresh 

encryption, an attacker monitoring network traffic cannot 

link multiple messages to the same vehicle based on 

identifiers. This unlinkability is key to preventing location 

tracking and profiling, as it thwarts attempts to connect 

messages sent from the same vehicle over time. While 

maintaining anonymity, the scheme also includes a 

conditional traceability feature to hold malicious vehicles 

accountable if necessary. The TA holds a secure tracking 

list of the real identities associated with each 𝐷𝐼𝐷𝑢𝑖
 and 

can reveal the real identity only if a vehicle’s behavior 

warrants it. This controlled access to real identities 

balances privacy protection with the need for security 

enforcement in VANETs. 

D. Formal Security Proof of the RSU Impersonation 

Attack under Random Oracle Model 

In the mutual authentication process (Section III.A) 

between vehicle 𝑢𝑖 and RSU, when they want to make a 

new communication, they need to mutually authenticate 

themselves. Firstly, OBU or 𝑢𝑖 sends 𝑅1 = 𝐵1
𝑟𝑗𝐿𝑗

 to 𝑅𝑆𝑈𝑗. 

After receiving 𝑅1 , 𝑅𝑆𝑈𝑗  computes 𝑅2 = (𝑅1, 𝑅𝑗) . By 

implementing this technique, any legal RSU cannot imitate 

the other ones’ valid identity and pass the authentication. 

Therefore, our scheme can resist the impersonation attack 

of RSU. 

Since the value of 𝑅𝑆𝑈𝑗 only known by those particular 

RSU, 𝑅𝑆𝑈𝑘 that did operation Eq. (4), cannot get the same 

value as Eq. (3). Therefore, any legitimate and valid 𝑅𝑆𝑈′, 

in this case 𝑅𝑆𝑈𝑘, cannot impersonate 𝑅𝑆𝑈𝑗. 
 

𝑅2 = 𝑒̂(𝑅1, 𝑅𝑘)
𝐿𝑘 𝐿𝑗⁄  

= 𝑒̂ (𝐵1
𝑟𝑖𝐿𝑗

, 𝑅𝑆𝑈𝑘
1 𝑏𝐿𝑘⁄

)
𝐿𝑘 𝐿𝑗⁄

 

= 𝑒̂ (𝑔1
𝑏𝑟𝑖𝐿𝑗

, 𝑅𝑆𝑈𝑘
1 𝑏𝐿𝑘⁄

)
𝐿𝑘 𝐿𝑗⁄

 

= 𝑒̂(𝑔1, 𝑅𝑆𝑈𝑘)
𝑟𝑖  

≠ 𝑒̂(𝑔1, 𝑅𝑆𝑈𝑗)
𝑟𝑖

 

(4) 

Journal of Communications, vol. 20, no. 3, 2025

296



Presented herein is a formal sketch of the security proof 
for the enhanced method within the Random Oracle Model 
(ROM). This proof emphasizes RSU impersonation 
resistance, however same arguments apply to mutual 
authentication and message integrity. We suggest that the 
adversary’s success in compromising the scheme (i.e., 
impersonating a real RSU) would indicate proficiency in 
resolving the Computational Diffie–Hellman (CDH) issue 
within the foundational cyclic group.  To ensure clarity, we 
employ the subsequent notation: 

• 𝐺1, 𝐺2, and 𝐺𝑇 are cyclic groups of prime order 𝑝. 

• 𝑒̂: 𝐺1 × 𝐺2 → 𝐺𝑇 is an efficient computable bilinear 

map. 

• 𝑔1 ∈ 𝐺1 and 𝑔2 ∈ 𝐺2 are generators. 

• TA chooses master secrets 𝑎, 𝑏 ∈ 𝑍𝑝  with public 

keys 𝐴1 = 𝑔1
𝑎 and 𝐵1 = 𝑔1

𝑏. 

• For 𝑅𝑆𝑈𝑗  with location 𝐿𝑗 , the RSU’s private key 

𝑅𝑗 = 𝑅𝑆𝑈
𝑗

1 (𝑏𝐿𝑗)⁄
. 

• The pairing computations, such 𝑒̂(𝑔1, 𝑅𝑆𝑈𝑗)
𝑟𝑖

 

appear in the session key derivation, where 𝑟𝑖 is an 

ephemeral secret chosen by honest OBU. 

Theorem: Under the CDH assumption in 𝐺1  and 

assuming H  is a random oracle, no Probabilistic 

Polynomial-Time (PPT) adversary 𝒜  can impersonate a 

legitimate RSU with non-negligible probability. 

E. Security Game: RSU Impersonation Resistance 

1) Setup 

• The challenger 𝒞  generates bilinear groups of 

𝐺1, 𝐺2,  and 𝐺𝑇 , generators 𝑔1  and 𝑔2 , bilinear 

map  𝑒̂: 𝐺1 × 𝐺2 → 𝐺𝑇  master secrets 𝑎, 𝑏 ∈ 𝑍𝑝 

and public keys 𝐴1 and 𝐵1. 

• Each 𝑅𝑆𝑈𝑗 has a private key 𝑅𝑗 = 𝑅𝑆𝑈
𝑗

1 (𝑏𝐿𝑗)⁄
. 

2) Query 

• The adversary 𝒜 can query random oracle 𝐻(⋅) 
that modeled as a truly random function. 

• Session Establishment Queries: 𝒜  can request 

authentication interactions between an honest 

OBU and an RSU. 

3) Attack 

• A selects an 𝑅𝑆𝑈𝑗 attempt to impersonate OBU. 

• The OBU expects a response that satisfies 𝑅2 =

𝑒̂(𝑅1, 𝑅𝑗), where 𝑅1 depends on 𝒜’s input. 

• If 𝒜 succeeds in producing a valid authentication 

response without knowing 𝑅𝑗, it wins the game. 

4) Winning 

𝒜 wins if it correctly computes 𝑅2 without knowledge 

of the RSU’s private key. 

F. Reduction to CDH Assumption 

Suppose 𝒜 can win the game with probability 𝜖.  

• The challenger 𝒞  is given a CDH challenge 
(𝑔, 𝑔𝑥 , 𝑔𝑦), then compute 𝑔𝑥𝑦 , and sets 𝑔1 = 𝑔 , 

𝐵1 = 𝑔𝑦, 𝑅𝑆𝑈𝑗 = 𝑔𝑥. 

• The RSU’s private key (unknown to 𝒞) is 𝑅𝑗 =

𝑅𝑆𝑈
𝑗

1 (𝑏𝐿𝑗)⁄
= (𝑔𝑥)1 (𝑦𝐿𝑗)⁄ = 𝑔𝑥 (𝑦𝐿𝑗)⁄ . 

• If 𝒜  succeeds impersonates 𝑅𝑆𝑈𝑗 , it computes 

𝑅2 = 𝑒̂(𝑔1, 𝑅𝑆𝑈𝑗)
𝑟𝑖 = 𝑒̂(𝑔, 𝑔𝑥)𝑟𝑖 = 𝑒̂(𝑔, 𝑔)𝑥𝑟𝑖.  

• If 𝒜  can compute this without knowing 𝑅𝑗 , it 

implicitly extracts 𝑔𝑥𝑦 , contradicting the CDH 

assumption. 

Since solving CDH is assumed to be hard, the 

probability 𝒜  wins must be negligible. Hence, the 

proposed authentication scheme is secure against RSU 

impersonation. 

VI. PERFORMANCE ANALYSIS 

In this section, we mainly discuss the computational 

complexity between Gu et al.’s [6] and our improved 

scheme, as presented in Table II. So, 𝑇𝑝𝑎𝑟  represents the 

duration of a bilinear pairing action, while 𝑇𝑒𝑥𝑝 signifies 

the duration of an exponentiation operation within the 

cyclic groups 𝐺1 and 𝐺2. 

 
TABLE II. THE COMPUTATIONAL COMPLEXITY 

Scheme Sign Authentication 

a message 

Authentication 

𝒏 messages 

Gu et al.’s [6] 𝑇𝑒𝑥𝑝 𝑇𝑝𝑎𝑟 + 3𝑇𝑒𝑥𝑝 𝑛𝑇𝑝𝑎𝑟 + 3𝑛𝑇𝑒𝑥𝑝 

Our scheme 𝑇𝑒𝑥𝑝 𝑇𝑝𝑎𝑟 + 3𝑇𝑒𝑥𝑝 𝑛𝑇𝑝𝑎𝑟 + 3𝑛𝑇𝑒𝑥𝑝 

 

From Table II, we can see both of Gu et al.’s [6] and our 

improved scheme use the same  

𝑇𝑝𝑎𝑟 + 3𝑇𝑒𝑥𝑝  and 𝑛𝑇𝑝𝑎𝑟 + 3𝑛𝑇𝑒𝑥𝑝  operation in 

authentication a message and authentication 𝑛 messages, 

respectively. Since our modification did not imply much 

in message signature and authentication process, the 

computational complexity between two schemes relatively 

the same. 

VII. CONCLUSION 

This study identifies a significant vulnerability in Gu et 

al.’s symmetric-based authentication approach for 

VANETs, wherein a registered RSU may mimic another 

RSU due to deficiencies in the private key computation. 

To address this issue, we proposed an alteration to the 

RSU’s identification computation by substituting the 

public parameter 𝑔2 with the distinct RSU identifier. This 

modification enhances the security of the authentication 

process by thwarting RSU impersonation while 

maintaining the efficiency of the previous approach. 

Our thorough security study confirmed that the 

suggested approach upholds critical security attributes, 

such as mutual authentication, message integrity, privacy 

preservation, unlinkability, and resistance to 

impersonation attacks. Moreover, our methodology 

guarantees that authentic RSUs cannot be impersonated by 

adversaries, thus enhancing the resilience of VANETs 

security. 

Future issues will concentrate on expanding our 

framework to encompass further attack paths, including 

collusion attacks among compromised RSUs, and 

assessing its efficacy in real-world VANETs settings 

through simulation tools such as NS-3. We intend to 

investigate lightweight cryptographic optimizations to 
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improve efficiency while preserving robust security 

assurances. 
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