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Abstract—The limitation of the Ad Hoc On-Demand Distance 

Vector (AODV) protocol is that the Route Request Packet 

(RREQ) is not designed for security purposes. Therefore, a 

malicious node can attack the network by continuously 

broadcasting RREQ packets at high frequency, which is 

called the RREQ packet flooding attack. The result is a 

broadcast storm that greatly increases media waste and 

resource waste. This article proposes a Flooding Attack 

Detection Mechanism Using the Median (FDMM) value to 

detect and prevent flooding attacks. Each node that installs 

the FDMM solution will collect the route discovery behavior 

history (V) of each node to construct the route discovery 

frequency vector; By calculating the median value (m) of V, 

the node compares the m value with a Fixed Threshold (FT) 

node that can identify a node that has performed malicious 

or normal behavior. The paper also proposes the Flooding 

Attacks Prevention and Detection Routing Protocol (FDMM 

AODV) protocol by improving the route discovery 

mechanism of the AODV protocol using FDMM. Simulation 

results show that our solution can detect over 98% of 

malicious nodes; Packet delivery ratio, routing load, and end-

to-end delay are effectively improved. 

 

Keywords—Ad Hoc On-Demand Distance Vector (AODV), 

Flooding Attack Detection Mechanism Using the Median 

(FDMM), Flooding Attacks Prevention and Detection 

Routing Protocol (FDMMAODV), Mobile Ad-hoc Networks 

(MANET), Route Request Packet (RREQ), flooding attack 

I. INTRODUCTION 

 Mobile Ad-Hoc Networks (MANET [1]) are made up 

of interconnected mobile devices, independent of 

infrastructure. All nodes in the network can move 

independently in all directions, working together to send 

data to nodes located far away from the connection area. 

Each node operates peer-to-peer, serving the same role as 

both a terminal and a routing function. The network model 

changes frequently, so MANET is suitable for use in 

places where there is no network infrastructure or unstable 

areas such as rescue, disaster relief, and battlefield tactics. 

Routing is a service provided at the network layer [2, 3]. 

The source node uses a route to the destination that is 

discovered and maintained thanks to routing protocols, 

typically Ad Hoc On-Demand Distance Vector  (AODV) 

[4] and Dynamic Source Routing  (DSR [5]). The AODV 

protocol uses a route discovery mechanism when 

necessary, so it is very suitable for the mobility of MANET 

networks [6]. This is the target of many types of attacks [7, 

8], such as Blackhole [9], Sinkhole [10], Grayhole [11], 

Wormhole [12], Whirlwind [13], and Flooding [14]. 

Flooding Attacks (FA) can be performed using a 

HELLO packet, Route Request Packet (RREQ) packet, 

and DATA packet. In particular, attacks using RREQ 

packet greatly increase communication costs, because they 

create packet broadcast storms on the network, affecting 

the route discovery ability of all nodes. Some published 

studies [10−14] focus on proposing training solutions to 

build threshold values to detect and prevent attacks. 

Another approach is to improve Ad Hoc On-Demand 

Distance Vector (AODV) based on digital signatures or 

hash functions, as presented in [15−18]. They have the 

advantage of very high security, but the cost of route 

discovery is very high, making it difficult to apply in 

practice when the processing capabilities of current mobile 

devices are limited. The article proposes a method to 

improve the AODV protocol to limit the harmful effects of 

flooding attacks, details are presented in Part 3. The main 

contributions of the paper are as follows: 

(1) It proposed a Behavior-based Flooding Attacks 

Detection Mechanism using Median value, the 

FDMM. 

(2) It proposed a Flooding Attacks Prevention and 

Detection Routing Protocol (FDMMAODV), an 

improved and secured routing protocol derived from 

AODV by incorporating the Flooding Attack 

Detection Mechanism Using the Median (FDMM) 

solution; 

(3) It evaluated the effectiveness and performance of the 

proposed protocol, FDMMAODV, in comparison to 

comparable protocol SMA2AODV protocol, under 

both normal scenarios and flooding attacks with a 

minimum frequency of 20 pkt/s. 
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The article is structured as follows. Section II presents 

some related published studies to detect and prevent 

attacks. Section III presents the security solution againsts 

flooding attack FDMM. Section IV presents the harmful 

effects of flooding attacks and the effectiveness of the 

proposed solution by simulation on NS2, and the final 

conclusion. 

II. RELATED WORKS 

First are some solutions to detect and prevent flooding 

attacks with the advantage of having little impact on route 

discovery costs. Ping et al. [14] presented a security 

solution against flooding attacks based on RREQ packet 

processing called the FIFO method. The author believes 

that the priority of a node is inversely proportional to the 

RREQ broadcast frequency. Nodes that make too many 

route requests will have low priority and will be excluded 

from the routing process. However, the details of choosing 

the priority threshold value to detect RREQ packets 

flooding attacks have not been specifically presented. This 

problem is overcome in [15], Yi [15] presented a solution 

to detect RREQ and DATA packet flooding attacks. To be 

able to detect RREQ packet flooding attacks, a threshold 

value is set based on the data of all neighbors. In addition, 

the problem of detecting DATA packet flooding attacks is 

also presented based on data received at the application 

layer. Jiang et al. [16] proposed a Dual Defense Wall 

System (DDWS) based on an energy-saving technique to 

mitigate the impact of flooding attacks in the AODV 

routing protocol. Based on the RREQ RATE-LIMIT 

parameter defined in the RFC standard, a network 

initiating node RREQ is prioritized according to flow rate 

with three levels: lawful, moderate, and strong. When a 

node with the highest priority sends a REQ packet, it is 

forwarded; if not, it is dropped. For nodes with a moderate 

priority, a priority upgrade and downgrade policy are 

applied according to the change in the node’s RREQ flow 

rate. Desilva and Boppana [17] presented the RREQ 

packet flooding attack and the impact on network 

throughput based on the number of malicious nodes. To 

mitigate the effects of flooding attacks, they proposed an 

adaptive packet drop statistics scheme. This method is 

based on a random delay evaluation technique to track 

newly received packets over a period of time. Finally, a 

profile of a node is created, and a threshold value is 

calculated at the end of each sampling period. This 

threshold value is used to identify the occurrence of a 

normal state or RREQ packet flooding attack. Tu and Ngoc 

[18] presented a training method to create a minimal route 

discovery time slot, which would identify and stop hostile 

nodes from executing RREQ packet flooding attacks. The 

data used to create the threshold value during the training 

phase had to be free of malicious nodes. 

 Using two threshold values, namely Min_Threshold 

and Max_Threshold, Yi et al. [15] provided a DDWS 

solution that assesses RREQ priority to lessen the impact 

of flooding assaults on the AODV routing protocol. 

Accordingly, the priority of the RREQ initiating node is 

determined based on the RREQ packet transmission rate at 

three levels: legal level, moderate level, and strongest level. 

When a node has legal priority, the routing node holds the 

packets and forwards them according to the priority policy. 

When a node has moderate priority, the forwarding service 

will be performed with low priority. When a node has the 

strongest priority, forwarding service will be denied, and 

its packets will be ignored. The Max_Theshold threshold 

value is calculated as m10, m is the number of neighbors. 

This threshold only contributes to limiting energy 

consumption when subjected to flooding attacks. 

Tu and Ngoc [18] proposed a solution to build a secure 

mobile agent SMA capable of detecting flooding attacks, 

and at the same time integrating SMA into the route 

discovery algorithm of the AODV protocol to create a 

security protocol called SMA2AODV. Simulation results 

on NS2 have shown the attack detection effectiveness of 

the SMA2AODV security protocol in a network 

environment with randomly moving nodes. However, the 

limitation of SMA2AODV is that it is only effective when 

the malicious node attacks at high frequency. Once 

attacked at low frequency, it is easy to misunderstand the 

malicious node as a normal node because it takes time to 

go through intermediate nodes to the destination. 

Mahmoud and Adwan [19] presented the AIF_AODV 

protocol to avoid the effects of the flooding attack, identify 

the attacker and isolate it. There are of two algorithms in 

AIF_AODV: Flooding avoidance algorithm and attacker 

isolation algorithm. In the flooding avoidance algorithm, 

each node in the network has a table called 

Request_Counter that records the source of the request and 

the number of requests received from the same source. 

Whenever a node receives a request, it first checks if the 

source of the request is in the Request_Counter table and 

then it increases that node’s request counter, or else, it adds 

a new entry for that node in the table. After checking the 

requesting node’s source, it will check the number of 

received requests and if it is higher than the limit, it will 

add the node to the suspicious list otherwise it will process 

the request normally. At the isolation stage, each node has 

a table called Request_Destination_ID that records the 

source of the request along with the destination of the 

request. Whenever a node receives a request, it first checks 

if the source of the request along with its destination is in 

the Request_Destination_ID table, then it adds a new entry 

for that request. If a node’s destination count is more than 

ID_limit, then check if the node is on the suspicious list 

and if it is, add the node to the blacklist; otherwise add it 

to the suspicious list. 

Finally, the DAFA-DSR protocol [20] is designed to 

block neighbors based on Average RREQ Packet 

Transmissions (APTR). DAFA-DSR identifies malicious 

nodes during the route construction phase. In case a node 

detects a malicious node, it will keep the malicious node 

in isolation for a while and investigate its behavior to avoid 

a flooding attack. If the node is determined to be malicious, 

it will remain on the captive list for a while longer. After 

the end of this period, it will again be considered as a 

normal node in a particular part of the network. Before 

transmitting the data packet, each node investigates the list 

of holding fields. If the node is in the captive list, the data 
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packet will not be transmitted to it. Otherwise, the node 

will be treated as a normal node and the data packet will 

be transmitted. 

Next are some solutions based on “authentication, 

integrity, and non-repudiation” mechanisms based on 

digital signatures or hash functions. They have the 

advantage of very high security, which can prevent many 

forms of attacks from occurring. Zapata [21] improved by 

author Zapata from AODV, can prevent impersonation 

attacks. However, the existence of SAODV only supports 

end-to-end authentication and does not support hop-by-

hop authentication, so the intermediate node cannot 

authenticate packets from the preceding node. In addition, 

SAODV does not have a mechanism to manage the node’s 

public key, so a malicious node can bypass the security 

barrier by using a fake key set. Sanzgiri proposed an 

ARAN protocol [22] that is more advanced than SAODV; 

the RDP route discovery packet in ARAN is signed and 

authenticated at all intermediate nodes (hop-by-hop). 

ARAN has added a node public key management 

mechanism, which has improved the weakness of SAODV. 

SEAR [23] was designed by Li using a hash function to 

build a set of hash values associated with each node, which 

is used to authenticate route discovery packets. In SEAR, 

the node’s identifier (ID) is encrypted along with the SN 

(sequence number) and HC (hop count) values, preventing 

some forms of network attacks. Similarly, SEAODV [24] 

was developed from AODV by using the HEAP 

authentication scheme with a symmetric key and hash 

function to protect route discovery packets. Through 

simulation, the author has shown that SEAODV is more 

secure and has lower communication overhead than 

AODV. 

III.  SECURITY SOLUTIONS AGAINST FLOODING ATTACK 

A. Flooding Attack 

1) Classification 

 Flooding attacks are performed by a malicious node 

flooding the system with packets to nodes that do not exist 

in the network or transmitting a large amount of useless 

data packets to cause network congestion. The result is a 

packet broadcast storm on the network, increasing 

communication costs and reducing responsiveness at each 

node because of unnecessary packet processing. Typical 

attacks include flooding of HELLO packet, RREQ packet, 

and DATA packet. 

HELLO packet flooding: HELLO packets are 

periodically broadcast to announce the existence of a node 

to its neighbors in the wireless network. This is a weakness 

that hackers exploit to flood HELLO packets, forcing all 

neighboring nodes to consume resources and unnecessary 

packet processing time. This form of attack only harms the 

neighboring nodes of the malicious node. 

RREQ packet flooding: The RREQ route request packet 

is used to perform route discovery when needed, so 

hackers take advantage of this packet to broadcast 

excessively, flooding the network with unnecessary traffic. 

DATA packet flooding: This form of attack only causes 

harm to some nodes in the network. To carry out the attack, 

the malicious node excessively broadcasts DATA packet 

to any node on the network, which affects the processing 

ability of nodes participating in data routing, increasing 

unnecessary bandwidth consumption, and causing network 

congestion and packet drops. 

2) Flooding attack behavior 

 The flooding attack behavior that can be performed on 

the AODV on-demand routing protocol is depicted in Fig. 

1. A malicious node attacks by broadcasting route control 

packets or data packets continuously or selectively. 

Additionally, a malicious node can perform a combined 

attack using both route control packet and data packet. 

During the attack, a malicious node can use the same 

address or use different spoofed addresses to deceive 

security solutions. In the case of selective flooding attacks, 

malicious nodes sometimes exhibit behavior like normal 

nodes. 

 

 

Fig. 1. Flooding attack behavior. 

• ASRRF: The malicious node performs a flooding 

attack using RREQ packets and spoofed addresses 

during the attack; 

• ASHF: The malicious node performs a flooding attack 

using HELLO packets and spoofed addresses during 

the attack; 

Continuous Selective 

Flooding Attack 

Control packet Data packet 

HELLO Hybrid 

ASDF NASDF ASRRF NASRRF ASHF 

 

NASHF 

 

RREQ 
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• ASDF: The malicious node performs a flooding attack 

using DATA packets and spoofed addresses during the 

attack; 

• NASRRF: The malicious node performs a flooding 

attack using RREQ packets and fixed addresses during 

the attack;  

• NASHF: The malicious node performs a flooding 

attack using HELLO packets and fixed addresses 

during the attack;  

• NASDF: The malicious node performs a flooding 

attack using DATA packets and fixed addresses 

during the attack; 

B. FDMMAODV Security Protocol 

1) Flooding attack detection mechanism using the 

median value FDMM 

This section presents the FDMM solution and the 

FDMMAODV security protocol improved from AODV by 

integrating FDMM, allowing it to detect and prevent 

flooding attacks. To facilitate description, the article uses 

the symbols in Table I. 

 
TABLE I. DESCRIPTION OF SYMBOLS [9] 

Variable Description 

ti Route discovery time ith
  

Ti Route discovery time slot ith
 

Ni

NjV
 

Vector of route discovery frequency of Nj source node 

that it is recorded at Ni node 

a) Route discovery frequency vector 

 Similarly to [25], the article uses several definitions, 

including route discovery time (ti) and route discovery 

time slot (Ti) to describe the route discovery frequency 

vector as follows: 

Definition 1: Route discovery time is the time from the 

broadcast of the route request packet to the receipt of the 

route reply packet. Assuming that Ni broadcasts the route 

request packet for the ith time at si, and receives the route 

reply packet at ei, the route discovery time (ti) is calculated 

according to Eq. (1). 

iii set −=
                              (1) 

Definition 2: The route discovery time slot is the time 

interval from the end of the previous route discovery until 

the next route request. Assuming that Ni receives the route 

request packet for the i + 1th time at si+1, the route 

discovery time slot (Ti) is calculated according to Eq. (2). 

iii esT −= +1                            (2) 

Definition 3: Call 𝑉𝑁𝑗
𝑁𝑖 (T1, T2, …, TMAX_POINT) the vector 

of route discovery frequency of source node Nj recorded at 

node Ni. 𝑉𝑁𝑗
𝑁𝑖lis a scalar vector of MAX_POINT elements. 

Each element of 𝑉𝑁𝑗
𝑁𝑖 stores the route discovery time slot Ti 

of source node Nj. 

Example 1: Fig. 2 depicts the historical route discovery 

behavior graph of source node NS recorded at node NC. The 

corresponding route discovery frequency vector of source 

node NS recorded at NC is 𝑉𝑁𝑠
𝑁𝑐  (T1, T2, T3, T4, T5), with 

MAX_POINT=5. 

 

Fig. 2. Route discovery history of node NS is recorded in NC. 

b) Median value 

 In the field of statistics, the Median Filter is often used 

in the case of outliers’ data and has been proven effective 

in recent studies related to the field of image processing 

[26−28]. Based on this property, we use the MF in the 

proposed solution of the paper. 

c) Median 

 According on [29], the median of n observations xi, 

i=1...,n, is denoted by med(xi) and it is given by Eq. (3), 

where xi denotes the i-th order statistic. 

𝑚𝑒𝑑(𝑥𝑖) = {
𝑥𝑣+1                     𝑛 = 2𝑣 + 1
1

2
(𝑥𝑣 + 𝑥𝑣+1)    𝑛 = 2𝑣       

 

                                                             (3) 

Median is a measure of the trend toward concentration 

of a data set. This value is used when there are outliers in 

the data set, because the median value of a data set is less 

affected by outliers than the mean. A value is said to be 

outliers when it is unusually different from the rest of the 

values. To find the median of the route discovery 

frequency vector, it can be the following Algorithm 1 [30]. 

 

Algorithm 1. To find the median 

Float Function getMedianValue (V, MAX_POINT) 

Input: The route discovery frequency vector (V); size of 

vector (MAX_POINT); 

Output: Median value; 

Begin 

Int ind = MAX_POINT div 2; 

SortOrderByAscending (V); 

//Using Eq. (3) 

If ((MAX_POINT % 2)! = 0) then 

Return V [ind + 1]; 

Else 

Return ((V[ind] + V [ind + 1]) / 2); 

End 

2) FDMMAODV protocol algorithm 

The FDMMAODV security protocol improves on 

AODV by integrating eFADA solution. The route request 

algorithm of FDMMAODV is developed from the route 

request algorithm of the AODV protocol (similar to Ref. 

[25]) as shown in Fig. 3. To discover the route to the 

destination node ND, the source node NS initiates a RREQ 

packet and broadcasts it to all neighboring nodes of the NS, 

NS Time    T1                  T2            T3                        T4                    T5 

t1                     t2             t3                   t4                     t5                       t6 

s1       e1       s2           e2   s3    e3       s4              e4       s5        e5             s6        e6 
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the RREQ packet is processed at many intermediate nodes 

before reaching the destination. Whenever receiving a 

RREQ packet from the preceding node (Nj), the 

intermediate node (Ni) processes the RREQ packet 

according to the following steps: 

The first step is to remove duplicate RREQ packets. The 

intermediate node Ni can receive multiple RREQ packets 

coming from its neighbors, but Ni only processes the first 

RREQ packet received. Using two parameters 

broadcast_id and src_add (source address) in the RREQ 

packet, Ni can determine whether the RREQ packet has 

been processed or not. If the first RREQ packet is received 

(corresponding to an unprocessed packet), Ni accepts the 

RREQ packet; conversely, Ni drops the RREQ packet 

because the packet has already been processed. 

Next is to add information to the source node’s route 

discovery history. Each intermediate node stores a counter 

of the number of route discoveries of all source nodes. 

Counters[src]=x, means node src has performed route 

discovery x times. Initially, the intermediate node sets 

Counters[i]=0, i=1…, n, n is the number of network nodes. 

Each time a RREQ packet is received from source node NS, 

Ni increments the Counters [NS] value by 1 and records the 

route discovery time NS (si) and route reply time (ei), with 

i=Counters [NS]. If the source node’s route discovery 

history is full (Counters [NS] = POINT_MAX+1), the data 

at the first location is dropped, new information is added 

to the last location. 

Finally, Ni checks the security if it is a neighbor of the 

source. AODV is a multi-hop routing protocol, the source 

node will be isolated if all neighboring nodes do not route 

the received packet [31]. Therefore, FDMMAODV only 

performs flooding attack checks at the source’s neighbor 

nodes (similar to FAP and FAPRP solutions). If Ni is a 

neighbor of source NS, then Ni uses FDMM for security 

checking as Step 1; On the contrary, Ni does not check 

security and execute commands as in Step 2. 

Step 1: In case Ni is a neighbor of the source node, Ni 

uses FDMM for security checking as follows: 

Intermediate node Ni uses route discovery history 

information of node NS to calculate 𝑉𝑁𝑆
𝑁𝑖 including all route 

discovery time slots Ti, i=1…, Counters [NS]; 

If 𝑉𝑁𝑆
𝑁𝑖does not have enough information (not full), Ni 

accepts the RREQ packet, skips the security check and goes 

to Step 2; 

In contrast, Ni calculates the value T of 𝑉𝑁𝑆
𝑁𝑖  and 

compares T with a fixed threshold FT to identify whether the 

NS is malicious or normal. If NS is a normal node, Ni 

accepts the RREQ packet and goes to Step 2; On the 

contrary, if the source node is malicious and has performed 

a flooding attack, the RREQ packet is dropped, and the 

algorithm ends. 

Step 2: In case Ni is not a neighbor of the source or VNs 

do not have enough information, or the source node is 

determined to be normal, Ni executes commands similar 

to AODV, including: 

The intermediate node Ni stores the route back to the 

source and records the processing of the RREQ packet into 

memory by recording the broadcast_id and src_add values. 

If Ni is the destination node or it has a valid route to the 

destination, then Ni sends a RREP packet to the source to 

answer the route through the preceding node Nj, and the 

algorithm ends; On the contrary, if Ni increases the routing 

cost by 1 and continues to broadcast the RREQ packet, the 

algorithm ends. 

When receiving the RREQ packet, the destination node 

updates the route reply time ei into the source node's route 

discovery history and sends the RREP packet back to the 

source to reply to the route. There is no route reply order 

information in the RREP packet of the AODV protocol. Ni 

assumes that the received RREP packet is a route reply 

packet for the last route discovery. Therefore, every time a 

RREP packet is received, the intermediate node updates at 

the route reply time (ei), with i=Counters [NS]. Next, Ni 

increases the value of the HC field by 1 before forwarding 

the RREP packet to the source. 

IV. EVALUATE RESULTS BY SIMULATION 

The article uses the NS2 [32] simulation system to 

evaluate the harmful effects of flooding attacks and the 

effectiveness of the proposed solution. Based on the 

evaluation criteria presented in Ref. [25] including 

Malicious node detection rate, packet delivery ratio, 

average packet delay, and routing load. 

A. Simulation Parameters 

 

TABLE II. SIMULATION PARAMETERS 

Parameter Established 

Simulation range (m) 1000  1000 

Broadcast area (m) 250 

Time (s) 500 

Total number of normal nodes 50 
Number of malicious nodes 1, 2, 3, and 4 

Communication type CBR 

Connection number  25 UDP 

Packet size (bytes) 512 

Queue FIFO (DropTail) 

Protocol  AODV, SMA2AODV, 

FDMMAODV 

Speed (m/s) 1..10, 1..20, 1..30 

Movement model Random (RWP [33]) 

Frequency of attacks 20pkt/s 

Fixed Threshold (FT) 0.1 

 

To evaluate the effectiveness of the proposed solution, 

the article simulates a flooding attack with the original 

AODV protocol and the AODV protocol integrating the 

FDMM solution, hereinafter referred to as FDMMAODV. 

Parameters in Table II, in which the simulation time is 

500s, have a total of 25 CBR sources, the first source starts 

at 0 second, the next sources are 15 seconds apart, and the 

transmission rate is 4 packets/ second. The malicious node 

starts to attack continuously at 50 seconds, the malicious 

node’s behavior is ASRRF, the attack frequency is set at a 

low level of 20 pkt/s [25]. The purpose is to make the 

malicious node exhibit behavior nearly similar to that of a 

normal node to demonstrate the effectiveness of the 

FDMM solution compared to SMA2AODV. 
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Fig. 3. FDMM protocol algorithm to detect and prevent flooding attacks get Median Value () is a function that takes the median value from a 

vector. 

B. Simulation Results 

1) Malicious node detection rate 

 The simulation results in Fig. 4 show that when using 

an FT value of 0.1, the FDMM solution is better than the 

SMA2 solution in all simulation scenarios. In the case of a 

malicious node exhibiting attack behavior with a low 

frequency of 20pkt/s (similar to Ref. [25]), FDMM can 

detect the malicious node successfully over 99% at a speed 

of 10 m/s, and over 98% at a speed of 20 m/s or 30m/s. 

With the same simulation scenario, SMA2 has a detection 

rate lower than 98%. This demonstrates that FDMM is 

more effective at identifying malicious nodes when the 

median value is used. 

 
 
 
 
 

                                                                                      FDMM 

Starts route discovery 
(Broadcasts RREQ) 

T = getMedianValue(VNs) 

VNs is full? 

S
o

u
rc

e 
n

o
d

e 
(N

s)
 

In
te

rm
ed

ia
t

e 
n

o
d

e 
(N

i)
 

no 

Measures all Ti values in VNs using 
RDH of source node; 

yes 

Attacks Detection;  
Drops RREQ; 

Ns is normal node; 
Accepts RREQ; 

 

Counters[Ns]++; i = Counters[Ns]; 
 si = ei = CURRENT_TIME; 

Adds si and ei values to RDH of NS; 
 

Generates and sends RREP packet; 

T>0.1 

I'm a neighbor of 
the source? 

Ni receives RREQ packet from a 
preceding node (Nj); 

yes 

I’m 
destination? 

Has a fresh route to 
destination? 

yes 

no 

yes 

Rebroadcasts RREQ; 

no 

Did Ni process 
RREQ? 

yes 

Drops RREQ; 

no 

Saves broadcast_id and src_add into its cache; and adds a new route to 
back source node to its routing table; 

no 

yes 

no 

The End 

Begin 

Journal of Communications, vol. 19, no. 6, 2024

303



 

 
Fig. 4. Malicious node detection rate. 

Fig. 5(a) shows that the flooding attack damaged the 

packet routing capabilities of the AODV protocol. After 

500 seconds of simulation with network nodes moving at 

a maximum speed of 10 m/s, the Packet Delivery Ratio 

(PDR) of AODV is 14.44%, 8.83%, 2.90%, and 2.64%, 

respectively, when attacked by 1 to 4 malicious nodes. 

Similarly, when simulating the same scenario, the PDR of 

SMA2AODV is 78.92% 73.61%, 75.44% and 72.38%, 

which is better than the AODV protocol. In particular, the 

FDMMAODV protocol is significantly improved when 

subjected to flooding attacks, reaching 94.71%, 88.62%, 

92.74%, and 87.92% higher than SMA2AODV due to 

better malicious node detection efficiency. When network 

nodes move at speeds 20 m/s (Fig. 5(b)), the PDR of the 

three protocols is reduced, but the FDMMAODV protocol 

still has much better efficiency than other protocols. The 

minimum PDR by the FDMMAODV protocol is 85.11%, 

SMA2AODV is 72.40%, and AODV is 3.67%. Moreover, 

when network nodes move at speeds 30m/s (Fig. 5(c)), the 

PDR of FDMMAODV protocol still has much better 

efficiency than other protocols. The minimum PDR by the 

FDMMAODV protocol is 83.29%, SMA2AODV is 

76.13%, and AODV is 4.45%. 

 

 
             (a) 

 
(b)  

 
(c)  

Fig. 5. Packet delivery ratio, (a) 10 m/s, (b) 20 m/s, c) 30 m/s. 

 

Simulation results with network nodes moving at a 

maximum speed of 10 m/s Fig. 6(a) show that the Routing 

Load (RL) of AODV increases very high, respectively 

158.19 pkt, 488.30 pkt, 2296.47 pkt and 2895.84 pkt, when 

attacked by a number of malicious nodes from 1 to 4. 

Similarly, SMA2AODV’s RL improved, reaching 2.85 pkt, 

5.16 pkt, 6.93 pkt and 9.35 pkt. Thus, we see that the 

FDMM solution works well, so the RL of FDMMAODV 

is increase the least when subjected to flooding attacks. 

With the same simulation scenario, the RL of 

FDMMAODV is 2.90 pkt, 4.98 pkt, 6.20 pkt and 8.54 pkt, 

much improved compared to SMA2AODV. When network 
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nodes move at speeds 20m/s (Fig. 6(b)), the RL of the three 

protocols tends to increase, but the FDMMAODV protocol 

still has much better efficiency than other protocols. The 

maximum RL by the FDMMAODV protocol is 9.31 pkt, 

SMA2AODV is 9.84pkt, and AODV is 1922.77 pkt. 

Moreover, when network nodes move at speeds 30m/s (Fig 

6(c)), the RL of FDMMAODV protocol still has much 

better efficiency than other protocols. The maximum RL 

by the FDMMAODV protocol is 9.85 pkt, SMA2AODV is 

9.66 pkt, and AODV is 1824.18 pkt. 

 

(a)  

       

 (b)  

 
   (c)  

Fig. 6. Routing load, (a) 10 m/s, (b) 20 m/s, (c) 30 m/s. 

 

Simulation results with a moving speed of 10m/s Fig. 

7(a) show that the end-to-end delay (EtE) of AODV is 

2845.10 ms, 2468.79 ms, 2921.24 ms and 1844.77 ms 

when attacked by malicious nodes from 1 to 4 nodes. 

Similarly, the EtE of SMA2AODV is 473.75 ms, 633.40 

ms, 599.92 ms and 677.64 ms, respectively. With the same 

simulation scenario, the FDMMAODV protocol gives the 

best performance, reaching 198.16 ms, 286.27 ms, 237.09 

ms and 342.89 ms respectively. When network nodes 

move at speeds 20m/s (Fig. 7(b)), the EtE of the three 

protocols is increased, but the FDMMAODV protocol still 

has much better efficiency than other protocols. The 

maximum EtE by the FDMMAODV protocol is 415.33 ms, 

SMA2AODV is 594.48ms, and AODV is 2535.83 ms. 

Moreover, when network nodes move at speeds 30m/s (Fig 

7(c)), the EtE of FDMMAODV protocol still has much 

better efficiency than other protocols. The maximum EtE 

by the FDMMAODV protocol is 378.22 ms, SMA2AODV 

is 630.85 ms, and AODV is 1555.79 ms. This shows that 

the FDMM solution has been effective. 

 

(a)  

 

(b)  

 

(c)  

Fig. 7. Average packet delay, (a) 10 m/s, (b) 20 m/s, (c) 30 m/s. 
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V. CONCLUSION 

Thus, the article has proposed a FDMM solution to 

effectively detect and prevent flooding attacks as soon as 

the malicious node attacks with the lowest frequency. The 

FDMMAODV protocol effectively detected and prevented 

low-frequency flooding attacks. Simulation results on NS2 

in a network environment moving up to 10 m/s show that 

FDMM can detect over 99%, with a speed of 30 m/s, 

FDMM still has good efficiency, can detect successfully 

over 98%. In addition, the packet delivery ratio, routing 

load, and average packet delay are greatly improved under 

attack. In the future, we will continue to research to 

determine the optimal values of the MAX_POINT and FT 

parameters to improve the security effectiveness of the 

proposed solution. At the same time, continue to improve 

FDMM to detect and prevent malicious nodes from 

exhibiting other behaviors. The addition of a security 

mechanism will affect the performance of the original 

AODV protocol, this is a weakness that will need further 

investigation in the future. Moreover, we need to continue 

to improve the proposed protocol to operate effectively in 

the rapidly evolving security threats. 
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