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Abstract—The increasing application of machine learning to 

network intrusion detection has shown great successes in the  

recent years. To reduce the high dimension of captured network 

records for classifiers to learn efficiently, various feature 

reduction methods have been proposed. Using the Information 

Bottleneck framework, a concise and discriminative feature 

representation can be derived by optimizing an intuition and 

theoretically grounded objective function. In this paper, we 

propose a novel Variational Information Bottleneck method for 

Network Intrusion Detection that can produce high-quality low-

dimensional representation to increase the classification 

accuracy of conventional machine learning classifier. Moreover, 

the proposed model is shown to achieve promising accuracy 

scores in comparison to several state-of-the-art anomaly-based 

IDS, on both the 2-class classification and 5-class classification 

intrusion detection problem. 

 
Index Terms—Intrusion detection, information bottleneck, deep 

learning, variational inference, NSL-KDD 

 

I. INTRODUCTION 

Over the past few decades, the Internet has 

penetrated all aspects of our lives. Experts predict that by 

2025 there would be 50 billion connected devices [1]. As 

technology becomes more and more integrated, the 

challenge to keep the systems safe and away from 

vulnerability attacks increases. Over the years we have 

seen an increase in hacks in banking systems, healthcare 

systems and may Internet of Things (IoT) devices. These 

attacks cause billions of dollars in losses every year and 

loss of systems at crucial times. This has led to higher 

importance in cybersecurity, specifically in the intrusion 

detection systems. A related challenge with most modern-

day infrastructure is that data requirements pertaining to 

security are often an afterthought. It is assumed that this 

impacts the results of any machine learning algorithm 

applied towards the problem; however, an analysis 

contrasting the differences are yet to be seen. In addition 

to this, there is little research in the results of applying 

next level analysis using deep learning algorithms to 

determine if there is an improvement in accuracy versus its 

traditional machine learning counterparts. 

A network intrusion detection system (NIDS) is a 

software application that monitors the network traffic for 

malicious activity [2]. One popular strategy is to monitor a 

network’s activity for anomalies, or anything that 

deviates from nor- mal network behavior. Anomaly 

detection creates models of normal behavior for networks 

and other devices and then looks for deviations from those 

patterns of behavior at a much faster pace. IDSs must get 

continuously improved as networks change all the time. 

Hence, when changes occur in the network, new types of 

attacks emerge. To solve the mentioned challenges, 

researchers have been working on improving intrusion 

detection systems by introducing machine learning 

techniques. Machine learning algorithms have delivered 

promising results on detecting anomalous network attacks, 

in comparison to static rule-based IDS. These algorithms 

include Support Vector Machine (SVM), Random Forest, 

Adaboost, Logistic Regression, Naive Bayes, etc. Despite 

their relatively high detection performance, these machine 

learning algorithms still require significant feature 

engineering, and are unable to capture high-dimensional 

features network traffic records. 

On the other hand, the emergence of deep learning 

as a powerful tool to accurately and efficiently capture 

high- level features from large amount of data has made 

it popular among researchers in diverse fields such as 

computer vision [3], [4], natural language processing [5], 

[6], robotics [7], [8], computational biology [9], [10], etc. 

In the domain of network intrusion detection, deep 

learning has also seen great success, with models such as 

Multilayer Perceptron (MLP) [11], Convolutional Neural 

Network (CNN) [5], [12] and Recurrent Neural Network 

(RNN) [13], [14] delivering high accuracy scores on 

benchmark datasets. Deep learning models has the 

advantage of requiring little feature engineering compared 

to classical machine models, and they generally achieve 

higher classification performance when more data are 

available. 

Deep learning approaches to anomaly-based IDS such 

as CNN and RNN often require large number of hidden 

states to correctly predict classes of network flows. This 

prompts the need for only a few hidden states relevant to 

correct prediction of actions to model data representations. 

The Variational Information Bottleneck (VIB) theory [15] 

introduces the idea of retaining only the relevant 

intermediate data representations in neural networks while 

conserving the accuracy of prediction. The goal is to learn 

a compressed representation while retaining relevant 

information for prediction. In Variational Information 
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Bottleneck fram(VIB) ework, this is cast as an 

optimization problem where the goal is to learn Z such that 

it has least information regarding the network traffic input 

X while retaining all the relevant information needed for 

learning the target Y. 

Using the VIB framework to address the intrusion 

detection problem, we are interested in implementing an 

IDS using the VIB principle to classify network flow 

records to the correct classes with high accuracy and low 

false positive rate. The correct label of the network record 

could be either benign or malicious in the binary 

classification problem, or the corresponding network 

attack type such as DoS, Probe, Remote-to-Local, etc. for 

the multiclass classification problem. 

 Statement 1: How to improve the network intrusion 

detection classification performance using 

Information 

Bottleneck principle. 

 Statement 2: How to attain a good low-dimensional 

representation that increases the classification 

performance of shallow learning algorithms. 

The main contributions of this paper are listed as 

followed: 

 Provide a novel deep learning approach to IDS based 

on the variational information bottleneck principle. 

 Compare and study the classification performance of 

our approach to other state-of-the-art IDS on 

benchmark intrusion detection dataset. 

 Analyze the representation quality of the proposed 

variational information bottleneck paradigm and 

compare it with other widely used feature reduction 

methods. 

The rest of the paper is organized as follows. Section II 

reviews classical machine learning algorithms and deep 

learn- ing algorithms that have been applied to IDS. An 

overview of feature reduction methods and the theoretical 

background of the VIB method are also provided in this 

section. Section III discusses the NSL-KDD dataset, and 

the methodology of the proposed VIB method. Section IV 

provides a comprehensive study and analysis of the 

conducted experiments and evaluation results of the 

proposed approach. The classification performance of VIB 

method is compared and analyzed together with several 

other state-of-the-art methods. This section also studies 

the effectiveness of the proposed approach as a feature 

reduction method, in comparison to other widely used 

feature reduction methods in the intrusion detection 

problem. The conclusion is given in Section V. 

II. RELATED WORK 

A. IDS Using Machine Learning 

In [13], the authors proposed an IDS based on Recurrent 

Neural Network (RNN) and achieved an accuracy score of 

83.28% and 81.29% on the binary and multiclass 

classification on the NSL-KDD test dataset, respectively. 

Shone et al. [16] proposed a deep learning approach to IDS 

using stacked autoencoder to extract useful latent features 

of the high-dimensional input variable, and random forest 

to output the network label from the extracted input 

representation. This combined approach of unsupervised 

machine learning with classical classifier algorithm was 

demonstrated to improve the classification results of 

traditional supervised machine learning algorithms. 

Another approach that made use of sparse autoencoder to 

generate discriminative features was introduced by Han et 

al. [17] to increase the detection rate of conventional 

machine learning classifiers. However, a robust method to 

address the class imbalance problem and effectively detect 

minority classes was still lacking. In [18], a feature 

reduction method based on autoencoder was introduced 

and evaluated on the NSL-KDD dataset in comparison 

with other dimensionality reduction methods. The 

comparison of the effectiveness of the proposed method 

was performed in conjunction with only a single 

classification model, which also lacked detailed 

description. Other approaches utilizing other deep learning 

techniques such as Autoencoder [19], Convolutional 

Neural Network [20] that have delivered promising 

classification performance in terms of accuracy and false 

alarm rate.  

In [21], the authors introduced a distributed hybrid deep 

learning model that can utilize both host-based and 

network- based to deliver competitive classification 

results. Li et al. [14] proposed an IDS framework based on 

two recurrent neural networks with both Long Short-Term 

Memory (LSTM) and Gated Recurrent Unit (GRU) hidden 

layers. The model was trained and tested on both Border 

Gateway Protocol (BGP) and the NSL-KDD dataset. Jiang 

et al. [12] employed CNN and bidirectional LSTM to 

extract both spatial and temporal features of the input 

network vectors and achieved a classification accuracy of 

83.58% and 77.16% on the NSL-KDD and NSW-NB15 

dataset, respectively. These methods often involve deep 

learning models that contains many parameters that are 

costly to train and lack a high quality low-dimensional 

representation of network records that can increase the 

classification performance of conventional machine 

learning classifiers. 

B. Variational Information Bottleneck Method 

In the Information Bottleneck [22] approach, the goal is 

to learn an encoding that is maximally informative about 

our target Y , measured by the mutual information between 

our encoding and the target 𝐼(𝑍, 𝑌; 𝜽), which is computed 

by 

𝐼(𝑍, 𝑌; 𝜽) =  ∫ 𝑑𝑥𝑑𝑦𝑝(𝑧, 𝑦|𝜽) log
𝑝(𝑧, 𝑦 | 𝜽)

𝑝(𝑧 | 𝜽)𝑝(𝑦 | 𝜽)
(1) 

Given the data processing inequality, we can obtain a 

maximally informative representation by taking the 

identity encoding of our data (Z = X), but this is not an 

useful representation. Instead, we are interested in finding 

the best representation subject to a constraint on its 

complexity. A natural and useful constraint to apply is on 

the mutual information between our encoding and the 
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original data to upper-bound it below a constant value 𝐼𝑐 . 

The objective then becomes 

max
𝜃

𝐼(𝑍, 𝑌; 𝜽) 𝑠. 𝑡 𝐼(𝑋, 𝑍; 𝜽) ≤ 𝐼𝑐

 

(2)

 Equivalently,
 

with
 

the
 

introduction
 

of
 

a
 

Lagrange
 multiplier

 β,
 
we

 
can

 
maximize

 
the

 
objective

 
function

 
𝑅𝐼𝐵(𝜽) = 𝐼(𝑍, 𝑌; 𝜽) −  𝛽𝐼(𝑍, 𝑋; 𝜽)   (3)

 
This objective function is often intractable to compute 

in practice. In [2], the lower bound of this objective 
function is derived: 

𝐼(𝑍, 𝑌) −  𝛽𝐼(𝑍, 𝑋) ≥

 ∫ 𝑑𝑥𝑑𝑦𝑑𝑧𝑝(𝑥)𝑝(𝑦|𝑥)𝑝(𝑧|𝑥) log 𝑞(𝑦|𝑧) −

 𝛽 ∫ 𝑑𝑥𝑑𝑧𝑝(𝑥)𝑝(𝑧|𝑥) log
𝑝(𝑧|𝑥)

𝑟(𝑧)
         (4) 

To compute this lower bound, the density 𝑝(𝑧|𝑥) and 

𝑝(𝑦|𝑥)are approximated with 2 neural networks. The 

encoder network outs the K-dimensional mean µ of 𝑧 

as well as the K × K covariance matrix Σ, which are 

often assumed to be diagonal for computing reasons. 

To easily compute the gradient of the loss function with 

respect to the weights of the neural network, the 

reparameterization trick [15] is used to write 𝑝(𝑧|𝑥)𝑑𝑧 =
𝑝(𝜖)𝑑𝜖, where 𝑧 = 𝑓(𝑥, 𝜖) is a deterministic function 

of x and the Gaussian random variable ϵ. The final loss 

function for the VIB has the form of 

𝐽𝐼𝐵 =  
1

𝑁
∑ 𝔼𝜖~𝑝(𝜖) [− log 𝑞(𝑦𝑛|𝑓(𝑥𝑛 , 𝜖))] +𝑁

𝑛=1

 𝛽𝐾𝐿[𝑝(𝑍|𝑥𝑛), 𝑟(𝑍)]           (5) 

The first term can be viewed as the classification error, 

whereas the second term of the loss function can be viewed 

as a regularize for the classification. 𝛽 is a hyperparameter 

which is used to balance the encoding term and the 

predicting term so that it needs to be chosen carefully. 

Training of the network is performed through 

backpropagation, since the gradient is an unbiased estimate 

of the true gradient, thanks to the utilization of the 

reparameterization trick. Figure demonstrates the neural 

network architecture for the Information Bottleneck 

method. The latent vector Z represents a concise but 

relevant predictor for the output variable Y. 𝑝𝜙(𝑧|𝑥) 

represents the encoder neural network, and 𝑝𝑤(𝑦|𝑧) 

represents the predictor neural network. The VBI method 

has been applied successfully to diverse domains such as 

semantic segmentation [23], indoor position recognition 

[24] and image representation learning [8]. 

III. PROPOSED MODELS 

A. VIB Method for IDS 

The framework of the VIB intrusion detection system is 

shown in Fig. 1. Firstly, the original input dataset is 

preprocessed so that the data can be used for training and 

testing. Then, the processed dataset is divided into two 

parts: a training set and a testing set. The training set is used 

for the pretraining and finetuning of the model, while the 

testing set is used for the final evaluation of the 

classification performance of the model. In addition to the 

error term and the KL divergence term as described in 

equation 5, the loss function also includes an additional 

weight decay penalty. 

 
Fig. 1. Block diagram of the proposed IDS 

1) Preprocessing: The NSL-KDD dataset contains 41 

classification features, which are divided into symbolic 

features, 0-1-type features and percentage-type features. 

Furthermore, since the input of the VIB network is a 

numeric matrix, the IDS needs to convert the symbolic 

features, which include Protocol-type, Service and Flag 

into numerical features. This preprocessing stage is 

performed with one-hot encoding. In addition, to facilitate 

faster training of the neural network, the original feature 

values are subjected to a maximum-minimum 

normalization process. The maximal-minimum 

normalization method shown in formula 6 is used to 

normalize the feature values in the NSL-KDD dataset, 

where xmax and xmin represent the maximum and 

minimum values of the original feature values, 

respectively. x denotes the original feature value and xnorm 
denotes the normalized feature value. 

𝑥𝑛𝑜𝑟𝑚 =  
𝑥− 𝑥𝑚𝑖𝑛

𝑥𝑚𝑎𝑥 − 𝑥𝑚𝑖𝑛
   (6) 

After the completion of the numeric processing and 

one-hot encoding of categorical features Protocol-type, 

Service and Flag, the dimensions of features in NSL-KDD 

dataset are extended to 122-dimensions. 

2) Model architecture & training: The proposed VIB 

model uses the standard encoder-decoder architecture to 

derive high-quality representation of network input and 

achieve high classification results. The encoder network 

has an input layer with dimension of 122, 2 hidden layers, 

and an output layer with dimension of 15. The decoder 

network has 2 hidden layers and the final output layer for 

the final classification of the network input vector. Except 

for the final layer which uses softmax activation function, 

all other layers use ReLU as the activation function, which 

in our experiments was shown to rectify the vanishing 

gradient problem when training DNN. In the 

backpropagation phase, the Adam optimizer is used to 

help the neural network converge to an optimal point in 

less time, and it is also robust to different initial learning 

rate. 
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IV. EVALUATION RESULTS 

A. NSL-KDD Dataset 

The KDDcup99 was presented as a benchmark dataset 

to facilitate the evaluation and comparison of different 

intrusion detection method. One of the most important 

shortcomings in the KDD data set is the enormous number 

of redundant records, which causes the learning 

algorithms to be biased towards the frequent records, and 

thus prevent them from learning infrequent records which 

are usually more harmful to networks such as U2R and 

R2L attacks. Furthermore, the existence of these repeated 

records in the testing set will cause the evaluation results 

to be biased by the methods which have better detection 

rates on the frequent records. In addition, the KDDcup99 

is not adequately challenging to effectively compare the 

classification performance of different machine learning 

algorithms. In [23], the authors demonstrated that        86% of 

the records in the KDD testing set were correctly labeled 

by all 21 experimented classifiers. Hence, the application 

of typical learning machines to KDD99 would result in 

high  accuracy rates, and such evaluation is not robust 

enough to compare different classifiers. To solve these 

issues, the new dataset NSL-KDD [23] is proposed, which 

consists of selected  records of the complete KDD data set. 

The advantage of NSL- KDD dataset are: 

1) No redundant records in the training set, so the 

classifier will not generate any biased result. 

2) No duplicate record in the testing set which have 

better reduction rates. 

3) The number of selected records from each 

difficult level group is inversely proportional to 

the proportion of records in the original KDD 

data set. 

The training dataset is made up of 21 different attacks 

out of the 37 presents in the testing dataset. The known 

attack types are those present in the training dataset while 

the novel attacks are the additional attacks in the testing 

dataset. The attack types are classified into four categories: 

DoS, Probe, U2R and R2L. Fig. 2 and Fig. 3 explain the 

NSL KDD dataset in detail and shows the number of 

individual records in four types of attacks for both 

training and testing. 

 
Fig. 2. Number of records in training dataset 

 

Fig. 3. Number of records in testing dataset 

The NSL-KDD training dataset is split into a validation 

dataset and a training data with a ratio of 0.2/0.8 to 

perform model training and model selection. All the 

evaluation of classifiers and the VIB model is performed 

on the testing dataset. 

B. Evaluation Metrics 

To assess the performance of different proposed 

machine learning models, we use the four evaluation 

metrics: Accuracy, Precision, Recall and F1 score. These 

values are computed from the 4 basic metrics of a 

confusion matrix of a classifier. 

• TP (True Positive) - the number of records in which 
the attack traffic is correctly classified. 

• FP (False Positive) - the number of records in 
which normal traffic is misclassified. 

• TN (True Negative) - the number of records in 
which the normal traffic is correctly classified. 

• FN (False Negative) - the number of records in 
which attack traffic is misclassified. 

Often, there is an inverse connection between precision 

and recall, where it is possible to increase one at the cost 

of reducing the other. The F1 score is the harmonic mean 

of the precision and recall, giving a single intuitive 

evaluation of the evaluated classification model. 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝐹𝑃+𝑇𝑁+𝐹𝑁
     (7) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑃

𝑇𝑃+𝐹𝑃
                             (8) 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                  (9) 

𝐹1 𝑠𝑐𝑜𝑟𝑒 =  
2 ×𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ×𝑟𝑒𝑐𝑎𝑙𝑙

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑟𝑒𝑐𝑎𝑙𝑙
        (10) 

C. Evaluation Metrics 

The training of the neural network uses TensorFlow, 

one of the most popular deep learning frameworks. The 

hardware experimental environment is a desktop with an 

Inter Core i7-7700 quad-core processor, 16G RAM, 256G 

SSD, and 64-bit Ubuntu 20.04 operating system. After the 

samples  in the NSL-KDD dataset are preprocessed, the 

features are extended from 41-dimension to 122-

dimension. To facilitate robust training of this neural 
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network, the Adam optimizer [3] is used, due to its fast 

convergence. The network is trained with the Early 

stopping scheme to further avoid overfitting. Extensive 

experiments were performed to find the optimal network 

architecture for this problem with the grid search scheme 

to find the optimal values for hyperparameters. After this 

hyperparameter tuning phase, the final model has the 

parameters as described in Table I. Except for the number 

of units in the output layer, all these values were kept the 

same for both the binary and multi-class classification 

problem. The output of the encoder network is the mean 

vector and the variance vector of dimension 15 since the 

latent variables Z is assumed to follow a multivariate 

Normal distribution with a diagonal covariance matrix. 

TABLE I: HYPERPARAMETER VALUES FOR VIB MODEL 

Hyperparameter Value 
Learning rate 2e-3 

Encoder network architecture 122-30-30-15 
Predictor network architecture 15-10-2(5) 

β 1e-3 
Batch size 512 

Number of epochs 100 

Early stopping patience 10 

TABLE II: ACCURACY FOR DIFFERENT DIMENSIONALITY REDUCTION 

METHODS 

Approach Base VIB AE PCA 
KNN 0.75 0.80 0.73 0.73 
SVM 0.76 0.82 0.75 0.74 

Random Forest 0.77 0.82 0.75 0.73 

D. Results and Discussion 

1) Dimensionality reduction: To analyze the feature 

reduction performance of VIB, dimensionality reduction 

method Autoencoder and Principal Component Analysis 

for comparison are used. KNN, SVM and Random Forest 

are used as classifiers in conjunction with these feature 

reduction algorithms to derive the final classification score. 

These shallow-learning algorithms has delivered 

promising results in the problem of Intrusion Detection. As 

a common evaluation metrics for intrusion detection 

problem, accuracy scores of different methods are 

computed. To ensure the consistency in evaluating 

different feature reduction methods, the dimensions of 

reduced features of all methods are set to the same number 

of 15. The feature reduction models are trained separately, 

with a train/validation ratio of 0.8/0.2 to find the best 

values of hyperparameters for highest accuracy scores. 

After that, each classifier is trained separately on the low-

dimensional representation of input data derived from 

different in order to predict the correct classes, i.e. 

normal or malicious, of each network record. From Tables 

I and II, it is evident that VIB outperforms all other feature 

reduction methods in terms of accuracy score. SVM and 

Random Forest classifiers obtain the highest accuracy 

scores of 82% when used with VIB as a dimensionality 

reduction method. One notable result obtained from this 

experiment is that a simple machine learning classification 

method such as KNN can still deliver a high accuracy 

score of 80%, when the input feature space has been 

transformed into a low-dimensional representation by the 

VIB method. 

TABLE III: BINARY CLASSIFICATION PERFORMANCE 

 precision recall f1-score 

Normal 
Attack 

0.80 
0.85 

0.81 
0.85 

0.81 
0.85 

accuracy 0.83   

TABLE IV: COMPARISON OF ACCURACY SCORES WITH RELATED  

METHODS 

Method Accuracy 
J48 [11] 81.07% 

Naive Baysian [11] 75.56% 
Random forest [11] 80.67% 

NB-Tree [11] 82.02% 
Multi-layer Perceptron [11] 77.41% 

SAE-SVM [26] 82.96% 
Recurrent Neural Netowrk [13] 

SHIA [21] 
CFBLS [14] 

83.28% 
81.40% 
83.20% 

Our Model 83.45% 

 

2) Classification: For the binary classification 

problem, our model achieves an overall accuracy score 

of 0.83, which is a competitive result with respects to 

several recently proposed models in the network security 

research community. The detailed classification scores for 

individual Normal and Attack classes are shown in Table III. 

Both Normal and Attack network classes have high f1-

score, at 81% and 85% respectively. Overall, the accuracy 

of the binary classification model is at 83.45%, which 

is the highest out of the accuracy scores of recently 

proposed intrusion detection approaches mentioned in 

Table IV. The proposed VIB model achieves the highest 

accuracy score of 83.45%, higher than the results 

obtained from current state-of-the-art approaches such as 

Recurrent Neural Network and NB-Tree. Classical 

machine learning methods such as J48 and Random Forest 

deliver accuracy scores of 81.07% and 80.67% 

respectively, which are 3-5% higher than those of Naive 

Baysian and Multi-layer Perceptron. One reason for the 

high anomaly detection result of VIB method is that it can 

learn high-dimensional latent features in the captured 

network records, and the regularization constraint of KL 

divergence makes it less prone to the overfitting problem 

in MLP. 

 TABLE V: MULTICLASS CLASSIFICATION PERFORMANCE 

 precision recall f1-score 
Normal 0.71 0.93 0.80 

DoS 0.91 0.78 0.84 
Probe 0.56 0.70 0.62 
R2L 0.75 0.30 0.42 

U2R 0.05 0.03 0.04 

accuracy   0.79 

 

Table V and Table VI present the classification score 

metrics and comparison of accuracy scores in the 

multiclass classification problem. The proposed model 

achieves a particularly high f1-score for Normal and DoS 

network records, at 0.80 and 0.84, respectively. On the 

other hand, network records with attack types Probe, R2L 

and U2R has lower f1-score, with R2L records and U2R 
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records achieving recall values of less than 0.4. One reason 

for the large misclassification ratio of U2L and R2L is the 

scarcity of training data with these 2 labels: the NSL-

KDD training dataset contains only 995 records with attack 

type R2L and 52 records with attack type U2R. Experiments 

with different oversampling methods such as SMOTE [25] 

and ADASYN [4] were performed to mitigate this class 

imbalance issue, which is commonly encountered in the 

intrusion detection problem. Utilizing these oversampling 

methods for the minority classes U2L and R2L were found to 

increase the individual classification scores of minority 

classes considerably, but it does not improve the overall 

accuracy score of the proposed model. The accuracy score 

for the multiclass classification problem of our model is 

82.89%, which is the second highest out of all methods 

mentioned in Table VI.  

TABLE VI: COMPARISON OF ACCURACY IN MULTICLASS  

CLASSIFICATION 

Method Accuracy 
J48 [13] 74.60% 

Naive Bayesian [13] 74.40% 
Random forest [13] 72.80% 

NB-Tree [13] 75.40% 
Multi-layer Perceptron [11] 78.10% 

Recurrent Neural Network [13] 81.29% 
SAE-SVM [16] 

CNN-BiLSTM [12] 
SHIA [21] 

CFBLS [14] 

80.48% 
83.58% 
78.50% 
82.20% 

Our Model 82.89% 

 

CNN-BiLSTM attains the highest accuracy score 

83.58%, while other shallow learning methods such as J48 

and Random Forest attain accuracy scores in the range of 

74%- 77%. In [11], the authors implemented an intrusion 

detection system using sparse Autoencoder and SVM, 

and achieved an accuracy score of 80.48% on KDDTest+. 

Although the accuracy score of VIB is less than that of 

CNN-BiLSTM by 1.38%, training VIB requires less 

time and manual configuring of hyperparameters since it 

does not involve training two separate neural network of 

CNN and bidirectional LSTM for spatial and temporal 

feature extraction. Another advantage of the proposed 

approach over RNN and SAE-SVM is its concise 

representation of the input space, which improve the 

classification performance of other shallow-learning 

methods. Overall, VIB method deliver competitive 

accuracy scores in comparison to other state-of- the-art 

approaches.  

3) Impact of 𝛽  and dimension of latent space on 

classification accuracy: To further investigate how the 

hyperparameter 𝛽  and the dimension of the latent space 

affect the classification accuracy on the testing dataset, we 

trained the same model as described in previous sections 

while changing these parameters. The results are shown in 

Fig. 4 and Fig. 5. Both figures illustrate the accuracy 

score of the model on the testing set when changing the 

𝛽 regularization parameter from 10-8 to 100, in both the 

multiclass and the binary classification problem. It is clear 

that the 𝛽 hyperparameter behaves as a decent regularize 

too large or small value of 𝛽 can lead to underfitting or 

overfitting, respectively. In both figures, the highest 

achievable accuracy scores in the multiclass classification 

problem are higher than those in the binary classification 

problem since the former problem is harder than the latter 

for the same neural network architecture. In addition, the 

two figures suggest that reducing the latent dimension 

to 5 led to lower accuracy scores, often by 10% to 20%. 

This behavior can be explained by the fact that a 

dimension of only 5 in the latent space does not allow the 

information bottleneck model to capture enough relevant 

information for accurate classification. For the model with 

a latent dimension of 15, a 𝛽  value of 10-2 induces the 

highest accuracy scores in both multiclass and binary 

classification problems, at 73% and  79%, respectively. 

Similarly, VIB method obtained the highest accuracy score 

of 69% and 63% with the 𝛽 value of 10-4 and 10-3 in the 

binary and multiclass classification problem with the 

latent space with dimension 5. 

 
Fig. 4. Accuracy score with latent dimension of 15 

 
Fig. 5. Accuracy score with latent dimension of 5 

V. CONCLUSION 

This paper proposed a novel intrusion detection system 

that uses state-of-the-art deep learning algorithms and 

techniques to give highly accurate network packet 

classifications. For improving the efficacy of our overall 

architecture, a novel deep learning approach was used to 

develop a unified neural network model that outperforms 
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other techniques illustrated in our research. Our research 

demonstrates that the VIB approach can be highly 

effective in developing an efficient, unified net work 

intrusion detection system that maintains and improves its 

classification accuracy. Using the proposed method, we 

can train a large and powerful deep learning IDS model 

that can extract concise and relevant low-dimensional 

latent features from the network feature inputs for 

accurate and efficient classification. This paper also 

demonstrated that the extracted low-dimensional 

representation can improve the accuracy of several 

classical machine learning classifiers. A comparison of 

accuracy score of the proposed approach with several 

recent state-of-the-arts IDS methods suggest that the VIB 

approach can produce competitive anomaly detection 

results. More experiments need to be carried out to 

comprehensively discover the optimal posterior 

distribution for the latent variable, as well as the optimal 

network architecture. The use of deep generative model 

such as Variational Autoencoder [27] and Generative 

Adversarial Network [28] to generate synthetic network 

samples and mitigate the class imbalance issue is another 

potential direction for future research. In the future, we 

plan to improve the quality and robustness of 

representation the proposed model with meta-learning 

[13], and further reduce the training and testing time of this 

implementation by utilizing GPU acceleration. 
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