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Abstract—One of the challenges of Mobile Ad Hoc Networks
(MANET) is black hole attack. This is a form of destructive
attack, causing very heavy damage to network performance once
successfully implemented. By replying to the route with HC=1
and the largest SN, the malicious node fools the source node into
thinking that it has the best and freshest cost-effective route to
the destination node. As a result, all the data packets get caught
in the malicious node and go missing without being able to reach
the destination node. Most of the previous research was based on
the characterization of black hole attacks or simple check
mechanisms to detect cyberattacks. This leads to limitations that
need to be overcome such as: Error rate in malicious node
detection algorithm, routing waste, data routing efficiency in
normal network scenario. This paper proposes a black hole attack
detection algorithm (BDA) based on statistical theory. BDA
collects information in real time so it can detect and prevent black
hole attacks as they begin to act. The proposed solution uses a
balance threshold value, calculated based on statistical theory, as
the threshold for detecting black hole attack. A node that replies
to the route with an SN value greater than the threshold is
identified as a malicious node and isolated immediately upon
attack. The article also proposes a black hole attack detection
routing protocol (BDAODV) by improving the AODV protocol
using BDA solution. The performance of the BDAODV protocol
is evaluated and compared with related solutions on a network
model with random mobile nodes. The simulation results have
shown that the proposed protocol has very good performance in
the network scenario under black hole attack with different
number of malicious nodes.

Index Terms—AOQODV, Black hole attacks, BDAODV, MANET,
Statistical theory.

l. INTRODUCTION

MANET is a wireless network, mobile devices
connecting each other to create an independent network,
regardless of the infrastructure. Node moves
independently in all directions, they combine together to
send data to the node to be far from the connection area,
Each node works on par, with the same role as a terminal
(host), it take the function of a router helps route data.
Network topologies change regularly due to nodes
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entering or leaving networks, so that MANET is suitable
for use where there is no unstable network or regional
infrastructure such as rescue, disaster relief, battlefield
tactics or conferences [1].

Routing is a service provided at the network layer, the
source node uses the discovered route to the destination
and maintained by routing protocols. The routing protocols
in the network has an inappropriate structure to operate
with the non-structural network, so many routing protocols
are proposed to adapt to the MANET network. MANET
configuration is frequently changed, so the reaction
protocol is suitable for use, typically AODV [2]. The
reason is that the source node only explores the route when
necessary, by sending the the route request broadcast
packet and receiving route reply packet. However, AODV
is a target of many types of Denial of Service attack (DOS),
such as Black hole attacks [3], Grayhole [4], Wormhole [5]
and flooding [6].

Black hole attack is a form of DOS to undermine
information on the MANET. To attack, malicious nodes
advertise for the source node that itself has the route to the
destination with the best cost and enough "fresh”, so that
the malicious node can fool the source navigation to the
destination through it. As a result, the data packet of UDP
streams is canceled, while the TCP channel is interrupted
because it does not receive the ACK signal from the
destination node. Therefore, many solutions to detect and
prevent Black hole Attacks are studied. Most previous
studies are based on the characteristics of Black hole
Attacks or simple testing mechanisms to detect network
attacks. This leads to limitations that need to be overcome
such as: Error rate in malicious node detection algorithm,
routing waste, data routing efficiency in normal network
scenarios. This article proposes a new algorithm based on
statistical theory named DBA to detect Black hole Attacks.
This solution uses a balance index (BI [7]) threshold value,
calculated based on statistical theory, to set the threshold
of the Black hole attack. A node reply to the SN value
greater than the allowed threshold will be defined as a
malicious node and isolated as soon as the attack. This
solution does not depend on the SN value of the reply
package so the ability to detect better attacks than previous
studies. In addition, the structure of route control packets
is not changed, so the route exploration cost is almost
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unaffected compared to the original protocol. The

contribution of the article includes:

(1) Build scenarios and assessing the harmful effects of
Black hole Attacks on the performance of the AODV
protocol on a randomly moving scenario;

(2) Proposing a solution based on statistical theory to
detect Black hole attack (DBA);

(3) Propose security protocol BDAODV by integrating
BDA into route discovery mechanism of AODV
protocol;

(4) Evaluation of the security effect of BDAODV
protocol on topology of random mobile nodes and
under Black hole attack with different number of
malicious nodes.

The structure of the article includes: Section 2 presents

a number of published researches related to security
solutions of Black hole Attacks. Section 3 presents some
related studies. Section 4 presents the results of assessing
the impact of Black hole Attacks on the packet routing
capabilities of the AODV protocol, and the security
effectiveness of the BDAODV protocol when network is
attacked. Final section is the conclusion and development
direction.

Il. BLACKHOLE ATTACK ON AODV

This section presents the AODV protocol and Black
hole Attacks on this protocol.

A. AODV Protocol

The AODV protocol [2] discovers the route through a
route request packet (RREQ), receives the route through
an reply packet (RREP), maintains the route through a
HELLO packet, and updates the route RERR. When the
source node Ns wants to send a packet to the destination
node Np without a route in the routing table, the Ns
discovers the route by broadcasting the RREQ request
packet to its neighbors. The intermediate node Ni stores
the path back to the source in the routing table (RT) and
continues to broadcast the RREQ packet to all its
neighbors, this process continues until the destination node
Np receives the route request packet. Upon receiving the
RREQ message, the destination node Np sends a Route
Reply Packet (RREP) containing the path information
back to the source Ns based on the previously stored uplink
information. The intermediate node forwards the RREP
packet to the source Ns, and stores the route to the
destination Np in the routing table. Route replies can also
be performed at intermediate nodes if there exists a
sufficiently 'fresh’ path to the destination.

The routing cost of the AODV protocol is calculated
based on the number of hops from the source Ns to the
destination Np, this is the HC value in the RREQ packet
(or RREP packet), HC will increase by 1 each time a node
forwards RREQ (or RREP). In addition, each node always
maintains the SN value as a basis for determining the
"freshness" of the discovered route to avoid route loop.
Based on the value of HC and DSN (which is the SN value
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of the destination node Np) in the RREP packet, the source
node Ns updates the new route if it satisfies the condition
that the newly discovered route is "fresh” enough and has
the best cost. Fig. 1 shows the source node (Ni)
discovering the route to the destination (Ns) by
broadcasting a RREQ packet to neighbors {N2, Ng}. N2 is
not the destination node, so it continues to broadcast to all
its neighbors including {Ns, N}, the process continues at
Ng and other intermediate nodes until node N5 receives the
RREQ packet. Each node only processes the RREQ packet
once, so Ny discards the RREQ packet received from Ng
because it was previously received from Ng Upon
receiving the RREQ packet, the destination node Ns replies
to the route by sending the RREP packet back to the source
in the direction {Ns—N4—N3— N>—N1}. Upon receiving
the RREP packet, N establishes a route to Ns through the
next intermediate node (NH) of N, with a cost (HC) to the
destination of 4 in the direction of
{N1—N;—N3—N;s—Ns}.

—» RREQ -9 Dropped -#» RREP (O Node

Fig. 1. AODV route discovery mechanism

B. Black Hole Attacks on AODV

Black hole attacks can be performed with one or more
individual malicious nodes [8], in the case of using two
malicious nodes connected together, this form is called
collaborative attack [9]. To perform a Black hole attack,
the malicious node goes through two stages: Stage 1, the
malicious node advertises itself to the source node that it
has the route to the destination at the best cost, so that the
malicious can trick the source node into redirecting to the
destination through it. In the second stage, the malicious
node receives all packets from the source node and drops
them all, so this is called a destructive attack. In a
collaborative Black hole Attack, the data packet is
forwarded to a second node, and dropped at this node to
avoid detection. As a result, data packets of UDP streams
are dropped, and TCP streams are interrupted because no
ACK signal is received from the destination. A form of
attack that is similar in nature to a Black hole attack is a
sinkhole attack presented in [10].

Fig. 2 depicts the source node N; discovering the route
to the destination Ns and the malicious node Ng performing
the Black hole Attack. Upon receiving the route request
packet, the malicious node N4 replies the source node N
with a fake route reply packet (FRREP) with the best cost
(HC=1) and a large enough SN to ensure that the route is
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"fresh" enough. In this case, source node Nj receives two
route reply packets in the direction of {Ng—Ns—N;}, and
{N5—N;s—Ns—N>—N;1}. The route corresponding to the
FRREP packet has a cost to the destination of 2, the route
receiving the RREP packet from the source has a cost of 4.
As a result, the RREP packet is dropped, the source node
accepts the FRREP packet to establish a path to the
destination in the direction {N;—Ns—Ng} due to its low
cost. In case the FRREP packet has a higher cost than the
RREP packet, the source node still establishes a route
through the malicious node because the SN value of the
FRREP packet is larger than the RREP packet.

- -~
- ~

—» RREQ —sp Dropped -p RREP > RREP

Fig. 2. Description of Blachole attacks on AODV

IIl. RELATED RESEARCHES

The essence of the Black hole Attack is that the
malicious node immediately responds to the received route
request (RREQ) packet. Therefore, the author [11]
proposed a solution to discard the first route reply packet
(RREP) received, accept the second RREP packet to
establish the route. The security performance of this
improved protocol (idsAODV) is increase but not much,
the reason is that the first RREP packet received does not
always come from the malicious node and the solution is
only effective if the malicious node is near the source node.

The Black hole Attacks detection solution based on the
automatic learning algorithm was proposed by Kurosawa
et al in [12]. The result after the training process is to
determine the threshold (th) to detect the Black hole Attack,
the problem is that the training data does not include the
information of the Black hole node. Further, to improve
security, Raj et al improved the results of [12] and
presented the DPRAODV protocol [13] that enables
detection, prevention and response when a Blachole
Attack occurs. The author has added a threshold value th2
which is the maximum value of the SN value in the routing
table. The RREP packet is accepted if the security
condition in [12] is met and the SN value in the received
RREP packet is less than the threshold th2. Nodes detected
anomalous are blacklisted (BL - Black List), RREP packet
from malicious node is dropped, node broadcasts ALARM
message packet containing malicious node information to
neighbors. The limitation of the solution is that it has to go
through the training process to build the threshold value
thl, the training data is not general. In addition, the
ALARM package can also be exploited by hackers to

©2022 Journal of Communications

attack by telling nodes in the system that a normal node is
a malicious node.

Authors [14] proposed “Security Agent for detect and
avoid co-operative black hole node attack in MANETS”.
This method use SRT and RRT routing table and alarm
classification and alarm generation to find out black hole
node and use security agent to avoiding cooperative black
hole attack in mobile Ad hoc network. This technique
improve packet delivery ratio, network throughput and
reduce end to end delay of data packet transmission.

Authors [15] proposed “Preventing of Black hole
Attack in AODV protocol using timer based detection
technique” used AODV protocol for data transmission
between source node to destination node in this technique
transition delay, queuing delay, propagation delay and
processing delay is used to find out black hole node in
network if the delay is more than threshold value then it
may be possibility of black hole node present in that route
of communication so avoided that route for further
communication. This method improve throughput of
communication.

Authors [16] proposed “Mitigating effects of black hole
node attack in mobile ad-hoc Networks: Military
perspective” work is based on the MANET deployment in
a military battlefield scenario along the border. The
proposed methodology uses the basic methodology of
flooding a fake RREQ packet in MANET to identify the
Black hole node (BHN). Once the node is identified then
it is checked from the adjacent node that is that node
identified as the BHN is forwarding any packets to the
node towards the destination. If the adjacent node gives a
positive response to information then the attack is
identified as cooperative black hole else single Black hole
attack. In both the case Black Hole List (BHL) is updated.

Authors [17] analyzed the black hole attack in wireless
P2P networks using the AODV as the routing protocol. In
a black hole attack, a malicious node assumes the identity
of a legitimate node, by creating forged answers with a
higher sequence number, and thus forces the victim node
to prioritize it as a relay node. They proposed a SBAODV
routing protocol, based on a modification of the AODV
routing protocol, taking into account the behavior of each
node participating in the network.

IV. PROPOSED OUR SOLUTION

This section presents the Black hole Attack detection
algorithm (BDA) and improves the AODV protocol to the
Black hole attack detection protocol (BDAODV).

A. BDA Solution

The AODV protocol uses two parameters SN and HC in
the RREP packet to establish a route. This is the cause of
the Black hole Attack. The paper proposes the BDA
solution, which is calculated based on the balanced index.
Algorithms 1, 2 and 3 describe the steps of a BDA solution,
in which algorithm 1 allows to collect information about
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the SN value of all nodes each time a RREQ packet is
received, this value is used to caculate the balanced index.

Algorithml: Algorithm to collect SN values

Input: RREQ packet
Ouput: L is the list of SN values of all the nodes in the
network
Procedure getSequenceNumber(RREQ, L);
Begin
/I The address of the source node
src «— getIDSourceNode();
if (L[src] < RREQ.SN) then
L[src] « RREQ.SN;
End;

n .
sd « Z Li=av9)* 1/ tandard deviation
k=1 n—1

bi « 2 * avg * ‘;"fl /I balanced index

S
Return bi;
End;

Algorithm 3 allows a node to check for security. A node
that replies to the route with an DSN value greater than the
allowed threshold (bi) will be identified as a malicious
node and isolated immediately upon attack. This algorithm
executes every time the node receives the RREP packet for
security check.

Algorithm 3: Security Checking

Algorithm 2 allows a balanced index (bi) value to be
calculated, which is used to identify a node as malicious or
normal. Bl is calculated based on statistical theory as a
dynamic threshold value for black hole attack detection.

Algorithm 2: Algorithm to calculate the balanced index
value

Input: L is the list of SN values of all the nodes in the
network
Ouput: bi is the balanced index
Function getindexBalance(L);
Begin
/In is number of nodes in network and n>1
if n=1 then Return L[1];

avg « M ; [lthe sample mean

()

Input: RREP packet
Ouput: True if the destination node is normal; otherwise,
return False
Function checkSecurity(RREP, L);
Begin
dst < getIDDestinationNode();
if BDP + NQP > NPP then return True;
/IAddress of destination node that it sends
/IRREP packet
bi « getindexBalance(RREP, L);
if (RREP.DSN > bi) then
Return False
Else
Return True;
End;

Starts route discovery
(Broadcasts RREQ)

Source node

________________________ ¢_____________

preceding node (Nj):

Ni receives RREQ packet from a

no

s Did N; processed
RREO?

NQP[NjJ++;

Collects SN values of source node using Algorithm 1:

routing table:

Saves broadcast_id and src_add into its cache:
and adds a new route to back source node to its

v

I’m destination?

no

Intermediate/ destination

v yes

Has a fresh route to
destination?

ves

| Drops RREQ: H

Generates and sends RREP packet: ‘

Fig. 3. Route request algorithm of BDAODV
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Starts route reply process
(Unicasts RREP)

Destination
node (Np)

src = address of destination node (Np) or
intermediate node (Ni) which has a route
to destination

v

Ni receives RREP packet from a
preceding node (N;);

NPP[N;j]++;
OK = checkSecurity(RREP, L); //Using Algorithm 3

v

DBA

Nj is normal node; Attacks Detection;
Accepts RREP; Drops RREP;

| am source
node?

Finds a route to Ns in
its routing table

yes

yes Adds a route to Np;
RREP.HC++;
Forwards RREP back to

source node Ns;
no

Drops RREP packet;
Route Discovery is fail;

Accepts RREP packet;
Adds a new route to Np or
updates the entry in its routing
table if it is exits;

A4

Source node
(Ns)

Fig. 4. Route reply algorithm of BDAODV

B. Proposed BDAODV Protocol

The article proposes the BDAODV protocol by
improving the AODV protocol using the BDA solution.
The route discovery algorithm of the BDAODV protocol
is developed from AODV at the route request process as
shown in Fig. 3 and route reply as shown in Fig. 4. Similar
to [17], the node records the number of route request
packets (NQP), the number of route reply packets (NPP),
and the number of data packets (NDP), received from Nx.
If BDP + NQP > NPP then Ny is a trusted node

a) Route Request algorithm: To discover the route to the
destination node Np, the source node Ns initiates the
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RREQ packet and broadcasts to all the neighbors of the N,
the RREQ packet is processed at many intermediate nodes
before reaching the destination. Whenever receiving a
RREQ packet from the previous node (N;j), the
intermediate node (N;) processes the RREQ packet as the
original AODV protocol, the difference is that every time
a RREQ packet is received, node N; collects the SN value
of the source node and counts the number of route request
packets (NQP), algorithm details as Fig. 3.

b) Route reply algorithm: Upon receiving the RREQ
message, the destination node Np replies to the RREP
packet containing the path information back to the source
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Ns based on the previously stored reverse path information
(Fig. 4). RREP packet processing is performed as the
original AODV protocol. The difference is that every time
the RREP packet is received, the intermediate node (N;)
uses algorithm 3 to check the security before forwarding
the RREP packet to the source, the checking process is as
follows:
— Ninode counts the number of route reply packets

(NPP) and to check security using algorithm 3;
If OK = True, go to Step 1; otherwise to Step 2;

Step 1: The node replies that the route is normal, N;
accepts the RREP packet and forwards the RREP packet
to the source Ns, and saves the route to the destination ND
in the routing table.

Step 2: The node replies that the route is determined to
be malicious, the RREP packet is dropped, the algorithm
terminates.

V.

Using NS-2.35 [18], we evaluate the original AODV,
the SBAODV, and BDAODV and compare their
performances with Black hole Attacks in terms of Packet
delivery ratio, End-to-end delay, and Routing load metrics.
[6], [7], [19]

a) Packet delivery ratio (PDR): The ratio of the received
packets by the destination nodes to the packets sent by the
source nodes (egn 1); where n is number of data packets
that are received by destination nodes, m is number of data
packets that are sent by source nodes.

EVALUATE THE RESULTS BY SIMULATION

Arecieved
i

}2;DAT

" DATA®™
j=1 i

PDR =

*100%

1)

b) End-to-end delay (ETE): This is the average delay
between the sending time of a data packet by the CBR
source and its reception at the corresponding CBR receiver

(egn 2), where DeIay‘DATA is the delay time for sending

i" data packet to its destination successfully, n is number
of data packets that are received by destination nodes.

ETE Zin:l Delaypra
n

¢) Routing load (RL): This is the ratio of the overhead
control packets sent (or forwarded) to successfully deliver
data packets (eqn 3), where n is number of data packets
that are received by destination nodes, g is number of
overhead control packets that are sent or forwarded.
Routing discovery packets including: legitimate RREQ,
fake RREQ, RREP, HELLO and RERR packets.

.1 CONTROL _ PACKET e
L==E ,
zi”:l DATAIremeved
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A. Simulation Parameters

The paper uses 5 network topologies, each topology
includes 50 nodes, all nodes move randomly according to
Random Way Point model (RWP [20]), simulation time is
500s, number of emitters CBR is 25, the first source starts
at the Oth second, the next sources are 15 seconds apart,
parameter details are in Table I.

TABLE I. DETAILS OF SIMULATION PARAMERTERS

Parameters Value

Simulation time 500 (s)

Number of normal nodes 50

Number of malicious nodes 1,2,3

Broadcasting radius 250 (m)

Mobile model RWP

Speeds 1..10,1..20 m/s

Transport protocol UDP

Routing protocol AODV,
SBAODV [17],
BDAODV

Number of CBRs 25

Traffic type CBR

Packet size 512 bytes

Queue FIFO (DropTail)

B. Simulation Results

After performing 90 simulation scenarios with 3
protocols on 5 random mobile network topologies, with
different maximum speeds, different number of malicious
nodes, the results are statistically in Table Il including:
Average and standard deviation.

TABLE Il. SIMULATION RESULTS

Average
PDR RL ETE
MN BDAODV SBAODV AODV BDAODV SBAODV AODV BDAODV SBAODV AODV
1 79.37 48.64 4.86 2.09 3.92 17.24 286.52 482.59 151.81
2 78.53 50.72 3.66 2.20 3.80 19.06 276.19 537.72 119.28
3 78.82 53.41 3.70 2.29 371 17.82 280.86 534.88 86.83
Standard deviation values
1 8.15 321 0.36 0.47 0.90 2.58 21.82 159.02 52.38
2 4.82 1.52 0.14 0.48 0.76 1.87 58.66 241.13 88.80
3 10.96 1.35 0.24 0.70 0.60 1.75 68.75 96.60 48.22
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a) Packet delivery ratio. The graph of packet delivery
ratio in Fig. 5 shows that the Black hole Attack has
affected the routing efficiency of two protocols AODV and
SBAODV. After 500 seconds of simulation in the attacked
network scenario using 1 malicious node, the packet
delivery ratio of AODV protocol is 4.86%, SBAODV is
48.64% and BDAODV is 79.37%, standard deviation is
0.36%, 3.21% and 8.15%, respectively. Under 3 malicious
nodes to attack, the packet delivery ratio of AODV
protocol down to 3.7%, SBAODV is 53.41% and
BDAODV is 78.82%, standard deviation is 0.36%, 3.21%
and 8.15%, respectively. The security mechanism of the
SBAODV solution is less reliable than BDAODYV because
the first route reply packet received does not always come
from the malicious node, dropping the first received RREP
packet will have a huge effect to the routing efficiency, on
the contrary, the proposed mechanism has good efficiency,
so the PDR of BDAODV is much higher than that of
SBAODV.

BDAODV —%—SBAODV —H -~ AQODV - & -

90

80 %
. T
g 70
2 60
12 e — —
QE;SO';P_ ——————— —&
2 40
8
= 30
g
® 20
o
10
[ R L e R R q
0
1 1.5 2 2.5 3

Number of Malicious Nodes

Fig. 5. Packet delivery ratio
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Number of Malicious Nodes

Fig. 6. Routing load

b) Routing load. The graph in Fig. 6 shows that the
routing load (RL) of the BDAODV protocol is lower than
the other two protocols in the Black hole Attack scenario.
At the end of 500 seconds of simulation under 1 malicious
node, the routing load of AODV is 17.24pkt, SBAODV is
3.92pkt and BDAODYV is 2.09pkt, standard deviation is
2.58pkt, 0.9pkt and 0.47pkt, respectively. Under 3
malicious nodes to attack, the routing load of AODV
protocol is 17.82pkt, SBAODV is 3.71pkt and BDAODV
is 2.29pkt, standard deviation is 1.75pkt, 0.6pkt and 0.7pkt,
respectively. The BDAODV protocol has good security
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performance, so the packet delivery ratio to the destination
is high, which leads to a lower routing load than the
SBAODYV and AODV protocols.

¢) End-to-end delay. Fig. 7 shows that in a network
scenario under Black hole Attack, the end-to-end delay
time to successfully route a data packet to the destination
of AODV is 151.81ms, SBAODV is 482.59ms and
BDAODV is 286.52ms under 1 malicious node, standard
deviation is 52.38ms, 159.02ms and 21.82ms, respectively.
Under 3 malicious nodes, the end-to-end delay of AODV
is 86.83ms, SBAODV is 534.88ms and BDAODV is
280.86ms, standard deviation is 48.22ms, 96.6ms and
68.75ms, respectively. This result shows that the security
mechanism of the BDAODV protocol has affected the EtE

of the original protocol.
BDAODV +—%—SBAODV +—& -+ AODV - -& -
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% 600 | 4
S0 —— — T T -
©
[s)
2 400 !
&
S 300 |
2 200 l
B .-
100 LT ‘
i :
1 15 2 2.5 3

Number of Malicious Nodes

Fig. 7. End-to-End delay

VI. CONCLUSION

The article proposed a BDA solution based on statistical
theory and security protocol BDAODYV against Black hole
Attack. This solution uses a balanced threshold value,
calculated based on statistical theory, as the Black hole
Attack detection threshold. A node that replies to the route
with an SN value greater than the threshold is identified as
a malicious node and isolated immediately upon attack.
This solution does not depend on the SN value of the route
reply packet, so the attack detection ability is better than
previous studies. The simulation results show that the
performance of the BDAODYV protocol is very good in the
Black hole Attack network scenario, much better than the
SBAODV solution. In the future, we will continue to
implement and evaluate the security effectiveness of the
proposed solution with some similar studies on WSN,
VANET and BAN network scenarios.
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