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Abstract—In this article, we present a security model 

architecture for communications, it offers a lightweight 

authentication in real-time, decentralized, efficient, that can be 

applicated in real mode, the proposed model respects the security 

requirements authenticity, anonymity, integrity, and non-

repudiation. In our scheme, we firstly initialize the authentication 

between vehicle and RSU, the vehicle has an Access Token and 

key to join the group, then we use a hash message authentication 

code (HMAC) to avoid time consuming CRL checking. Finally, 

the vehicle can be using the generated Access Token for 

communication. The performances show that our model is more 

efficient in terms of authentication speed and consuming 

resources, it results a real time authentication. 
 
Index Terms—V2V, security, Hash Message Authentication 

Code (HMAC), access token, authentication, Vehicular Ad Hoc 

Networks (VANETs) 

 

I. INTRODUCTION 

The ad hoc VANETs vehicle networks has a network 

type that belong to mobile vehicles, and a fixed 

infrastructure with a trusted regional authority, and RSU. 

VANETs networks facilitate traffic, improve road safety, 

by sharing data, which can be the position, speed, direction 

of vehicles and warnings about dangers such as accidents 

and traffic jams [1]. Also, it provides comfort services to 

drivers, but to ensure proper operation, vulnerabilities and 

malicious attacks must be avoided, several authentication 

models have been proposed. These models are based on 

asymmetric cryptography; however, it cannot be adapted 

to highly dynamic environments with limited resources in 

terms of storage and computing power. 

The main traditional styles networks also exist in 

vehicular networks, such as DoS (Denial of Service), 

Bogus information, when information is sent by 

adversaries, including certificates, warnings, security 

messages, and falsified identities [2]. 

There are several important requirements, for achieving 

security in VANETs, which are discussed as follows 

Authentication: Vehicles should respond only to the 

messages transmitted by legitimate members of the 

network. Thus, it is very important to authenticate the 

message sender [3]. Availability: The network should be 

available even if it is under an attack by using an 

alternative mechanism without affecting its performance 

[3]. Data Integrity: ensuring data or messages are not 

altered by attackers. Otherwise, users are directly affected 

by the altered emergency data [3]. Non-repudiation: A 

sender must not deny a message transmission whenever an 

investigation or identity of a vehicle is required. 

The asymmetric cryptographies are the basic means of 

protecting information security the authentication message 

privacy, data integration and non-repudiation, moreover, 

Traditional networks uses CA (Certificate Authority) to 

manage and distribute key [4].  

Real-time is one of the important problems in VANETs 

networks, vehicles must exchange messages instantly in 

high dynamic, respecting a level of safety, and ensure that 

corrupted data is detected and not used for malicious action 

as the use of corrupted data could cause damage to humans. 

VANETs need a new mechanism to managed 

authentication.  

In the articles [4]-[7], the authors proposes security 

models based on cryptography with a high cost,  and 

storage cost, that  uses the asymmetric cryptography, but, 

cannot work well in VANETs networks, because the V2V 

communication requires a hard real-time, also, there is the 

signature verification, which adds a high cost, and high 

latency, the proposed model [8] by authors, offers a 

message authentication system (RAISE), which uses an ID 

basing on a symmetric key hash message (HMAC). There 

is a need for an efficient authentication model for VANETs. 

Until now key management schemes can be divided into 

local distributed CA (Certificate Authentication), fully 

distributed CA (Certificate Authentication), or self 

distributed CA (Certificate Authentication) [9]. 

To ensure the above need, we propose a decentralized 

authentication model for V2C communication networks. 

The proposed model is a lightweight authentication in real-

time, it uses an Access Token Aggregation and hash 

message authentication code HMAC, it satisfies the 

security requirements: authentication, integrity, non-

repudiation, and anonymity.  

After presenting the related works in the second section, 

the third section is devoted to the description of the JSON 

 
 

 



Web Token, and the HMAC. In the fourth section, we will 

present in detail the proposed model and its description. 

The last section gives some concluding remarks and 

perspectives for future related works. 

II. RELATED WORK 

We describe related work reported in the literature 

regarding the security of of V2V and V2I communications. 

In the Efficient and Robust Pseudonymous [10], the 

authors (ERPA) are based on the group’s signature, CA 

has a gsk-v group private key and a group gpk-ca public 

key to verify the signature, each vehicle has a group 

signature on the certificate using gskv, after adding the 

pseudonym in the certificate. Pseudonymous 

authentication requires public keys vehicle that do not 

reveal identity. Messages are signed with the private key 

and attached with an associated certificate; the receiving 

validates signature message using the gpk-ca. This system 

provides authentication, integrity, non-repudiation, and 

anonymity of the message. 

TACKs [11] divides the VANET networks into small 

areas, the CA delegates all function to the Regional 

Authorities (RA). The group members used Guk to 

generate a group signature. Revocation and Traceability is 

applicated by the CRL, that be associated to each Regional 

Authority.  

The authors in [12] split the VANET networks into 

equal segments, each segment is managed by an RSU, the 

vehicles interact with the RSU without returning to the CA, 

and shared the group key.   

The authentication models are studied in [13], [14]. 

Authentication is presented in [13] with short lived key, 

that changing frequently, this model uses Symmetric 

encryption, the RSU used for authentication and key 

distribution. In [14] a decentralized authentication model 

for V2V to protect vehicles in VANETs networks, using 

the concept of transitive trust relationship. 

The document [15] presents an evaluation of ECDSA, 

that is the authentication mechanism for VANETs 

networks, it focused on the execution time of the algorithm 

to find a string security with a short processing delay. 

Probabilistic adaptive anonymous authentication 

(PAAA) [16] focused on timeliness, scalability, and 

anonymity. The Road Side Unit (RSU) the vehicle using 

public-key cryptography to prevent CA overload, the 

central server manages the public and private key pair, the 

key is distributed by the subgroup manager. 

In [17] proposed a leader for each group in V2V 

communication, the leader is the vehicle staying longest 

time in the group, the asymmetric authentication is used 

for each node, Identity based cryptography is used to 

authenticate vehicle without using certificates. 

In Anonymous Blockchain Reputation System [18], the 

authors presents a new model that use two blockchains 

(CerBc and RevBc) for authentication, this blockchains 

used to verify the validity of the certificate.                

Our work aims to present a simple decentralized 

authentication model for V2C communication networks. It 

is a lightweight authentication to guarantee the real time 

and security of VANETs networks by ensuring maximum 

flexibility. 

III. BACKGROUND 

A. JSON Web Token 

JSON Web Token (JWT) is a compact, URL-safe means 

of representing claims to be transferred between two parties.  

The claims in a JWT are encoded as a JSON object that is 

used as the payload of a JSON Web Signature (JWS) 

structure or as the plaintext of a JSON Web (JWE) structure, 

enabling the claims to be digitally signed or integrity 

protected with a Message Authentication Code (MAC) 

and/or encrypted [19]. JWTs are based on Web Signature 

JSON (JWS) and JSON Web Encryption (JWE) [20]. 

JWT is a standardized tripartite (Header, Payload and 

Signature) token structure encoded in a compact JSON 

serialization format (using Base64-URL) [21]. 

• Header 
The header contents two parts, the type of the token and 
the signing algorithm being used such as HMAC 
SHA256 or RSA. 

 { 
  "alg": "HS256", 
  "typ": "JWT" 
} 

• Payload 
The second part of the token is the payload, which 
contains the claims. 

{"sub": "1234567890", 
  "name": "Abdelilah EL IHYAOUI", 
  "admin": true 
} 

• Signature 
The signature is used to verify that the message wasn't 
changing the way. 

• HMACSHA256( 
 base64UrlEncode(header) + "."  
base64UrlEncode(payload), 
secret) 

JWT access tokens can be used for validation of a 

subsequent client request without making frequent calls to 

the resource server or database. Access tokens can have 

limited validity periods via embedded expiration time. 

Furthermore, Access-related claims can be embedded as 

part of its payload [22]. 

B. Hash Message Authentication Code 

HMAC a keyed-hash message authentication code is a 

mechanism for message authentication using approved 

cryptographic hash functions [23]. The HMAC value over 

a message M using a secret key K is used to authenticate 

the source of a message  and  its integrity  by  attaching  a  
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message authentication code (MAC) to the message, 

which is accomplished by a cryptographic keyed hash 

function (such as MD5, SHA1, SHA-256) [24]. 

In addition, the proposed model we use HMAC 

implementation to authenticate the origin of a message and 

its integrity without using any additional mechanism, use 

only the shared key between group members by the RSU 

Fig. 1. 

 
Fig. 1. Proposed model steps 

IV. THE PROPOSED MODEL 

Security models based on cryptography with a high cost 

and storage cost, all secure models use the asymmetric 

cryptography, therefore cannot work well in VANETs 

networks, because of the V2V communication requires a 

hard real-time, there is also the signature verification, 

which adds a high cost, and high latency. As a result, to 

respect real-time in V2V communication, we propose a 

new authentication strategy in three steps. 

In this section, we present the proposed model in detail. 

This model needs not to use the asymmetric cryptography 

for V2V communication that’s requires a hard real-time. 

The main operations as show in the following Fig. 2: The 

first is an initial registration that use the flexible Real-time 

authentication for V2I communication, the second is an 

Access Token Aggregation to broadcast Haggr to the 

group vehicles, The third is the hard Real-time 

authentication that secure the V2V communication. 

 

Fig. 2. Proposed model steps 

A. Components of the Proposed Model 

The proposed model shown in Figure 4 aims to provide 

a secure communications V2I and V2V, ensure security 

and protect vehicles against malevolent by ensuring the 

authentication, non-repudiation and the integrity using 

hard real-time model and Flexible real-time model. 

Here are the main components of our new model: 

• Authentication Server (SA): is a trusted third party, 
which refers to a trusted administration with sufficient 
computational and storage resources where all vehicles 
register and get their certificates for VANETs usage 
[13]. 

• Roadside units (RSU): is an immobile infrastructure 
node that is usually placed in a traffic-dense area. By 
caching and relaying messages for vehicles in its 
vicinity, or serving as a gateway to the wired network, 
adding to this, an RSU can expand the functionality and 
capability of a VANETs [25]. 

• Vehicle/Driver: entities to which the AS will issue the 
access token. These entities will be responsible for 
managing credentials, disclosed attributes, and 
ultimately responsible of sending and verification the 
corresponding authentication access token [26]. 

B. Assumptions 

We assume that the OBU of each vesicle is equipped 

with a small HSM, it is a security hardware used for private 

keys storage and operations, and an event data recorder 

(EDR), so that an attacker cannot retrieve the data from the 

OBU. 

C. Notation 

Ri: the i-th RSU 

Vi: the i-th vehicle 

Mi: the message sent by Vi 

Ki: shared key between Vi and Ri 

Kg: shared key between group members Vi and Ris 

ATi:  Access Token of Vi assigned by AS 

RTi: Refresh token of Vi assigned by AS 

PKr: the public key of RSU 

SKr: the private key of RSU 

Cr:  certificate of RSU 

{M}SKr : digital signature of M by RSU 

ExpDatei : Expiration date of the ATi 

PKv: the public key of V 

SKv: the private key of V 

Cv: certificate of V 

{M}SKv : digital signature of M by V 

H(.):  hash function 

HMAC(.): a keyed-hash message authentication code 

||: message concatenation operation, 

D. Initial Registration 

The following diagram shown in Fig. 3 illustrates the 

registration steps of the vehicle in the group: 

• The vehicle sends the signed message “Hello” 

• The RSU checks the signature message, using vehicle 
certificate, to also verifies the vehicle identity.    

• The RSU sends a signed message to the vehicle. 

• The vehicle checks the RSU identity. 

• After the mutual authentication, the secret key Ki will 
be shared between vehicle and RSU.  

• The RSU sends the authentication request to the server 
for login and registration in the group. 
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• The authentication server verifies the request, 
generates authentication result that is represents an 
access token and refresh token. 

• The RSU sends the authentication results and the secret 
key of the group Kg to the vehicle.  

• The vehicle stores the access token, refresh token, in 
this time the vehicle becomes trustful and obtains Ki 
and Kg. 

 
Fig. 3. Sequence diagram: Initial registration 

E. Access Token Aggregation 

After the initial registration, the RSU completes the 

authentication procedure, the following diagram shown in 

Fig. 4 represents the Access Token Aggregation steps of 

the RSU: 

• The RSU stores the Ki, RTi, ATi and ExpDatei in the 
local data base as show in the following Fig. 5. 

• The RSU calculates the H(ATi||ExpDatei) for each 
vehicle, and aggregate all hash Haggr =  
H(AT1||ExpDate1) || H(AT2||ExpDate2) || 
H(AT3||ExpDate3) || H(ATn||ExpDaten). 

• The RSU signs the Haggr using SKr { Haggr}SKr. 

• The RSU broadcats Haggr||{ Haggr}SKr to all vehicles 
members group. 

F. Real-Time Authentication 

After broadcasting the Access Token Aggregation, the 

following diagram shown in Fig. 6 presents the real-time 

authentication to secure V2V communication.  

• The Vehicle Vi sends to V1 andV2 the Ati||Mi-
id||ExpDatei||Mi \n HMAC(Ati||Mi-id||ExpDatei||Mi) 
using Kg || HMAC(Ati||Mi-id||ExpDatei||Mi) using Ki. 

• The vehicle V1 calculate the HMAC of “Ati||Mi-
id||ExpDatei||Mi “using Kg, the calculated hash used to 
verify that message is sent by a group member using. 

• The vehicle request identity verification to the RSU, 
that has the Ki to verify the sender of message. 

 

Fig. 4. Sequence diagram: Access oken aggregation 

 

Fig. 5. Proposed model architecture 
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Fig. 6. Sequence diagram: Real time authentication 

V. EVALUTION AND DISCUSSION 

The strength for our model is shown in Table I. 

The most advantage for our model is that used supports 

asymmetric cryptography for V2I communication, that 

used as an initialization for V2V authentication using Hash 

and HMAC to respect a real time. 

TABLE I: SECURITY MODELS 

Security Model Communication types Cryptography System Real time 

Probabilistic adaptive anonymous 
authentication (PAAA) [23] 

V2V, V2I Asymmetric No 

Efficient and Robust Pseudonymous 
Authentication (ERPA) [10] 

V2V, V2I Asymmetric No 

TACKs [11] V2V, V2I Asymmetric No 

Group-based V2V [17] V2V Asymmetric, Symmetric No 

BARS [18] V2V, V2I Asymmetric No 

Proposed model  V2V, V2I Asymmetric, Hash and HMAC Yes 

 

VI. CONCLUSION 

This document represents an overview of the current 

state of research in the field of authentication in VANETs, 

and our proposed model that contains a flexible-time 

authentication that can use the asymmetric cryptography 

in V2I communication, it presents the registration step 

whith an Access Token of the vehicle in the group, and 

real-time authentication that use the generated Access 

Token and HMAC to secure the communication with all 

member group. 

Our future work aims to set up the environment using 

an open-source technologies before testing the 

implementation of the proposed model, and to this end, we 

are in the process of developing all components of this 

models, the source code will be published in a public 

repository at GitHub.  
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