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Abstract—On-demand routing protocol is designed to work 

efficiently on mobile ad hoc networks (MANET). They operate 

with the belief that all nodes in the network are friendly, thus 

hackers exploiting security vulnerabilities to carry out some 

form of cyber attacks, especially Flooding attacks. This form of 

attack is easily accomplished by overflowing route request 

packets into the network. Once the attack frequency is large 

enough, it shall interfere with the route discovery of other 

network nodes, damaging network performance. In this article, 

we will analyze and evaluate the impact of flood attacks on the 

performance of two routing protocols AOMDV. Thereby, we 

describe a security solutions using the One Time Password 

(OTP) authentication mechanism (OAM) and implementing 

AOMDV-OAM security protocol, which is improved from the 

AOMDV protocol by using OAM  to reduce the harmful effects 

of flood attacks. Using NS2, we assess the security 

effectiveness of the AOMDV-OAM  protocol in random 

waypoint network topologies where has flooding attacks. 

Simulation results show that AOMDV-OAM protocol is very 

effective in minimizing the harmful effects of flood attacks, the 

rate of successful packet delivery reached over 99% when the 

one malicious node attacked with a frequency of 20pkt/s and 

50pkt/s for Grid network topology. 
 
Index Terms—AOMDV, AOMDV-OAM, MANET, flooding. 

 

I. INTRODUCTION 

Mobile Ad hoc Network is a self-configuring network 

of mobile nodes that are interconnected through wireless 

links that form an independent network. Devices in the 

network can move freely in all directions, therefore; its 

linkage with other devices also changes on a regular basis. 

With outstanding features such as operation independent 

of infrastructure, fast and flexible deployment in many 

different terrains, the MANET network is increasingly 

asserting its position in the market. MANET can be 

applied to many areas of life such as military and 

communications in disaster conditions. [1] 

The AOMDV [2] protocol extends the AODV to 

discover multiple link-disjoint paths between the source 

and the destination in every route discovery. It is 

designed with the belief that the nodes in the network are 

friendly. Therefore, it has not been designed for security 

purposes yet. Attackers can break into the network by 
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attacking nodes, thereby paralyzing the network's activity. 

Some of the most common attacks used by hackers are: 

Blackhole [3], Grayhole [4], Wormhole [5], Sinkhole [6], 

Whirlwind [7] và Flooding [8], [9]. The Flooding attack 

is easy to perform and seriously affects network 

performance, the malicious node operates almost similar 

to a normal node, except that it transmits the RREQ 

packet with high frequency to the network [10]. There are 

3 types of flooding attack: RREQ, DATA and HELLO. 

 
Fig. 1. Some flood attacks [10] 

The flood attack performed on the AOMDV routing 

protocol is shown in Fig. 1. The malicious node can 

attack continuously or selectively at the control packets 

or data packets. In addition, the malicious node can attack 

both control and data packets. In particular, the malicious 

node has many ways to bypass security solutions such as 

using a fake address, an address like a normal node, 

sometimes acting as a normal node. Here are some 

common types of flood attacks: 

 ASRRF: The malicious node uses the spoofed address 

and floods the network with the RREQ packet. 

 NASRRF: The malicious node uses the fixed address 

and floods the network with the RREQ packet. 

 ASHF: The malicious node uses the spoofed address 

and floods the network with the HELLO packet. 

 NASHF: The malicious node uses the fixed address 

and floods the network with the HELLO packet. 

 ASDF: The malicious node uses the spoofed address 

and floods the network with the DATA packet. 

 NASDF: The malicious node uses the fixed address 

and floods the network with the DATA packet. 

Similar to recent studies [10]-[13], the paper focuses 

on flood detection and prevention solution with NASRRF 

behavior. Selective flood attacks with changing addresses 
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are difficult to detect. This is a very interesting topic and 

requires further studies to fix. In this paper, the main 

contributions are as follows: 

a) Proposed a flooding attack prevention routing 

protocol by integrating OAM into the original 

AOMDV protocol. 

b) Evaluated the effectiveness and the performance 

of the proposed solution for high-speed mobility 

MANETs under RREQ flooding attacks. 

The remainder of this paper is structured as follows: 

Section 2 presents a review of the related work on 

detection of flooding attacks. Section 3 presents our 

solution and a novel flooding attacks prevention routing 

protocol by improving AOMDV protocol using OAM. 

Section 4 presents the results of evaluation the 

performance of the proposed solution. Section 5 

concludes the paper. 

II. RELATED WORKS 

In recent years, security solutions have been 

announced in the direction of detection and prevention. 

The reason is that they have the advantages of being low-

cost, easy to implement, in contrast, the attack prevention 

solution uses a between-node digital signature-based 

authentication mechanism [14], therefore the security 

level is very high, but the disadvantage is the high cost of 

route discovery. 

The author [15] assumes that the priority of a node is 

inversely proportional to the RREQ broadcast frequency. 

Nodes that request too much route will have low priority 

and will be excluded from routing. The author also 

presents the solution to detect flood attacks of the RREQ 

packet, DATA packet. In order to be able to detect a 

RREQ packet flood attack, a threshold value is set based 

on all neighbors' data. Furthermore, the detection of a 

DATA packet flood attack is also presented based on data 

received at the application layer. The author [16] 

proposes an energy-saving engineering dual-walled 

system (DDWS) to minimize the impact of flood attacks 

in the AODV routing protocol. The author [17] presents a 

solution to add a new component to each node that is 

responsible for monitoring the threshold on the number of 

packets required by the route of all neighbors. This 

solution solved the RREQ packet flood detection issue 

but did not address the DATA packet flood attack 

problem.  

Some studies on flood detection are published [11]-

[13]. These solutions mainly rely on the frequency of 

RREQ packet transmission (number of RREQ packets per 

unit time) to detect the attack. A node that performs too 

much RREQ packet detection will be considered 

malicious if the threshold value is exceeded. The 

limitation of the solutions is that if the malicious node 

transmits the packet at a frequency lower than the 

threshold, it will avoid detection. This limitation is 

overcome by solutions based on the field of data mining. 

The author [18] presents the solution using the kNN 

algorithm to detect the RREQ packet flood attack for 

wireless sensor networks. To classify the malicious node 

and the normal node, the author has represented their 

information with an n-dimensional vector. Data collected 

to construct the vector includes: the number of route 

request packets sent over a period of time, the number of 

route request packets with different destination node 

addresses, the number of route request packets with the 

same source address. However, the solution is not 

suitable in the MANET network environment due to the 

high mobility characteristics. The author [8] proposes 

solutions using mobile operators to detect and prevent 

flood attacks. Each operator acting at each node is 

responsible for calculating the time slot between route 

discoveries. From there, the network node support 

identifies whether a source node is a malicious or normal 

node. The author [9] proposes FADA security solution 

and improves the AODV protocol to create a FAPRP 

security protocol. In the FADA solution, each node is 

represented by a route discovery frequency vector. Based 

on the kNN algorithm, the node identifies a malicious or 

normal node each time it receives a RREQ packet. 

III. A SECURITY ROUTING PROTOCOL USING OTP 

AUTHENTICATION MECHANISM 

In this section, we describe about discovery 

mechanism on the AOMDV routing protocols, the OTP 

authentication mechanism, and present the operation 

details of the proposed AOMDV-OAM routing protocol. 

A. AOMDV Routing Protocols 

 
Fig. 2. Description of the route discovery mechanism of the AOMDV 

protocol 

On-demand distance vector (AODV [19]) routing 

protocol is recommended for use in MANET networks. 

AODV uses route discovery when needed, a path is 

initiated whenever a node needs to send a packet with 

another node that a route to the destination that cannot be 

found in the routing table. The source node broadcasts a 

routing request (RREQ) and recives a reply route packet 

(RREP). Similar to AODV, the AOMDV routing uses the 

RREQ, RREP packets to discover a new route. The two 

major differences between these two protocols are the 

number of paths found after each route finding. The 

AODV protocol finds only one path to the destination, 

the AOMDV protocol allows finding more than one 

suitable path for the routing table. Fig. 2 describes how 

the source node (NS) routes to the destination node (ND) 
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based on the AOMDV routing protocol. Upon receiving 

the RREQ packet, the ND node relies on the backward 

route to the source to send unicast the RREP packet to the 

source node in two directions: {ND→N6→N1→NS} and 

{ND→N7→N5→N3→NS}. Upon receiving the RREP 

packet, the NS source node sets up 2 routes to the 

destination in two directions: {NS→N1→N6→ND} and 

{NS→N3→N5→N7→ND}. 

B. OTP Authentication Mechanism 

Fig. 3 shows OTP Authentication Mechanism between 

Ni and Nj nodes. The Ni node sends bundled P 
ji

kOTP ,

to the Nj node, and the Nj node uses the function f to hash 

the value 
ij

k
OTP ,

1
 and compare the hash result with OTP 

in packet P. If these two values match, the OTP of packet 

P is valid, packet P is accepted, the Nj node saves the 

OTP used to discard. Each node in the network stores a 

UO counter to discard the used OTPs in the next 

discovery. 

 
Fig. 3. Description of OTP authentication process at node Nj when 

receiving packet P from node Ni 

The algorithm for creating OTP follows the steps as 

follows: 

Step 1. The Ni and Nj nodes use one key  that is 

randomly generated and shared. 

Step 2. The Ni and Nj nodes create and store OTPs 

from 1 to MAX. 

 ffOTP
ji

 1

,

1  

  fffOTP
ji

 2

,

2  

   ffffOTP
ji

 3

,

3
 

… 

 1

,

 MAXMAX

ji

MAX fffOTP
 

C. AOMDV-OAM Security Routing Protocol 

Fig. 4 shows the structure of the H(RREQ) route 

request and the H(RREP) reply route in AOMDV-OAM 

routing protocol, the same structure as the RREQ and 

RREP packets, with the addition of an OTP field, which 

is used to store OTP and authenticate. 

 
Fig. 4. Control packets structure in AOMDV-OAM 

 
Fig. 5. Description of the route discovery mechanism of AOMDV-

OAM protocol 

The AOMDV-OAM protocol assumes that every node 

in the network has a hash table provided from an 

asymmetric key cryptosystem to secure AOMDV routing 

messages. Each node has the ability to verify the 

relationship between the node's address and its public key. 

The AOMDV-OAM protocol path discovery process is 

similar to AOMDV as shown in Fig. 5, source node NS to 

destination node ND in the diagram is described as 

follows: 

First, the source node NS transmits the broadcast 

H(RREQ) along with the kth OTP to the intermediate 

nodes Ni (N1, N2, N3). Upon receiving a route request 

packet from the source node NS, N1, use the function f  to 

hash the OTPk-1  value and compare the hash result with 

the OTP in the H(RREQ) packet. If the OTP is different 

from the hash result, the NS source node's H(RREQ) is 

invalid, N1 cancels H(RREQ) packet, otherwise N1 

accepts the H(RREQ) packet and continues to broadcast 

to the other neighboring nodes, and save the route back to 

the source. This inspection process is performed at nodes 

N2 and N3 until the destination node receives H(RREQ) 

packet or the packet fails to reach the destination node. 

The destination node ND checks the OTP in packet 

H(RREQ) before accepting the packet to establish a route 

and delivery the response packet back to the NS source 

node. 

Upon receiving the H(RREQ) packet, destination node 

ND sends H(RREP) packet back to the source through 

node N6, based on the previously saved reverse route 

while processing H(RREQ) packet, H(RREP) packet is 

attached to the OTPn. Upon receiving H(RREP) packet, 

the mediation node N6 checks the OTP value in the 

response packet. The function f is used to hash the OTPn-1 

value and compare the hash result with the OTP in the 

H(RREP) packet. If the OTP does not match the hash 

result then the H(RREP) packet of the destination node 
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ND is invalid, N6 cancels the H(RREP) packet, otherwise 

N6 accepts H(RREP) packet and continues forwarding to 

the source through the node N1, at the same time save the 

route to the destination ND. This check is done at node N1 

until node NS receives the H(RREP) packet. The source 

node checks the OTP in the H(RREP) packet before 

accepting the packet to establish a route to the ND. Notice 

that the destination node ND establishes multiple routes 

back to the source and sends the reply H(RREP) packet 

on all routes back to the source. The NS source node 

checks the OTP in H(RREP) packet before accepting the 

packet to establish two routes to the ND through the next 

nodes N1 and N3. 

IV. SIMULATION RESULTS 

This section, we use simulation system NS-2.35 [20] to 

simulate the flood attack in AOMDV and AOMDV-

OAM protocols, compare the two protocols of the 

number of packet delivery ratio, the end to end delay, and 

routing load. 

A. Simulation Settings 

Similar to [9], the simulation parameters are 

summarized in Table 1, the number of nodes participating 

in the simulation is 50 nodes, fixed in Grid network 

topology and Random Waypoint (RWP [21]) as Fig. 6, 

simulation time is 500s. For grid network topology, 

simulation area is 2000m × 2000m,  the first node is 

located at position 250m × 250m, each node is 150m 

apart, the malicious node is located at center position 

(1000m × 1000m). The random waypoint model is 

utilized as the mobility model, simulation area is 1000m 

× 1000m, the malicious node is located at center position 

(500m × 500m), minimum node speed for the simulations 

is 1 m/s while the maximum is 20m/s. In each simulation 

scenario, 20 sources transmit data at a constant bit rate 

(CBR). Each source transmits 512-byte data packets at 

the rate of 4 packets/second. The first source emits data at 

time 0, the following sources transmit data at 10 seconds 

apart. 

 
a) Grid, 100 nodes 

 
b) Random waypoint, 50 nodes 

Fig. 6. Simulation screens, 1 malicious node at center position (red 

square) 

The malicious node is located at center position (500m 

× 500m) and floods the RREQ route request packet to all 

nodes in the network, the attack frequency of flooding the 

RREQ packet is 20 and 50 packets per second, 

respectively. 

TABLE I: DETAILED SIMULATION PARAMETERS 

Parameter Value 

Simulation times 500 seconds 

Number of normal nodes 50 nodes 

Number of attack nodes 1 node 

Routing protocol AOMDV, AOMDV-OAM 

Attack frequency 20 and 50 pkt/s 

Network topology Grid and RWP 

Data source type CBR 

Number of sources 20 

Packet size 512 bytes 

 

Similar to [9], we evaluate the original AOMDV, the 

AOMDV-OAM and compare their performance with and 

without RREQ flooding attacks in terms of packet 

delivery ratio, end-to-end delay, and routing load metrics. 

 Packet delivery ratio (PDR): The ratio of the 

received packets by the destination nodes to the 

packets sent by the source nodes (eqn 1); where n is 

number of data packets that are received by 

destination nodes, m is number of data packets that 

are sent by source nodes. 

%100*

1

1








m

j

sent

n

i

recieved

j

i

DATA

DATA
PDR  (1) 

 End-to-end delay (ETE): This is the average delay 

between the sending time of a data packet by the 

CBR source and its reception at the corresponding 

CBR receiver (eqn 2), where i

DATADelay  is the delay 

time for sending ith data packet to its destination 

successfully, n is number of data packets that are 

received by destination nodes. 
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 Routing load (RL): This is the ratio of the overhead 

control packets sent (or forwarded) to successfully 

deliver data packets (eqn 3), where n is number of 

data packets that are received by destination nodes, 

g is number of overhead control packets that are 

sent or forwarded. Routing discovery packets 

including: legitimate RREQ, fake RREQ, RREP, 

HELLO and RERR packets. 
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i
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PACKETCONTROL
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1

1
_

 (3) 

B. Simulation Results 

we evaluate the performance of the AOMDV and 

AOMDV-OAM protocols with and without RREQ 

flooding attacks. We simulate 36 scenarios to evaluate the 

impact on the performance of AOMDV and effective 

security of AOMDV-OAM in terms of the above 3 

defined metrics under various conditions including node 

mobility speeds, flooding frequencies, and network 

topologies. Simulation results (in Fig. 7 and Fig. 8) show 

that the packet delivery ratio decreases, the routing load 

increases, and the end-to-end delay increases when the 

intruder floods attacking packets. Fig. 7a) and Fig. 8a) 

show that without flooding attack, the AOMDV packet 

delivery ratio is above 99.52% and 72.64% (2.6% 

standard deviation) and most packets reach their the 

destination nodes. However, the packet delivery ratio 

reduced drastically to 64.36% and 33.34% (6% standard 

deviation) when the intruder uses 1 malicious node and 

floods 50 packets every second.  

 
a) Packet delivery ratio 

 
b)  End to end delay 

 
c) Routing load 

Fig. 7. Performance of AOMDV and AOMDV-OAM for Gird network 

topology 

Fig. 7b) and Fig. 8b) show the average end-to-end 

delay increases as the flooding attack frequency increases. 

When the attacker uses 1 malicious nodes and broadcasts 

20 RREQ packets every second, the average end-to-end 

delay changes from 0.064s before the attack to 0.691s 

after the attack for the Grid scenario. When the 1 

malicious nodes broadcasts 50 RREQ packets every 

second, the average end-to-end delay changes from 

0.066s before the attack to 5.488s after the attack for the 

RWP scenario. Fig. 7c) and Fig. 8c) show the routing 

load increases as the flooding attack frequency increases. 

When the attacker uses 1 malicious nodes and broadcasts 

20 RREQ packets every second, the routing load changes 

from 1.62pkts before the attack to 35.91pkts after the 

attack for the Grid scenario. When the 1 malicious nodes 

broadcasts 50 RREQ packets every second, the routing 

load changes from 2.1pkts before the attack to 64.31pkts 

after the attack for the RWP scenario. 

The results in Fig. 7a) and Fig. 8a) show that when our 

proposed solution is deployed, the packet delivery ratio 

for normal scenarios and immobility is about 99.63%, 

and mobility speed is about 72.66% (3.4% standard 

deviation). Under flooding scenarios, AOMDV-OAM 

packet delivery ratio is above 72.44% and 72.55% when 

the intruder uses one malicious node broadcasts 20 and 

50 RREQ packets every second. 

The results in Fig. 7b) and Fig. 8b) show that with 

AOMDV, the average end-to-end delay is about 6.386s 

and 5.488s for one one malicious node broadcasts 50 

RREQ packets per second. For our proposed solution, 

under flooding attacks, the average end-to-end delay for 

Grid and RWP scenarios is about 0.074s and 0.069s. 

Clearly, AOMDV-OAM achieves shorter end-to-end 

delay compared to AOMDV under flooding attack 

scenarios. 

The results in Fig. 7c and Fig. 8c show that the average 

routing load for immobility and mobility speed by 

AOMDV is about 1.62pkts and 2.1pkts in the absence of 

a malicious node. The routing loads are about 68.75pkts 

and 64.31pkts for one malicious node respectively. The 

high routing load is caused by the broadcasting of 

selective fake route request packets by the malicious 

nodes. For our proposed solution, the routing load for 

108

Journal of Communications Vol. 16, No. 3, March 2021

©2021 Journal of Communications



 

normal scenario and high mobility speed is about 

1.63pkts and 2.04pkts. Under flooding attacks, AOMDV-

OMA average routing load is about 2.43pkts and 3.08pkts 

when the intruder uses one malicious node respectively. 

 
a) Packet delivery ratio 

 
b)  End to end delay 

 
c) Routing load 

Fig. 8. Performance of AOMDV and AOMDV-OAM for Random 

waypoint network topology 

V. CONCLUSION 

In conclusion, the flood attack affects the performance 

of the routing protocol AOMDV. The AOMDV-OAM 

routing protocol is capable of effectively detecting and 

eliminating flood attacks. In the future, we will continue 

to study the key issuance mechanism to generate OTP to 

improve the limitations of security solutions in this article. 
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