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Abstract—The current standards of the digital signature
algorithms are based on computational difficulty of the discrete
logarithm and factorization problems. Expected appearance in
near future of the quantum computer that is able to solve in
polynomial time each of the said computational puts forward
the actual task of the development of the post-quantum
signature algorithms that resist the attacks using the quantum
computers. Recently, the signature schemes based on the hidden
discrete logarithm problem set in finite non-commutative
associative algebras had been proposed. The paper is devoted to
a further development of this approach and introduces a new
practical post-quantum signature scheme possessing small size
of public key and signature. The main contribution of the paper
is the developed new method for defining the hidden discrete
logarithm problem that allows applying the finite commutative
groups as algebraic support of the post-quantum digital
signature schemes. The method uses idea of applying
multipliers that mask the periodicity connected with the value of
discrete logarithm of periodic functions set on the base of the
public parameters of the signature scheme. The finite 4dimensional commutative associative algebra the multiplicative
group of which possesses 4-dimensional cyclicity is used as
algebraic support of the developed signature scheme.

Index Terms—Post-quantum cryptoschemes, computer security,
digital signature, discrete logarithm problem, finite
commutative algebra, hidden logarithm problem

I.

INTRODUCTION

Currently, cryptographic algorithms have found wide
application for solving various problems of information
protection [1]-[3]. Public-key cryptographic schemes [4],
[5], including digital signature protocols [6]-[8] are of
particular importance for ensuring information security.
The predicted appearance in the near future of a quantum
computer capable of solving the computationally difficult
discrete logarithm problem (DLP) [9] and factorization
problem [10], [11] in polynomial time has led to a high
degree of urgency of the problem of developing postquantum public-key cryptoschemes, which include
algorithms and protocols with public key, which are
resistant to attacks using calculations on a quantum
computer [12], [13]. At the end of 2016 the US National

II. THE HDLP AS A BASIC PRIMITIVE OF POST-QUANTUM
CRYPTOSCHEMES
The known polynomial algorithms for solving DL and
factorization problems on a quantum computer are based
on reducing each of them to the problem of finding the
period length of a periodic function constructed using
public parameters of a cryptographic scheme. In the case
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Institute of Standards and Technology (NIST) announced
a program of the development of the post-quantum
standards for key agreement scheme and digital signature
(DS) scheme. In the framework of the program a
worldwide competition [14] on the development of
cryptoschemes such types was announced. From the 69
proposed candidates for post-quantum cryptoschemes for
participation in the second stage of the competition [15],
17 key agreement schemes and 9 DS schemes were
selected [16]. All of these cryptoschemes are based on
computationally difficult tasks other than DL and the
factorization problem.
The main drawback of the proposed post-quantum DS
schemes is the large total size of the public key and
digital signature that exceeds 2400 bytes ([16]). The
approach to the development of post-quantum DS
schemes, based on the computational complexity of the
hidden discrete logarithm problem (HDLP), was out of
the competition participants, although more practical
post-quantum cryptoschemes could potentially be
developed within this approach.
The well-known forms of HDLP are formulated in
finite non-commutative associative algebras (FNAAs)
defined over a ground finite field GF(p) [17]-[21]. The
extension of the class of algebraic carriers of the HDLP
and the development of its new forms is of significant
interest for the development of new practical postquantum cryptoschemes. In this paper, we propose a new
way of defining the HDLP, in which the property of noncommutativity of the multiplication operation is not
exploited, namely, finite commutative groups with
multidimensional cyclicity are used as an algebraic
support [22], [23]. A finite group whose minimum
generator system includes m (m  2) group elements,
every one of which has the same order, is called group
with m-dimensional cyclicity.
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The criterion for constructing post-quantum DS
schemes described in [17]-[20] is the following: defining
periodic functions based on public parameters of the DS
schemes should lead to the fact that these functions with a
rather low probability take values belonging to some
fixed group.
However, the question arises of the possibility of the
appearance in the future of quantum algorithms for
finding the length of a period for a wider class of periodic
functions. The possibility of maintaining high security of
DS schemes with the appearance of such quantum
algorithms can potentially be provided by the
computational complexity of constructing periodic
functions with a period length that depends on the value
of the discrete logarithm.
Thus, the enhanced criterion for ensuring resistance to
quantum attacks can be formulated as follows: the
cryptographic scheme should be designed in such a way
that the construction of periodic functions based on
public parameters of the cryptographic scheme should
lead to the fact that these functions will be free of the
period, depending on the value of the discrete logarithm,
although they will have periods whose lengths are
defined by the prime order of the hidden cyclic group.
To implement the first criterion, finite commutative
associative algebras and finite groups cannot be used as
an algebraic support, however, to implement the second
criterion, the non-commutative property of the
multiplication operation is not necessary, since the
masking of the periodicity associated with the value of
the discrete logarithm can be performed by multiplying
the elements of the basic cyclic groups on elements
belonging to another cyclic group. The implementation of
this idea is associated with the presence of many different
cyclic groups having the same order value. Obviously,
the latter also holds in finite commutative associative
algebras and commutative groups whose minimum
generator system includes two or more elements having
the same order value.
The finite commutative groups with multidimensional
cyclicity, considered in [22], [23], appear to be the most
interesting for the development of new methods and
forms of defining the HDLP. Groups of this type include
groups whose minimum generator system includes two or
more elements having the same order value. Finite groups
with m-dimensional cyclicity can be set as multiplicative
groups of m-dimensional finite algebras defined over the
field GF(p), where p is a prime number, if p - 1 is
divisible by m.

of DLP, a periodic function is constructed that contains a
period that depends on the value of the logarithm. A
sufficiently fast calculation of the period length is
ensured by the fact that in the case of functions that take
on values in a finite cyclic group, the quantum computer
very efficiently performs the discrete Fourier transform
[21], [24].
The classical formulation of the DLP is as follows:
given a public key Y', which is an element of a cyclic
group of prime order q and calculated by the formula: Y'
= Gx, where 𝐺 is the group generator, 𝑥 is the private key
(𝑥 < 𝑞). It is required to calculate the value 𝑥 from the
known 𝐺 and 𝑌'. For a classical computer, polynomial
algorithms for computing the discrete logarithm 𝑥 in
prime-order subgroups of the multiplicative group of a
ground field GF(𝑝), in groups of points of an elliptic
curve, and in other types of finite groups are unknown.
The calculation of the value of x on a quantum
computer consists in constructing the periodic function
𝑓(𝑖, 𝑗) = (𝑌 ′ )𝑖 𝐺 𝑗 in two variables i and j that take on
natural values. This function contains periods of the
following lengths: (0, q), (q, 0), (q, q) and (-1, x). The
first three values are associated with the order value of
the cyclic group, and the last with the discrete logarithm:
(𝑌 ′ )𝑖 𝐺 𝑗 = (𝑌 ′ )𝑖−1 𝐺 𝑗+𝑥 ⇒ 𝑓(𝑖, 𝑗) = 𝑓(𝑖 − 1, 𝑗 + 𝑥).
For a function f (i, j) that takes on values in a given
cyclic group, the quantum algorithm finds a period of
length (-1, x) in polynomial time.
To construct DS schemes based on HDLP, FNAA of
various dimensions m (usually m = 4 and m = 6), which
contain a sufficiently large number of isomorphic cyclic
groups, are used as algebraic carriers [19], [20]. To
generate the public key, a secret cyclic group of prime
order is selected. Some group element N that is different
from the unit element is selected and the element Nx is
calculated. Two secret masking operations 𝜓1 and 𝜓2 , are
formed, each of which is mutually commutative with the
basic exponentiation operation, and the following two
elements Y and Z of the algebra are calculated:
𝑌 = 𝜓1 (𝑁 𝑥 ), 𝑍 = 𝜓2 (𝑁)
belonging to two other cyclic groups of the algebra. To
ensure the correct functioning of the digital signature
scheme, the selected operations 𝜓1 and 𝜓2 satisfy special
condition. Thanks to the last the function
𝑓(𝑖, 𝑗) = 𝑌 𝑖 𝑍𝑗
is periodic and contains a period with the length (-1, x).
However, this function takes on arbitrary values in the
FNAA, used as an algebraic support, i.e. the values f
function are not limited to some fixed finite group. This
conditions the resistance of DS schemes based on HDLP
to quantum attacks using the currently known algorithms
for finding the length of a period on a quantum computer.
For the said known algorithms the essential point is the
boundedness of the values of the periodic function by the
framework of one fixed group.

©2020 Journal of Communications

III. FINITE COMMUTATIVE GROUPS WITH
MULTIDIMENSIONAL CYCLICITY
The set of all m-dimensional vectors whose
coordinates are elements of a finite ground field GF(p),
where p is a prime number, with the operations of
addition of vectors and scalar multiplication form a finite
m-dimensional vector space. Vectors are usually
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represented as an ordered set of coordinates
A = (a0, a1, …, am1) or in the form of all possible sums of
one-component vectors A = a0e0 + a1e1 +… + am  1em  1,
where ei are basis vectors. When an additional operation
of vector multiplication () of vectors is specified in a
vector space with the property of two-sided distributivity
relatively the addition operation, a finite algebraic
structure called a finite m-dimensional algebra is formed.
The operation of vector multiplication of arbitrary two
𝑚−1
vectors 𝐴 = ∑𝑚−1
𝑖=0 𝑎𝑖 𝐞𝑖 and 𝐵 = ∑𝑗=0 𝑏𝑗 𝐞𝑗 is usually
given by the formula:
𝑚−1
𝐴 ∘ 𝐵 = ∑𝑚−1
𝑖=0 ∑𝑗=0 𝑎𝑖 𝑏𝑗 𝐞𝑖 ∘ 𝐞𝑗 ,

(1)

in which all kinds of products of ordered pairs of basis
vectors are replaced by a one-component vector at the
intersection of the i-th row and the j-th column in the socalled multiplication table of basis vectors (MTBV).
It is easy to see from formula (1) that the associativity
property of the vector multiplication operation is ensured
if the used MTBV is such that for all possible triples of
basis vectors ei, ej and ek the following equality holds true:
(𝐞𝑖 ∘ 𝐞𝑗 ) ∘ 𝐞𝑘 = 𝐞𝐢 ∘ (𝐞𝑗 ∘ 𝐞𝑘 ).

(2)

Various types of FNAA and their application for
development of the public-key cryptoschemes were
considered in [19], [20]. The rest of this paper considers
finite commutative associative algebras whose
multiplicative group has multidimensional cyclicity. To
define m-dimensional algebras of the latter type, MTBV
presented as a Table I can be used, where the structural
coefficient   GF(p) is not equal to zero.

TABLE II: EXAMPLES PRIMES P AND Q HAVING THE LENGTH 128 BITS
𝑝−1
p
𝑞=
2
2405480355689714297413179 120274017784485714870658955
11022065104259
511032552129
9561335598278095553365871 478066779913904777668293557
1597379953887
98689976943

TABLE I: GENERAL VIEW OF THE MTBV DEFINING A COMMUTATIVE
ASSOCIATIVE OPERATION OF VECTOR MULTIPLICATION IN MDIMENSIONAL ALGEBRA [22]
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TABLE III: EXAMPLES OF 256-BIT PRIMES P
𝑝−1
p
𝑞=
2
7807267206046456146937368
390363360302322807346868411
2341672541127222842520296
708362705636114212601480329
0659456109949605357774769
72805497480267888738479
59
9805592033996934210908264
490279601699846710545413226
5334424133203387325691052
672120666016936628455263314
6628513182354969426241110
25659117748471312055529
59

It was shown in [22], [23] that, if the divisibility
condition m|p - 1 is satisfied, the following two cases take
place:
1. The m-dimensional commutative algebra with the
multiplication operation given by Table I is a finite field
GF(pm), if the value  is a non-residue of all degrees d
that are divisors of dimension m. In this case, the
multiplicative group of this algebra is cyclic and has the
order pm - 1.
2. If the structure coefficient  is a residue of degree m
in the field GF(p), then the finite algebra under
consideration is a ring whose multiplicative group has mdimensional cyclicity, i.e. it is generated by all possible
degrees of some m different vectors, every of which has
©2020 Journal of Communications

order equal to the value (p - 1). Moreover, the order of
the multiplicative group of the algebra is (p - 1)m. The
said m different vectors form a minimum generator
system. Any vector belonging to the multiplicative group
can be represented as the product of the degrees of the
elements included in the basis. Taking into account that
each vector included in the basis is of order p - 1, it is
easy to understand from the latter that reversible algebra
vectors can only have a value of order equal to a divisor
of p - 1.
In this paper, we use a 4-dimensional commutative
algebra defined using a special form of MTBV, where the
structural coefficient  is equal to a quadratic residue in
GF(p). The multiplicative group of the algebra has 4dimensional cyclicity. The particular type of MTBV used
does not require the fulfillment of the divisibility
condition m|p - 1 to implement the case of 4-dimensional
cyclicity, which allows the use of arbitrary values of the
prime number p.
When
designing
cryptoschemes
based
on
computational difficulty of the DLP, usually the cyclic
groups of prime order having a large bit length (usually
256 bits or more, depending on the type of the used finite
group and of the cryptoschemes being implemented) are
used. Therefore, when defining multiplicative groups of
this type, it is preferable to use prime values p having the
following structure: p = 2q + 1, where q is also a prime
number. Possible 128-bit (256-bit) primes p are presented
in Table II and Table III.

Consider the case of m-dimensional cyclicity. When
choosing p = 2q + 1, a finite group with m-dimensional
cyclicity (for example, m = 4) contains a primary group
of order qm generated by a minimum generator system
including m vectors of prime order q. This primary group
contains qm  1 vectors of order q, each of which is
included in only one of qm  1 + qm  2 +…+ q + 1 cyclic
groups of order q contained in the said primary group.
The unit vector (1, 0, ..., 0) is common for all the cyclic
groups mentioned.
Some random cyclic group of order q can be defined
by choosing some random vector R of order q. The vector
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R can be found by choosing an arbitrary vector V that is
not equal to the unit (1, 0, ..., 0) and zero (0, 0, ..., 0)
vectors, and calculating the square of the vector V: R = V2.
If m - 1 vectors of order q are selected, then, if one more
vector of the order q is randomly selected, the probability
that it can be represented as the product of some degrees
of the indicated m - 1 vectors is
𝑞𝑚−1 − 1 1
≈ .
𝑞𝑚 − 1
𝑞
For the primes used, p and q, the probability that the
selected m random vectors of order q will not form the
minimum generator system of a primary group of order
qm is negligible. Therefore, in this paper, deterministic
methods for generating the basis of the primary group are
not considered, although when developing specific digital
signature schemes recommended for practical use, it is
preferable to use the deterministic procedure for
specifying the minimum generator system.

fr(i, j) = Yri ∘ Zrj,
which contains a period of length (-1, x): Yr(i1) ∘
Zr(j+x) = YriZrx ∘ Zr(j+x) = Yri ∘ Zrj.
However, masking factors will contribute to the
signature verification equation and this contribution must
be compensated to ensure the correct operation of the DS
scheme. It is supposed the latter is to be ensured by
calculating an additional element of the digital signature
in the form of some vector S included in the verification
equation in the form of an auxiliary factor.
If there is a factor that is a signature element, it
becomes possible to easily fake a signature using the
vector S as a fitting parameter, a random value of which
is calculated as unknown in the DS verification equation.
To prevent such a method of forging DS, the idea of
doubling the verification equation can be used, i.e.,
instead of one verification equation, one will use two
similar equations in which different pairs of the values
(Y1, Z1) and (Y2, Z2) are used and the same signature value
(e, s, S). In this case, the forging of the signature
according to the first and second verification equations
will lead to different values of the fitting parameter S,
which makes the indicated method of forging the
signature practically impossible.
In the proposed mechanism for doubling the
verification equation, it is assumed that the public key is
calculated in the form of two pairs of vectors (Y1, Z1) and
(Y2, Z2), which ensure the validity of the verification
equation for the same value of the DS. This is ensured by
the fact that the first and second elements in each of the
pairs (Y1, Z1) and (Y2, Z2) are connected by one value of
the discrete logarithm of x and the same values of the
masking factors U and D. The independence of the pairs
(Y1, Z1) and (Y2, Z2) is ensured by using independent basic
cyclic groups to calculate these pairs, and random factors
U and D are chosen such that the four vectors Y1, Z1, Y2
and Z2 form the basis of a primary group of order q4. The
latter provides the implementation of the enhanced
criterion of post-quantum security (the computational
impossibility of constructing a periodic function with a
period determined by the value of x).
In the HDLP versions specified in the FNAA and used
to construct DS schemes in [17], [19], the discrete
logarithm x value in the secret basic cyclic group can be
calculated using the baby-step-giant-step algorithm for
finding the value x. Such possibility is directly connected

IV. A METHOD FOR DEFINING HDLP IN A FINITE
COMMUTATIVE GROUP WITH MULTIDIMENSIONAL
CYCLICITY
In groups of the type under consideration, the method
of masking the basic cyclic group, in which it is supposed
to perform the exponentiation operation, should be
focused on the fulfillment of the strengthened criterion
for ensuring post-quantum resistance (see Section 2).
This is due to the fact that in commutative groups there is
no possibility of performing the operations of the
automorphic [17] and homomorphic [19] map which are
used when defining the HDLP in FNAAs. Thus, a new
masking method is required.
Setting the HDLP is directly connected with the stage
of generating the public key, which includes the selection
of the secret basic cyclic group by generating a random
vector G, considered as a generator of this group. After
performing the basic operation of exponentiation (which
introduces the main contribution to the security of the
designed cryptoscheme), we obtain the vector Gx, which,
together with the vector G, must be masked. After
performing the masking operations one gets two vectors
that are elements of the public key. The proposed
masking method uses the idea of multiplying each of the
vectors G and Gx by randomly selected vectors U and D
of order q which belong to different cyclic groups other
than the basic cyclic group one. Thus, the triple of vectors
(G, U, D) forms the minimum generator system of a
primary subgroup of order q3. One gets the public key in
the form of a pair of vectors
Y = Gx ∘ U and Z = G ∘ D.
It is easy to see that the pair of vectors (Y, Z) forms the
minimum generator system of a primary subgroup of
order q2; therefore, the periodic function fr(i, j) = Yi ∘ Zj
runs through all q2 values of the indicated primary
subgroup with a period of length (q, q). This function also

©2020 Journal of Communications

contains periods of lengths (q, 0) and (0, q) and is free of
explicit periodicity, the length of which depends on the
discrete logarithm. The latter is determined by the
masking influence of the factors U and D.
The fundamental point is that these factors have the
same order as the vectors G and Gx. If this condition is
violated, for example, if the vector factors U and D have
a prime order r  q, then their masking effect can be
completely eliminated by exponentiating the vectors Y
and Z to the power r and constructing a periodic function
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with the possibility of constructing (on the basis of the
public parameters of the DS scheme) a periodic function
containing a period whose length depends on x. This
circumstance necessitates the use of a hidden cyclic
group of prime order, the size of which is 256 bits while
ensuring 128-bit security (the computational complexity
of forging a signature equal to 2128 multiplication
operations).
In the proposed version of the HDLP set in finite
commutative groups, an enhanced criterion for ensuring
post-quantum resistance is implemented and the discrete
logarithm cannot be computed using the baby-step-giantstep algorithm and other known analogues of the last.
This is due to the fact that the calculation of the value of x
cannot be separated from the calculation of at least one of
the secret vectors G, U, and D. Thus, we can expect that
to ensure 128-bit security, it is sufficient to use the q
value having the 128-bit length.
However, due to the fact that the new version of the
HDLP is poorly studied, we can consider the
implementation of DS algorithms based on it using the
256-bit values q and raise the question of the level of
security achieved in this case (128-bit or 256-bit?). The
question of evaluating the security of DS algorithms
based on the HDLP set in finite commutative groups is of
independent interest. Even in the case of using the 256-bit
values q, the proposed DS algorithm seems quite practical.
The total size of the public key and signature in them is
about 710 bytes, which is 3 or more times smaller in
comparison with the candidates for post-quantum DS
schemes proposed during the NIST competition [14].

Consider the case of defining a 4-dimensional finite
commutative algebra over the field GF(p), where p = 2q
+ 1 for the 256-bit prime value q, using the MTBV
presented as Table IV, where the structural coefficient is
 = 4.

𝑠 = 𝑘 − 𝑒𝑥 𝑚𝑜𝑑 𝑞 .
5. Calculate the third element of the digital signature in
the form of a vector S:
𝑆 = 𝐷 𝑡−𝑒 ∘ 𝑈 𝑢−𝑠 .

TABLE IV: THE MTBV SETTING A FINITE ALGEBRA WHOSE
MULTIPLICATIVE GROUP HAS 4-DIMENSIONAL CYCLICITY
e0

e1

e2

e3

e0

e0

e1

e2

e3

e1

e1

e0

e3

e2

e2

e2

e3

e0

e1

e3

e3

e2

e1

e0

The result of this algorithm is the signature (e, s, S).
Verification of the signature (e, s, S) to document M is
performed using the public key (Y1, Z1) and (Y2, Z2)
according to the following algorithm:
1. Calculate the value of the vectors 𝑉̃1 = 𝑌1−𝑒 ∘ 𝑆 ∘ 𝑍1𝑠
and 𝑉̃2 = 𝑌2−𝑒 ∘ 𝑆 ∘ 𝑍2𝑠 .
2. Concatenate the vectors 𝑉̃1 and 𝑉̃2 to the document
and calculate the value of the hash function 𝑒̃ =
𝑓ℎ (𝑀, 𝑉̃1 , 𝑉̃2 ) .
3. Compare the values 𝑒̃ and e. If 𝑒̃ = 𝑒, the signature
(e, s, S) is accepted as a genuine digital signature. If
𝑒̃ ≠ 𝑒,the signature (e, s, S) is rejected as a false digital
signature.
The demonstration of the correctness of the considered
DS scheme involves performing a proof that the signature

When defining an algebra according to this table, its
multiplicative group has the 4-dimensional cyclicity, if
the structural coefficient  is a quadratic residue in the
field GF(p). If the structural coefficient  is a quadratic
non-residue the multiplicative group of the algebra has
the 2-dimensional cyclicity and the minimum generator
system of the group contains two vectors of the order p2 –
1 (the order of the group is equal to (p2 - 1)2). When

©2020 Journal of Communications

V1 = Gk ∘ Dt ∘ Uu and V2 = Q k ∘ Dt ∘ Uu.
3. Calculate the first element of the digital signature as
the value of the hash function 𝑒 = 𝑓ℎ (𝑀, 𝑉1 , 𝑉2 ), where
𝑓ℎ is a specified hash function.
4. Calculate the second element of the digital signature
as a binary number s:

V. DIGITAL SIGNATURE SCHEME OVER A FINITE GROUP
WITH FOUR-DIMENSIONAL CYCLICITY

∘

designing the DS scheme in this section, we will consider
the case of four-dimensional cyclicity.
The public key is generated as follows:
1. Generate four random vectors G, Q, U, and D, each
of which has order equal to the prime q.
2. Generate a random positive integer x<q and
calculate the vectors Y1 = Gx ∘ U and Y2 = Qx ∘ U.
3. Calculate the vectors Z1 = G ∘ D and Z2 = Q ∘ D.
The public key is two pairs of vectors (Y1, Z1) and
(Y2, Z2). The private key of the owner of this public key is
a set of the following values x, G, Q, U and D, the
knowledge of which is required to calculate the digital
signature. As already noted, the probability that the
vectors Y1, Z1, Y2, and Z2 form the minimum generator
system of a primary group of order q4 is practically equal
to 1 (the probability that the products of all possible
degrees of these vectors form a primary subgroup of
order q3 is negligible and is equal to the value q-1).
Let an electronic document M is given, to which it is
necessary to generate a digital signature of the owner of
the public (Y1, Z1) and (Y2, Z2). To do this, the following
procedure is performed, in which some previously agreed
secure hash function fh is used (the algorithm for
computing a hash value is part of the DS scheme under
consideration):
1. Generate three random positive integers k < q, t < q
and u < q.
2. Calculate the two vector-fixators V1 and V2 using the
following formulas:

751

Journal of Communications Vol. 15, No. 10, October 2020

Y2 = Qx ∘ U, Z1 = G ∘ D and Z2 = Q ∘ D, where every pair
of the public-key elements depends on some three vectors
from the minimum generator system <Q, U, G, D>, and
each triple of the public-key elements depends on some
three vectors from the set <Q, U, G, D>. Therefore,
periodic functions constructed as products of the natural
degrees of two and three public parameters can contain
only periods whose lengths depend on the order of the
elements Q, U, G, and D, i.e. on the prime value q.
𝑗
Consider a periodic function 𝐹(𝑖, 𝑗, 𝑘, ℎ) = 𝑌1𝑖 ∘ 𝑍1 ∘
ℎ
𝑘
𝑌1 ∘ 𝑍1 . Expressing this function of integer variables
through the minimum generator system <Q, U, G, D> of
the multiplicative group of the 4-dimensional algebra set
by Table IV, we get:

calculated by the owner of the public key successfully
passes the signature verification procedure. Let the
signature (e, s, S) has been obtained in accordance with
the procedure for generating the signature using the
correct private key of the signer. Then, by submitting the
signature (e, s, S) to the input of the verification
procedure, we have the following proof of the correct
operation of the proposed signature scheme:
𝑉̃1 = 𝑌1−𝑒 ∘ 𝑆 ∘ 𝑍1𝑠 = (𝐺 𝑥 ∘ 𝑈)𝑒 ∘ 𝑈 𝑡−𝑒 ∘ 𝐷 𝑢−𝑠 ∘ (𝐺 ∘ 𝐷)𝑠
= 𝐺 𝑥𝑒 ∘ 𝑈 𝑒 ∘ 𝑈 𝑡−𝑒 ∘ 𝐷 𝑢−𝑠 ∘ 𝐺 𝑠 ∘ 𝐷 𝑠
= 𝐺 𝑥𝑒 ∘ 𝑈 𝑡 ∘ 𝐷 𝑢 ∘ 𝐺 𝑠 =
𝑥𝑒
𝑡
= 𝐺 ∘ 𝑈 ∘ 𝐷 𝑢 ∘ 𝐺 𝑘−𝑥𝑒 = 𝐺 𝑘 ∘ 𝑈 𝑡 ∘ 𝐷 𝑢 = 𝑉1 ;
̃
𝑉2 = 𝑌2−𝑒 ∘ 𝑆 ∘ 𝑍2𝑠 = (𝑄 𝑥 ∘ 𝑈)𝑒 ∘ 𝑈 𝑡−𝑒 ∘ 𝐷 𝑢−𝑠 ∘ (𝑄 ∘ 𝐷)𝑠
= 𝑄 𝑥𝑒 ∘ 𝑈 𝑒 ∘ 𝑈 𝑡−𝑒 ∘ 𝐷 𝑢−𝑠 ∘ 𝑄 𝑠 ∘ 𝐷 𝑠
= 𝑄 𝑥𝑒 ∘ 𝑈 𝑡 ∘ 𝐷 𝑢 ∘ 𝑄 𝑠 =
𝑥𝑒
𝑡
= 𝑄 ∘ 𝑈 ∘ 𝐷 𝑢 ∘ 𝑄 𝑘−𝑥𝑒 = 𝑄 𝑘 ∘ 𝑈 𝑡 ∘ 𝐷 𝑢 = 𝑉2 ⇒
⇒ 𝑒̃ = 𝑓ℎ (𝑀, 𝑉̃1 , 𝑉̃2 ) = 𝑓ℎ (𝑀, 𝑉1 , 𝑉2 ) = 𝑒.

𝐹(𝑖, 𝑗, 𝑘, ℎ) = 𝐺 𝑥𝑖+𝑘 ∘ 𝑈 𝑖+𝑗 ∘ 𝑄 𝑥𝑗+ℎ ∘ 𝐷 𝑘+ℎ .
Let this function have a period (𝛿𝑖 , 𝛿𝑗 , 𝛿𝑘 , 𝛿ℎ ). Since all
the basis vectors are independent, we have the following
system of linear congruencies with unknowns 𝛿𝑖 , 𝛿𝑗 , 𝛿𝑘 , 𝛿ℎ :

Since the condition is fulfilled, the signature (e, s, S) is
accepted as a genuine digital signature to document M.
VI. DISCUSSION
As part of the NIST competition [14], currently, 9
different digital signature schemes are being considered
as a candidate for the post-quantum DS standard [16].
The most attractive DS schemes from the point of view of
compromise between performance and public key size
and signature are: Falcon [25], Dilithium [26], and
qTESLA [27]. Table V presents an approximate
comparison of the developed two signature schemes with
the listed candidates for the post-quantum standard of DS,
namely, their versions Falcon-512, Dilithium-1024x768,
and qTESLA-p-I corresponding to the level of 128-bit
security.
The comparison shows that the proposed signature
scheme has significantly smaller total size of the public
key and signature and higher performance. However, it is
less studied from the point of view of their security and
only after performing cryptanalytic studies by
independent experts it will be possible to give a more
reasonable estimate of the practicality of the proposed DS
algorithms. At the moment, the performed comparison
gives the base for the assumption about the validity of the
assumption that the cryptographic community will pay
attention to the developed DS scheme based on the HDLP.

Falcon-512
Dilithium
qTESLA-pI
Proposed

Signature
Length, byte
657
2044

Public key
Signature
Signature
length
generation
verification
byte
rate, arb. units rate, arb. units
897
50
25
1184
15
1

2592

15000

20

40

192

512

50

75

The construction of a signature scheme based on
HDLP using finite commutative algebra was performed
for the first time. At the same time, the proposed
signature scheme satisfies the enhanced criterion of postquantum resistance. The introduced method for defining
the HDLP in a finite commutative algebra, the
multiplicative group of which has a multidimensional
cyclic structure, can be extended to the case of other
dimensions of algebras and other dimensions of the cyclic
structure of their multiplicative group.
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.
𝑥𝛿𝑗 + 𝛿ℎ ≡ 0 𝑚𝑜𝑑 𝑞 ;
{ 𝛿𝑘 + 𝛿ℎ ≡ 0 𝑚𝑜𝑑 𝑞 ;
The main determinant of this system is nonzero,
therefore there is a unique solution (𝛿𝑖 , 𝛿𝑗 , 𝛿𝑘 , 𝛿ℎ ) =
(0,0,0,0), which means that the considered function
contains only periods whose length depends only on the
value q.
Thus, the proposed DS scheme meets the enhanced
criterion of post-quantum resistance.
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