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Abstract—Cloud-assisted Mobile Ad-hoc Networks (Cloud-

assisted MANETs) are expected to be popular on the Internet in 

the future. The simplicity and effectiveness of MANETs 

coupled with the powerful technologies of Cloud allow for the 

provide real services and variable multimedia applications. 

However, the combination of Cloud networks and MANETs 

also brings some challenges, especially the energy issue. With 

the dynamic network structure of MANETs, the disconnection 

issue between MANETs and Cloud can cause cost boom 

problems. In this paper, we propose a routing solution to 

energy-saving and improvements performance for MANETs 

(called CEPRM) through reducing time searching transactions 

in Cloud-assisted MANETs. The simulation result showed that 

our solution can help to reduce more times cost than normal 

methods. 

Index Terms—Cloud, Energy Saving, Routing Mechanism. 

I.  INTRODUCTION 

Mobile devices are becoming increasingly popular, an 

essential tool in modern social life. The network of 

mobile devices is becoming increasingly complex and 

diverse in types and technologies. The next generation of 

mobile networks (5G) has been successfully deployed in 

several countries and will be expanded globally in the 

near future. Due to the increasing demand for data 

transfer speed and quality of service for mobile networks, 

technical standards, new technologies and settings are 

being constantly improved. The next generation mobile 

network research is taking place in a number of important 

fields, including improving network performance, energy 

efficiency, data security, etc. From this point of view, 

many valuable studies have been launched, contributing 

to new communication technologies [1]-[3]. 

Mobile Ad-hoc Networks (MANETs) is a very 

convenient and efficient in communication. Despite the 

limitations of resources and computing power, MANETs 

have proven to be superior in communication such as: 

flexible infrastructure, mobility, better connectivity, 

secure transfer between different networks, etc. As a 

result, they promise significant contributions to the 

development of the Internet [3]. Recently, cloud 

computing has been widely known. Advances in cloud 

computing enable the Cloud to provide infrastructure, 

 
  

  

 

computing platforms, and software as services to users 

from a computer/device with an Internet connection. 

Combine Cloud and MANETs is an indispensable 

technology trend, receiving particular attention from 

service providers and the research community [2], [9], 

[12]. 

Obviously, Cloud support brings new capabilities, 

superiority to MANETs due to longer uptime, computing 

power, and other utilities. These advantages facilitate the 

rapid development of multimedia applications and 

services [5], [11]. However, the reality is: MANETs have 

no fixed structure, constant configuration changes and 

frequent disconnections [3], [6], [7]. These are the main 

challenges for MANETs deployment solutions based on 

Cloud. In this paper, we look at the MANETs assisted by 

the Cloud (Fig. 1). There, cloud servers join in MANETs 

with roles such as to provide data, compute or search for 

services servers. Over time, the role of cloud servers is 

increasingly important as they accumulate more data and 

services needed for MANETs. Due to the frequent 

disconnection occurring in MANETs, service delivery 

efficiency from cloud servers will be severely affected if 

the connectivity lost is directly related to them. Indeed, 

when a service request is received from the MANETs, the 

cloud server performs services searching and routing (in 

its database and/or services discovery on the cloud) and 

return search results. The cloud server will also update 

the search results to the database to serve future service 

requests. If the connection between a MANETs and a 

cloud server is lost, the data and utilities provided by the 

server will no longer work. As a result, the cost (time, 

power consumption, computing resources, etc.) of service 

requests from the mobile network will increase. In the 

worst case, it corresponds to the cost of searching for 

services on all of cloud. At this point, we can partly 

visualize the cumulative cost of the system over time and 

the urgency to have a good solution. 

We propose an effective collaboration mechanism 

between cloud servers to solve the above problem, called 

CEPRM (Cloud-Assisted Energy-Saving and 

Performance-Improving Routing Mechanism). Our 

mechanism allows cloud servers to collaborate to share 

and maintain information about the data and services 

used by MANETs. With this mechanism, the data and 

services of a cloud server will still be useful even if it is 
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no longer directly connected to MANETs. The simulation 

result shows that our solution is very efficient, which 

reduces time, costs and energy by many times compared 

to that of traditional mechanisms.  

This paper is the extended result of our research which 

was presented at the conference on Fundamental and 

Applied Information Technology Research (FAIR) [2]. 

II.  CLOUD-ASSISTED MANETS 

A. Network Architecture 

The network consists of two components: Cloud and 

MANETs. The Cloud is formed by the data servers 

connected to one another. MANETs is a set of mobile 

devices (computers, smartphones, etc.) that are able to 

communicate with one another through a wireless 

environment. The combination of traditional MANETs 

and the Cloud forms the Cloud-assisted MANETs 

architecture which aim to create new technological 

capabilities has been presented in the previous sections. 

In order to focus on developing the new mechanisms, 

avoid the complexity and composition of the underlying 

physical details, we use the concept of overlay network 

(or overlay) [2], [9], [14]. From now on, we will use the 

term whenever we refer to the Cloud-assisted MANETs. 

The overlay is a set of mobile devices called Peers and 

cloud servers connected to MANETs called Super-peers 

(SP). Note that a cloud server is only called a SP when it 

directly connects to MANETs to provide services or 

forward service requests from Peers to the Cloud. The 

overlay architecture is illustrated in Fig. 1. 

In the overlay, the peers communicate with each other 

and with the SP through the exchange of messages on 

MANETs. Between the two nodes (peer / SP) there may 

be a direct connection or an indirect connection. For 

example, in Fig. 1, only two peers have direct 

connections to SP, while the other peers only have 

indirect connections to two SP. One node sends a service 

request and receives the result returned from other nodes 

via the direct or indirect connection. The overlay is self-

organizing, allowing nodes to join and leave it at any time. 

 
Fig. 1. Cloud-Assisted MANETs architecture model. 

B. The Problem 

Fig. 2, description scenarios of the overlay at different 

times. Fig. 2(a) is the case where peer 𝐴  connects and 

uses the services directly from the super-peer 𝑆𝑗 through 

its direct connection to 𝑆𝑗. Next, 𝐴, informs the peers B 

and 𝐶 about the service used. Then, 𝐶 can be connected 

to 𝑆𝑗 by an indirect connection through A as shown in Fig. 

2(b). Get requested from 𝐶 , 𝑆𝑗  performs the services 

required. Typically, 𝑆𝑗 will save transactional information 

to its cache to optimize the cost for next transactions. If 

the service required by 𝐶 is currently in the cache of 𝑆𝑗, 

then 𝑆𝑗 can respond to the service immediately for 𝐶. In 

contrast, 𝑆𝑗  performs a search in its database and/or 

initiates service discovery on the Cloud. 

In Fig. 2 (c), we assume that 𝐶  again attempts to 

connect to 𝑆𝑗  to use the transaction, which has been 

established previously. However, the connection fails 

because 𝐴  has left the overlay. Therefore, C must re-

establish a new connection to Cloud though 𝑆𝑖 by using 

the routing protocol of the overlay. Once again, the 

absence of A led to the absence of 𝑆𝑗. As a result, 𝐶 can’t 

access and use the services of 𝑆𝑗  within the overlay. In 

Fig. 2(d), we assume that 𝐶 has an indirect connection to 

another super-peer, named 𝑆𝑖 . Then, to perform the 

request of 𝐶 , 𝑆𝑖  initiates a service discovery process to 



  

  

 

 

 

   

  

 

   

  

 

 
 

   

 

 

1213

Journal of Communications Vol. 14, No. 12, December 2019

©2019 Journal of Communications

obtain the result from the Cloud. Assuming that at this 

time, the service that C requests is available in the cache 

of 𝑆𝑗 . However, since 𝑆𝑖  is unknown, it triggers the 

searching transaction in the Cloud. In this case, clearly, 

the cost of the transaction (time, energy consumption, 

computing resources, etc.) is huge. 

  

  

Fig. 2. A case of disconnection in the Cloud-assisted MANETs. 

The above problem occurs due to the loss of link in the 

overlay. In fact, the mobility characteristics of the devices 

in MANETs are the main cause of the loss of 

connectivity. When a node leaves the overlay, all 

connections based on this node will be lost. In addition, 

when the mobile nodes turn on power save mode, this 

also causes the loss of connectivity. Due, the high 

frequency of disconnection [12], the problem of reducing 

transactional execution costs needs to be resolved for the 

Cloud-assisted MANETs. 

C. Approach 

We propose a mechanism for solving the problem 

presented in Section 2.2, called CEPRM. The main idea 

is to set up a mechanism that allows super-peers to 

always know each other, or more exactly, have 

information about services of other super-peers when 

they join the overlay. Afterward, they can collaborate 

effectively in seeking services even when they are 

disconnected from the overlay.  

Recall that search transactions are the basic function of 

the overlay. In addition, the routing protocols of the 

overlay are often designed to make searching the most 

effective. However, the performance of routing in the 

overlay is significantly affected by the relationship 

between the overlay configuration and the underlying 

physical layers [14]. When adding cloud services to a 

MANETs, a problem arises, the cloud routing protocols 

do not support dynamic configuration network types. In 

addition, due to the limitations on the computing power 

and the uptime of mobile devices, the routing protocols in 

MANETs must be very compact. Therefore, designing 

efficient routing protocols in a Cloud-assisted MANETs 

is a big challenge. 

A feasibility design strategy is to keep the routing 

protocols in the overlap and add the proposed mechanism 

to the upper-layer functions. Currently, there are many 

flexible routing protocols introduced in [4]-[8], [10]-[11] 

and many efficient search algorithms introduced in [12]-

[14]. To take advantage of existing protocols and 

algorithms, our proposed mechanism must be able to 

coordinate with them. This approach poses many 

challenges, but we will offer appropriate solutions, 

described in the next sections. 

III.  PROPOSED MECHANISM 

A. Description Mechanism  

Our proposed mechanism operates at the application 

layer and consists of the following three procedures: 
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- Service Notice (SN): The procedure is executed by an 

SP to inform other SPs in the overlay about the 

change of its role from a cloud server into an SP.  

- Service Update (SU): The procedure is invoked by an 

SP to update the information map of itself. The 

information map contains information about the 

services of other SPs, old SP (now is cloud server) 

and itself. 

- Service Scheduling (SS): The procedure is used by an 

SP to directly request services from other cloud 

servers via the Cloud, or to share its database with 

other SPs.  

Suppose each SP maintains an information map, which 

is a reduced form of the database content of SP in the 

overlay. Then, any SP in the overlay can request services 

through its SS procedure to the old super-peers (which 

was once an SP but currently only acts as a normal cloud 

server due to being disconnected from MANETs). 

When a cloud server first joins the overlay and 

becomes an SP, the information map contains only its 

services. Then, this new SP sends a notification by SN 

procedure into the overlay. If there is an SP with non-

empty map information in the overlay, it will use the SS 

procedure to share the map information with the new SP. 

The new SP then uses the SU procedure to update its own 

information map. The schema for these transactions is 

given in Fig. 3. If the information map of an SP is 

changed, these changes will be updated to other SPs 

within the overlay (using the SS and SU procedures) as 

shown in Fig. 3. In the next section, we will describe the 

algorithm of the cooperative mechanism. 

 
Fig. 3. Describes the proposed mechanism. 

B. CEPRM Algorithm 

Nodes in a MANETs can collaborate, exchange 

information, initiate service requests through direct or 

indirect connections by popular routing protocols, defined 

by IETF (Internet Engineering Task Force) like AODV 

(Ad-hoc On-Demand Distance Vector) [15] or DSR 

(Dynamic Source Routing) [16]. Each node maintains 

temporary data that include basic information as 

identifiers and services such as search or routing. The 

pseudo-code of the CEPRM is described, as follows: 

Algorithm 1: Response Service 

Input: A requested service from a mobile device RS; 

Output: the corresponding service CS; 

1. Query RS on own temporary database; 

2. if (RS is existing on the peers of the MANETs) 

then  

3.      Return CS; 

4. Else 

5.      Query RS in Information map on super-peers 

6. if (RS exists on this Information map) then  

7.        Return CS; 

8. Else 

9.        Query RS on the Cloud by Algorithm 2;  

10.        Return CS;  

11. endif 

12. endif 

Algorithm 2: Searching the minimum path (S, D) 

1. Input: Cost matrix A; Source node: S; Destination 

node: D; 

2. Output cost: Minimum cost; SP: The route shortest 

path from S to D 

3. Apply algorithm shortest path first Dijkstra 

4. Return cost and SP 

 

The summary, in our proposed mechanism, has two 

issues: (1) a cloud server only becomes a SP when it joins 

in the overlay, else, it is only a traditional cloud server, 

and (2) each SP stores an information map and performs 

three procedures: Service Notice, Service Update, and 

Service Scheduling to update it information map. In the 

next section, we will clearly illustrate the effectiveness of 

the CEPRM mechanism. 

C. Analyze the Effects of the CEPRM Mechanism 

As presented, the main objective of the proposed 

mechanism is to reduce costs (time, power consumption, 

computing resources, etc.), so, the performance of Cloud-

assisted MANETs can be improved. In general, 

performance is determined by the time taken to complete 

a task. As analyzed, the characteristics of mobile nodes in 

MANETs are the main cause of the cost explosion 

problem due to lost connections in the overlay. 
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So, we created a cost model for service requests from 

MANETs to the Cloud with two assumptions as follows: 

- There are 𝑘 SP nodes in the proposed model.  

- Between the source node and the destination node in the 

path, there exists 𝑛 Cloud server Si (i = 1, 𝑛̅̅ ̅̅̅;   𝑘 ≤ 𝑛). 

Let 𝑡𝑖  be the cost of time to route between two 

neighboring nodes and 𝑡′𝑖 be the cost of time to perform 

search service on node 𝑖. 
Let 𝑒𝑟  is the cost of energy consumed to perform 

routing in a unit of time and 𝑒𝑠  is the cost of energy 

consumed to search for services in a unit of time. 

So, time and energy consumed by a service request 

according to the traditional mechanism can be calculated 

as follows: 

{
𝑇 = ∑ (𝑡𝑖 + 𝑡′𝑖)

𝑘
𝑖=1

𝐸 = 𝑒𝑟 × ∑ 𝑡𝑖
𝑘
𝑖=1 + 𝑒𝑠 × ∑ 𝑡′𝑖

𝑘
𝑖=1

 (1) 

With CEPRM mechanism, by maintaining an 

information map on the SP nodes, service requests 

performed can be routed directly to the destination cloud 

server. It reduces the cost of searching time, thus, saves 

the energy consumed by the searching process on cloud 

servers. The time and energy consumed to implement a 

service request under the proposed mechanism can be 

calculated as follows: 

{
𝑇 = 𝑡′1 + 𝑡′𝑘 + ∑ 𝑡𝑖

𝑘
𝑖=1

𝐸 = 𝑒𝑟 × ∑ 𝑡𝑖
𝑘
𝑖=1 + 𝑒𝑠 × (𝑡′1 + 𝑡′𝑘)

    (2) 

In the next section, by simulating, we will obtain a 

chart that shows the efficiency of CEPRM mechanism 

and compare with the traditional mechanism. 

 

 

IV.  PERFORMANCE EVALUATION 

In this section, we will create a simulation to test the 

effectiveness of CEPRM mechanism. We set up a 

simulation to evaluate the total cost of performing routing 

and searching for services in Cloud-assisted MANETs. 

We assume that overlay supports forwarding service 

queries from MANETs to the Cloud. Then, in the 

simulations, we only need to calculate the cost of 

performing routing and searching transactions using the 

CEPRM mechanism and the traditional mechanism. 

Equations (1) and (2) show that energy consumption 

depends on time. 

In both equations, the execution times of routing 

transactions ( 𝑒𝑟 × ∑ 𝑡𝑖
𝑘
𝑖=1 ) are the same, only the 

execution times of the searching transaction are different, 

therefore,  the costs of performing a routing transaction in 

both mechanisms are the same, so we do not consider the 

costs of the routing transaction and only focus on the 

costs of the searching transaction. 

A. Illustrate the Cost Calculation Method 

First of all, we set up a cost model. The model focuses 

on calculating the cost of performing a search transaction 

as shown in Fig. 4. We separate three states of the 

network: Stable, Intermediate and Operation. Stable 

status means that all network nodes are operating under 

normal conditions. Thus, routing and searching service 

transactions can be performed normally. The network 

switches to an intermediate state when the connection 

from MANETs to the overlay is lost. From here, it 

switches into operation state if one peer sends a query to 

request service from a super peer leaving the coverage. In 

the operation state, when the disconnection is fixed, the 

network returns to the stable state. 

 
Fig. 4. Cost comparison by the traditional routing method and proposed mechanism. 
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Now, considering the network in two cases, using and 

not using the proposed cooperative mechanism, we can 

observe the differences. We use a network of five cloud 

servers, respectively named S1 to S5 as shown in Fig. 4. 

Each network node is assigned a random value between 1 

and 5 corresponding to the cost of performing a search 

transaction on that node. We assume S1 is currently in the 

overlay (S1 is a super-peer), S5 just went out of the 

overlay and now acts as a cloud server. Then, if the 

network does not apply the proposed mechanism, the 

search path is S1, S2, S3, S4, S5. The cost to perform a 

search transaction is 15 (3 + 4 + 3 + 2 + 3). But if we 

apply CEPRM mechanism, service queries will be sent 

directly from S1 to S5, so the search path is only S1 and S5 

and the cost is 6 (3 + 3). The cost of the searching 

transaction is reduced down to 6, is because the system 

doesn’t cost searching in S2, S3, and S4 servers.  

B. Simulation Result and Analysis 

To prove the efficiency of the proposed mechanism, 

we establish a simple simulation system with the 

following: 

Cloud: Consists of two scenarios: 50 and 100 servers. 

MANET: 100 mobile network nodes.  

Assume that whenever the network is in the active 

state, queries sent by a peer can always be connected to 

an SP ready to serve. In the overlays, disconnections and 

service queries are generated randomly. We also assume 

a random integer between 1 and 5 represents the cost of 

performing the searching transaction at each cloud server. 

Note that the use of integers instead of a detailed unit of 

measurement only helps us better illustrate the solution. 

Then we can calculate the total cost of performing the 

search transaction to each query. 

Fig. 5 compares the costs of performing searching 

transaction when there are 500 queries in two cases, the 

network has: 50 and 100 cloud servers. Simulation results 

show that using our solution, the cost of performing 

search transaction is two times less than the average 

compared to that of the traditional solution in both cases, 

equivalent to 45 % and 50% respectively. Here, the cost 

of 100% is the worst case, which means that the system 

must perform search transactions on the overall Cloud. 

 
(a) 

 
(b) 

Fig. 5. Cost comparison when perform a searching transaction by two mechanisms. 

V. THE FUTURE WORK 

The simulation results prove the effectiveness of the 

CEPRM mechanism. However, we still have not tested 

the performance of the entire network when applying this 

mechanism. We have not evaluated the costs of setting up 

and operating the CEPRM mechanism, such as the 

organization issue and storage of information maps. 

However, in our opinion, the cost of implementing a 

collaborative mechanism is negligible compared to the 
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total cost of the Cloud. The issues in this section will be 

research topics that we are interested in in the future. 

VI.   CONCLUSIONS 

With a focus on research, we proposed an Energy-

Saving and Performance-Improving Routing Mechanism 

for Cloud-assisted MANETs, called CEPRM. Our 

mechanism operates at the application layer, between 

cloud servers as they join MANETs. This mechanism is 

highly feasible and very effective in reducing the number 

of search transactions in cloud servers. The simulation 

result shows that our solution reduces the cost of 

performing searching transaction compared to the 

traditional solution. We are very hopeful that, with 

simplicity and feasibility, our solution presented in this 

paper will be applied in practice. 

REFERENCES 

[1] A. Gupta and R. K. Jha, “A survey of 5G network: 

Architecture and emerging technologies,” IEEE Access, 

vol. 3, pp. 1206-1232, 2015. 

[2] V. K. Quy and N. D. Han, “An efficient cooperative 

mechanism for cloud-assited mobile ad hoc networks,” in 

Proc. Conf. on Fundamental and Applied Information 

Technology Research (FAIR'8), 2015, pp. 96-102. (in 

Vietnamese). 

[3] V. K. Quy, N. T. Ban, V. H. Nam, D. M. Tuan, and N. D. 

Han, “Survey of recent routing metrics and protocols for 

mobile ad-hoc networks,” Journal of Communications, 

vol. 14, no. 2, pp. 110-120, 2019. 

[4] N. Alsharif and X. Shen, “iCAR-II: Infrastructure-Based 

connectivity aware routing in vehicular networks,” IEEE 

Tran. on Vehicular Technology, vol. 66, no. 5, pp. 4231-

4244, 2017. 

[5] A. M. Mezher and M. A. Igartua, “Multimedia 

multimetric map-aware routing protocol to send video-

reporting messages over VANETs in smart cities,” IEEE 

Tran. on Vehicular Technology, vol. 66, no. 12, pp. 

10611-10625, 2017. 

[6] V. K. Quy, N. T. Ban, and N. D. Han, “A multi-metric 

routing protocol to improve the achievable performance 

of mobile ad hoc networks,” Studies in Computational 

Intelligence (SCI), vol. 769, Springer, 2018, pp. 445-453. 

[7] V. K. Quy, N. T. Ban, and N. D. Han, “An advanced 

energy efficient and high-performance routing protocol 

for MANET in 5G,” Journal of Communications, vol. 13, 

no. 12, pp. 743-749, 2018. 

[8] G. Ganbayar, A. P. Shrestha, and S. J. Yoo, “Robust and 

reliable predictive routing strategy for flying ad-hoc 

networks,” IEEE Access, vol. 5, pp. 643-654, 2017. 

[9] N. D. Han, Y. Chung, and M. Jo, “Green data centers for 

cloud-assisted mobile ad-hoc network in 5G,” IEEE 

Network, pp. 70-76, 2015. 

[10] Q. Luo and J. Wang, “Multiple QOS parameters-based 

routing for civil aeronautical ad hoc networks,” IEEE 

Internet of Things J., vol. 4, no. 3, pp. 804-814, 2017. 

[11] V. K. Quy, N. T. Ban, and N. D. Han, “A high-

performance routing protocol for multimedia applications 

in MANETs,” Journal of Communications, vol. 14, no. 4, 

pp. 267-274, 2019. 

[12] F. Rebecchi, M. D. de Amorim, V. Conan, A. Passarella, 

R. Bruno, and M. Conti, “Data offloading techniques in 

cellular networks: A survey,” IEEE Comm. Surveys & 

Tutorials, vol. 17, no. 2, pp. 580-603, 2015. 

[13] N. Kumar and J. H. Lee, “Peer-to-Peer cooperative 

caching for data dissemination in urban vehicular 

communications,” IEEE Systems Journal, vol. 8, no. 4, pp. 

1136-1144, 2014.  

[14] N. M. Jones, G. S. Paschos, B. Shrader, and E. Modiano, 

“An overlay architecture for throughput optimal multipath 

routing,” IEEE/ACM Transactions on Networking, vol. 25, 

no. 5, pp. 2615-2628, 2017. 

[15] RFC3561. [Online]. Available: https://www.ietf.org 

[16] RFC4728. [Online]. Available:  https://www.ietf.org 

 

Vu Khanh Quy was born in Hai-Duong 

Province, Vietnam, in 1982. He received 

the B.S. degree from the Hung Yen 

University of Technology and Education 

(UTEHY), in 2007 and the Master degree 

from Posts and Telecommunications 

Institute of Technology (PTIT), in 2012. 

Currently, he is a lecturer at UTEHY. His 

research interests include Network Performance and Next 

Generation Network. 

 

Le Ngoc Hung was born in Thanh Hoa, 

Vietnam, in 1968. Graduated from Hanoi 

University of Science and Technology in 

1992 and the Master degree from Hanoi 

National University, in 2001. Currently, 

he is a student at Post and 

Telecommunication Institute of 

Technology and general manager of 

VKX Company Limited. Research Areas: Decision Making, 

Mobility Management, Computational Modeling Methods. 

 

Nguyen Dinh Han was born in Hung-

Yen, Vietnam, in 1977. Graduated from 

Hanoi National University in 2000, 

graduate from AIT in 2005; received a 

Ph.D. from the Hanoi University of 

Science and Technology (HUST) in 

2013 and postdoctoral research at the 

University of Korea in 2014. Currently, 

he is a professor at HUST. Research Areas: Code Theory and 

Applications, Computer and Network Security, Wireless 

Communication, Internet of Things.  

https://www.ietf.org/
https://www.ietf.org/



