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Abstract—In a fully evolved smart grid advanced metering 

infrastructure network, grid operators, energy suppliers and 

other third-party operators can be granted access to end users 

consumption data for purposes such as billing and other grid 

control operations. This will help to optimize smart grid 

operations and maximize energy consumer’s benefits. However, 

uncontrolled or unauthorized access to consumption data may 

put energy consumer’s privacy at risk. This is because end 

user’s energy consumption data can be profiled when collected 

at a high frequency and then subsequently used to make 

reasonable inferences about the private life of energy consumers. 

Aggregation of energy consumption data has been a popular 

research approach towards preserving the privacy of energy 

consumers. In this paper, we present a survey of different 

schemes using data aggregation approach for preserving the 

privacy of energy consumers in a smart grid AMI network. At 

the end, open research issues are highlighted and discussed.   

 

Index Terms—Advanced Metering Infrastructure (AMI), data 

aggregation, Smart Grid (SG), Smart Meter (SM). privacy 

preserving data aggregation protocols 

I. INTRODUCTION 

A. Preamble 

The smart grid advanced metering infrastructure (SG 

AMI) is a technology designed to modernize the 

traditional electricity network. With the SG AMI, 

conventional mechanical meters are replaced with smart 

meters and other intelligent electronic devices (IEDs) 

which help in the measurement, collection and analysis of 

energy consumption data. The SG AMI is also designed 

to provide multi-way communication paths between 

energy consumers, smart grid operators and other 

authorized and trusted third party operators [1]. The 

National Institute for Standards and Technology (NIST) 

prioritized the AMI as an important functionality in the 

implementation of the smart grid vision [2].  

Experiences from many countries like Italy have 

shown that the implementation of the AMI can bring 

some advantages which include reduction in the costs of 

operations [3]. For instance, periodic readings of user’s 

energy consumption can be taken remotely, thus, 

eliminating the need for the engagement of persons who 
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perform this task by visiting consumer’s apartments. This 

technology will not only benefit utility companies as 

consumers will have options of leveraging on AMI’s 

demand response features to switch off their high 

consuming appliances during peak periods. This will 

evidently help energy consumers to save a lot of money. 

Very importantly, the AMI eliminates monotony and 

creates a competitive market by involving trusted third 

parties who may be involved in supplying energy to 

consumers or in-charge of billing and other related 

operations. A summary of SG AMI’s advantages to 

consumers, energy suppliers and utility has been 

presented in Fig. 1.  

 
Fig. 1. Benefits of advanced metering infrastructure 

B. Motivation and Problem Definition 

The privacy of energy consumers is a major concern 

for the smart grid. Unfortunately, the introduction of the 

AMI into the smart grid vision raises new issues relating 

to the violation of the privacy of energy consumers. Fine 

grained consumption data can be communicated from the 

smart meters located at end user’s apartments to other 

smart grid entities. Uncontrolled access to this 

consumption data can put electricity consumers at great 

risk. Research has shown that energy consumption data 

collected at high frequency can be profiled and 

consequently used to make reasonable inferences or draw 

accurate conclusions about the private life of energy 

consumers. Fig. 2 provides an illustration which shows 

how smart meter consumption data can be used to predict 

with near certainty the private behaviours of consumers 

using machine learning algorithms [4]. From Fig. 2, it can 

be clearly seen that consumer’s activities such as working 
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hours and vacation periods can be predicted with ease and 

this can be beneficial to cyber criminals who can utilize 

such knowledge to further launch various degrees of 

attack against consumers. In addition, such highly 

classified private information can be used by insurance 

companies or/and energy suppliers for price 

discrimination against energy consumers.  

 
Fig. 2. An illustration showing how appliance load signatures can be 

used to predict the private life of users [4]. 

Currently, there are many privacy-related legal 

frameworks in many countries today which are geared 

towards the protection of private data. In United States 

for example, there is a lack of privacy regulations for 

smart metering data at the federal level [5]. However, 

attempts have been made by states like California, 

Colorado, Ohio and Oklahoma [6] through their 

respective public utilities commissions to introduce the 

concept of smart metering data privacy into their privacy-

related legal frameworks.  Similarly, the protection of 

personal information (POPI) has been enacted into law in 

South Africa since 2013 [7].  It is expected that all 

personal information which includes smart metering data 

should be regulated in the way and manner they are 

processed, how long they are to be retained by authorized 

parties and in ensuring that personal data must be used 

for the purpose for which they were collected in the first 

instance.  

Unfortunately, there are some drawbacks from these 

privacy frameworks as there are no guarantees that data 

owner’s consent would be sought and obtained before 

such data can be released to either public or private 

organizations in need of them. Another conflicting issue 

with regards to data owner’s consent is the fact that 

legislations on data protection makes processing legal for 

the fulfilment of legal or contractual obligations such as 

billing, energy supplies or even for ensuring network 

stability. It is therefore safe to state that these privacy 

frameworks/policies cannot effectively prevent privacy 

violations expected against energy consumers. In other 

words, privacy-preserving technologies such as data 

aggregation techniques which can prevent a lot of privacy 

violations before they happen are highly desirable. 

Motivated by the need to provide a good overview on 

mechanisms that can preserve the privacy of consumers, 

this paper has carried out a comprehensive survey of data 

aggregation schemes proposed for enhancing the privacy 

of energy consumer’s data. At the end of this survey, 

open research directions on data aggregation in a smart 

grid AMI have been highlighted and discussed.  

C. Organization of Paper 

The rest of this paper is organized as follows: section 2 

contains necessary backgrounds including cryptographic 

building blocks utilized in designing data aggregation 

protocols. In section 3, an extensive review of data 

aggregation protocols found in the literature is carried out. 

Section 4 contains open research issues and future 

challenges while section 5 contains the conclusion of this 

study.  

II. BACKGROUND 

A. AMI and Associated Technologies 

The advanced metering infrastructure incorporates 

smart and intelligent electronic devices (IEDs) and 

communication technologies that help to automate 

metering functions that have in the past been 

accomplished by manually intensive operations.  

The AMI has been integrated with some advanced 

customer-based technologies which enable power utilities 

to offer new rate options that produce good incentives to 

customers to reduce their energy consumptions during 

peak periods. In other words, the AMI and the customer-

associated technologies work together to automate 

functions and manage demand side management. The 

flow of the relationship between these AMI functions and 

their associated technologies is presented in figure 3. 

These technologies include but not limited to the 

following: 

 Information Technologies: With these 

technologies, customers can be encouraged to 

better manage their electricity consumption. 

This can be done by providing them with near 

real-time data about their electricity 

consumption and costs through technology 

platforms like in-home displays (IHDs), web 

portals, and text/email. Such technologies can 

provide information in amazing ways which are 

capable of providing understanding and insights 

about actions that can save energy and reduce 

bills.  

 Communication Networks: The installation of 

the AMI necessitates the installation of new 

communication networks and/or the upgrade of 

existing ones. These networks ought to be as 

robust as possible considering the voluminous 

amount of data that need to be transmitted from 

the AMI smart meters to the AMI back-end 

systems and other authorized third parties.  

 AMI Back-End Systems: The AMI back-end 

systems are involved in advanced operations that 

ensure the smooth functioning and the stability 

of the smart grid. They are in-charge of 

functions like billing, meter data management 
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and other grid control operations like power 

quality monitoring.  

 Smart Meters: The smart meters are the most 

fundamental and core element of the AMI. The 

smart meters provide functions such as 

measuring customer electricity consumption at 

intervals which varies from 5, 15, 30, or 60 

minutes. They can also be used to measure 

voltage levels; and monitoring the on/off status 

of electric service. Fundamentally, smart meters 

are designed to communicate these readings to 

utilities for processing and analysis. 

Interestingly, important information such as 

billing charges, energy feedback, and available 

time-based rates can be communicated back to 

customers via the smart meters and/or through 

its associated technologies.  

 

 
Fig. 3. Relationship between AMI functions and their associated 

technologies [8] 

B. Smart Grid AMI and Security Challenges 

The smart grid advanced metering infrastructure (SG 

AMI) was conceived in the smart grid vision to provide 

near-real time monitoring of energy consumption/usage. 

The SG AMI has been designed to provide dynamic 

pricing support in its demand response scheme especially 

for the residential customers. The SG AMI is 

interconnected with other smart grid domains with an 

open, distributed and highly networked infrastructural 

technologies. Thus, the AMI consists of several 

communication hardware/software, severally connected 

intelligent electronic devices (IEDs) and data 

management system. In order to keep the smart grid AMI 

very secure, genuine but collaborative efforts are required 

from all the stakeholders which include [9]-customers, 

grid/utility operators, billing companies, energy providers, 

other third-party operators who may be in-charge of some 

control operations and representatives of government. 

The smart metering data, control commands from smart 

meters, billing information and energy consumer’s 

private information are the key security objects that need 

to be protected against security breaches and/or privacy 

violations [10].   The threat analysis of these key objects 

are have been provided briefly.     

C. Threat Analysis of SG AMI Security Objects 

Notwithstanding the unquantifiable benefits of the SG 

AMI to energy consumers, energy suppliers and grid 

operators, the SG AMI provides opportunities for cyber 

criminals and malicious insiders to attack the smart grid 

or violate the privacy of energy consumers for intensions 

which can either be fun or for ill-gotten gains. The threats 

to the security objects include but not limited to the 

following:  

 Denial of Service/Distributed Denial of Service 

Attack: Denial of service (DoS) or distributed 

denial of service attack (DDoS) is an attack 

against the availability of smart metering data or 

control signals. The smooth functioning of the 

SG AMI depends on the availability of these 

data [11]. DoS/DDoS attacks are executed 

mainly by sending fake requests which can be 

voluminous to servers or other network nodes 

such that the affected nodes would be driven to a 

point of exhaustion where little or no resources 

are left to process requests from legitimate nodes 

connected to the network [12].   DoS/DDoS 

attacks can result in an improper scheduling of 

data delivery between meters and data 

concentrators. This situation can lead to buffer 

overflow and data loss at the concentrator’s side. 

Moreover, this can cause delay in data delivery 

or even data loss at the AMI backend due to 

limited link bandwidth [13]. On the other hand, 

control data are needed in a timely manner so 

that urgent decision can be taken by grid 

operators in order to ensure general stability of 

the system.        

 Eavesdropping Attack: Eavesdropping is an 

attack where a cyber-criminal listen or gathers 

data intended for the smart grid AMI. In this 

kind of attack, the cyber-criminal, or 

eavesdropper illegally monitors and taps into the 

transmission signal between the data source and 

the smart grid AMI backend. This can be done 

between the time the data are encoded and the 

time it is decoded. That may not be simple for a 

cyber-attacker who is not experienced but some 

cyber-criminals could have access to the 

common decoding algorithms, and with enough 

trial and error, they can determine how to read 

the data [14]. 

 Injecting False Information (Replay Attack): In 

this type of attack, the cyber-criminal can send 

packets to inject false information in the network.  

This can range from false metering data, false 

prices, fake emergency event. The major 

motivation for an attacker with this malicious 

intension may be to evade the payment for 

consumer’s electrical energy or to pay a 
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drastically reduced bill [15]. An attacker may 

also decide to record sequence smart metering 

data and then replays this sequence later. This 

kind of attack targets the integrity of the 

measured data and also prevents data freshness 

[12]. Similarly, the attacker can transmit false 

data to the control center. Fundamentally, most 

control systems are decided to question or ignore 

data whose mean square difference from the 

normal or expected is too high [16]. An attacker 

with this basic knowledge, can analyze data for a 

period of time, determine an acceptable range of 

values, and inject data that will be accepted by 

the control system [17]. 

 Energy Consumer’s Privacy Violations: 

Collecting user’s metering data at a high 

frequency may reveal sensitive information 

about the user, such as his/her electricity 

consumption patterns [18], the type of electrical 

appliances used on the user’s premises [19], or if 

the premises are occupied or not. This kind of 

information may be very valuable to a number 

of external entities. For example, criminal 

elements may leverage on information revealed 

from metering data to identify and target 

temporary unoccupied premises. This would 

increase their chances of burgling such 

apartments unnoticed or undetected. Insurance 

companies may also be interested in such data. 

For instance, an insurance company may use a 

user’s metering data to infer the user’s unhealthy 

life styles which can be used by the insurance 

company to decide the parameters of the user’s 

life insurance policy. 

 Access Rights Violations: Energy consumer’s 

fine-grained metering data may be very valuable 

for authorized third parties or other internal SG 

entities too. For example, if a supplier has access 

to the metering data of other suppliers’ 

customers (in addition to its own customers), the 

supplier would be in a better position to compete 

better than its competitors in the electricity 

markets. As such, their competitors can be easily 

short-changed in the open, liberalized and 

competitive electricity markets. Such advantage 

could be very beneficial to the supplier as it 

could help the supplier increase its market share. 

Therefore, suppliers would have an incentive to 

try to access the metering data of their 

competitors’ customers.  

D. Basic Cryptographic Concepts 

In this section, the basic cryptographic concepts or 

building blocks that have been used in different data 

aggregation schemes have been reviewed. These 

cryptographic building blocks include but not limited to 

the following: symmetric key cryptosystems, hashed 

message authentication codes (HMACs) and asymmetric 

key cryptosystems like digital signature schemes, RSA 

cryptosystem, El-Gamal Cryptosystem and Elliptic curve 

key cryptography.  

 Symmetric Key Cryptosystem: In symmetric 

cryptographic system, the same key is used by a 

sending party and the receiving party. With this 

cryptosystem, the confidentiality of the 

transmitted message can be guaranteed using the 

encryption and decryption process of the 

cryptosystem [20]. Conventionally, the sending 

party sends a message, m which is encrypted 

with a unique key, k in an encryption process 

where m and k are inputs to the encryption 

algorithm, E. The encryption algorithm 

generates an encrypted message, e known as the 

ciphertext. This process can be represented as: 

),( mkEe . This ciphertext is then sent to the 

receiving party through a communication 

channel. In other to recover the original message 

that was encrypted, the receiving party uses the 

ciphertext and the unique key as inputs to a 

decryption algorithm, D. This process can be 

represented as: ),( ekDm  . A typical 

example of the symmetric key cryptosystem that 

can be utilized for providing message 

confidentiality has been illustrated in figure 4 

while the Advanced Encryption Standard is well 

known example of an encryption algorithm [21].  

 
Fig. 4. Symmetric key cryptosystem 

 Hashed Message Authentication Code (HMAC): 

A hashed message authentication code is 

obtained by combining a hash function with a 

shared symmetric key. A hashed message code 

authentication code (HMAC) can be used to 

guarantee the authenticity of the transmitted 

message. On the other hand, a hash function, 

H(.), is that function which takes as input data 

with an arbitrary length and produces as output a 

fixed-sized string of hash value, h [20]. This 

process can be represented as: )(mHh  , 

where m is the message to be transmitted. 

Typical examples of well-known standard hash 

functions include SHA-1, SHA-224, SHA-256, 

SHA-384 and SHA-512 specified in the Secure 

Hash Standard (SHS) [22]. A hashed message 

authentication code otherwise known as a 

keyed-hash function because it is key dependent 

hash function. In other words, a symmetric key 

is always used in the generation and verification 

of the hash value of the message to be 

transmitted [20]. The HMAC can be used to 

provide message authenticity because the 

generated hash value can only be verified by 

somebody in possession of the identical 
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symmetric key, k. This guarantees that the 

message originated from the claimed sender. In 

addition, the integrity of the transmitted message 

can also be guaranteed as the message receiver 

can verify whether or not the transmitted 

message has been altered in transit. The above 

guarantees can only be sustained if the hash 

function has the following properties: 

(1) Given a message, m, the hash value of the 

message )(( mHh  can be computed with 

ease but given the hash value, h, it would be 

extremely hard to compute the message, m, such 

that hmH )( . 

(2) Given a message, m, it would be very difficult to 

find another message 

)'()(,' mHmHthatsuchm  .  

As shown in Fig. 5, a hash function is used with a 

secret key known by the sender and receiver only. The 

sending party applies this hash function in combination 

with the secret key to produce a hash value (h = H (k, m) 

which is then transmitted along with the message through 

a communication network (channel). With the help of the 

secret key the receiver can calculate the hash value and 

then compares this with the received hash value. This 

makes it easier to verify the authenticity of and the 

integrity of the received message.  

 

 
Fig. 5. An Illustration of hashed message authentication Code (HMAC).  

 Asymmetric Key Cryptosystem: While 

symmetric key cryptosystem makes use of one 

unique key for the encryption and decryption 

algorithms, the asymmetric key cryptosystem 

uses two separate keys to perform cryptographic 

operations. These two keys are conventionally 

referred to as public and private keys 

respectively. This type of cryptosystem can be 

used to guarantee the confidentiality and 

authenticity of the transmitted message [20].  

Typical examples of well-known asymmetric 

encryption algorithms include the Rivest-

Shamir-Adleman (RSA) [23], El-Gamal [24], 

Cramer-Shoup [25] and Paillier [26] algorithms. 

In this type of cryptosystem, the sending party 

uses both the message to be transmitted and the 

public key, Kp as inputs to the encryption 

algorithm which in turn generates a ciphertext, e. 

This process can be represented as: 

),( mKEe P  where Kp represents the public 

key. Once ciphetext (encrypted message) is 

generated, it can then be transmitted through a 

communication network. In other to recover the 

original message sent by the sender, the receiver 

uses his/her private key and the received 

ciphertext as inputs to a decryption algorithm. 

This decryption process can be represented as: 

),( eKDm s where Ks represents the private 

key. A simple illustration of asymmetric key 

cryptosystem has been presented in Fig. 6.  

 
Fig. 6. An Illustration of asymmetric key cryptosystem 

 Paillier Cryptosystem: The paillier cryptosystem 

which was invented by a French researcher 

Pascal Paillier in 1999 is an example of 

asymmetric cryptosystem that is worth 

reviewing in this paper primarily because it is 

efficient and secure. Pailllier cryptosystem has 

received good attention in its application to 

various privacy-preserving technologies because 

of its nice homomorphic property [27]. Unlike 

most cryptosystems already reviewed in this 

paper, paillier cryptosystem comprises of three 

algorithms which include a key generation 

algorithm, encryption and decryption algorithms. 

A brief explanation of the steps taken for the 

construction of the three algorithms have been 

provided below [28], [29]: 

(1) Key Generation Algorithm: The steps for key 

generation include: 

(i) Two large prime numbers p  and q  

are chosen randomly and independently 

of each other. 

(ii) The modulus, n , of the two prime 

numbers, their product (i.e qpn . ) 

and  , which is called camichael’s 

function are computed.  

(iii) Select a random integer g such that 

2*
n

g   and sg ' order is a non-zero 
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multiple of n (since 

)1( ng  works and can be 

calculated easily). 

(iv) It is to be ensured that n divides the 

order of g by checking that the 

following modular multiplicative 

inverse exists: 

nngLu mod)mod(( 12  
 where 

the function L is a langrage function 

nuuL /)1()(   

(v) Following (4), the public key would be 

),( gn while the private key would be 

  for nu mod1  

(2) Encryption Algorithm: In the case of encryption 

algorithm, the following steps can be taken:  

(i) Given a message (plaintext), m such 

that nm  and nm   

(ii) Choose a random *nr   

(iii) Compute the ciphertext, e , such that 

2mod. nrge nm  

(iv) The expression for the encryption 

algorithm can be represented as: 

),,( rmKEe p  

(3) Decryption Algorithm: Finally, the steps for 

executing the decryption algorithm include: 

(i) Given a ciphertext, e , such that 

*2n
e   and 

2ne   

(ii) Recover the original plaintext, m , 

such that 

nngLneLm mod)mod(/mod(
2)2



 

(iii) The expression for the decryption 

algorithm can be represented as: 

),( eKDm s  

In summary, the Paillier cryptosystem has two 

important properties which include: additive 

homomorphism and a capability of random number 

recovery. The mathematical elements of these two 

important properties are provided below [30]: 

(i) Additive Homomorphism: This property 

stipulates that the multiplication of the 

encrypted messages would result in the sum 

of the original messages (plaintexts). 

Mathematically, it can be stated that: 

2

4

4

3

3

2

2

1

1

4321

mod).(.)..()..(.).(

)(.)(.)(.)(

nrgrgrgrg

memememe

nmnmnmnm



       (1)

 

     

= 
2

4321

)4321( mod)...(. nrrrrg nmmmm 

      
= )( 4321 mmmme 

 It can be noted that this additive property of the Paillier 

cryptosystem can be utilized for aggregation in a 

progressive manner. This can be stated mathematically as 

follows:  

2

2

2

1

1

21 mod).(.).()(.)( nrgrgmeme
nmnm

 

       (2)

 
  = 

2

21

)21( mod).(. nrrg nmm 

 
   = )( 21 mme 

 

     
2

4

4

3

3

43 mod).(.).()(.)( nrgrgmeme
nmnm   (3)

 

     
2

43

)43( mod.).(. nrrg nmm 
 

      )( 43 mme 
 

2

43

)43(

21

)21(

4321

mod).(.(.).(.(

)(.)(

nrrgrrg

mmemme
nmmnmm 



                                              

(4)

 

  

 
2

4321

)4321( mod)...(. nrrrrg nmmmm   

   )( 4321 mmmme   

(ii) The second property of Paillier cryptosystem 

shows that raising an encrypted message to 

the power of a second message would result 

in the multiplication of the plaintext 

messages [28]: 

 

)(mod.)(.),( 22

1

)2.1(2

1 nrgKmE nmmmm

p         

   (5)

 

     )mod,.,( 21 nmmKe p  

Summarily, the steps for the encryption process is as 

follows: 

(i) The sender obtains the receiver’s public key 

),( en  

(ii) The plaintext is expressed as a positive integer, 

m.  

(iii) The ciphertext is computed such that ciphertext 

nmc e mod  

(iv) The ciphertext, ,c is then sent the receiver.  

Decryption Process 

Finally, the steps for the decryption process is as 

follows [31]: 

(i) The receiver uses the private key, ),( en to 

compute ncm d mod  

(ii) The plaintext is then recovered from .m  

 The El-Gamal Public Key Cryptosystem: In 

1985, Taher Elgamal proposed El-Gamal public 

key cryptosystem which is used over finite fields 
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and its security based on the discrete logarithm 

problem (DLP) [32]. The cryptosystem provides 

additional layer of security by making it possible 

to asymmetrically encrypt keys that have been 

previously used for symmetric encryption. The 

reason for the use of the discrete logarithm 

problem is due to the difficulty of finding 

discrete logarithm while the inverse operation of 

exponentiation can be computed with ease. 

Bryce Allen defined discrete logarithm to be the 

inverse of modular exponentiation [33]. This 

definition states that given a modular 

exponentiation 

,gbasetheandingy p

x 
 the discrete 

logarithm .log xis
y

g This is a discrete 

logarithm in the cyclic group g which may or 

may not be all of 


 p . When ng ||  is large 

and has at least one large prime factor, discrete 

log problems in g  are considered intractable. 

An El-Gamal cryptosystem can be defined by a 

tuple ),,,( yxgp with p being a large prime 

number which also describes which group 


 p is used, g  being an element of order 

n in 


 p . In addition, x is a random integer 

with .,11 xgyandnx   

 Encryption and Decryption of El-Gamal 

Cryptosystem: Before encrypting a plaintext 

using El-Gamal cryptosystem, it must be 

converted to an integer between 1 and 

1p where integer between 


 p )11( pand . If the message is the 

key for a symmetric cipher, then it may already 

be a number, if on the other hand the message is 

larger than 1p , then it can be broken into 

blocks. If g  is a primitive, then 1 pn . 

However, n  can be chosen to be much smaller 

than 1p for reasons bothering on efficiency. 

If on the other hand, g  is not a primitive, then 

only n  of the 1p  members of 


 p  will be 

in .g  In this context, it is not clear how 

messages can be converted to an element of 

g . Since a discrete log would be required in 

order to recover the original message, raising g  

to the power of the message would not be 

workable. In summary, the public and private 

keys for the El-Gamal cryptosystem would be 

),,( ygp  and x  respectively. With an integer 

]1,1[  nk  and a public key, the encryption 

and decryption functions would be given by 

),()( kk

k mygmE  and vuvuD x),(  

respectively where all operations are performed 

in mod p  (in 


 p ). The decryption function 

can be used to retrieve the original message as 

follows:  

such that mmyyvumED kkx

k  )(( . 

 Digital Signature Schemes: Digital signature scheme 

is another variant of public-key cryptosystem. The 

notion of digital signature was first conceived by 

Whitfield Diffie and Martin Hellman in 1976 [34].  

The authors formulated the properties which a digital 

signature scheme has to satisfy in order to be able to 

substitute for a handwritten signature. By definition, 

a digital signature is a mathematical strategy for 

demonstrating the authenticity of digital messages. 

Digital signature schemes can also be used to realize 

other objectives of cyber security such as integrity 

and non-repudiation. In this context, the receiver of 

the message would have every reason to believe that 

the message actually originated from the sender and 

that the message was not altered in transit. In 

addition, it would be difficult for the sender to deny 

that the message was sent by him. Formally, a digital 

scheme consists of three different algorithms which 

include [20]: 

(i) Key generation algorithm (generates a public 

key, pK and  a  corresponding  private  key, 

sK  

(ii) Signature generation algorithm 

(iii) Signature verification algorithm 

In order to sign a message digitally, the following steps 

can be taken: 

(i) A hash function is applied to the message by the 

sender to generate a hash value, )(mHh .  

(ii) The sender uses this hash value together with 

his/her private key to generate a digital 

signature of the message,  .  

(iii) The sender then appends this signature to the 

original message and then sends both to the 

receiving party.  

(iv) The receiver verifies this sender’s signature by 

using the sent signature and the sender’s 

public key to obtain the hash value, h. The 

receiver compares this computed hash value 

with the received value. If the two values 

are equal, then the signature is adjudged to 

be valid, else, it is regarded as an invalid 

signature.  

Typical examples of digital signature scheme include: 

digital signature algorithm [35], Boneh-Lynn-

Shacham (BLS) short signature scheme [36], 

Lamport/Merkle-Winternitz one-time signature 

schemes [37] and aggregate signature scheme [38]. A 
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general illustration of digital signature generation 

and verification process is presented in Fig. 7.  

 
Fig. 7. Illustration of digital signal generation and verification 

 Elliptic Curve Cryptography: Elliptic curve 

cryptography (ECC) is another variant of public-key 

cryptosystem based on the algebraic structure of 

elliptic curves over finite fields. Elliptic curve 

cryptography (ECC) [39-40] is increasingly used in 

practice for the design of public-key based 

cryptographic protocols.  ECC requires smaller keys 

compared to non-ECC cryptography (based on plain 

Galois fields) to provide equivalent security [41]. 

The practical benefits of using elliptic curves cannot 

be neglected after many years of their introduction.  

They offer smaller key sizes [42] and have more 

efficient implementations [43] at the same security 

level as other widely deployed schemes like RSA 

cryptosystem.  A brief explanation of important 

concepts like elliptic curve definition, elliptic curve 

key generation process and elliptic curve encryption 

process has been provided [44].  

Elliptic Curve Definition: An elliptic curve E  over 

pF  is defined by an equation of the form: 

 baxxy  32
         (6) 

where p  is a prime number and pF  denotes the field of 

integers modulo p , a , pFb  satisfy 

)(mod0274 23 pba  . Equation 6 is called 

Weierstrass normal form for elliptic curves while figure 8 

represents two instances of elliptic curve in which 

1,1,0,1  baandba  respectively [45]. 

A pair ( ), yx  is a point on the curve if ),( yx  satisfies 

equation 6 provided pFyx , .  It is to be noted that the 

point at infinity (also known as the ideal point), usually 

denoted by  , is also said to be on the curve. As such, 

eqn. 6 can be refined to produce eqn. 2.7 and given below:  

 }{}0274,|)},{(),( 23322  babaxxyRyxbaEp
 (7) 

 

Fig. 8. Graph showing two Instances of Elliptic Curves [45] 

Elliptic Curve Key Generation: The definition given 

below provides the necessary basics for the generation of 

the key for the elliptic curve.  

Definition 1: Let E  be an elliptic curve defined over a 

finite field pF . Let P  be a point in )( pFE and 

suppose that P  has a prime order of n . Then the cyclic 

subgroup of )( pFE  generated by P  is given by:  

})1(......,3,2,,{ PnPPPP   

It is to be noted that the prime, p , the equation of the 

elliptic curve, E  and the point P  and its order, ,n  are 

collectively referred to as the domain parameters. A 

private key for the elliptic curve is therefore an integer d  

that is uniformly selected at random from the interval 

]1,1[ n  while the corresponding public key would be 

given by .dPQ  However, it is also to be noted that 

there is a problem known as the discrete logarithm 

problem (ECDLP) in determining d , given Q and other 

domain parameters. In summary, the steps for generating 

the elliptic curve key algorithm include: 

(i) Input the elliptic curve domain parameters 

),,,( nPEp . Public  key  Q  and  private   key 

d.  

(ii) Select ]1,1[  nRd . 

(iii)  Compute dPQ . 

(iv) Return ),( dQ . 

(v) Output elliptic curve public key Q  and private 

key d .  

Elliptic curve Encryption and Decryption Process: 

The elliptic curve encryption process is started by first 

representing the plaintext, m , as a point M, and then 

encrypted by adding it to kQ where k is an integer that 

is randomly selected, Q is the recipient’s public key. The 

sender then transmits the point 

kQMCandkPC  21  to the receiver who then 

uses his/her private key d  to compute 
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kQPdkpkddC  )()(1
. Thereafter, M is 

recovered from the expression kQCM  2
. The steps 

for generating the elliptic curve encryption and 

decryption algorithms can be summarized as follows: 

 

Encryption Algorithm: 

(i) Input the elliptic curve domain parameters 

),,,( nPEp . Public   key   Q  and  plaintext, 

m  

(ii) Represent m as point )( pFEinM  

(iii) Select ]1,1[  nRk  

(iv) Compute kPC 1
 

(v) Compute kQMC 2
 

(vi) Return ),( 21 CC  

(vii) Output the ciphertext ),( 21 CC  

Decryption Algorithm: 

(i) Input the elliptic curve domain parameters 

),,,( nPEp ,   private   key d ,   ciphertext 

),( 21 CC . 

(ii) Compute )( 12 dCCM   

(iii) Retrieve Mfromm  

(iv) Return )(m  

(v) Output the plaintext, m  

III. DATA AGGREGATION SCHEMES IN SG AMI 

A popular research approach for mitigating the effects 

arising from cyber security threats and privacy violations 

in a smart grid AMI is the use of data aggregation 

protocols. In the literature, research solutions proposed on 

data aggregation-based protocols can be categorized as:  

(i) Data aggregation solutions for metering data 

meant for billing purposes 

(ii) Data aggregation solutions for metering data 

meant for operational purposes and 

(iii) Data aggregation solutions meant for the above 

two purposes.  

In the first category, proposed protocol solutions seek 

to make available smart metering data for billing 

operations without revealing sensitive information about 

energy consumers. In the second category, proposed 

solutions seek to avail smart metering data for control 

operations such as power quality monitoring without 

violating the privacy of the consumers by the way the 

data are obtained, processed or stored. The security 

threats and privacy violations that could be brought about 

by the abuse of these data are fundamentally dependent 

on the frequency at which these data are sampled. 

Generally, the lower the sampling frequency the less the 

possibility these data can be attributed to the consumers 

who own them or the less certainty information 

concerning these consumers can be deduced. In this 

survey, the categorization of the data aggregation 

proposed for the smart grid AMI is dependent on the 

scheme implemented or the kind of technology 

implemented. This categorization includes: (1) data 

aggregation protocols using trusted third parties (TTPs).  

(2) data aggregation protocols using perturbation 

technology. (3) protocols using cryptographic algorithms.  

A. Data Aggregation Protocols Using Perturbation  

In data aggregation protocols based on the principle of 

perturbation, the main research idea is to add a kind of 

randomness to the metering or control data. In such a 

situation, it would be extremely difficult for the 

aggregating entity to link the metering data to the smart 

meters of energy consumers. However, it is expected that 

aggregated metering data would be calculated with 

minimal or no error. Typical approaches of data 

aggregation-based protocols using perturbation include: 

perturbation based on probability distribution (such as 

binomial or Gaussian), perturbation based on time series 

using theories such as load signature moderation, theory 

of rate distortion, and perturbation using orthogonal 

codes. In [46], Li S. et al. encrypted the measured 

metering data using Walsh orthogonal codes with ring 

communication architecture. In the time series-based 

approach using load signature moderation [47], home 

electrical power routing can be employed to moderate the 

smart home’s load signature so that the appliance usage 

information could be hidden. On the other hand, the 

theory of rate distortion which is a sub-field of 

information theory addresses the problem of lossy 

compression by analyzing the theoretical fundamentals of 

the determining the bit rate to be communicated over a 

channel such that the original measured data can be 

reconstructed at the receiver without or with a negligible 

distortion error. The taxonomy for data aggregation 

approaches based on the principle of perturbation is 

shown in figure 9. This taxonomy contains four different 

categories of research approaches: 

 Approach using orthogonal codes [46], [48] 

 Approach based on time series theories [47], 

[49]–[51] 

 Approach based on differential privacy [52]–[54] 

 Approach based on distribution function [52], 

[53], [55]–[58] 

Notwithstanding the perceived strength of data 

aggregation protocols based on the principle of 

perturbation, they generally have some drawbacks. Firstly, 

the aggregated data (with added randomness) will not be 

exactly the same as the aggregation of real metering data. 

Secondly, this approach increases the overhead on 

computation owing to data processing involved in the 

recovery of real aggregated metering data. Finally, the 

certainty of recovering the real aggregated metering data 

will reduce drastically in the event of one or more smart 

meters being unable to deliver their randomized metering 

data to the aggregating entity. In other to overcome these 
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drawbacks, some researchers have resorted to the use of 

different cryptographic algorithms that can allow entities 

to aggregate metering data without knowing each smart 

meter’s data.  

B. Data Aggregation Protocols Using Trusted Third 

Parties  

In this data aggregation scheme, a trusted third party is 

authorized to collect, aggregate and then deliver the 

metering data to the SG AMI back end systems. Bohli et 

al [53] introduced this concept of aggregating metering 

data with a trusted third party acting as an aggregating 

entity. In order to prevent the violation of end user’s 

privacy by the trusted third party (TTP), the authors 

suggested that installed smart meters at the consumer’s 

home be incorporated with pseudonyms known only to 

the data recipients while sending individual meter 

readings to the TTP. In a similar manner, Kim et al, [58] 

proposed a related scheme which uses obfuscation 

function to preserve privacy. This obfuscation function 

operates on a vector of the smart meter measurements. 

The measurements are obfuscated in such a way that its 

original values will be difficult to deduce. In [60], Vetter 

et al, proposed a hybrid approach which utilizes the 

cryptographic capabilities of homomorphic encryption 

and a TTP that manages certificates and cryptographic 

keys for smart meters. In another development, Fouda et 

al [61] proposed a lightweight authentication protocol 

where building area gateway (BA GW) are assumed to be 

fully trusted and in charge of aggregating metering data 

from SMs connected to them, encrypts them before 

forwarding them to their required destination. This 

proposed aggregation scheme uses Diffie-Hellman key 

exchange protocol for establishing a secret key shared a 

smart meter and its associated gateway. This scheme 

ensures the confidentiality and integrity of the metering 

data while transit between the smart meter and the 

gateway entity.  

 
Fig. 9. Taxonomy of data aggregation protocols based on perturbation  

C. Data Aggregation Protocols using Cryptographic 

Algorithms 

In the literature, three popular approaches on data 

aggregation protocols using cryptographic primitives 

include:  

 Schemes using secret sharing  

 Schemes using homomorphic encryption and  

 A hybrid scheme combining secret sharing and 

homomorphic encryption.  

Protocols Employing the Secret Sharing Schemes: In 

data aggregation protocols using secret sharing schemes, 

smart meters split their metering data into different shares. 

Each share is then sent to a different aggregating node. 

The aggregating node aggregates the different shares 

received from different smart meters, and then sends this 

aggregated value to an authorized data recipient. The 

final aggregated value of all smart meters is then 

computed when the data recipient has received the 

aggregated value from different aggregating nodes. In 

this way, it will be difficult for the aggregating node and 

data recipient to compromise the privacy of the metering 

data since the aggregating nodes receive only a share of 

the metering data from smart meters while data recipient 

receives only the aggregated data which consists of 

shares generated from different smart meters. In [62-64], 

Rottondi et al proposed a privacy-preserving data 

aggregation architecture and a communication protocol 

based on the Shamir Secret Sharing encryption scheme. 

This architecture relies on gateways placed at the end 

user’s premises which collect data generated by smart 

meters. The gateways communicate with each other and 

with other external entities by means of a public data 

network. Simulations carried out in this work show that 

the proposed protocol based on Shamir Secret Sharing 

(SSS) scheme is a viable solution with regards to the 

problem of privacy-preserving aggregation of metering 

data. The major drawbacks in these schemes include (1) 

high overhead in communication as a result of the secret 

sharing scheme (2) high overhead in computation at 

smart meters as each smart meter has to establish 

communication with each privacy-preserving nodes 

(PPNs).  

Protocols using Homomorphic Encryption: F. Li et al 

[65] proposed an in-network data aggregation which 

utilizes smart meters to aggregate user’s encrypted 

metering data. In this scheme, aggregation is done in a 

distributed manner such that each smart meter node 

collects data from its children, aggregates them with its 

own data, and sends the intermediate result to the parent 

node. To preserve the privacy of the energy consumption 

metering data, homomorphic encryption is employed so 

that inputs and intermediate results are not revealed to 

smart meters within the aggregation path. It is important 

to note that this scheme can be utilized to achieve a 

considerable level of scalability. However, the scheme 

can only protect end user’s consumption data against 

passive attacks. In [66], [67], proposed an efficient 

privacy-preserving scheme which employs a 

homomorphic encryption for demand response in order to 

achieve privacy-preserving demand aggregation and 

efficient response. In addition, this scheme also, an 

adaptive key evolution technique was investigated to 
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ensure that the users’ session keys be forwarded in a 

secure manner. Finally, Borges et al [68], proposed a 

protocol that allows authorized data recipients obtain 

aggregated metering data in a privacy-preserving manner. 

This protocol describes how privacy-preserving data 

aggregation and smart billing can be performed. The 

proposed protocol grants the benefits of data aggregation 

of the measurements and allows billing with time-based 

pricing. This proposed work combines homomorphic 

commitment scheme with a homomorphic encryption 

scheme. Unfortunately, this scheme also suffers from 

high overhead in communication and computations. For 

instance, each smart meter at each time slot, needs to 

perform n5  computationally expensive operations 

made up of one commitment, two signatures, two 

encryptions and n  verifications.  

Hybrid Protocols combining Homomorphic Encryption 

and Secret Sharing:  In this section, a brief review of few 

hybrid protocols that combine both homomorphic 

encryption and homomorphic encryption. Garcia et al [69] 

proposed a privacy-preserving aggregation scheme which 

combines the secret sharing scheme and a homomorphic 

encryption. This protocol defined two roles: (1) first role 

for the utility company (UC) and (2) second role for 

customers. In this context, the UC  acts as the aggregator. 

In this protocol, each customer splits their consumption 

measurements into a random number of shares which is 

equal to the number of participants. For instance, 

assuming three customer participants with smart meters, 

321 &SMSMSM respectively, and a UC . The 

customer with 1SM splits her metering consumption data 

into three secret shares:  

mod(1 )3(1)2(1)1(1 SSSSSS SMSMSMCustomer   

                        (8) 

where   is a large integer. The customer then keeps the 

first secret share, )1(1 SSSM  to herself and then encrypts 

)3(1)2(1 SSSS SMandSM with the public keys of other 

two customers, and then send the encrypted message to 

UC . The utility company, UC  then receives the 

encrypted shares from 321, SMandSMSM , adds the 

shares which are encrypted with the same public key 

using the homomorphic encryption properties. The UC  

then sends the added shares to customer 1 ( 1SM ) who 

can now decrypt it using her secret key in order obtain the 

plaintexts. Each of the two participants does the same 

thing after receiving the added shares from UC . Each 

participant then sends the decrypted plaintexts to 

UC who then computes the total consumption. This 

proposed protocol achieves privacy goal as the 

UC cannot have access to the private measurements 

from the participant’s smart meters. Unfortunately, the 

reliance of this protocol on secret sharing scheme 

increases the overheads in computation and 

communication. Similar protocols utilizing this hybrid 

approach can be found in [70], [71].  

IV. OPEN ISSUES AND FUTURE CHALLENGES ON DATA 

AGGREGATION FOR SMART GRID AMI 

In this section, a summary of open issues and future 

challenges with regards to data aggregation for the SG 

AMI is presented. From the review carried out in this 

paper, it can be observed that the state of research in the 

domain of data aggregation for the SG AMI is really 

commendable. Notwithstanding, there is obvious 

indication that research in this area will continue to 

evolve, considering the popularity of data aggregation 

approach for providing privacy in SG AMI. Based on this 

assumption an analysis based only on the papers 

reviewed in this work which concentrated on data 

aggregation protocols is presented. A total of twenty-six 

research papers were considered in this analysis. Based 

on this, an important classification has been presented in 

Fig. 10. The following observation have been made as a 

result:  

 Many of the privacy-preserving data aggregation 

protocols were not designed to have a true 

reflection of smart grid AMI environment.  

 As a result of the above point, many of the 

proposals were designed for a single authorized 

entity data recipient. In reality, documents from 

standard bodies for the implementation of the 

SG AMI show that there are many AMI-back 

end systems who may be authorized to have 

access to consumption data for purposes such as 

billing and other grid control purposes. From Fig. 

10, it can be seen that protocol design in 19% of 

the research papers under consideration, were 

done without good hint on how many authorized 

entities are expected to have access to 

consumption data.  

 From Table I, it can also be seen that out of the 

31% of the research proposals that indicated 

implicitly or explicitly the number of authorized 

entity data recipients, only 25% of these 

proposals indicate that multiple entities are 

expected to access user’s consumption data.  

 It was observed that in all the reviewed 

proposals on privacy-preserving data 

aggregation protocols, justifications on 

overheads in communications and computations 

were usually based on complexity analysis 

premised on the number or the complexity of 

primitive operations performed in those 

protocols.  

Based on the above observations, we provide the 

following future challenges for research in the domain of 

privacy-preserving data aggregation protocols for SG 

AMI: 
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(1) Research proposals on privacy-preserving data 

aggregation protocols for the SG AMI should be 

designed to show explicitly the incorporation of 

multiple data recipients into the proposed 

models.  

(2) Notwithstanding the popularity of the data 

aggregation approach towards providing privacy 

for consumption data, this approach can drive 

the SG AMI network into a congestive scenario 

owing to increased overheads on computations 

and communications. This situation can abate 

cyber-criminals with the intension of launching 

data availability attacks against the network. As 

a result, future researchers ought to justify that 

these protocols are indeed lightweight.  

(3) It is therefore our considered opinion that the 

best way of resolving the issue raised in (3) 

above is to implement the designed protocols on 

wireless communication network standards like 

Wi-Fi, ZigBee or any wired communication 

standard which have been recommended for SG 

AMI communications. In doing this, rather than 

focus on the complexity analysis of primitive 

operations utilized in the protocols as 

justifications for low overheads, quality of 

service (QoS) performance analysis of the 

networks ought to be carried out.  

(4) In order to improve the QoS performance of 

these networks in the presence of these protocols, 

schemes which tends to minimize congestions in 

these networks ought to be designed and 

implemented together with the data aggregation 

protocols on the wireless or wired 

communication network of choice.  

  

Fig. 10. Classification of research papers focusing on data aggregation  

TABLE I. ANALYSIS OF PROPOSALS ON DATA AGGREGATION SCHEMES 

S/N Proposal 

Include 

Multiple 

entity 

recipients 

Applied to a Standard 

Network 

1 [46] No No 

2 [49] No No 

3 [53] No No 

4 [54] No No 

5 [58] No No 

6 [59] No No 

7 [60] Yes No 

8 [62] Yes No 

9 [63] Yes No 

10 [64] Yes No 

11 [65] No No 

12 [66] No No 

13 [67] No No 

14 [68] No No 

15 [69] No No 

16 [70] No No 

V. CONCLUSION 

There have been a lot of research efforts directed at 

improving security and privacy of consumption data and 

control information against different types of attacks and 

privacy violations in a SG AMI. The security and privacy 

issues for the AMI had been compounded in many 

countries where laws for the protection of private 

information had been enacted. Research has revealed that 

consumption data from electricity user’s smart meters can 

be profiled to reveal sensitive information about the 

customers. It is believed that this sensitive information 

can be maliciously exploited by cyber-criminals to further 

launch different ranges of cyber-attacks on consumers. 

Stakeholders involved in driving the smart grid vision 

may risk being resisted by final consumers in their efforts 

towards the mass deployments of the AMI in different 

countries if these security and privacy issues remain 

unresolved.  Data aggregation of metering data has been a 

popular research approach towards preserving privacy in 

SG AMI. In this paper, an extensive review on data 

aggregation protocols proposed for the SG AMI has been 

carried out. It was discovered that research in this domain 

has evolved considerably. However, open issues which 

can be addressed in order to improve research in this area 

were highlighted and discussed.  
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