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Abstract—In order to avoid the issue of privacy disclosure 

caused by publishing information in the location-based social 

network (LBSN), a method for detecting privacy disclosure is 

proposed in this paper. Firstly, we use the Naive Bayes 

classification model to classify released contents. Secondly, we 

extract the features of privacy disclosure in released contents 

according to the special categories and combine with the time 

and location released at the same time. Finally, we use the 

decision tree method to determine the possible privacy 

disclosure. Comparing to the Native Bayes and support vector 

method, the result shows that the method proposed in this paper 

carry out the privacy disclosure detection much effectively. 
 
Index Terms—Location-based social network; privacy 

disclosure detection; naive bayes; decision tree 

I. INTRODUCTION 

Currently, LBSN has been more and more widely used. 

People can quickly and easily share what they see and 

hear, mood, food, entertainment, and sightseeing photos 

with family and friends, with their own real-time location 

information. But at the same time, the examples, such as 

LBSN exposes user’s privacy information and user 

suffers personal injury, are endless. That because the 

social network may expose user’s privacy information, 

and LBSN also expose user’s real time location at same 

time. As a result, the LBSN increases the likelihood of 

exposing user’s privacy. 

If we can accurately and efficiently detect privacy 

disclosure caused by publishing information through 

LBSN, and filter or warn the potential privacy disclosure 

from the source, it can not only effectively protect the 

user’s privacy and avoid the possible personal injury, but 

also promote the activity of LBSN users and ensure the 

long-term healthy development of LBSN 

At present, scholars have done some research on the 

privacy disclosure detection and put forward some 

privacy detection methods for social network. But in 

general, the research is not deep enough and the effect is 
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not prominent. In particular, the research on privacy 

disclosure detection of LBSN is more limited. 

Huina Mao [1] et al. established a real-time micro-blog 

automatic classifier to detect mainly for the three types of 

privacy disclosure in Twitter (vocation tweets/drunk 

tweets/disease tweets) by Naive Bayes and support vector 

machine method based on Named Entity Recognition, 

and used it to detect which micro-blog content may cause 

privacy disclosure to users. Based on the literature [1], 

the domestic scholar Jiang Zhishuang [2] proposed the 

improved word segmentation algorithm according to the 

characteristics of Chinese micro-blog, and then adopted a 

two-level classification method based on Naive Bayes to 

detect the possible privacy disclosure in Chinese micro-

blog. 

Yang Wang [3] et al. pointed out the privacy 

information that Facebook users may expose and under 

what circumstances privacy information may be included 

in published. Balachander Krishnamurthy [4] et al. 

analyzed the privacy characteristics from three aspects: 

online social network users’ privacy control, users’ 

privacy settings and third party domain names. It is 

helpful for scholars to detect privacy disclosure according 

to online social network privacy features. Sarath Tomy [5] 

et al. analyzed the privacy disclosure of online social 

network users in third-party applications through the 

Facebook platform, and proposed a Permission-Based 

Access Control (PBAC) model to prevent privacy 

disclosure. At the same time, the model improved the 

ability of online social network users to perceptive 

sensitive information.  

Humphreys L [6] et al. listed a lot of events about 

social network privacy disclosure, and study how much 

sensitive information disclosure will lead to privacy 

issues through content analysis. It is also recommended 

not to explicitly mention the time and place of users’ 

activities in the public social network and to avoid 

frequent disclosures of sensitive users’ location. By 

comparing the similarities and differences between 

Facebook, MySpace and Dwyer C [7] et al. analyzed trust 

and privacy issues of online social network sites, and 

reminded online social network users to set different 

privacy control rights for different social network. 

Han Yanfang [8] divided privacy disclosure contents 

into four categories based on the method of clustering 
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analysis. Zhang Ling [9] used logistic regression method 

to conduct privacy detection on Weibo content. Tesfay 

[10] adopted the support vector machine (SVM) model to 

discriminate private content through a two-classification 

method. SHA Le-Tian [11] defined some basic attributes 

on data feature of backdoor privacy in industry  internet  

of  things, extracted upper semantics based on security 

threat in static and dynamic data flow, and generated 

static and dynamic leakage degrees on multi-attribute 

decision-making, finally computed security level and  

threshold  with  grey  correlation  analysis. 

On the research of the LBSN, Tan Rong [12] for the 

first time proposed to protect the location privacy in 

social network services from the two aspects: offline 

historical location and real-time location updates for the 

privacy of location information in the location social 

network services. 

Xie J [13] et al. analyzed the privacy preferences of 

users to share locations, which helps to reduce the risk of 

privacy disclosure. Xie J believed that location 

information in location services is often disclosed by 

users while accepting the location service. Therefore, the 

position information can be comprehensive protection. 

However, from the use of location information, location 

services in local social networks are mainly to locate and 

share their own real-time location. It is a special subclass 

of location services, and it is a real-time location exposed 

by voluntary user. Therefore, the need for location 

information is different from other location services. If 

we simply protect the location privacy through the 

existing location privacy model in location-based services, 

the effect of user experience will be greatly reduced. 

Furthermore, a single method for detecting and protecting 

location information is not applicable to local social 

network. Because the location social network contains 

not only location information, but also the mood state of 

user. The possible privacy disclosure in these 

publications, together with the user’s real-time location 

information, could lead to more serious privacy 

disclosure. Therefore, how to detect the sensitive location 

information and the published sensitive content is the 

focus of the research. This paper focuses on how to 

combine time and location, and how to combine location 

information with published content to detect privacy 

disclosure. 

In this paper, we classify released contents that may 

result in privacy disclosure into four types: drunk 

category, travel category, disease category and 

accommodation category. The contents that don’t belong 

to these four types are collectively referred to as other 

categories. There are five types. We classify released 

contents by the constructed Naive Bayes classification 

model. After the classification is completed, once the 

content is determined to be one of the first four types, we 

combine with the specific information published time and 

location of the social networks that has more accurate 

location information according to the privacy features of 

the category. Finally, we use the decision tree model to 

detect the existence of privacy disclosure. 

II. CONTENT CLASSIFICATION BASED ON NAIVE BAYES 

CLASSIFICATION MODEL 

Naive Bayes classification is a classification model 

based on the Bayes theorem and the independent 

assumption hypothesis of the characteristic condition. 

The realization process of classifying publishing 

content using the Naive Bayes classification model to 

classify the published content is as follows： 

C={c1,c2,…,c5 } is a predefined set of 5 categories. 

Among them, c1∼c4 respectively represents drunk 

category, vocation category, disease category, 

accommodation category; c5 is the other category. We 

pretreat each released content, remove the stop words, 

and remove duplicate words and other operations, and 

then we get the published vector d={w1,w2,…,wn }. We 

use D to denote the training set that contains all released 

contents. So, the relationship is d∈D. 

The p(ci|d) represents the probability that released 

content d belong to ci category. Therefore, the maximum 

p(ci|d) value for the most likely is the most likely that d 

really belongs to the corresponding category of the 

category set C. Therefore, the process of classification for 

released content d is equivalent to the process of seeking 

ci to make p(ci|d) to have the maximum value. According 

to Bayes formula, the probability that published content d 

belongs to the category ci is: 

P(𝑐𝑖|𝑑) =
𝑃(𝑑|𝑐𝑖)𝑃(𝑐𝑖)

𝑃(𝑑)
  =

𝑃(𝑑|𝑐𝑖)𝑃(𝑐𝑖)

∑ 𝑃(𝑑|𝑐𝑗)𝑃(𝑐𝑗)5
𝑗=1

        (1) 

Among them, P(𝑑)  is the probability that released 

content is d, which randomly extracted from all released 

contents D, so for the same published content, P(𝑑) is a 

fixed value. 

P(𝑐𝑖) is the probability of selecting a category 𝑐𝑖  of 

released content randomly from D, and it is a priori 

probability.  The |𝐷𝑐|  is the number of all released 

contents in the training set D, |𝐷𝑐𝑖
| is the number of the 

published content of category 𝑐𝑖 in the training set D. So 

we can get the following formula. 

P(𝑐𝑖) =
|𝐷𝑐𝑖

|

|𝐷𝐶 |
                                  (2) 

Then, we smoothing it with Laplacian probability 

estimation to avoid P(ci)=0: 

P(𝑐𝑖) =
1 + |𝐷𝑐𝑖

|

5 + |𝐷𝐶|
                             (3) 

Because d = {w1, w2, ……, wn},  the Naïve Bayes 

classifier assumes that the feature are independent, that is, 

assuming that each word is independent for each other, 

then: 

P(𝑑|𝑐𝑖) = 𝑃((𝑤1, 𝑤2, … , 𝑤𝑛)|𝑐𝑖)

= ∏ 𝑃(𝑤𝑗|𝑐𝑖

𝑛

𝑗=1
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Among them, P(wj|ci) indicates the probability of 

occurrence of the word wj in ci category. By the Multi-

variate Bernoulli Model, a document is represented by a 

binary vector, that is, two value vectors are used to 

represent a published content, that is d={w1,w2,…,wn }. 

Among them, wk∈{0,1}, 1≤k≤n. wk=0 means wk do not 

appear in the vector d, and wk=1 is expressed as wk in the 

vector d. let |D(cik ) | denotes the number of published 

contents which contains the word wk and belongs to 

category ci in the training set D. In order to prevent the 

occurrence of zero probability, we need join the 

smoothing factor. So we can get the following equation. 

𝑃𝑖𝑘 = 𝑃(𝑤𝑘 = 1|𝑐𝑖) =
|𝐷𝑐𝑖𝑘

| + 1

|𝐷𝑐𝑖
| + 2

                        (5) 

So we can get the following equation. 

P(𝑤𝑘|𝑐𝑖) = 𝑃𝑖𝑘
𝑤𝑘(1 − 𝑃𝑖𝑘)1−𝑤𝑘         

                        = (
𝑃𝑖𝑘

1 − 𝑃𝑖𝑘

)
𝑤𝑘

(1 − 𝑃𝑖𝑘)               (6) 

Assuming that the words are independent of each other, 

the published content d is n-Bernoulli experiment. Its 

purpose is to maximize the value of formula (1), that is, 

to find the category with the greatest posterior probability. 

According to the above formula, we can get the following 

equation: 

𝑐̂(𝑑) = 𝑎𝑟𝑔 max
𝑐𝑖∈𝐶

{𝑃(𝑐𝑖) × ∏ (
𝑃𝑖𝑘

1 − 𝑃𝑖𝑘

)
𝑤𝑘

(1 − 𝑃𝑖𝑘)

𝑛

𝑘=1

} 

= 𝑎𝑟𝑔 max
𝑐𝑖∈𝐶

{log (
1 + |𝐷𝑐𝑖

|

5 + |𝐷𝐶|
)

+ ∑ log(1 − 𝑃𝑖𝑘)

𝑛

𝑘=1

+ ∑ 𝑊𝑘 × log (
𝑃𝑖𝑘

1 − 𝑃𝑖𝑘

)

𝑛

𝑘=1

 }              (7) 

As can be seen, the words with wk=1 play a role for in 

the classification. That is, the Multi-variate Bernoulli 

Model mainly determine its category of words through by 

the words of appearing in the published content d. In 

other words, seeking i to make the largest value of c(d) 

can get the category ci of the published content. 

III. PRIVACY DISCLOSURE DECISION BASED ON DECISION 

TREE 

A. The Judgment Basis of Privacy Disclosure 

1) Temporal sensitivity-𝑆𝑒𝑛𝑡 

In LBSN, users release information accompanied with 

their own real-time location information. Each location 

information contains a unique identification number, 

latitude and longitude, and location name [14]. The 

sensitivity of these position information varies from time  

to time [15]. For example, if location information is the 

hospital, the sensitivity of the location at night will be 

much greater than during the day. As people may only 

see a doctor or visit a patient during the day. While at 

night, they may be in hospital. Therefore, it is necessary 

to distinguish the time periods and give different 

sensitivity values to different time periods when judging 

privacy disclosure. 

Weekday and rest day are basically the same in each 

country. So the time period is divided into workday and 

rest day. The workday and rest day can be subdivided 

into three periods: safety, sensitive and danger. Among 

them, the safety time refers to the time when everyone is 

in unit or other public places, and the location 

information is not likely to lead privacy disclosure. 

Sensitive period is the time when users are unsure 

whether they are at home or in public places, such as after 

7 a.m., on their way to work at home. For the sensitive 

periods, we choose the two stages of the morning and 

evening. The danger time is the time when most users are 

at home, and the location information exposed is likely to 

reveal the user’s home address. Table I is the specific 

time point for each time period: 

TABLE I. TIME BLOCK TABLE 

period Workday Rest day sensitivity 

safety 8:00-19:00 9:00-19:00 0 

sensitive 
6:00-8:00 

19:00-23:00 

7:00-9:00 

19:00-23:00 
0.5 

danger 23:00- 6:00 23:00- 7:00 1 

 

a) Sensitive location type 

There are the following kinds of LPOI in LBSN: food-

services, recreation, shopping, tourist, trip, financial 

services, life service, medical, accommodation, etc. 

Several smaller categories are also included under each 

large category. The location of the medical category 

belongs to sensitive position for non-medical staff. And 

the location of the tourist category belongs to sensitive 

position for non-tour guide staff. Disclosures of sensitive 

locations may pose a potential risk to the users. For 

example, if a girl release information when she goes 

alone in the bar or other entertainment places, she will 

reveal her location which may bring an unknown risk to 

herself. Moreover, if people who leaks his travel 

information at a certain time before he leaked his 

accommodation information, it may lead to burglary at 

home [16]. Also, if users often sign in the medical 

location, they may disclose their health problems. 

After research and analysis, we believe that the 

category of the sensitive position mainly has the 

following four categories: 

(1) Recreation Position: bar, club etc. 

(2) Tourist Position: hotel, holiday village etc. 

(3) Medical Position: hospital, clinic etc. 

(4)Accommodation Position: detailed location 

information, specific street number. 
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This paper gives different sensitive values to different 

sensitive position types (𝑆𝑒𝑛𝑝𝑐). The details are given as 

follows: 

𝑆𝑒𝑛𝑝𝑐 = {

0.25, when the type is recreation 
0.5, when the type is tourist            
0.75, when the type is medical         

1, when the type is accommodation   

(8) 

The first step of the sensitive position detection is to 

see whether the current position is one of the four types 

of sensitive position. There is a field in the data set used 

in this paper to describe the location category.  

According to the value of this field, we can determine 

the location type, and then obtain the corresponding 

sensitive value. 

b) Value of position sensitivity 

The address information used in this paper is a separate 

field, so it is not necessary to use named entity 

recognition method to detect the place names. Position 

sensitivity can be obtained by combining position type 

with location accuracy (given by location_type field). 

The value of location_type is as below: 

ROOFTOP: precision to the street; 

RANGE_INTERPOLATED: the result is restricted to 

the address that reflects an approximate value (usually on 

the road) calculated by interpolation between two exact 

points (for example intersection); 

GEOMETRIC_CENTER: the result is restricted to the 

geometric center of a particular location (e.g. a multi 

segment line (e.g. Street) or polygon (region)); 

APPROXIMATE: the result is limited to the 

approximate value of the address. 

The precision of the above four kinds of values is 

decreasing in turn. The more detailed location 

information is more sensitive, the more likely the user’s 

privacy will be exposed. Therefore, the sensitivity of the 

above four kinds of values is decreasing in turn. In this 

paper, the sensitivity of different precision locations 

(Senpl) is assigned as follows: 

𝑆𝑒𝑛𝑝𝑙 = {

1, when ROOFTOP                        
0.75, when  RANGEINTERPOLATED

0.5, when GEOMETRICCENTER

0.25, when  APPROXIMATE                

  (9) 

Therefore, Senp is the sum of the sensitivity value of 

sensitive location_category and the sensitivity value of 

position accuracy.accuracy, that is, 

𝑆𝑒𝑛𝑝 = 𝑆𝑒𝑛𝑝𝑐 + 𝑆𝑒𝑛𝑝𝑙                                 (10) 

The value range of 𝑆𝑒𝑛𝑝 is: 

{0.5、0.75、1、1.25、1.5、1.75、2} 

c) Position sensitivity within a given time period 

It may be too arbitrary to judge location sensitivity 

according to the location category and location precision. 

For example, the location information exposed in a lunch 

photo does not indicate the user’s address. However, if 

it’s a yard photo published in the wee hours, there is a 

high probability that it is the user’s home address. 

Although in the same location, location formation in a 

safe time period is much less likely to disclose privacy 

than location information in a dangerous time period. 

Therefore, if the sensitive period and sensitive location 

can be considered together, the accuracy of privacy 

disclosure detection will be higher by judging the 

sensitivity of the location of a particular time period. 

This paper presents the following method to calculate 

the position sensitivity (Time Position Sensitivity：𝑆𝑒𝑛𝑡𝑝) 

over a given period of time as follows: 

(1) Take the sensitivity 𝑆𝑒𝑛𝑡𝑖 of the time 𝑇𝑖  of the ith 

data from the time sensitive set 

𝑆𝑒𝑛𝑡 = {𝑆𝑒𝑛𝑡1, 𝑆𝑒𝑛𝑡2, … , 𝑆𝑒𝑛𝑡𝑛}; 

(2)Take the sensitivity 𝑆𝑒𝑛𝑝𝑖  of the location 𝑃𝑖  of the 

i_th data from the location sensitive set 𝑆𝑒𝑛𝑝 =

{𝑆𝑒𝑛𝑝1, 𝑆𝑒𝑛𝑝2, … , 𝑆𝑒𝑛𝑝𝑛}; 

(3) If 𝑆𝑒𝑛𝑡𝑖 = 0 and 𝑆𝑒𝑛𝑝𝑖 < 1, then 𝑆𝑒𝑛𝑡𝑝 = 𝑆𝑒𝑛𝑝𝑖/2; 

(4) If 𝑆𝑒𝑛𝑡𝑖 = 1  and 𝑆𝑒𝑛𝑝𝑖 > 1 , then 𝑆𝑒𝑛𝑡𝑝 =

{𝑆𝑒𝑛𝑡𝑖 + 𝑆𝑒𝑛𝑝𝑖} ∗ 2; 

(5) Else 𝑆𝑒𝑛𝑡𝑝 = 𝑆𝑒𝑛𝑡𝑖 + 𝑆𝑒𝑛𝑝𝑖; 

Among them, (3) indicated that the sensitivity of 

location information is small in the safety period; (4) 

indicated that the sensitivity of the location information is 

enlarged in the danger period; (5) indicated that its 

position sensitivity increased slightly in the sensitive time, 

the value is the sum of the sensitivity of the time and the 

sensitivity of the location. 

2) Historical position sensitivity: 𝑆𝑒𝑛ℎ𝑝 

Taking the location information of tourist type as an 

example. Foreign media [16] have reported, a user of 

LBSN travel with his family, but his home was 

unfortunately stolen. The main reason is that he discloses 

the state of travel through the LBSN, and had previously 

disclosed home address previously. Therefore, current 

position information superimposed sensitive historical 

position information, may disclose their privacy, and 

even lead to serious consequences. So it is necessary to 

consider the historical position information. Further, 

combining current location information with historical 

location information to determine the privacy disclosure, 

has an important significance. 

The sensitivity of historical position ( 𝑆𝑒𝑛ℎ𝑝 ) is 

determined by the following formula: 

𝑆𝑒𝑛ℎ𝑝 = {
𝑆𝑒𝑛𝑝𝑐 + 𝑆𝑒𝑛𝑡𝑝  𝑤ℎ𝑒𝑛  𝑆𝑒𝑛𝑝𝑐 = 1

𝑆𝑒𝑛𝑡𝑝                  𝑤ℎ𝑒𝑛  𝑆𝑒𝑛𝑝𝑐 ≠ 1
      (11) 

Formula (11) indicated that if a large amount of 

historical location information is the same, and then it 

may belong to the accommodation category. Thus, the 

sensitivity of historical position should be promoted. The 

value is determined as the sum of the sensitivity of the 

sensitive position category and the sensitivity of its 

position. Otherwise, the sensitivity of historical position 

is the sensitivity of the position sensitivity itself. 

3) Subject of released content 
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If the subject of privacy disclosure can be properly 

extracted from the released content through the location 

social network, the judgment accuracy of privacy 

disclosure can be greatly improved. Taking the published 

tourist information as an example, if the content released 

by user contain the first person pronoun [17] or reflexive 

pronoun, it’s likely that the subject of tourist planning is 

the user self rather than others. Then the accuracy of the 

privacy disclosure decision will be greatly increased.  

The extraction of the first person pronoun can be 

realized only by the way of the keyword matching. 

B. Privacy Disclosure Decision Model Based on 

Decision Tree 

There is no easy and feasible way to determine the 

problem of privacy discloser, we need to select suitable 

model, and train it by a large amount of data, and 

eventually we can obtain an approximately and accurately 

judgement model. This is called machine learning method. 

Through the analysis, we found the machine learning 

methods which are suitable for privacy disclosure 

determination are decision tree, naive Bayes and support 

vector machine. The C4.5 algorithm of decision tree 

method improves the shortcoming of ID3 algorithm. It 

chooses attribute through the information gain rate, and 

dose the pruning in the process of constructing the tree, 

and is able to handle continuous data and incomplete data. 

Due to the absence of the sensitive attribute values, we 

determine, therefore, the use of C4.5 algorithm to 

determine the privacy disclosure is a more appropriate 

choice. To this end, we use the C4.5 decision tree method 

as the main method to determine and compare the results 

with the other two methods. 

The decision principle of privacy disclosure based on 

decision tree is as follows: 

Let D be a privacy disclosure tag tuple training set, 

D={(X1,y1 ),(X2,y2 ),…,(Xi, yi )}, among them i=1,2,…,n; 

Xi represents the characteristic vector of the training set 

of the its record, Xi={Sent, Sentp, Senhp, Pro}. The range 

value of Sent, Sentp  and Senhp is introduced in detail in 

last section; Pro denotes the personal pronouns in the 

released content. The range of its value is obtained 

through training set by training. yi∈ {yes,no}. yi=yes 

represents the privacy disclosures, yi=no represents the 

normal content, that is not involved the privacy 

disclosures. 

Firstly, we partition the training tuple with the privacy 

category y, and the entropy of y is expressed as: 

𝑖𝑛𝑓𝑜(𝑦)  = − ∑ 𝑝𝑖 log2(𝑝𝑖)

𝑚

𝑖=1

               (12) 

Among them, i =1, 2; pi is the probability of the 

emergence of category yi, which is obtained by dividing 

the total sample by the number of categories yi. Then 

divide the tuple of D into different classes according to 

each of attributes, and calculate the expected information 

of each attribute for the D partition. Take Sent as an 

example, we calculate the expected information of Sent to 

partition the tuple D: 

𝑖𝑛𝑓𝑜𝑆𝑒𝑛𝑡
(𝑦) = ∑

|𝑦𝑗|

|𝑦|

𝑛

𝑗=1

𝑖𝑛𝑓𝑜(𝑦𝑗)           (13) 

In (13), the value range of n is {1,2,3}, |𝑦| represents 

the number of records in the tuple D; |𝑦𝑗| represents the 

number of records that are recorded when the attribute 

𝑆𝑒𝑛𝑡  takes the j th attribute value in the tuple D. The 

information gain rate is the difference between the two 

and  𝑖𝑛𝑓𝑜(𝑦) and 𝑖𝑛𝑓𝑜𝑆𝑒𝑛𝑡
(𝑦): 

gain(𝑆𝑒𝑛𝑡) = 𝑖𝑛𝑓𝑜(𝑦) − 𝑖𝑛𝑓𝑜𝑆𝑒𝑛𝑡
(𝑦)       (14) 

The split information measure is used to measure the 

width and uniformity of the attributes: 

𝑠𝑝𝑙𝑖𝑡_𝑖𝑛𝑓𝑜𝑆𝑒𝑛𝑡
(𝑦) = − ∑

|𝑦𝑗|

|𝑦|
log2 (

|𝑦𝑗|

|𝑦|
)     (15)

𝑛

𝑗=1

 

The gain rate is defined as the following formula: 

𝑔𝑎𝑖𝑛_𝑟𝑎𝑡𝑖𝑜(𝑆𝑒𝑛𝑡) =
𝑔𝑎𝑖𝑛(𝑆𝑒𝑛𝑡)

𝑠𝑝𝑙𝑖𝑡_𝑖𝑛𝑓𝑜𝑆𝑒𝑛𝑡
(𝑦)

       (16) 

The information gain rate of time sensitivity is 

calculated. 

The specific steps of privacy disclosure determination 

are as follows: 

(1) Extract privacy feature vector; 

(2) The process of calculating attribute 𝑆𝑒𝑛𝑡 

information gain rate is given according to (12) ∼ (16), in 

which the 𝑆𝑒𝑛𝑡  is replaced by the rest of the feature 

vector, and calculate the information gain rate of 

𝑆𝑒𝑛𝑡𝑝, 𝑆𝑒𝑛ℎ𝑝, 𝑃𝑟𝑜 feature; 

(3) Compare the size of each information gain rate, 

selecting the attribute of the maximum information gain 

rate as the splitting attribute, and use this attribute as the 

node to split the tuple D; 

(4) Determine whether the node is a leaf node, if it is, 

stop testing; otherwise, turn (2); 

(5) Repeat step (2) (3) (4), until all of the nodes are 

leaf nodes. 

IV. EXPERIMENT 

A. Data Set and Data Preprocessing 

The data set used in this paper is the data set of 

Foursquare published by Quan Yuan to the Code and 

Data [18] website. The data set contains user_id, 

location_id, latitude and longitude, time, and published 

content. In this paper, we have carried out the 

corresponding pretreatment for different fields. For the 

latitude and longitude information, we use the Google 

Maps Geocoding API and Google Maps Roads API to get 

its absolute physical address, and stored them in the 

database. At the same time, the location_type, category, 

place_id corresponding to each latitude and longitude are 
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also stored in the database. For the time information, 

according to the previous division method of the time 

period, it will be stored in the database after being 

classified into the corresponding time period.  

For released content, it is necessary to remove the stop 

words, links and symbols and other pre-processing, and 

ultimately get 140750 experimental data, which are also 

stored in the database. 

B. Evaluation Indicator 

Recall rate: It is the proportion of the number of the 

correctly detected privacy disclosure content to the total 

number of privacy disclosure content, that is, the 

proportion of Np→p account for 𝑁𝑝→𝑝 

Precision rate: It is proportion of the number of the 

correctly detected privacy disclosure content account to 

the total number of detected privacy disclosure content, 

that is, the proportion of Np→p account to the sum of Np→p 

and 𝑁𝑝→𝑝. 

F-Measure: It take the precision rate and recall rate 

into consideration comprehensively, which is used to 

comprehensively evaluate the quality of the experimental 

results. 

The calculation methods of the three indicators are 

shown in Table II. 

TABLE II. CALCULATION METHOD OF EACH INDEX 

Recall rate Precision rate F-Measure 

R =
𝑁𝑝→𝑝

𝑁𝑝

 P =
𝑁𝑝→𝑝

𝑁𝑝→𝑝 + 𝑁𝑝→𝑝

 F =
2 × 𝑅 × 𝑃

𝑃 + 𝑅
 

 

In this paper, if the recall rate, precision rate and F-

Measure of method 1 are higher than that of method 2, it 

is considered that the method 1 is better than method 2. 

In addition, in order to measure the quality of the 

classifier in the situation that positive and negative 

samples are not balanced due to the shortcomings of 

traditional classification indicator [19], the ROC curve 

(Receiver Operating Characteristic curve) [20] and AUC 

(Area Under roc Curve) [21] are introduced. ROC curve 

use TPR (True Positive Rate) and FPR (False Positive 

Rate) to measure. TPR represents the probability of 

correctly detecting the positive case. FPR represents the 

probability that a negative example is divided into 

positive cases. Calculation methods are as formula (17) 

and formula (18): 

PR =
𝑁𝑝→𝑝

𝑁𝑝

                          (17)  

𝐹𝑃𝑅 =
𝑁𝑝→𝑝

𝑁𝑝

                          (18)  

In the generated ROC space, the TPR is the vertical 

coordinate, and the FPR is the horizontal coordinate. 

According to the meaning of TPR and FPR, the faster the 

TPR becomes larger, the better the classification 

performance of the classifier. The quality of the classifier 

can be measured directly with the AUC area, and AUC 

area is the area under the ROC curve. 

C. Experiment and Result Analysis 

1) The classification experiment of released content 

The data set used in this paper includes 140750 data. 

After pretreatment and manual labeling, we get 9258 in 

drunk category, 47124 in vocation category, 20735 in 

disease category, 18963 in accommodation category, and 

44670 in the other category. Then we take half of the data 

set as the training set and the test set respectively. In this 

paper, the Naive Bayes classifier of the weka3.8.0 

software is used to classify, and the experimental results 

are shown in Table III: 

As we can see from Table III, the recall rate of each 

category is more than 83%, the precision rate is above 

80%, and F-Measure is above 81.5%. The results show 

that the Naive Bayes classifier has a good classification 

effect for each category, and the performance is relatively 

stable. 

TABLE III. EXPERIMENTAL RESULTS OF CONTENT 

CLASSIFICATION  

Category Recall Precision F-Measure 

Drunk 85.16% 82.73% 83.93% 

Vocation 83.43% 80.11% 81.74% 

Disease 83.13% 82.01% 82.57% 

Accommodation 83.36% 81.38% 82.36% 

Other 81.00% 82.49% 81.74% 

 

2) Privacy disclosure detection experiment  

Taking vocation category as an example, according to 

the evaluation index, we take two experiments. In the first 

experiment, the positive and negative samples in the data 

set are balanced, and the indicators are the recall rate, the 

precision rate and the F-Measure. In the second 

experiment, the positive and negative samples are not 

balanced, and the ROC curve and AUC area are 

measured. 

a) Balanced positive and negative samples Experiment 

In this paper, there are 47,124 data in the tourism 

database, where 31785 data don’t involve privacy 

disclosures and 15339 data involve privacy disclosure. 

We take 7000 data as training set and test set respectively. 

The C4.5 decision tree algorithm, the Naive Bayes 

classifier and the SMO classifier (SVM algorithm) of 

weka3.8.0 software are carried out respectively, the 

experimental results are shown in Table IV: 

TABLE IV. EXPERIMENTAL RESULT OF PRIVACY 

DISCLOSURE DETECTION 

algorithm Precision Recall F-Measure 

C4.5  88.7% 88.6% 88.6% 

Naive Bayes  87.7% 87.6% 87.6% 

SVM  87.8% 87.7% 87.7% 

From the experimental results, it can be seen that, the 

C4.5 decision tree algorithm is better than the naive 
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Bayes algorithm and the support vector machine 

algorithm in terms of precision rate, recall rate and F-

Measure. This proves that the C4.5 decision tree 

algorithm has a better performance in determining the 

privacy disclosure problem of location social network 

than the other two algorithms. 

b) Unbalanced positive and negative samples 

experiment 

In this experiment, 20,000 data were collected 

respectively as the training set and test set, which 

involved 5000 privacy disclosure and 15,000 data which 

do not involve privacy disclosure. The trees classifier, the 

Naïve Bayes classifier and the SMO classifier of 

weka3.8.0 software are carried out respectively. Then, we 

finally get their ROC curve. In order to compare the 

convenience and the visual effect, this paper puts three 

curves into one figure through Photoshop to carry out the 

comparison explanation. The experimental results are 

shown in Fig. 1:  

Fig. 1. Experimental result of ROC curves  

In Fig. 1, (a) represents the ROC curve of C4.5 

decision tree algorithm, where AUC=0.9594, (b) 

represents the ROC curve of Naïve Bayes algorithm, 

where AUC=0.9022, (c) represents the ROC curve of 

Support Vector Machine algorithm, where AUC=0.7969. 

It can be clearly seen that the AUC area of the C4.5 

decision tree algorithm is larger than the other two 

algorithms. Thus, the classifier based on C4.5 decision 

tree algorithm has the best classification effect. 

V. CONCLUSION 

In the era of explosive growth of network information, 

privacy and privacy protection are getting more and more 

important. So the researches of the privacy protection are 

also increasing. But the premise of privacy protection is 

the effective detection of the privacy that may be 

compromised. Therefore, it is particularly important to 

study the privacy disclosure detection.  

In this paper, we use the Naive Bayes classification 

model to classify the released content from LBSN. And 

the content is divided into four types: drunk, vocation, 

disease and accommodation. Then, the decision tree 

model is used to judge privacy disclosure, combined with 

the specific information release period, the current 

location, historical position and subject of publishing 

content. Then, this paper compares the privacy disclosure 

detection method based on decision tree with privacy 

disclosure detection method based on Bayesian [1] and 

support vector machine [1]. The compared experimental 

results show that the decision tree method has a better 

detection effect on privacy disclosure detection. Next, we 

will focus on how to consider the friends’ comment of the 

published content and how to use this information to 

detect the next privacy disclosure in location based social 

network. 
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