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Abstract—Pay for the service is the motto of cloud computing.  

It allows users to use distributed resources in the Internet to do 

their computations without installing and paying for those 

resources.  Those resources are diverse to provide services that 

cover software, platform and infrastructure. When developing 

services, security is critical especially at cloud computing. 

Among the numerous cloud attacks that can target the cloud 

computing systems, Denial of Service (DoS) and Distributed 

Denial of Service (DDoS) attacks can cause a major problem in 

cloud security. One of the main objectives of DoS and DDOS is 

to consume large amount of server resources so that the server 

cannot provide service to normal users. Attackers usually gain 

access to large number of computers by exploiting the 

vulnerabilities to set up attack armies. This paper will present a 

comprehensive study for DoS attacks, different detecting 

techniques of DDoS will be analyzed and reviewed against 

different parameters, and present an experimental study 

showing the impact of DoS attacks in cloud applications. This 

research will measure the stability and validity of the 

questionnaire’s content using Cronbach's alpha, and will 

determine the impact of the related variables on the result using 

stepwise multiple linear regression analysis and spearman 

correlation. 
 
Index Terms—Cloud computing, cloud security, cloud attacks, 

denial of service attacks, stepwise multiple linear regression, 

distributed denial-of-service attacks, cronbach's alpha, spearman 

correlation, 

I. INTRODUCTION 

Historically, mainframe was the first IT technology.  It 

followed by client-server, next was web then Service 

Oriented Architecture (SOA). Finally, the Cloud had been 

introduced. By using Internet as intermediary medium of 

communication, cloud computing providers leverage the 

delivery of their IT resources on a pay as you go basis to 

their customers [1]. 

Whereas cloud computing systems using and sharing a 

large magnitudes of data. So, the attackers have the 

motivation, in order to steal the information, the attackers 

have to explore and exploit the vulnerabilities associated 

with the cloud. One of the nine major threats to the cloud 

had been identified by the Cloud Security Alliance (CSA) 

is Denial of Service (DoS) attacks.  In DoS attacks, the 
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attacker simply overwhelms the attacked system with 

service requests such that it cannot respond or being 

severely delayed to any more requests.  That makes the 

attacked system unavailable to any user.  If several 

compromised distributed machines are used in the attacks 

that will be Distributed Denial of Service (DDoS) attack.  

Those compromised distributed machines had been called 

zombies.  A proper intrusion detection system is needed 

to be deployed in order to face Dos and/or more frequent 

DDoS [2].  

A DoS attack goal is to make the resources of the 

computer, i.e. network bandwidth, CPU time, user 

website…etc, unavailable, overload with traffic or 

severely slow to the users.  Cloud users will not be able to 

access the services. A large number of compromised 

computers are used to launch DDoS attacks.  In order to 

counter attack, the DDoS attack, a proper mechanism is 

needed to identify and eliminate it; otherwise resources 

will be allocated to the DDoS attacker.    

In other hand, in DoS attacks, an attacker tries to affect 

the browser by inject malicious code into it.  The infected 

browser will try to open as many windows such that 

legitimate user will not be able to access the service.  In 

addition, an attacker tries to overload the targeted cloud 

system by overwhelming requests for services.  As a 

result, the targeted cloud system stop responding at all to 

any requests and the resource will be out of service. 

DDoS attacks have far worst attacks than DoS attacks [3].  

DoS attack is launched most of the cases from a single 

machine. DDoS attack is launched from many machines.  

These machine normally are not owned by the attackers, 

they all hijacked by a malware.  The result will be a 

network of that group of machines, i.e. botnet, which will 

be used by the DDoS attacker in order to launch the 

attack. As the attack may be distributed over multiple 

machines, it will be very hard to differentiate authentic 

users from attackers. 

II. DOS AND DDOS REVIEW 

When developing services on the cloud, security 

should be critically considered [4]. Some aspects that 

challenging cloud computing are: 

 Identity 
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 Authentication 

 Authorization 

 Confidentiality[5] 

 Integrity 

 Isolation [6-7] 

 Availability  

In a DDoS attack, hosts, i.e. bots or zombies, could be 

virtual machine, PC or laptops.  They have the feature of 

being controlled remotely.  Using a large number of hosts 

at the attack is A DDoS.  DDoS is more disruptive than 

DoS. A collection, i.e. hundreds of thousands, of bots is 

known as a “botnet”.  The DDoS attack generally targets 

the bandwidth of the communication, resources such as 

memory buffers, and protocols of network or the logic of 

the application processing.    

A. Dos and DDoS attacks 

Authors realized the magnitude and potential of Dos 

and DDos attacks during their researches at e-learning, 

m-learning and cloud computing in e-learning process [8-

14].  Two objectives DoS and DDoS can have.  

Overwhelming the resources of the target system is the 

first. Exploring and exploiting the vulnerabilities exist in 

the system is the second [15].  See Fig. 1. 

 

Fig. 1. The two objectives of Denial of Service (DoS) and Distributed 

Denial of Service (DDoS) attacks [16]. 

 Overwhelm the Resources 

 Exhausting Memory: Internet protocols and 

networking devices vulnerabilities could be used 

in the attack, i.e. SYN (SYNchronize) flood 

attacks.  Proxy applications can prevent such 

attacks. 

 Exhausting Bandwidth: The attack exhausts 

the bandwidth [17].  

 Exhausting Computing Time/Bandwidth: 

That attack is based on stealing time computing 

and computing bandwidth from other users. A 

huge amount of external entities that had been 

referenced at exist at SOAP, i.e. Simple Object 

Access Protocol, messages will push the server 

to try to open a huge number of connections, i.e. 

TCP connections, and a huge amount of cycles, 

i.e. CPU cycles.  That is a huge waste in the 

process. 

 XML-DoS and HTTP-DoS: when it comes to 

attacks of DoS and DDoS in Cloud Computing, 

HTTP-DoS and XML-DoS are probably the 

most destructive attacks [18]. In cloud 

computing, the web services are depending 

heavily on HTTP and XML. With XML 

encryption, the legitimacy of the request is 

implicitly assumed. 

 Three strategies are used at the case of 

SOAP uses XML.  The first is to use an 

oversized payload, such that resources of 

the targeted system will be consumed. 

The second is to force the server to deal 

with many huge remote XML files 

defined within DTD. The third is to 

force the server to heavily use the CPU 

and the memory to recursively deal with 

entities defined within the DTD. 

 XML-DoS attack, i.e. the Coercive 

Parsing attack, is exhausting the CPU 

and the memory by using a continuous 

sequence of deeply nested XML 

structures, namespace URIs, …etc [19], 

[20] 

 An HTTP-DoS attack sending a huge 

amount of HTTP requests.  Next a 

repetition of requests will be made by 

HTTP that recursively attack a specific 

web service [19]. 

 Exploit the Target System’s Vulnerabilities:  

Another kind of attack aims at discovering 

vulnerabilities that can help in the Dos or DDoS 

attacks. That discovery is happening systematically 

[15]. The attacks will take advantage of the design 

flaw, software bug,…etc. A service degeneration or 

crash will be the result of the attack.   

B. DoS and DDoS Defense 

In order to stop the attacks of DoS and DDoS, the 

source of the attack should be identified and blocked.  

That makes difficult DoS and DDoS attacks defending 

against.  The following is a brief of strategy against DoS 

and DDoS [16]: 

 Prevention: An exhaustive and standardized Service 

level agreement is a necessity.  By having a Service 

level agreement between a client and the service 

provider, the client will have a legal agreement for 

availability, confidentiality, trust, protection and 

security [21].   

Attack Mitigation: In order to eradicate an attack, 

five requirements are needed [22]. First, detect the 

attack and its magnitude ASAP.  Second, mitigate the 

effects of the attack.  Third, if step two failed, then 

migrate the attacked virtual machine to safe location. 

Fourth, maintain network bandwidth.  Fifth, face and 

put an end to the attack.    

 Security Architecture: Several elements involved at 

security architecture such as servers, switch controller, 

protocols, router and applications.  At [22] and to 
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defend against DDoS attacks, a migration of virtual 

machines had been proposed at federated cloud 

architecture.  At [23] an architecture using Software 

Defined Networking to DDoS attack mitigation had 

been proposed.  Hybrid Firewalling Architecture had 

been proposed at [24]. 

 XML-DoS and HTTP-DoS Attacks Defenses:  

defenses against that type of attacks had been 

developed, such as, filtering tree [21]. Cloud Trace 

Back (CTB) [25], [26] and Using CAPTCHA [27]. 

C. DoS and DDoS Defense System Evaluation 

Researches must using metrics and conduct 

experiments to assess the performance and value of the 

defenses of DDoS attacks. They could use simulation, 

testing, implementation of proposed solutions.  The 

following is a brief of DDoS attacks evaluation defense 

systems [16]:  

 Theoretical Evaluation: Defense system total time 

consumption theoretically evaluation [28].  

 Collection of Data: Sets of data had been used in 

order to evaluate the proposed system [29]. 

 Simulation: Simulating attacks with changing 

parameters [30] 

 Testbed: Using hybrid cloud infrastructure with 

partial simulation [19], [23], [25], [26], [31], [32]. 

III. RESEARCH STUDY HYPOTHESIS 

The authors focus on testing a key hypothesis in order 

to handle the dimensions of the research problem and 

objectives as follows. The research key hypothesis is 

identified as following: 

"There is a negative impact with different dimensions 

from the Denial of Service attacks in cloud applications in 

higher education environments”. 

IV. ANALYSIS OF RESEARCH STUDY 

The research variables are divided into: 

 Independent Variables:  Independent Variables: 

include independent dimensions that affect for the 

users of cloud computing applications in the learning 

organization through the problem of “denial of service 

attacks”. 

 Dependent Variable: the variables that affect the 

experimental results will be included and translate the 

feedbacks of the users regarding the proposed 

problem. 

Spearman Correlation was used by the authors to 

identify and measure the relationship and direction 

between independent and dependent variables.  

On the other hand in order to measure stability and 

validity of the questionnaire’s contents of the study the 

authors will use cronbach’s alpha. The questionnaire is 

reviewed and verified for its validity and completeness to 

statistical analysis and data entry. The experimental 

variables were coded and the statistical computations are 

done by SPSS (Statistical Package for Social Sciences). 

The following dependent variables are considered:  

 Gender 

 Age 

 Job  

 College 

 Department 

 City 

 Education level 

The descriptive statistics, i.e. of the selected dependent 

and independent variables that related to the research 

samples, were extracted by the authors. Arithmetic mean, 

standard deviation, coefficient of standard variation,…etc, 

are included in the descriptive statistics.   

The results in this research paper are based on data 

from questionnaires of conducted survey by the authors 

from January 1 to February 25, 2018, among a sample of 

1904 adults (799 males and 1105 females).   

The following results describe the Likert Scale 

evaluation for the questionnaire responses towards the 

given problem: 

 16% of users are "very satisfied", 

 05% of users are " neutral", 

 48% of users are "strongly agree", 

 27% of users are "agree", and  

 04% of users are "disagree",  

Cronbach's Alpha had been measured and found to be 

(0.8446). That means the study samples has a high degree 

of validity, i.e. that the face validity of the content of the 

proposed views that had been reflected on the study 

samples validity has reached (0.8586). The authors 

determined the characteristics of the study sample using 

the descriptive statistics referred to above as described at 

the following sub-section. 

A. Demographic Variables Descriptive Statistics 

 
Fig. 2. "Gender" based research samples distribution. 

The demographic variables descriptive statistics in the 

research experiments includes: gender, age, job position, 

college, department, city, education level.  

 The "gender" based research samples distribution is 

shown in Fig. 2. Female sample got 57.8% and males 

sample got 42.2%. 

 The "age" based research samples distribution is 

shown in Fig. 3, it categorized into two groups: "age" 
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group from 23 to less than 60 years (staff and 

employees) was the highest; 75.0% followed by other 

age group from 18 to 22 years (students) was 25.0% 

of the research sample individuals. 

 On the other hand, the distribution of the research 

samples according to " job position"  is categorized 

into three groups: first is the "academic staff" group 

was the highest; 50.25%, followed by the "employees" 

group was; 11.25%, and finally the "students" group 

was; 38.5%, as shown in Fig. 4. 

 

Fig. 3. Distribution of Research Samples according to age Groups 

 
Fig. 4. "job position" based research samples distribution 

V. RESEARCH RESULTS  

In this section authors are presented the independent 

variables descriptive statistics explaining table’s data 

related to such variables. Tables are showing the items 

that obtained highest agreement or lowest agreement or 

disagreement depending on the research samples 

responses.  

A. The Effect of DoS Attacks the Users 

Table I shows the directions of the research samples 

suggested by the researchers towards "the effect of DoS 

Attacks in cloud on the users". The statistics results of 

this questionnaire are: (1.984) for arithmetic mean and 

(53.75%) for coefficient of standard variation. Some of 

selected items include: 

I1-Trust is important in the Cloud computing 

environment  

I2-We are highly trusted in the use of cloud based 

systems 

I3-The DoS attacks are destructive and depend on the 

security staff expertise level of cloud systems. 

I4-The DoS attacks are negatively affecting the 

reliability the usage of cloud base computing systems. 

I5-Even if DoS attacks happen; the working capacity 

of the cloud should be enough to keep services running 

and offered.  

I6-There is a need to use a restricted model to impose 

strict user’s registration standards, these may avoid 

probably from the denial of service attacks. 

I7-Cloud computing future is in danger if not a 

sufficient measure is in place to overcome DoS attacks 

and its   rapidly increasing damages and frequency. 

I8-It is totally disappointing to the user when he/she 

need an urgent service, which he/she paid for, and he/she 

does not find it; instead a cold technical error message is 

all what he/she got.   

I9-Authors believe that a serious thinking about 

authentication procedures and user’s information 

validation are more fruitful in order to avoid 

aforementioned security attacks. 

I10-Two reasons caused the less effectivity of 

hijacking attacks.  The first, done by cloud service 

provider, is the using of firewalls and anti-malware.  The 

second is the series enforcement of cyber laws in many 

countries including Egypt and KSA. 

B. Spearman Correlation Analysis 

The Spearman Correlation is used to identify and 

measure the relationship and direction between dependent 

and independent variables. The following results are 

deduced from Table I. 

 There is a positive relationship between independent 

and dependent variables related to research sample, 

this means that, there is a negative impact with 

different dimensions from the DoS attacks in cloud 

based systems, at a significance level less than (0.02), 

(0.05) which proves the validity of the research key 

hypothesis. 

TABLE I: THE DESCRIPTIVE ANALYSIS OF "THE EFFECT OF DOS 

ATTACKS IN CLOUD ON THE USERS". 

Items 

Weighted 

Arithmetic 

Mean 

Standard 

Deviation 

Coefficient 

Of Standard 

Variation 

Order 

I1 1.83 1.021 55.71 5 

I2 1.89 0.899 48.75 2 

I3 1.98 1.181 53.81 4 

I4 1.71 0.971 51.89 3 

I5 2.12 1.201 57.98 9 

I6 2.15 1.269 56.96 7 

I7 2.02 1.140 59.26 10 

I8 2.37 1.241 55.74 6 

I9 1.93 1.176 57.70 8 

I10 1.82 0.603 44.65 1 

VI. CONCLUSIONS & FUTURE WORKS 

This paper presented a comprehensive study for DoS; 

different DDoS detecting techniques had been analyzed 

and reviewed against different parameters. This paper has 
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introduced an experimental study showing the impact of 

denial of service attacks in cloud applications. The results 

of this research study figured out the need of good 

mechanism to prevent the Denial of Service attacks of 

cloud applications in higher education environments that 

affect the performance of academic staff and employee 

works. The authors conducted a case study at King 

Khalid University, in Saudi Arabia, and presented an 

experimental study showing the impact of denial of 

service attacks in cloud based systems. The research 

measures the stability and validity of the content of the 

questionnaire using Cronbach's alpha. Also, the research 

determines the impact of the related variables on the 

results using spearman correlation analysis. As a future 

work, the types of DDoS attacks that face the cloud based 

academia applications will be identified and the expected 

solution associated to each problem will be proposed. 
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