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Abstract —Security of routing protocols is one of the crucial
and emerging issues in Mobile Ad-hoc Networks. A lot of
secure versions of routing protocols in Mobile Ad-hoc
Networks have already been proposed by eminent researchers.
But most of them are tested by means of simulation. Simulation
techniques have their limitations as they can only find presence
of error rather than absence of error. To overcome this situation,
formal methods are used that can verify systems using theorem
proving or automated model checking techniques. We are the
first who propose a calculi for Intrusion Detection System (IDS)
to secure routing in Mobile Ad-hoc Networks in a process
algebraic framework. The proposed calculi is basically an
extension of distributed pi calculus (Dpi). The novelty of the
proposed calculi is to model stand-alone IDS covering both
network & host-based IDSs. The calculi has two syntactic
categories: one for nodes and another for processes. We justify
our model by providing its reduction equivalence, after
abstracting away the details of IDS (implementation), to its
specification calculus for energy-aware broadcast, unicast and
multicast communications of MANETs (E-BUM). We believe
that such modelling helps in detecting intrusion(s) in Mobile
Ad-hoc Networks and that in turn will provide secure and
energy efficient route.

Index Terms—Process algebra for IDS, calculus for intrusion
detection system in MANETS, formal framework for security in
MANETSs

I.  INTRODUCTION

Mobile Ad-hoc Network, an ultimate dimension of
wireless networks, is an arbitrary collection of
independent nodes that can form or deform the network
on the fly without any administration or infrastructure
[1]-[3]. Mobile ad-hoc network allows nodes to
communicate with each other via radio transceivers that
have limited radio transmission range. Highly dynamic
topology and infrastructure-less architecture of MANETS
make these innovative networks vulnerable to various
security attacks [4]. In Mobile Ad-hoc Networks, security
attacks can be classified according to their origin or their
nature. Based on the origin, attacks are divided into two
categories, external and internal [4]. On the basis of
operation of the network, attacks in mobile ad-hoc
networks are categorized as active and passive attack.
Besides it, routing attacks are also classified into five
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categories: attacks using impersonation, modification,
fabrication, replay, and Denial of Service (DoS). Thus
security of routing protocols for mobile ad-hoc networks
is an active area of research [4].

The challenge of MANETS is to design and verify
robust routing protocol with adequate security schemes
for these innovative networks. Various secure routing
protocols have already been proposed in [5]-[10]. Most of
these, verified using simulation tools [11], still have flaws.
The simulation-tools have certain limitations like
scenario specific results, limited scalability etc.. Thus,
simulation tool [12] can not be used to verify these
systems by exploring all conditions related to them. On
the other hand, using formal methods, these systems can
be modelled, and then verified using theorem prover or
(semi) automated model checking techniques.
Researchers in [13]-[17] provide formal frameworks to
model basic properties like node mobility, local broadcast
and dynamic topology etc. of MANETs and attack
prevention technique like public key cryptography
mechanism for secure routing in MANETSs. Attack
prevention techniques, a first line of defence, such as
encryption, key management and authentication can
prevent the network from a set of known attacks. Thus, in
addition to prevention, second line of defence called as
detection and response is also required to deploy layered
security mechanism. One of the such detection and
response systems is called as Intrusion Detection System
[18].

The objective of this research paper is to model an
Intrusion Detection System for secure routing in
MANETS [3] in a process algebraic framework [19]. This
detection model will detect intrusion(s) in MANETS that
will result in providing secure route. Our proposed model
or calculi will also ensure energy efficient route [3]. We
intend to extend Distributed pi calculus for modelling
MANET.

In our proposed calculi named as dRi , a system term
will have an evolution like T, >S — T, > S" where

I', > S is a well-formed configuration, S is a system

term and S’ is its reduced form after the reduction taken
place. System term S can be typically of the form

<I“,D>n[P]ﬁ with network address n |,

location /, transmission radius I and process P, data

physical



Journal of Communications Vol. 13, No. 11, November 2018

store D and various internal components « of IDS | .
This will empower us to model intrusion detection system
in MANETS. This system is an elaboration of calculus for
energy-aware  broadcast, unicast and  multicast
communications of MANETSs (E-BUM) [19]. We justify
this model by showing the reduction equivalence of

I'>S to R, where R is a system term in E-BUM [19].

This paper is organized in five sections. Section 2 and
3 brief key features, syntax, structural equivalence and
reduction semantics of dRi . In section 4, we present an
example to elaborate more about the proposed model
dRi . Section 5 presents reduction equivalence of dRIi
with its specification [19]. Section 5 is the conclusion.
Proposed process calculi for the detection model, named
as dRi is given in the next section.

Il. PROPOSED CALCULI

Mobile Ad-hoc Network consists of collection of
mobile nodes. A small mobile ad-hoc network having
nodes A, B, C,...., H is shown in Fig. 1. A network,
shown in Fig. 1, depicts transmission range of node A,
communication links and data store at nodes. Fig. 1
depicts that node B, C, D and E are in transmission range
of node A. Each node can be characterized by its features
like its transmission range, network address & physical
location and possess executing process or running code &
data store on it. The features of a node in MANETS, are
shown in Fig. 2. These networks are highly vulnerable to
security attacks and may disturb routing in MANETS. To
ensure secure routing in MANETS, we modelled stand
alone Intrusion Detection System (IDS). Stand- alone
IDS can be conceptually structured into four internal
components: the data collection module, the feature
extraction module, the local detection engine and the
local response module as shown in Fig. 3. Our proposed
calculi, named as dRi, models IDS in MANETS. Major
key features of dRi are as follow:

e In dRi, syntax for node covers its network address,
physical location, transmission radius and executing
processes.

e |t models dynamic topology using distance function.
It will incorporate node mobility when it moves in or
out from its transmission range and node failure up to
some extent.

e |t ensures energy efficiency by adjusting transmission
power of node.

e |t supports unicast, multicast, broadcast transmissions.

e |t models stand-alone IDS covering both network and
host-based IDSs.

e It defines detection model to detect external and
internal  attackers. Detection model abstracts
mathematical analysis for actions of nodes in order to
find any undesirable activity in the network.

Syntax and structural equivalence for our proposed
calculi dRi are given in next subsections.
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D‘ Data Store at node

Fig. 1. A mobile ad-hoc network

O A typical node in MANETs
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Fig. 2. A typical node in mobile ad-hoc network

system call activities, communication activities,
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Local Data Collection

v

Features Extraction
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Local Detection

!
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SARER

sending alarm
to neighbouring nodes

Fig. 3. A conceptual intrusion detection model

A. Syntax

There are two syntactic categories in dRi . First
syntactic category is for nodes forming a network.
Second syntactic category is for processes residing at
each node. The calculi dRi has system terms, named as

M, M,,...... A system term consists of a collection of

nodes N;, N,,..... . A basic syntax of a node is defirled



Journal of Communications Vol. 13, No. 11, November 2018

as (1, Dyn[P] where, 1 denotes IDS that is capable

enough to manage data store D and all four internal
components ¢« of IDS | . The syntax for this code is a
straightforward instance of a standard process calculus.
The syntax of the nodes and processes are given in Fig. 4.
The intuitive meaning of each of the syntactic constructs
given in Fig. 4 is as follows:

Nodes

M = € Empty network
| My | Mg Parallel composition
| (I DynPLL Node
Processes
P = stop Termination
| el <, > Output
| ce?(@, u)P Input

| if bthen Py else Py Matching

| Py Py Parallel composition

| =P Recursion

Fig. 4. Syntax for nodes and processes

Nodes

e Empty network which has no node, is represented by
the term & .

* M, |M, represents two networks working in parallel.

e (1%,Dyn[P] represents node where, process P can

participate in both inter node communication and intra
node communication. Intra node communication, that
is a communication within a node, helps to implement
IDS at each node.

Processes

e The simplest possible process, which does nothing, is
represented by the term stop .

e The term cl<V,n > represents the next simplest
process, which first evaluates a closed expression V

to some value V and then transmits the value V and

list of receivers N along the channel C. Channel C is
used for inter node communication or intra node

communication. Forms of V can be represented using
a ternary set defined by {0,1,v} where 0 and 1

indicates that node under consideration is non-

malicious node and malicious node respectively and
V donates broadcast message other than alarm
List of receivers n

message. ranges over N, ,

N, ... where N can be singleton or finite set to
represent unicast or multicast communication

respectively. N=o0 indicates broadcast
communication. Possible forms for output process and
their respective meaning are given in Table I.
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TABLE |: POSSIBLE FORMS FOR ¢! < . 1 > AND THEIR RESPECTIVE
MEANING

Forms for ¢! <, n > Meaning

Node n is dectected to be a malicious node
and this alarm message needs to broadcast
to all nodes in the network.

Node 7 is not found to be a malicious node.
This form can be obtained as an output of
Local Dectection Module of IDS.

cl <, n> 0] = v # 0 or 1, unicast the value ©
for destination node with network address
n along the channel e .

[] = v # 0 or 1, multicast the value © for
destination nodes with network address in
7o along the channel ¢ .

[7] =¥ # 0 or 1. braodcast the value v to
all nodes in the network along the channel
C.

<1, n>

cl <0, n>

cl < v, n>

cl < v, 0>

e Input from a channel C is represented by the term
c?(X, Y)P where, forms of X &V and y & n
must match. The process c?(X, Y)P may input a
value V and list of receivers i along the channel C,
deconstruct it using the pattern X and S/’ and then
execute P into which the components of V and N
have been substituted, which we will denote by
P{V/X, n/y}.

e if bthen P else P, is a test using boolean
expression returning value either true or false .

e P, | P, represents two processes running in parallel.

e P represents recursive process.
Now we discuss configuration of system in dRi .
Definition: (Configuration) A configuration is a pair

I'. > M where, I', is an environment holding network

connectivity function and M is/are system term(s) as
defined in Fig. 4. Network connectivity function exhibits

connectivity among network nodes. I, defined as
I'. :N+ N has finite domain and co-domain where
network addresses
M, defined as

N is set of node names or
Suppose

(1, D[P, ]+ and M, defined as (1%, D,)n, [P, ]2
are two system terms or nodes. There are 2 possible
notations to represent connectivity between N, and N, .

In dRi
Lo 0 (0, 00)(0.0) Ty (0,..0,)(r,.r)
defines that n, can participate in

1. Connected: connectivity function

implies
Ca>n T,
communication with n,. Node n, and n, can move from
physical locations ¢, and ¢, to ¢, and ¢/, respectively in
one computational step such that d(/,,/,)<s and
d(¢,,¢",) <6 . Here communication is unidirectional

where, N, can broadcast the message and N, can

directly receive well-formed message on common
communication channel.
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2. Disconnected: In dRi
Lo 0, (0,.0)(1.0) 4 n, (0,..0%)(r,..r}) implies

I+—n \2 N, defines that N, can not directly receive

connectivity function

message sent by N, . There is not any unidirectional
communication link from N, to N, . Thus node N, can

not directly participate in communication with N, .
Properties of Connectivity Function I,

1. T, defined as I', : N = N has finite domain

and codomain where N is set of node names or
network addresses (N, N,, N;,.....) .

2. Ta>n Tn, is well-formed iff n,#n, . It

ensures that message sent by a node can not be received
by the same node. This rule checks self loop formation
in network graph formed using network connectivity
function.

3. I, D)n[R] | T, > (1%, Dyn[P,]. implies
L, > (1%, Dyn[P, | B,

The  configuration well-formed
configuration if;
1. nodes(M)cT, ; models that connectivity

function has information of every node in the network.

r,>M is a

2. for any node(s) N, and N,, if T«sn, Tn,, then
n, #n,; corresponds that node can not listen its own
transmission that in terns ensures self-loop free
connectivity.

3. M ¢ ISys; indicates that each node in a system
term can have only one code for all four components of
IDS.

Structural Equivalence for dRi is given in next
subsection.

B. Structural Equivalence

We use a equivalence relation = between the systems
and processes, called as structural equivalence. Structural
equivalence = is defined for each syntactic categories.
Structural equivalence = represents the systems and
processes as same computational entities. Structural
equivalence in dRi is defined in Fig. 5. Reduction
Semantics in dRi that relies on relation, structural
equivalence =is given in next section.

Structural Equivalence (System)

(M-COM) My | Mo = Mo|Mq

(M-STOP) M| e = M

(M-ASSOC) (M1 |Mo)| Mg = Mq(Mo|Msg)
Structural Equivalence (Process)

(P-COM) Py | Py = Polin

(P-ASSOC) (P1|P2)|P3 = P |(Po|P3)

(P-STOP) Pl|stop = P

Structural Equivalence (Process:System)

(M-EQ)

Py =P

(I, Dyn[P11E= (I%.D)n[P2]L

Fig. 5. Structural equivalence

(R-dRi-2-COMM)

Viel , Tobntng d(f, £)<8, d(€; £5) <8, n#n;, acfea}, orec(My c) ¥n'e nodes(My) Tebnln’, D'=Du{s.A}, D{=D;u{T.a}.[f]=7
0

£ £
Ceb (1%, Dynl(el<0,a> [P [Ter (1%.03)n; [e2(E,55) Pilyf M| Mp—T e (12 l)f')n[[wn':’, Mic s (1,04 [P 45/55,5 /5711 1M 1M

(R-dRi-IDS)
ac{d.f.t}, D'=Du{s.a}.d(, )<

—7
Tl (1%, Dynle 1<B, A>|c 1(E, §)P)E=Ter (1%, D )n[P{3/5.7/71],
o

(R-dRi-& THEN)
aefel d( £ 8)<35

Pets (I Dyn[if b then P elsePy]f— Tots (1%, D yn[P]7,

r

(R-dR1-1-THEN)
ae{t}, d(E ) <3

i

[t] = true

[b] = true

Tel (1%, Dynlif bthen el<li> elee PolEs ol (1%, D" )n[el<l,7>]E,
.

(R-dRi=lELSE)
ace{et), d(£,87)<d
Lol (1%, D)n[if b then Py elacPy]é— T i (19 ﬁ"h[[lbllf’,

[b] # true

Fig. 6. Reduction semantics contd
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I1l. REDUCTION SEMANTICS IN dRi

Reduction semantics providing dynamics to dRi, is
defined as a binary relation —> over networks or
processes. Reduction relation —> for our proposed
language dRi is specified in Fig. 6 and Fig. 7.

(R-dRi-MOVE)
d(e, e y<s
Tet> (I9,D)n[P]h— Cer (I‘:‘,D)n[[P]ff,

(R-dRi-STRUCT)
M{=My, Tl Mg— Tel> M, Mi=M]

Cel> My— Tel> M]

(R-dRi-CNTX)
. M T, M
Te M| My{—To > M/ | My

Cal> M— To> M’
Tel> My | M—T o> My | M7

(R-dRi-P-CNTX)
¢ gl
Tet> (I9,D)n[P]E— Ter (I%,D') n[[P’Ii,
et (19,D)n[P|P 1 —Ter (19,D/)n[P|Py]Y,

Fig. 7. Contd. Reduction semantics

Reduction rule (R-dRi -e-COMM) models inter node
communication. Node N can send a message V destined
to destination node(s) n along external channel C to the
node(s) N, that is(are) within transmission range r of
sender node N . Connectivity between two nodes is

ensured using network connectivity function I", where

[«>nTn . Condition Nn=n, ensures that here
communication can take place between two processes
executing at different nodes only. At receiver node n;,
c(X.,Y)) P,

P{V/X;, Ny} assuming that structure of ¥ & X and

external input process evolves to

N &Y, exactly match. Data store D and D, are

updated due to the reduction. Since nodes are highly
dynamic and need to be energy efficient, they may also

change their physical locations from /¢, /7, to ¢', /!
respectively provided d(7,/) <6 & d(¢;,/})<5 and

adjust transmission power from r,r, to r',r/
respectively during this computational step of inter node
communication. Pre-condition —rec(M,,c) model that
nodes(M,) are not waiting to receive message on

common channel C . Pre-condition —rec(M,,c) is

negation of rec(M,,c) . Pre-condition —rec(M,,c)
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models that nodes(M,) are not waiting to receive

message on common channel C. In this reduction rule, no
change in system term M, after reduction implies that

nodes(M,) are not in transmission range of node N
since Vn'e nodes(M,), T.e+>nin’.

The most important is rule (R-dRi -IDS) that models
conceptual intrusion detection system. It models three
components of IDS namely Local data collection d |,
Feature extraction f and Local detection t as given in
Fig. 3. Data store is updated due to internal output IDS
process C!<V,n > and internal input IDS process
c (X, Y)P that evolve to P{V/X,n/y} at node N
where |V|=V , assuming pattern of V & X and
N &y match. During this intra node communication,
node N can move from location ¢ to ¢’ such that
d(¢, ¢") <o where & is the maximum distance that can
be covered by a node in one computational step
'. ' O Sender node nl
O Nodes wailing to receive input

O . Node ot waiting for input

n4 \ . Node outside the transmission range

Transmission range of node o

n6
Fig. 8 Example: IDS and mobile ad-hoc networks

Node N may also adjust its transmission range from r
to r'. The rule (R-dRi -IDS) also models that when intra
node reduction takes place, data store D is updated to
D’. Rule (R-dRi -MOVE) models that node can change
its physical location from ¢ to ¢’ and transmission range
from r to r’ without reducing process P . Rules (R-
dRi -e-THEN), (R-dRi -t-THEN) and (R- dRi -et-ELSE)
models matching and unmatching construct for system.
Rules (R-dRi -t-THEN) and (R- dRi -et-ELSE) models
part of Local Detection component t of IDS. These rules
evaluate the expression b with probable form F >thr
to detect malicious node. True value of detection
condition F >thr claims that node(s) under
consideration N is(are) suspicious. Here F is a value of
features extracted from data store e.g., number of packets
sent by a node and thr is a predefined threshold value.
Reduction rule (R- dRi -e-COMM) also models fourth
component @ of IDS | where it sends alarm message to
neighbouring nodes in case of detection of malicious
node by local detection model. Rule ((R- dRi -STRUCT)
states that reduction over network is defined up to

structural equivalence. Rule (R- dRI -CNTX) preserves
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contextuality of reduction relation — over network or
node whereas rule (R- dRi -P-CNTX) preserves
contextuality of reduction relation — over process. Now
we take an example to demonstration detection of an
intrusion in dRi . An example showing detection of
malicious node in MANET is given in next section.

IV. EXAMPLE

Consider a system configuration I',>M for a
network as shown in Fig. 8, consisting parallel
composition of 6 nodes N, N, , , Ng . The topology
or connectivity of these 6 nodes is shown in Fig. 8. Nodes
n,, N,, ng, N, and Ng are within the transmission r

of node N, at a particular point of time. Thus we have

connectivity ~ function as I e+—>n, T n,
Casn Tn, Tasn Tn,, Cesn Tn, and
I[,—n, \ Ng . Node N, acts as a sender node while
nodes N,, N, and N, as receiver nodes that are waiting
to receive input sent by node N, on common channel C.
Node Nng is in transmission range of node N, that is
I.+—n, T Ng but not waiting to detect value(s) sent by

N, along channel C.

A typical network M looks like
M; M, [M; M, |Mg[Mg where M, , M, ,
M,, M,, M, and M are sub-system terms
corresponding to nodes N, N,, n;, N,, Ng and Ng
respectively. Thus M can be defined as follow:
M= (1%, D[R] 1172, D,y [P,

(172, D), [P, ]2 114, Do, [P, ]
(1%, Dng [P ]2 118, Dy)ng [R ] ¢

Here let
P, <cl<v,n>|c,!<g(n,),n, >|
¢, 2(x,,n,) if h(x;,thr)then c,!<1,n, > else stop
P, <¢2(X,,1,)P,; [¢,%(X,,1,)P,,
Py <= c2(X;, N3) Py, | €, 2(X5, N5) Py,
P4 — C?(iu ﬁ4)'341 | Ca?()?4 ) ﬁ4)'342
P5 <~ Ca’)(YS ! ﬁS) P51
PG — Cl’)(ifi ' ﬁG)PGI | Ca7()?6 ' ﬁ6)'362
Here g(n,) is a feature extraction function that

extracts features for node N, from data store. Function
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640

h(X,,thr) compares the extracted features X, to

threshold values thr and returns value trU€or false

Since we have Iooen T N, , T, T Ny ,

Fc-l—>n1Tn4’ Leon Tng Fc-t—>n1¢n6’

using rule R- dRIi
I,>M->I,>M

-e-COMM, we can obtain

where,

M’ = (1, Dhng[c, 1< g(n,), 7, >|¢, A%, ¥,)

1
if h(X,,thr) then c,!<1,/i", > else stop |
1
(02 i~ g~ ~ —~— —~ 4,1
€12, DN, [PV, 15} 0, 2%. TP
a — _ - 1
|17, D[PV, W} €, 2%, Fo)Per |

a —_—— o~ _ o~ 1
€174, DN, [PATIR, A} 0 2%, TP ] f
(15, Dydng [c, 2%, Ts) P 2

(17, DoNg[e,2(%e, o) Pos | €42(Ks T )Pec)

that, a=a,=a,=a, =¢ )
D;=D,u{v,n} , D;=D,u{v,n} ,
D;=D,u{v,n} , D;=D,u{V,i} ,
d(,2)<s , d(,, 5 <8, d(l,,05) <5,

d(¢,,t)<s,d(ls,0y) <6 and, d(£4,03) <.
Based on the statistics collected at the data store of
node N, it detects node N, as a malicious node. After

such

local detection, node N; sends alarm message to its
neighbouring nodes. Formal description of this system is
given below: When ¢, = f , using rule R- dRi -IDS
following reduction takes place

Ir.>M->I,>M'

where,

Ve “1,Df>n1[if h(V,, ,thr) then c,!<1,1, > else

"

stop] 112, D, [PLTR, AT} €, 2%, 9. P ]
(17, DI, [PATR,, .} 0,25, )P ]
(17, D [PTR, AL €K, TP
(1%, Ds)ng e, 2% T5) P |2

(176, Do) [6,2(Xe, T )Poy | €2 )P ¢
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where, D7 = D; u{\/gnl,ﬁl}, a(n) =V, and,

d(/;,02)<s

Immediately after executing f of IDS, next

component Local detection t is executed. When «; =1,

using rule R- dRi -t-THEN following reduction takes
place

I,>M">I, >M"

a. 3 (3
where, M =(1,D¥nc,!<1,n, > ]r]é
1

) L o 1
<l 2’Dé>n2[P21{V/Xz1nF2}|Ca?(XZ’yz)Pzz]i%z

a —— o~ - L
(1, DN [PuVIRe 1T} €2, 2P

1
Cy
1
3

|1, DN, [P dV/R, Y 3 €,2(X,, V4 )Pos ]

1%, DN [e, 2%, o) Puy ¢
1%, DeINg[e:2Rs, T )Py | €,2(Ke ¥ )Poc |
where, D} = D; Vg M} DY, thr) =true
and, d(¢%,73)<5.

Suppose I’ s> n, T n, , I.+>n T n,
Casn Tn,, Tesn Tn,and Tesn in,,
using rule R- dRi -e-COMM, we can obtain I', > M ""’

ST, (1", D{‘)nl[stop]f:i1
|12, D2y, [P, {V/X,, Y, } | P,{1%,, nll*z}]fzé
(1, D2)n, [P, VIR, , i, }| P ALR,, nl/*g}]f;
1 DI, [PATIR, T} PoALR, 5,
(1%, D2yn, [P {1K.. anS}]if

|18, DN [e:2(Rs. T Pey | €,2(e T )Pec]1°

where, D} =D}u{1,n} ., D =D;u{l,n},
Dz=D;u{ln} , D?=D:u{in}
DZ=Dgu{l,n}, d(, rH<s, d(L,03)<s,
d(03,03) <5, d(4,3) <5 and d(l, (1)< .

Nodes B and C may further broadcast the alarm
message to its neighbouring nodes and so on.
Equivalency of dRi (implementation) with E-BUM [19]
(specification) is given in next section.
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V. EQUIVALENCY OF dri WITH E-BUM [19]

The reduction equivalency of our proposed formal
language dRi is supported by its  equivalency
established with already verified formal language [19]
designed to model basic properties of mobile ad hoc
networks.

A. Key Features and Limitations of E-BUM [19]
A typical node in E-BUM [19] looks N[P],. Each

node is assigned with network address N, physical

location ¢ and executing process P [2]. In E-BUM [19],
distance function is used to ensures connectivity among
nodes. Distance function, defined as d(.,.) , takes

locations of the two nodes as input and returns their
distance as output. [19] supports rules for broadcast,
unicast and multicast communication. It allows node to
model the ability of a node to adjust its transmission
range and move in and out of the transmission range of
other nodes in the networks.

This calculus does not support concept of store to
record routing table, node failure and security. This
calculus [19] has not been modelled to support any
detection and response system in MANETs. Our
proposed formal language models detection & response
system that is intrusion detection system to detect
external or internal malicious node in MANETS.

To establish reduction equivalency between our
proposed language dRi , designed to model IDS in
MANETs, and E-BUM, designed to model basic
properties of MANETSs, a Filter I is defined and a
theorem supporting this equivalency is proved. Definition

of Filter function J is explained below:

(EMM)  3(Mq|My) = F(My)| 3(Mg)

(F-e) J(e) =0

(EIP) 3((1%, Dy n[P]L) = a[ppt

FISup)  I((I™, D) n[stop]’) = n[stop]!

(FI) F((I%, DY nle! < 5.7 >]%) = nfe < 7]t

(E1) 3((I, D) n[e?(3, §)P1L) = n[c?(E #)P]*

(E-lif) F({I®, D) n[if bthen Py else Py]’) = n[if bthen Py else Py]’
(F-IPar) 3J((I“. D) n|[P1|PQ[£J = u[sfop]][

FIRe) (I, D) n[+P]Y) = n[+P]"

Fig. 9. Filter function

B. Definition of Filter Function 3 :

Formal definition of Filter function 3 can be defined
as follow:

~.
I My > Mg g

Filter function 3 shows mapping from system terms
defined in Mg, to system terms defined in M g, -
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J is applied on the syntax defined in M,y and
produces syntax defined in M g, . 3 can filter out

details of the IDS from the syntax for My and can
produce each of the respective form of syntax defined in
M ¢ gum - Capability of I is expressed in rules given in
Fig. 9. Before we prove theorems about the reduction

equivalence of dRI and E-BUM [19] systems, we will
see the following propositions about some properties of
the function =.

Proposition 1 For any system term S in dRi such

that 3(S) =R and R=R’ implies that there exists
some system term S’ in dRi such that 3(S') = R’

and S=S'.

Proof This can be proved by induction on various
formsof S.

Case 1: Suppose S is of form & . This case is trivial.

Case 2: Consider S is of form (1%, DYn[P] . since
we know that 3(S) = R, using F-IP rule given in figure
3, we can obtain that:

~ a 0\ — ¢
31, oyn[P]) = n[P]

Since R =R, thus using rule (Struct Zero Par), R’
should be of form n[P]' | 0. Suppose there is some S’
that is of form (1%, D)n[P]f | £ . Using rule (M-STOP)
we can obtain that

a 0 a 0
(1=, Dyn[P], =¢1=,D)n[P]; | &

Now we need to prove that 3(S') = R’. We have
assumed that S’ is of form (I“,D)n[P]ﬁ | £ . Using
rule (F-MM) we can obtain

o~ o 0 — ~ a 4 ~

31, Dyn[P]; 1£) = (1, D)n[P]) | 3(2)

Since using rule (F-IP) and (F- &) we know that

~ a 0\ — i
31, Dyn[P]) =n[P]
and
3(e)=0
Thus we can obtain
31, Dyn[P] | &) =R’
where, R’ is of form n[P]é |0.

Case 3: Consider S is of form S, |S, . Using F-

MM rule given in figure 3, we can obtain that :
3(S, 1S,) =3(5,) [ 3(S,)
where, 3(S;) =R, 3(S,) =R, .
Thus we can obtain
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3(5,18,) =3(5)3(S,) =R R,

We know that 3(S) =R where, R is of form
R, |R,. Since R=R", thus using rule (Struct Par
Comm), R’ should be of form R, | R;. Suppose there is
some S’ that is of form S, | S, . Using rule (M-COM)
we can obtain that

Si1S,=5,18,

Now we need to prove that 3(S') = R’. We have
assumed that S’ is of form S, | S, . Using rule (F-MM)
we can obtain

3(S,1S,) =3(S,) | 3(S,)

We know that 3(S,) = R, and 3(S,) = R,
Thus we can obtain

3(S, 18:) =3(S,) [3(8,) =R’
where, R" isof form R, | R;.

Case 4: Consider S is of form (I, D)n[P | Pl]f.

Since we know that 3(S) = R, using rule F-1Par we
can obtain

3((1°,Dyn[P| R ],) = n[stop]’

where, n[stop]( is a system term in E-BUM. Using rule
Struct Stop, we know that

n[stop] =0
Now using rules (P-COM) and (M-EQ), we can obtain
(1. Dyn[P| R =<1, D)n[P; | P,
Again using rule F-1Par, we can obtain
(17, Dyn[P, | P],) = n[stop]

Case 4: One of possible forms S s

(1“,Dyn[if bthen c!<1,i >else P,] . Since we
know that 3(S) = R, using rule F-lif we can obtain

3((1*, Dynfif bthen cl<1,ii >else P,]) = n[if bthen P, else P, |

where, n[if bthen P, else P, ] is a system term in E-

BUM. Using rules Struct Then, R-CIDSM-t-THEN and
R- CIDSM-STRUCT given in Fig. 3 this case can be
proved.  Similarly  when S is of form

(1, Dynfif bthen P, else P, ]/, Struct Then & R-

CIDSM-e-THEN when b =true or Struct Else, R-
CIDSM-et-ELSE  when b=true and R-CIDSM-
STRUCT can be applied to proof the case.
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Proposition 2 For any system term S in dRi

S =S’ implies 3(S) = 3(S).
Proof This can be proved by induction on the
definition of = for CIDSM. Suppose S is of form

S, ]S, . Using rule M-COM we can obtain
Sl | SZ = SZ | Sl

Thus S’ should be of form S, | S . Using F-MM rule
given in Fig. 8, we can obtain that:

3(S,1S;,) =3(S,) 1 3(S,)
where, 3(S;) =R, 3(S,) =R,

Thus we can obtain

38, 18,) =3(S,) [3(S,) =R, R,

We know that 3(S) =R where, R is of form

R, | R,. Similarly, we can obtain that
3(S, 1S,) =3(S,) [3(S,) =R, R,
Using rule (Struct Par Comm),we know that
R IR, =R, |R,
Thus we can obtain
S(Sl | Sz) = S(Sz | S1)

Similarly other cases for the forms of S defined over
= relation can be proved.
Lemma 1 In dRi, if a well formed configuration

[, > S does a reduction I, > S——T, > S’ and
3(S) = R, where R is asystem term in E-BUM, then

« either there exists a system term R’ in E-
BUM such that R — R" and 3(S') = R’.
cor 3(8)=R
Proof This can be proved using rule induction on the

derivation of I', > S—*>FC > S’ where 3(S)=R.

We take all cases as follows:
Case 1: Suppose S is of form & . This case is trivial.
Case 2: Consider S is of form (1%, D)n[P]f . Using

R-CIDSM-MOVE  rule

. > (1“,Dyn[P]

r

given in Fig. 6,
can be reduced as follow:
L, > (1%, Dyn[P] >, >(1%,D)n[P].

where, d( ¢, 0" )< 6
Since 3(S) = R, thus R should be of form nP".

Using R-Move rule defined in E-BUM, n[P]k can be
reduced as follow:
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n[P]/‘ - n[P]W where, d(s, )<s
3T, > (1%, Dyn[P].) = n[P]"
Case 3: Consider S is of form S, |S, . Using R-

CIDSM-CNTX rule given in figure 6, S, | S, can be
reduced as follow:

I,>S,|S,>I,>S|S,
where, I', >S, - T, >S, Since 3(S)=R,

R should be of form R, | R,. Using Struct Par Comm
defined in E-BUM, we can obtain

RIR, =R, [R

thus

Applying R-Par rule defined in E-BUM, R, | R; can
be reduced as follow:
R, [R, =R [R

Again using Struct Par Comm defined in E-BUM, we
can obtain

R, IR =R |R;
where, 3(S,]S,) =R, |R;

Other possible case when S is of form S, | S, and
I.>S—>I,>S' I>S —»>I, >S5/
can be proved similarly.

because

Case  4: Consider S is of form
(1, Oynle< 7.7 >/ PY | T, 1. D [e2%. ) Py |
S, 1S,.

Using R-CIDSM-e-COMM rule given in Fig. 6,
(1“,Dyn[c!< V,Ai >| P],

ITT.1e.Dnfea®. /) PLi 1S, IS,

Can be reduced as follow:
L, > (1, Dinfet< 7,/ > P]; T, (1 Dyn [e2(®, /) P
1S, 1S, =T, >(1*,D"n[P].

T Don [P, A3 18,18,

where,

VieN,Te>nTn, d(, ¢)<8,d(¢,,0) <5, n=n,
ae{e}, —rec(S,,c) Vn's nodes(S,) [+ ni n',
D'=Du{V,n}, D/ =D, u{v,n}

Since 3(S) =R, thus R should be of form as
follow:

nlet< ¥, >/ P]' [T <1, Dyn [e2(X,, /) P17 Ry R,
Applying R-Bcast and R-Par rule defined in E-BUM

nfct<V,7 > P] [T n[c2X.A)P]i|R IR
) ' i LN i 1 2

can be reduced as follow:
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nlct<V, 7 > P]" I T 2. m) PRI IR R,
—n[P]" | TT. n[PV/x, AM3H IR R,

where, Vigl,d(¢, ") <6,d(¢,,0}) < suchthat,
(17, 0)n[P] | [T, <1, DO [PT/R,, /3]

15, 18,) =n[P]" I T, ,ni[PV/&, mA 3] R R,

Case 4: Consider S is of form
(1“,Dyn[c!<V,A>|c2X, Y)P], . using R-
CIDSM-IDS rule given in figure 6,

(1°,Dy)ncl<V,n >|c (X, Y)P. can be reduced as
follow:

[, >{1“,Dynlc!<V,d >|c?X, ¥)P] —
L, > (1%, DYn[P{V/X,niy}.
where, ag{d, f,t},D'=Du{v,n} and
d( ¢, ¢") <6 Since 3(S) =R, thus R should be of
form n[P]". Applying Struct Then, Sturct Else and

Sturct Rec rules defined in E-BUM, n[P]ﬁ can be
reduced as follow:

P —nlP]
where, P — P" and d( ¢, ¢') < ¢ such that,
I((1*, DY[PV/X,niY}].) = n[P]
Case 5: Consider S is of form (I“,D)n[P | Pl]f.
Using R-CIDSM-P-CNTX
(1%,D)n[P | P,] can be reduced as follow:

rule given in figure 6,

(e,Dyn[P|P] — 1%, D[P |R].

where,  (17,Dyn[P]. — (1%, D"n[P'].
3(S) =R, thus R should be of form n[P|Q ]
where, Q =0 . Applying Struct Then, Sturct Else or

Sturct Rec rules defined in E-BUM, N[ P|Q ]’ can be
reduced as follow:

n[PIQI —»n[P'|QT

where, P — P’ such that,

31, D[P | P]) =n[P'|QY

Since

Similarly other cases when forms of S are like
(19, Dynlif bthen P, else P, ] | and

(1%, Dynlif bthen cl<1,i >else P,| using rule R-
21r

CIDSM-e-THEN, R-CIDSM-ELSE or R-CIDSM-t-
THEN rule given in Fig. 6, can be proved.
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Lemma 2 If a E-BUM system R does a reduction
R — R’ and 3(S) = R, such that R=R, where S
is a system term over a well formed configuration

I[,>S in dRi, then I} >S—> I, > S’ such
that 3(S") =R, and R'=R,.

Proof This can be proved using rule induction on the
inference of a E-BUM system reduction R — R’ and

syntactic analysis of S such that 3J(S) = R, where
R =R, . We take all cases as follows:
Case 1: Suppose R is of form 0. This case is trivial.
Case 2: Consider R is of form n[P]f. Using R-Move

rule defined in E-BUM, n[P]" can be reduced as follow:
n[P] - n[P]"

where, d( ¢, ¢') <& and R’ =n[P]"
A system term S in dRi, such that 3(S) = R,

where R=R;, can take various forms. We shall
examine each of them as follow:
Case 2a: We take the case where S is structurally

equivalent to <I"‘,D>n[P]f for some a, D and r .
Using rule F-IP, we can clearly see that

3(S) = n[P]'
where, n[P]( =R . We know that I, > S is a well

formed system and therefore I, > S does the following
reduction using rule R-CIDSM-MOVE given in Fig. 6:

L. > (1%,D)n[P]. - T, > (1%, Dyn[P].

where, d(/,¢')<¢6 and S'=T, > (17, D)n[P]f
Using rule F-IP, we can obtain 3(S') = n[P]w where,
n[P] =R".

Case 2b: We take the case where S is structurally
equivalent to (1%, D)n[P]’: | £ for some «, D and r.
Using rule F-IP, we can clearly see that

3(S) = 31, Dyn[P]) | 3(e)

where,  J3((1“, D)n[P]f =R, ., 3(e)=R,, and

;
R, =R, | R, . Using rule Struct-Zero-Par, we can
easily obtain

RER11|R12

We know that I', > S is a well formed system and

therefore I, > S does the following reduction using
rule R-CIDSM-MOVE given in Fig. 3.
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L. > (1%,D)n[P]. - T, >(1*,Dyn[P].

where, 44, £) <6 40q =T, >(1°, D>n[P]i
Using rule F-IP, we can obtain 3(S") = n[P]" where,
n[P] =R’".

Case 3: Now we consider the case of compositional
reduction of a E-BUM systems. Let us assume that a E-

BUM system term R is of form R;; | R;,. Using Struct
Par Comm defined in E-BUM, we can obtain

RilR,=R,|R;

Using R-Par rule defined in E-BUM, R, | R, can be
reduced as follow:

R, [R: =R, (R,

because R;, = R], Again using Struct Par Comm
defined in E-BUM, we can obtain

R, |R;=R;|R},
Let us assume that a system term S, in CIDSM is of
foom S, |S;, such that 3(S,;)=R,, and
3(S,,) =Ry, . We know that T, >S is a well

formed system and therefore I", > S does the following
reduction using rule R-CIDSM-CNTX given in Fig. 6:

I,>S—>I, >S5

such that 3(S") = R, where, I, > S,, > T, > S,
and S'=S,,|S/, . We also know that
3(S,,181,) = 3(Syy) | 3(S;,) - Since 3(S,,) =Ry s
S(SI’Z) = R212 , therEfore S(Siltl | SlZ) = RZl.lll R212 :
Further we already know that 3(S") =R, . Now it is
obvious to showthat R, =R,;;|R,;, and R'=R,.
Similarly the case when a E-BUM system term R is

of foom R, |R;, and R —> R’ because R, > R/,

can be proved using R-Par rule defined in E-BUM and
rule R-CIDSM-CNTX given in Fig. 6. Case 4: Consider

R is of form
e T & 0 o T B I
nlet< ¥, A > P]" [T, (1. Dynfe2(x,, i) R
M, [M,.
Using R-Bcast and R-Par rules defined in E-BUM, R
can be reduced to R'where,

R'=n[P]" [T n[PLV/ .M M, M,

Suchthat, Viel,d( /¢, ¢')<o,d(/4,,0)<5.
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Let wus assume that S is of form

(1, Dyn[et< 7,/ >| P] | Tt Dyny[e2(X,. /) R |
M,|[M,, such that 3(S)=R,
R, =n[P]" | TT.,m [PV, AT M, [ M,.

Using R-CIDSM-COMM rule given in Fig. 6, S can
be reduced as follow:

I,>S—>I,>S

where,

where,
VieN, T nTn,d(, ¢)<s,d(4,,0)) <8, n=n,

ae{e}, —rec(M,,c) Vn's nodes(M,) T,+— nin’,

D' = DU{V,i}, D = D, U{V, A}

such that,
s' =1, D9[P] I [T, <1, DOn [RLVAX, ﬁ/ﬁi}]fiﬁi
IM; [ M,

(1, 09n[P T, <1, DO [RATA, i 3

|M1 | Mz)E Rz
where

Ry =n[P]" ITT, n[RV&.AMIT M, M,
and
R'=R,
Similarly the other two cases when a E-BUM system

term R is of form n[if b then P, else P, ] using Struct

Then rule defined in E-BUM can be proved.
Theorem 1 If 3(S)=R and

[[>S—>I,>8 iff R>R
3(S')=R’.

Proof: From Lemma 1 and Lemma 2 this proof is
straight-forward.

In Lemma 1, we proved that whenever a well formed
configuration in dRi does a reduction there exist a
corresponding E-BUM [19] system which either does
nothing or does a reduction where residuals of both dRIi
and E-BUM [19] systems are matched up to structural
equivalence. Similarly for the converse, in Lemma 2 we
proved that whenever a E-BUM [19] system does a
reduction there exists a corresponding well formed
configuration in dRi which can do a number of
reductions such that the residual are equivalent up to
structural equivalence after = abstraction of the residual
system in dRi. In Theorem 1, systems in both E-BUM
[19] and dRi . are proven to match up to structural
equivalence under reduction semantics. The reduction
equivalency between dRi and E-BUM [19] designed to
model basic properties of mobile ad hoc networks has

such  that
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been established. Conclusion of the paper is given in next
section.

V1. CONCLUSIONS

In this research paper, we made efforts to overcome
the challenge of security in mobile ad-hoc networks. This
research paper presents a design and justification of a
process calculi for secure ad-hoc network routing
protocol. We designed dRi to formally model an
Intrusion Detection System in Mobile Ad-hoc Networks
in process algebraic framework. Implementation of the
proposed language has been supported by detecting a
malicious node in an example having simple mobile ad-
hoc network consisting of six nodes. We justified this
model dRi by showing that E-BUM is, in fact, top level
view of dRi . Since E-BUM [19] is a specification for
dRi therefore we have shown that dRi conforms to its
specification. We will further verify this model using
bisimulation based proof technique. The calculi
developed is limited to stand-alone IDS which may
further be extended to distributed I1DSs.
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