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Abstract—With the development of internet technology, 

wireless, and mobile computing has become more and more 

popular and has become an integral part of our daily life. This 

paper attempts to conduct a comprehensive investigation of the 

impact of wireless and mobile computing on our society. 

Specifically, a comprehensive literature survey will be 

performed to investigate the impact of wireless and mobile 

computing on social economics, politics, education, human 

health, the environment, and cybersecurity. The economic 

impact on our society has been huge from service providers, 

hardware manufacturers, and online shopping, which have been 

part of the growth of this sector of business. Controversial 

radio-frequency electromagnetic fields, the distraction when 

driving of mobile devices and the application of wireless 

wearable devices in the health field are among the popular 

topics of the human health impacts. The increased use of 

mobile devices has successfully shifted the news to a somewhat 

interactive social media. Along with the advances in internet 

technology and mobile computing, online education has 

become more and more popular, and provides better 

accessibility to students to configure a schedule that works 

around their schedule if they are working. However, students 

who use computers consistently at school have the worst 

learning results and this is even true when taking into account 

the socio-economic and demographics of the students. The 

toxic elements, the parts of the devices that are disposed, the 

ever increasing energy used to produce mobile devices and the 

use of the mobile computing are among the critical aspects of 

the environmental impacts of mobile computing. Cybersecurity 

is big threat to the user, especially in wireless and mobile 

computing. Malware, phishing, ransomware, man in the middle 

attacks and malicious insider actions are the most common 

security threats to wireless and mobile computing.  
 
Index Terms—Social economic, environmental, human health, 

cybersecurity, wireless and mobile computing. 

I. INTRODUCTION 

Many changes have taken place since 1973, when 

Motorola came out with the first cellphone, the 

DynaTAC 8000x. [2] It was a prototype and did not 

come to market until 1983. Its cost was about $4,000 and 

there were many people who wanted them. At the time, it 

was mainly considered as a car phone because of its size, 

limited talk time the frequent need to charge the phone. 

A user could talk for 20 minutes and then needed 10 
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hours to charge the device before being able to talk again. 

However, in 1995 cellphones became somewhat smaller 

and the battery power much longer, but it really wasn’t 

until about 1999 that the sales of them took off in the 

general population, which have skyrocketed ever since.  

     We must look at the advent of the laptop in 1984, 

Apple introduced the Macintosh and Toshiba introduced 

the T1100. [18] The world of mobile computing changed 

drastically during the mid-80’s to the 90’s. The world we 

once knew as far as computers and communications were 

concerned underwent a revolution in our society. With 

that revolution came many different impacts on society. 

In this paper, we will try to cover the crucial ones that 

have had the greatest impact in such areas as politics, 

health, the environment, and news. Making all of this 

possible to the degree that we now know was the 

standardization of the 802.11 standard by the Institute of 

Electrical and Electronics Engineers in 1997 and since 

then wireless communications have taken off and 

continue to grow at a tremendously rate. 

II. THE IMPACTS ON SOCIAL ECONOMICS, HUMAN 

HEALTH, ENVIRONMENT, EDUCATION, AND 

CYBERSECURITY 

A. Economical Impact 

When considering the short amount of time that the 

internet for the masses has been available, the use of the 

internet has increased exponentially, as shown in Fig. 1 

[Internet World Stats].  

 
Fig. 1. The number of users using mobile devices. 

Fig. 1 shows an increase from .4% of the world’s 

population in 1995 to 49.6% in 2017 over the course of 

22 years [20]. This is sizable when considering the 

world’s population over that amount of time! The figure 

now in the U.S. is that 8 in 10 people have access to the 

internet and use it regularly. The use of mobile devices is 
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becoming more widespread in the U.S. and more 

Americans are relying on wireless access to do so [54]. 

Whether it is for email, traditional phone calls, or texting, 

mobile is the way the country and society is moving. In 

2011, 97.3% of people went online using their desktop or 

laptop; in 2016 this number was 88.3%. [54] These 

statistics show a general trend in which people are using 

their smartphones and/or tablets more and that increase is 

expected to continue. As of June 16, 2017, we have 

8,136,735,400 mobile connections and 7,398,462,300 

people in the world. [22, 53] The number of mobile 

devices has exceeded the population of people in the 

world. This first occurred in 2014 and the trend has not 

changed. The economic impact on our society has been 

huge from service providers to the hardware 

manufacturers that have been part of the growth of this 

business sector. With the average price of a cellphone in 

the U.S. being $567 and the average monthly plan around 

$50, it is a sizable market that impacts the economy. One 

must not only consider the monthly cost because many 

consumers want the newest, best, and brightest phones 

available and are trading up just to have the newest 

gadget’s out there.  

 
Fig. 2. The number of mobile devices owned by users. 

Considering the number of brick and mortar stores vs. 

e-commerce sales over time, about 8 in 10 Americans 

shop online and 15% of those do so at least on a weekly 

basis. This has essentially changed the retail market and 

how products are purchased. The brick and mortar stores 

still hold most of the sales but every year we see that 

percentage decrease. Part of it is the convenience of 

online shopping, no lines, no waits, and it is delivered to 

the customer’s door. The negative side of this is the 

shipping and return costs. A typical American is looking 

for the best price and will go with whichever one has the 

best price overall though many will also go with the 

convenience due to a busy lifestyle. Certain items, such 

as clothes, still win out in the brick and mortar stores 

because they want to try the item of clothing on to see if 

it fits correctly. They will also use their phone to see if 

they can get a better price online, especially if a store 

offers price matching. When it comes to those items, 

about 78% will go to the brick and mortar stores. 

Another area to consider is our postal service. While we 

have seen a drop in the number of letters sent via the post 

office, due to email, we have seen an increase in package 

deliveries due to online shopping. So, while some areas 

of the economy have changed or decreased, others have 

increased to take their place. The key to succeeding in 

this wireless society is being able to adapt and change the 

focus of a business to adapt with the changes in how we 

do business. We can look back to when we hailed a cab 

by hand gestures, hoping one was free, to now using our 

Uber or Lyft app to get that same ride. The changes have 

also been tremendous in education. Teachers from 

middle school upwards have most of the homework they 

set completed on a computer and submitted online, tests 

are given online and with the advent of this we can do 

this from either a laptop, cellphone, or tablet. The whole 

field of wireless communications is a new and booming 

sector of the economy that has been providing job growth, 

stimulates the economy and adds to the GDP. If a user 

wishes to order lunch at their favorite fast food place, 

they now have an app for that. There are many ways in 

how we conduct business that has changed due to mobile 

communications. Nowadays, if a user wants to order 

something they have the possibility of do so almost 24/7 

with no limits.  

B. Human Health Issues 

While there has been a lot of controversy surrounding 

radio-frequency electromagnetic fields (hereafter referred 

to as RF-EMR), we must look at the research that is out 

there and how it affects our health. The National Cancer 

Institute (10) states that the only effect of RF energy is 

heating, such as that observed in a microwave. However, 

cellphone radiation is not sufficient enough to heat the 

body. They have stated there is a possible risk but there 

is not enough proof to consider it to be causal, however, 

more studies need to be carried out. Considering that the 

cellphone is a rather new invention, there have not been 

any long-term studies carried out on the effects of RF-

EMR in the long term in terms of the way in which we 

use it with cellphones. All of the government bodies 

seem to say the same thing; the National Institute of 

Environment Health Sciences, U.S. Food and Drug 

Administration, U.S. Centers for Disease Control and the 

Federal Communication Commission have not reported 

any evidence to establish a causal relationship between 

RF-EMR and cancer. [15] There is a large-scale cohort 

study in Europe, known as COSMOS, that was launched 

in 2010 to conduct a long-term investigation (over 20 to 

30 years) on the effects of exposure to RF-EMR. [41] 

Though there are studies reporting the contrary, such as 

RF-EMR affects sperm motility, causes gliomas and 

early dementia, nothing official from the government has 

confirmed these findings.  

Now there is one health issue that is common and 

everyone can agree on and that is distracted driving. 

While there can be many distractions when driving, the 

biggest is texting. When one is texting while driving it is 

like taking someone’s eyes off the road for 5 seconds. If 

the driver is traveling at high speed, this can be an 
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alarming amount of time. In 2015, 3,477 people died and 

another 391,000 were injured in car crashes involving 

distracted drivers. [18] The largest group that was 

reported as distracted at the time of these fatal crashes 

was teenagers. It is a problem that the country is trying to 

address with advertisements, and many cities and towns 

are now putting through legislation that all devices must 

be handsfree when used in the car. All states have some 

laws regarding cell phone use but not all have laws 

regarding texting and hand-held bans. [21] 

One promising field dealing with health is the use of 

wireless devices. While we can look at such things as 

pacemakers, defibrillators, and implantable devices, we 

must also now look at how to protect them from bad 

actors. Any item that is implantable must use RF-EMR 

and can be potentially used to harm the very person it 

helps or saves. If a bad actor can reprogram an insulin 

pump or pacemaker, death may follow. What needs to 

happen is that there must be more thought placed into 

protecting the patient from bad actors and keeping their 

personal identifiable information secure. 

C. Social and Political Impacts 

The news has changed a lot over the time that wireless 

communication has become popular. According to the 

Pew Research Center, TV is the most popular way that 

people get their news from with online sources is second. 

[4] 

 
Fig. 3. The distribution of media channels available for the reader to 

obtain news. 

The number of people who receive their news through 

a newspaper has fallen over the past years and now only 

2 in 10 receive it in that way. However, among the 

people who read the news, the majority of them prefer to 

read it online. With the decline in newspaper use and the 

increase in mobile use, it has caused the media to 

“reinvent” the role of the journalist. While before it was 

strictly just reporting on the facts, now with the advent of 

the cellphone’s camera it has shifted somewhat. Take the 

case of Dr. David Dao, an M.D. who was dragged off a 

United Airlines flight in April 2017. The footage that 

went viral was not something that was recorded by the 

news media itself, it was recorded by a fellow passenger 

using their cellphone camera. This is a phenomenon that 

would not have been seen 25 years ago. Our news is now 

becoming somewhat interactive rather than passive. 

Before the advent of wireless communications, we relied 

on either the TV, radio or newspaper to receive news and 

the reader received it when it was filtered through 

various channels in the industry. Nowadays, we have the 

expectation of instant gratification for many things, 

including our news. The media has had to shrink and 

grow with these changes. There is a move to outsource 

some aspects of the news business, but there is a move to 

try to keep those jobs here. Some of that movement did 

not translate well and the majority of it is coming back to 

the U.S. [16] The job of the journalist has changed from 

just a reporter to being a copyeditor and photographer. 

[16] With the programs that are available for editing 

photographs and media, the journalist’s job has changed 

somewhat, add on to that the case of people with 

cellphones and our media has morphed into something 

that we did not see years ago. Thirty years ago, the news 

was a passive; an audience just listened to what was 

either on TV, radio, or in the newspaper. To investigate 

anything that interested you further you had to go to the 

library and see what you could find. With the advent of 

the computer, internet, and wireless devices, we have 

gone from being passive to active listeners and we have 

more freedom to choose when and how much news we 

wish to receive and in what medium. We also have more 

of a choice to learn about opposing views and our own in 

more depth than we ever have done so in the past. We all 

have our own opinions on any given subject, but with all 

the sources readily available to us, we can use this for 

many reasons, to listen to those who are like minded, to 

find out what another person’s viewpoint is and their 

reasons for having that viewpoint or to find information 

to repudiate another’s viewpoint with facts. What has 

also changed in the news is something called second 

screening. With second screening, a person is watching 

TV and has another device that the person is also looking 

at. If there is a story that they just touched on in the news, 

one can now look it up on a cellphone to find out 

additional information on that story.  

It has also changed politics and had an influence in 

that area from the good to the negative. The first thing 

that comes to mind is the former politician Anthony 

Weiner, who served as a congressman until June 2011 

when he got involved with several sexting scandals. 

Eventually, he lost his seat and was convicted of 

transferring obscene pictures to an underage girl. This is 

one way in which politics has changed, there is another 

way for politicians to get into trouble which they did not 

have prior to the increase in cellphone usage. However, 

social media has also had a benefit in the area of politics 

because people are very likely to discuss politics with 

their friends, even debate others and further look at what 

the politician(s) views are. Everyone can now have a 

Facebook page and it is one source of information. The 

most recent use of dual screening is to use live content on 

a TV or tablet and use a second “screen” to interact with 
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the content. [18] It has been found that people who 

discuss and research information on social media are 

more likely to discuss political views and attitudes online 

and to learn more about politics. It also helps people to 

have political discussions among themselves as the topic 

will come up whether in person, on the phone, texting or 

through social media, and this helps increase a person’s 

political participation by being informed on the topics 

spoken about and the various bills and laws being passed. 

D. Educational Impacts  

With technology in education, we have gone from one 

room school houses to the world as our classroom. We 

have used various means of technology, from radios, 

overhead projectors, films, TV’s, blackboards, 

calculators, typewriters, word processors and now 

computers. While many of these changes have been 

wonderful moves forward, some have brought 

complications with them. In higher education, it has 

meant more accessibility to students to configure a 

schedule that works around their schedule if they are 

working. A challenge for many students in the past was 

that they had to be present on campus to take their 

classes. Today, we have hybrid and online classes, which 

make for greater flexibility with work and school 

schedules. What has also been a positive feature is that 

our classroom is not limited to just the 30 students and 

the teacher present. With the advent of the internet and 

computers in the classroom, the world can be the 

classroom. Students sitting in Chicago can also share 

with students sitting in a class in Ireland, talk to the 

geologist out in the field or the marine biologist at work. 

If a student is a hands on learner, think of the 

possibilities of using a virtual environment to teach a 

student a concept that they may otherwise struggle with 

when using the teaching concepts that are currently used. 

The potential is beyond anything anyone going to school 

in a one room school house could even imagine. There is 

no doubt that technology has improved the efficiency of 

both teachers and students. It is much quicker to type up 

a paper for students than to handwrite it and don’t even 

mention correcting the mistakes in the past. With the use 

of computers, students have the automatic features of 

autocorrect for spelling and grammar. Though some 

would say that it has also hurt students because they now 

rely so heavily on those features rather than memorizing 

how to spell words or using proper grammar. Teachers 

on the other hand would sing the praise of having to 

grade and read a paper that is typed versus one that was 

handwritten, as some students’ handwriting can leave 

something to be desired at best. In mathematics, students 

are taught from a very early age how to do everything on 

a calculator, which in the real world would be the case 

because of its efficiency, but if not enough time is spent 

doing some problems on paper, if there is no access to a 

calculator the students have lost the skill of how to do the 

calculations by hand. The same would go for any 

assignment, if there is a problem with technology, such 

as a system failure of some sort, the teacher must be able 

to replace that assignment with a written one rather than 

using a computer. Technology is a great thing, but it does 

sometimes have its bugs that can be detrimental to 

learning. 
While the day of a class being taught completely by a 

computer is in the far distance, the need for the teacher to 

be there to help students will be ever present. People 

learn at different paces and in different ways. The teacher 

is there to answer and teach the students who have 

questions and may have to give a student a different way 

of looking at a concept than any computer can give. They 

can also help the student who is really struggling with a 

concept with the aid of possibly some animation from the 

internet or steer students to sites that could give them 

more in depth information because a student has an 

interest beyond any of the other students in the class on a 

given subject. Considering these issues, there is also a 

need for teachers to be constantly up to date with the 

newest technology available to teach students. There is a 

need for teaching the teachers so that they can pass on 

these skills to their students or offer their students a new 

skill or software that would reinforce the students 

learning or both. 

The other issue in education is keeping students safe 

online at the school, teaching online safety and even to 

keeping their enrollment data safe. Online predators are 

out there and the need to keep students safe is of 

paramount concern. 

Students who often use computers at school have a 

slightly better learning experience than those who do not 

use a computer. However, students who use computers 

consistently at school have the worst learning results and 

this is even true when taking in account the socio-

economic and demographics of the students.  

The most discouraging part is that technology does not 

seem to have much difference in evening out the skills 

between regular students and underserved students. [5] It 

seems there is a fine line that we need to balance between 

teaching at a deep conceptual level and high-level 

thinking that only a teacher can give and not letting 

technology detract students from learning; we are still 

trying to find that fine line. 

E. Environmental Impacts 

While our technology seems to be changing faster 

from day to day with newer, brighter and faster devices, 

we must also think about how this can have an effect on 

our environment. In any of our electronics, whether it is a 

computer, laptop, cellphone, or tablet, there are 

dangerous elements, which are listed in Table I. 
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TABLE I. THE SUBSTANCES IN WIRELESS DEVICES AND THEIR OCCURRENCE IN E-WASTE. 

Substance Occurrence in e-waste 

PCB (polychlorinated biphenyls) Condensers, transformers 

TBBA (tetrabromo-bisphenol-A) 

PBB (polybrominated biphenyls) 

PBDE (polybrominated diphenyl ethers) 

Fire retardants for plastics (thermoplastic components and cable 

insulation) 

TBBA is presently the most widely used flame retardant in printed wiring 
boards and casings 

Chlorofluorocarbon  Cooling unit, insulation foam 

PVC (polyvinyl chloride) Cable insulation 

Heavy metals and other metals:  

Arsenic Small quantities in the form of gallium arsenide within light emitting 

diodes 

Barium Getters in CRT 

Beryllium Power supply boxes, which contain silicon controlled rectifiers and X-ray 

lenses 

Cadmium Rechargeable NiCd-batteries, fluorescent layer (CRT screens), printer 

inks and toners, and photocopying-machines (printer drums) 

Chromium VI Data tapes and floppy-disks 

Lead CRT screens, batteries, and printed wiring boards 

Lithium Li-batteries 

Mercury Fluorescent lamps that provide backlighting in LCDs, some alkaline 

batteries and mercury wetted switches 

Nickel Rechargeable NiCd-batteries or NiMH-batteries and electron gun in CRT 

 

When looking at the list of toxic elements, we should 

think of how to responsibly dispose or recycle more than 

we do. We also must take into consideration the carbon 

footprint of the companies that manufacture these 

products. It takes natural resources, such as coal and 

water, to produce these factories. While there is the 

common slogan, reduce, recycle and reuse, which has 

been geared more toward general garbage, not enough 

emphasis has been placed on electronics, such as 

computers, cellphones, and tablets. Part of the 

responsibility should be placed on the manufacturers to 

dispose of these items responsibly. It will take the 

community to come together to become good stewards of 

the environment by keeping the environmental impact to 

a minimum and to keep damaging or dangerous 

substances out of our ecosystem. 

The responsibility of the manufacturer should be to 

make sure that they are not sending any used equipment 

to a third world country, where they do not have the 

same laws and protections for the environment that we 

have here in the U.S. In addition, we must also consider 

the people. There are many “sweat factories” overseas in 

which the employees work under dangerous conditions. 

They are not afforded the protections that are mandated 

in the U.S. and come into contact with toxins and poisons 

on a daily basis. There are also disposal companies that 

ship their “garbage” to overseas companies because it is 

easier and cheaper, while avoiding any U.S. laws and 

requirements. There are some dumpsites that have 

claimed to have a proper barrier in place to prevent the 

leakage of toxins into the ecosystem, but they did not 

because they were trying to cut corners and save on costs. 

While the majority of manufacturers are looking to cut 

costs, cutting costs in this way should not be allowed by 

law. In 2015, it is estimated that the value of the global 

Internet of Things (IoTs) market was $655.8 billion and 

by 2020 it is possibly going to be as high as $1.07 trillion 

[58]. That is a huge market and when one thinks of the 

sheer number of items that will have an impact on the 

environment, which will grow at such a fast rate, we 

need to think of the end life cycle of these items and how 

can we responsibly dispose or recycle them.  

One of the ways that we don’t necessarily think of in 

terms of its impact on the environment is the energy that 

is used to produce these items. We have gone from 

kilobytes to petabytes of information being used and 

stored. Our server farms are getting larger and these must 

be cooled to run and prevent system failures. The energy 

that it will take to run all of this machinery is going to 

place a greater demand on our electrical grid than ever 

before. We have to look hard at how we can provide this 

power in an environmentally friendly way. The resources 

on the earth are limited and new sources of energy that 

are eco-friendly and environmentally safe must be looked 

at to sustain this need.  

We need to think about trying to build equipment that 

is smart in the way it uses power, where it can be 

shutdown when not needed and then be able to jump 

right in and provide its resources when needed. When we 

think of mobile coverage, is there a way to make the cell 

towers more power efficient? In green IT, there does not 

seem to be any great awareness, thought, or education 

given to business organizations and this needs to be 

resolved. This doesn’t just involve the manufacturers, but 

also the end users of these items. 

At the consumer end, there also needs to be more 

awareness. For example, the promotion of recycling 

centers that are specifically made for computers, 

cellphones, tablets, or any wireless or wired device. The 

thrust of the market at this time is on wireless devices 

because of their versatility. One can be at their desk or at 

a client and can access everything whether they are in the 

office space or at the clients just the same. The 

expectation of growth in this area will have an impact on 

the environment. Then there comes the question of where 

can we situate our cell towers or any other means that 
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may come in the future, where it will be safe for the 

environment, but will also be able to operate as needed. 

From the everyday consumer, there needs to be more 

publicity in regards the risks of not disposing their 

electronic devices responsibly. One area that seems to 

need a stronger presence for the consumer is where they 

can responsibly dispose of their electronics. 

One initiative that seems to be happening is that there 

are corporations that are taking used computers and 

electronics, and repurposing them. This could possibly 

grow into a bigger niche in the marketplace and stop a lot 

of toxic elements from entering the ecosystem. 

F. Cybersecurity Issues 

This is a huge issue in today’s society. With the huge 

breaches that have happened from Home Depot, Yahoo 

and even the 2016 presidential election, information is 

valuable. If it wasn’t an asset then people wouldn’t be 

trying to breach these companies or governments for this 

information.  

In the corporate realm, IT has always been looked at 

as a drain on a corporate budget because they do not 

produce anything and they do not make anything. 

However, what is starting to happen is that businesses are 

starting to see why any communications, especially 

wireless need to be protected. The loss and theft of 

mobile devices is widespread and it should be assumed 

by a company that at some point there will be losses of 

this nature. When laptops came out, the main concern 

was the physical loss of the laptop and now, in today’s 

society, it isn’t just the loss of the laptop, which is a 

financial loss, but the loss of the information that 

happens to be on that laptop. One of the reasons for this 

is they are outside of the perimeter defenses when they 

are not on the company Wi-Fi network or wired systems. 

They don’t have the protection of IDS (Intrusion 

Detection System) or an IPS (Intrusion Prevention 

System), and when they are mobile, they do not have the 

protection of the company’s defenses they use on the 

network. Mobile workers are connecting to Wi-Fi 

hotspots or other shared public access points that don’t 

offer the protection one has on a wired LAN. The main 

focus of the money spent on security budgets has been on 

fixed devices rather than mobile devices because it is 

where the bulk of the information is stored and used. 

However, with the shift in the dynamics of the workplace 

of employees who are opting to work from home or the 

salesperson who has a laptop or tablet that they access 

the main network with, there needs to be a shift in the 

thinking of the IT department from the LAN to mobile 

devices and their protection. The other thing that needs to 

happen more often or by another way is employee 

education on security awareness. The human is always 

the weakest link in the security chain. A major portion of 

malware is infiltrated by someone clicking on something 

they should not have clicked on. A good idea would be to 

run a random penetration test with phishing and reward 

those who reported the “phish”. The employees need to 

be engaged and a part of that is to make them aware that 

they have some “skin” in the game. If it is just 

“company” information they are not thinking of the 

actuality that part of that company information is their 

information, which is retained by the HR department. 

This brings a different reality to the employee’s eyes 

about what is actually at stake and how important it is to 

be aware of security. 

An issue that is newer to the business paradigm as far 

as workers are concerned is BYOD (bring your own 

device). This creates a number of complicated issues, 

such as whether a user demand to see a device if there is 

a suspicion of any kind of wrongdoing by an employee. 

The device is not owned by the company and therefore, 

they can’t make demands of the employee to turn over 

the device for any investigation other than through legal 

channels. In addition, many IT staff view the security on 

a BYOD being the employee’s responsibility. This 

cannot be correct because the employee is accessing 

critical corporate data on their device, which needs to be 

protected like a device owned by the business. This 

really is a difficult, at best, situation for a company. 

While they save money on not having to buy equipment, 

they also are risking their company’s network and data. 

There are many types of security threats to mobile 

devices, such as malware, phishing, ransomware, man in 

the middle attacks and malicious insider actions. Just 

about anything that can be done to a computer can be 

done to a mobile device. The difference between a 

computer, a cellphone and a tablet is just their size, they 

are all computers. Many people outside of IT do not 

realize that there is no difference between them. They 

will have a super long password and anti-virus on their 

home computer, but they don’t want to be bothered with 

either a password or pin number on their mobile devices. 

With all the various threats that are out in the world, 

people need to realize that it is necessary to protect their 

mobile devices because we shop, bank, and communicate 

with them. An average a person doesn’t know anything 

about backing-up their phone onto their computer or to 

the cloud just in case something does go wrong. With the 

ransomware that is out there, it is almost mandatory to 

back-up these items. If a user gets infected with 

ransomware, only a factory reset of the phone and 

restoration from a back-up is required.  

The information that is out there on any person is 

substantial when thinking about how we live in the 

digital and mobile world. While there are some who do 

not embrace a “wired and wonderful” attitude, more 

people are and with this reality evil actors are taking 

advantage of this change. There has been a societal shift 

in how we communicate, work, read and learn, and what 

we use to do these things. 

In education, we need to see a greater focus on 

security awareness, not only from online predators, but 

also how to keep our devices safe from attacks from evil 

actors. There needs to be a deeper understanding for kids 

of security and it needs to come from all aspects, at home, 
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from parents and at school. Mainstream media can also 

help in having more time spent on what one can do as a 

standard practice to protect themselves. Identity theft is 

real and is a nightmare to try to straighten out, but the 

average person does not even know where to start other 

than the bank. 

III. CONCLUSIONS 

We are living in an exciting and wonderful time that 

has had so many changes in how the basic things in our 

lives are done, and it all seems to be happening rapidly. 

We need to look to the future and see where things are 

going, and prepare better to head off some of the possible 

problems that could happen in tomorrow’s mobile 

environment. We need to look at where we have been, 

where we want to go and the impacts of these changes in 

all areas from social, political, economic, educational, 

and environmental viewpoints. We need to research the 

impact of too much computer use in education and see 

where the fine line is that will help benefit all students 

and at what age to introduce more computer-based 

education. The one area that needs a lot of thought given 

to be the environment, how all these devices will impact 

it and how can we lessen the carbon footprint. The 

largest area of research and greatest challenge we have is 

security. As technology changes we have to make sure 

that we have appropriate protection in place as more of 

our lives move into a digital, wireless world. 
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