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Abstract—Since compressive sensing utilizes a random matrix
to map the sparse signal space to a lower dimensional transform
domain, it may be possible to apply this matrix at the same time
for encrypting the signal opportunistically. In this paper, a
compressed sensing based encryption method is considered and
the secrecy of the measurement matrix of compressive sensing
analyzed from the detection theory perspective. Here the
detection probabilities of the intended and unintended receivers
are compared by applying the Neyman-Pearson test. We prove
that the detection probability of the eavesdropper will be
reduced significantly because he does not know the transform
domain sub-space. Furthermore, in some situations, the
unintended receiver’s probability of detection may be decreased
to 0.5, which makes the eavesdropped data useless, i.e., perfect
secrecy will be achieved theoretically. On the other hand, from
an information theoretic point of view, since the signal to noise
ratio are different for the main and wiretapper channels, we
showed that it is possible to design a measurement matrix for
secure transmission even when the wiretapper knows the
measurement matrix.

contaminated with Gaussian noise instead of recovering
the signal first and making the decision consequently.
They calculated sufficient statistics based on the
compressive measurements and proposed a method to
decide which hypothesis is correct when the receiver
knows the underlying measurement matrix.
On the other hand, Orsdemir et al. [7] unified the
sensing, compression and encryption of the signal in a
simple linear measurement step using a pseudo-random
generated sampling matrix to offer a method for
encrypting the signal via CS without requiring extra
computational cost. What is more, the security and
robustness of this method were investigated and the
results showed that the CS-based encryption method
makes attacking more difficult in practice and since it is
fairly robust against additive noise, it can be used as an
encryption approach for multimedia signals. Also, from
an information theoretic perspective, Rachlin and Baron
[8] proved that it is impossible to achieve perfect secrecy
through compressive measurements. However, in our
previous work [9], we found two conditions in which
Shannon definition of perfect secrecy was held.
In this paper, the secrecy of a CS measurement matrix
was evaluated from a detection theory viewpoint where a
Neyman-Pearson test was applied to find the relationship
between a false alarm and the probability of detection.
When the receiver is unintended and does not know the
underlying compression/encryption matrix, it has to try
several measurement matrices to detect the correct
hypothesis. Herein, we will show that the detection
probability of the eavesdropper was reduced to 0.5 for a
specific set of measurement matrices. The remainder of
the paper is organized as follows: In section II, we review
the concept of CS and the basics of signal detection. Our
main idea is proposed in Section III. We will discuss
more results and conclude in Sections IV and VI,
respectively.

Index Terms—Compressive sensing, detection, perfect secrecy,
secret communication, probability of detection, measurement
rate, secrecy rate region.

I.

INTRODUCTION

The theory of compressed sensing (CS) or compressive
sampling introduced and expanded in [1] and [2]
proposes that it is possible to sense and compress the
signal simultaneously. Although it is the exact concept of
CS, a number of applications have used CS to implement
wide range of applications, such as image processing [3]
and channel estimation [4].
Also, several research studies have used compressive
sensing to decide between two hypotheses, which is the
main contribution of the signal detection framework. For
example, Duarte and his colleagues [5] proposed an
approach to solve a signal detection problem from the
incoherent projections without reconstructing the exact
signal. Davenport and his colleagues [6] used
compressive
measurements
to
detect
signals

II. BACKGROUND
A. Compressive Sensing
Suppose 𝒙𝜖ℛ 𝑁 to be a 𝐾-sparse signal, i.e., 𝐾 elements
of 𝒙 are non-zero for 𝐾 ≪ 𝑁 or the coefficient vector of 𝒙
in some orthonormal basis has 𝐾 non-zero elements. For
example, suppose 𝒙 = 𝜳𝜶 , where 𝜳𝜖ℛ 𝑁×𝑁 is a
transform basis and 𝜶𝜖ℛ 𝑁 is a weighting coefficient
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hypotheses, the null hypothesis 𝛨0 and the alternative
hypothesis 𝛨1 defined as follows:

vector, which has 𝐾 non-zero entries. The compressed
sensing or compressive sampling (CS) framework
proposed is not essential to sense and compress the sparse
signal in two separate consequent stages, since we can
apply the compressing and sensing process
simultaneously by implementing 𝒚 = 𝜱𝒙, where 𝒚 and 𝜱
are the 𝑀 × 1 measurement vector and 𝑀 × 𝑁
measurement matrix, respectively. Since this system of
linear equations is underdetermined (𝑀 ≪ 𝑁), 𝒙 cannot
be recovered by conventional mathematics. Then
designing a measurement matrix for a specific application
is directly related to the inverse problem and signal
reconstructions.
In [1] and [2], it was stated that we can recover 𝒙 from
the measurement vector 𝒚 = 𝜱𝒙, where 𝜱 is incoherent
with 𝜳. Incoherency means that no columns of 𝜳 have a
sparse representation relative to any rows of 𝜱 and vice
versa. Candes and Tao [11] proved that if 𝜱 is generated
by sampling from an independent and identically
distributed Gaussian random variable with zero mean and
1
variance , it is incoherent with high probability with
𝑀
respect to any transform basis 𝜳.
Assume 𝑨 = 𝜱𝜳 is the holographic dictionary. Then
the following general optimization problem was applied
for signal reconstruction [12]:
𝑃0 : min‖𝜶‖0 subject to 𝒚 = 𝑨𝜶.
𝜶

𝛨0 :
𝛨1 :

𝑃𝐹 = 𝑃𝑟(𝛨1 |𝛨0 𝑖𝑠 𝑐𝑜𝑟𝑟𝑒𝑐𝑡)
𝑃𝐷 = 𝑃𝑟(𝛨1 |𝛨1 𝑖𝑠 𝑐𝑜𝑟𝑟𝑒𝑐𝑡)

𝑡 =< 𝒓, 𝒔 > = 𝒓𝑇 𝒔

where 𝛼 is the constant level of the false alarm
∞

−𝑢2

probability and 𝑄(𝜏) = (2𝜋)−0.5 ∫𝜏 𝑒 2 𝑑𝑢 . Also, (. )𝑇
and < 𝒓, 𝒔 > denote to the transpose of the vector and
inner product, respectively.

(1)

III. MAIN IDEA
In the conventional method of digital communication,
the data samples should be firstly collected from the
source and then compressed based on the underlying
signal features. Finally, we should apply an encryption
method to transmit it securely via a wireless channel.
This approach not only wastes time, but also includes
additional computational complexity since three separate
steps must be implemented. On the other hand, CS-based
encryption unifies these three stages of sensing,
compressing, and encrypting with a low computational
cost. Here, in the same way, suppose we have
compressive measurements instead of entire Nyquist
samples of the signal and are interested in sending them
to the intended receiver via a noisy channel. Then, the
hypotheses are as follows:

(2)

Candes and Tao [11] proved that if the measurement
matrix satisfies the restricted isometry property (RIP),
𝑃1 proposes a solution using linear programming, which
is identical to the solution of 𝑃0 .
Definition 1: 𝜱 respects RIP of order 𝐾 whenever a
𝜀𝑘 𝜖(0,1) exists such that

𝛨0 :
𝛨1 :

𝒓=𝒏
𝒓 = 𝜱𝒔 + 𝒏

(7)

Since the intended receiver knows the measurement
matrix 𝜱 , by multiplying the received signal by 𝜱′ =
(𝜱𝑻 𝜱)−𝟏 𝜱𝑻 , the above hypotheses are rewritten as
follows:

(3)

holds for all 𝐾-sparse vector 𝒙.
B. Nayman-Pearson Test
In the binary hypothesis testing of detection theory, the
main problem is choosing one of the two existing
©2018 Journal of Communications

(6)

𝜁 = 𝑄 −1 (𝛼)σ ∥ 𝒔 ∥2

𝑝

(1 − 𝜀𝑘 )‖𝒙‖2 ≤ ‖𝜱𝒙‖2 ≤ (1 + 𝜀𝑘 )‖𝒙‖2

(5)

Also, it is proved that for Gaussian noise the
sufficientstatistic 𝑡 and the decision threshold 𝜁 are as
follows:

𝑝
‖𝜶‖𝑝 = √∑𝑁
𝑖=1|𝛼𝑖 | and 𝛼𝑖 are the entries of vector 𝛼𝑖
for 1 < 𝑖 < 𝑁. In the special case for 𝑝 = 0, ‖𝜶‖0 is
computed as the limit of 𝑙𝑝 -norm for 𝑝 → 0 . Roughly
speaking, ‖𝜶‖𝟎 counts the non-zero elements in 𝜶.
The optimization problem (1) can be solved by several
methods such as matching pursuit (MP), orthogonal
matching pursuit (OMP) [13], [14] and stagewise
orthogonal matching pursuit (StOMP) [15]. Since 𝑃0 is a
non-convex optimization problem, it needs an exhaustive
search over all possible solutions, which is
computationally expensive. Another solution for
reconstructing 𝑥 from 𝑦 was proposed through 𝑃1 as
follows [12]:
𝜶

(4)

where 𝒔𝜖ℛ 𝑁 and 𝒓𝜖ℛ 𝑁 are the transmitted and received
signal, respectively and 𝒏~𝒩(0, σ2 𝐼𝑁 ) is an independent
and identically distributed (i.i.d) additive white Gaussian
noise with zero mean and variance σ2 . Herein, we use the
Neyman-Pearson (NP) rule to distinguish between 𝛨0 and
𝛨1 [10]. The NP detector maximizes the probability of
detection 𝑃𝐷 while the false alarm probability 𝑃𝐹 is fixed,
where 𝑃𝐷 and 𝑃𝐹 are defined as follows:

Here and below, ‖𝜶‖𝑝 indicates 𝑙𝑝 -norm defined as

𝑃1 : min‖𝜶‖1 subject to 𝒚 = 𝑨𝜶

𝒓=𝒏
𝒓= 𝒔+𝒏

𝛨0 :
𝛨1 :

83

𝜱′ 𝒓 = 𝜱′ 𝒏
𝜱′ 𝒓 = 𝜱′ 𝜱𝒔 + 𝜱′ 𝒏

(8)
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Here and below, (. )′ and (. )” denote to the intended
and unintended receivers, respectively. Hence, the
hypotheses of intended receiver are as follows:
𝒓 ′ = 𝒏′

𝛨0 :

(9)

𝒓 ′ = 𝒔 + 𝒏′

𝛨1 :

Now, we are interested in finding the probability of
detection for the eavesdropper who has no a priori
information in regard the sensing matrix’s elements
except its dimension 𝑀 × 𝑁 . Suppose that the
eavesdropper generates the sampling matrix erroneously
namely 𝜞. Hence, his test statistic and threshold are as
follows:

where we use the estimate 𝒔 ≅ 𝜱′ 𝜱𝒔 [6] for the
alternative hypothesis. Because 𝑛 is a Gaussian random
variable, its linear inner products with the measurement
matrix elements have a Gaussian probability density
function (pdf). Then, we have 𝒏′ ~𝒩(𝜇 , 𝜂) with the
following mean and variance,

𝑇

𝑡 ” = 𝒓′ 𝜞𝒔,
𝜁 = 𝑄−1 (𝛼)𝜎 ∥ 𝜞𝒔 ∥2 .
”

The pdf for the above sufficient statistic and the
probability of detection are as (17) and (18), respectively

𝜇 = 𝐸[𝒏′ ] = 𝐸[𝜱′ 𝒏] = 𝐸[(𝜱𝑻 𝜱)−𝟏 𝜱𝑻 𝒏 = 0
′ ′𝑇

′

𝑇

′𝑇

2

𝜂 = 𝐸[𝒏 𝒏 ] = 𝐸[𝜱 𝒏𝒏 𝜱

𝑇

= σ (𝜱 𝜱)

−1

𝑖𝑓 𝛨0 𝑖𝑠 𝑐𝑜𝑟𝑟𝑒𝑐𝑡: 𝑡 ” ~𝒩(0 , σ2 ∥ 𝜞𝒔 ∥22 )

(10)

𝑖𝑓 𝛨1 𝑖𝑠 𝑐𝑜𝑟𝑟𝑒𝑐𝑡: 𝑡 ” ~𝒩(𝒔𝑇 𝜱𝑇 𝜞𝒔 , σ2 ∥ 𝜱𝒔 ∥22 )

Under the hypotheses 𝛨0 and 𝛨1 , the probability
density functions of the received signal are as follows:

𝑓1(𝒓′ ) =

exp(−𝒓′ (𝜱𝑻 𝜱)𝒓′ /2σ2 )
|σ2 (𝜱𝑻 𝜱)−𝟏 |(2𝜋)

′𝑇

𝑁⁄
2

′𝑇

exp(−{𝒓 (𝜱𝑻 𝜱)𝒓′ − 2𝒓 (𝜱𝑻 𝜱)𝒔+∥ 𝜱𝒔 ∥22 }/2σ2 )

(17)

𝜁 ” − 𝒔𝑇 𝜱𝑇 𝜞𝒔
𝑃𝐷” (𝛼) = 𝑃𝑟(𝑡 ” > 𝜁 ” |𝛨1) = 𝑄 (
)
𝜎 ∥ 𝜞𝒔 ∥2

𝑇

𝑓0 (𝒓′ ) =

(16)

𝒔𝑇 𝜱𝑇 𝜞𝒔
)
= 𝑄 (𝑄 −1 (𝛼) − √
𝜎 ∥ 𝜞𝒔 ∥22

(11)

(18)

𝑁⁄
2

|σ2 (𝜱𝑻 𝜱)−𝟏 |(2𝜋)

By using the likelihood ratio test for the hypotheses of
(9), the sufficient test statistic 𝑡 is as follows:
𝑇

𝑡 ′ = 𝒓′ 𝒔 = 𝒓𝑇 𝜱(𝜱𝑇 𝜱)−1 𝒔

or equivalently we can rewrite it in the inner product
form as follows:

(12)

𝑃𝐷” (𝛼) = 𝑄 (𝑄 −1 (𝛼) −

If we use the orthoprojector matrix ( 𝜱 is
orthoprojector matrix if 𝜱𝜱𝑇 is an identity matrix), the
test statistic is reduced to 𝑡′ =< 𝒓, 𝜱𝒔 > [6]. After some
manipulations, the pdf of 𝑡′ under the two hypotheses is
as follows:
𝑖𝑓 𝛨0 𝑖𝑠 𝑐𝑜𝑟𝑟𝑒𝑐𝑡: 𝑡 ′ ~𝒩(0 , σ2 ∥ 𝜱𝒔 ∥22 )
𝑖𝑓 𝛨1 𝑖𝑠 𝑐𝑜𝑟𝑟𝑒𝑐𝑡: 𝑡 ′ ~𝒩(∥ 𝜱𝒔 ∥22 , σ2 ∥ 𝜱𝒔 ∥22 )

From a mathematical viewpoint, < 𝜱𝒔, 𝜞𝒔 >=∥
𝜱𝒔 ∥2 ∥ 𝜞𝒔 ∥2 cos(𝜃), where 0 < cos(𝜃)<1 and 𝜃 can be
assumed as the angle between the sub-spaces of 𝜱𝒔 and
𝜞𝒔 . To analyze the boundary situations, first suppose
cos(𝜃) = 1 ; i.e., 𝑃𝐷” = 𝑃𝐷′ when the eavesdropper can
find the same amount of information from transmitted
signal as the intended receiver. On the other hand, if
cos(𝜃) = 0 , i.e., the compressed measurement’s subspace is orthogonal to the unintended receiver’s one, the
eavesdropped signal is completely useless, since
eavesdropper’s probability of detection is 0.5 or 𝑃𝐷” = 𝑃𝐹” .
From the information theoretic perspective this situation
happens when perfect secrecy is held. As we proved in
our previous work [9], when the measurement matrix
holds the RIP and 𝑀 ≥ 2𝐾, the Shannon perfect secrecy
condition is held either if the message set’s cardinality
tends to infinity or the message set has no zero message,
which are practical assumptions. It is useful to note that
generally we have 0 < cos(𝜃)<1, which confirms the fact
that there are some situations in which the compressive
sensing based encryption cannot provide perfect secrecy,
which has been previously proven by Rachlin and Baron
in [8]. They calculated the mutual information between
the cryptogram 𝒓 = 𝜱𝒔 and plain text 𝒔, and showed that
for general cases (𝒔; 𝒓) > 0.
On the other hand, according to (14), the probability of
detection for the intended receiver is directly proportional

(13)

Suppose 𝑃𝐹′ = 𝛼 , then we have the threshold 𝜁 ′ =
𝑄
∥ 𝜱𝒔 ∥2 and the probability of detection can be
calculated as follows:
𝜁 ′ −∥ 𝜱𝒔 ∥22
𝑃𝐷′ (𝛼) = Pr(𝑡 ′ > 𝜁 ′ |𝛨1 ) = 𝑄 (
)
𝜎 ∥ 𝜱𝒔 ∥2
(14)
∥ 𝜱𝒔 ∥2
−1 (𝛼)
= 𝑄(𝑄
−
)
𝜎
The probability of detection for the intended user is
achieved like the one for the compressive detector [6] as
shown below when an orthoprojector matrix is applied.
∥ 𝒔 ∥22
]
𝜂

(15)

The probability of detection is reduced regarding the
fact that √𝑀⁄𝑁 < 1 , which denotes the CS effect.
However, this reduction is the cost of unified
compressing, sensing, and encryption for secret
transmission with low computational complexity.

©2018 Journal of Communications

(19)

IV. DISCUSSION

−1 (𝛼)σ

𝑃𝐷 (𝛼) = 𝑄 [𝑄 −1 (𝛼) − √𝑀⁄𝑁 √

∥ 𝜱𝒔 ∥2 < 𝜱𝒔, 𝜞𝒔 >
)
𝜎
∥ 𝜱𝒔 ∥2 ∥ 𝜞𝒔 ∥2
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to the signal to noise ratio (SNR). Then if 𝑆𝑁𝑅 =

∥𝜱𝒔 ∥2
2
𝜎2

rate required to obtain a normalized reconstruction error
ℇ(𝒟𝒔 ) subject to a fixed SNR is given by:

is

increased, 𝑃𝐷′ also increases for the intended receiver
while the detection probability of the eavesdropper does
not follow this increase since it is a function of

<𝜱𝒔,𝜞𝒔>
𝜎∥𝜞𝒔∥2

𝛿≥

in

(19). Moreover, it is necessary to note that all the above
analyses are based on a worst-case scenario in which the
unintended receiver has a priori knowledge of the
measurement matrix dimensions. Otherwise, the detection
probability for the unintended receiver gets worse than
the one presented here and the compressive sensing based
encryption has better performance.

where 𝛿 =
follows:

𝑁

(20)

and the SNR measurement is defined as

𝑆𝑁𝑅 =

𝐸[‖𝜱𝒔‖22 ] 𝐸[‖𝜱𝒔‖22 ]
=
𝑀σ2
𝐸[‖𝒏‖22 ]

(21)

and the normalized reconstruction error, which is a metric
to evaluate the reconstruction quality is defined as
follows:

V. SECRECY CONSTRAINT
As mentioned above, the transmitter uses the
measurement matrix for mapping the signal space into a
new space, which is known for the intended receiver.
Also, the intended receiver uses the same sampling
matrix to decrypt the received signal after detection. The
eavesdropper tries to find an estimation of matrix 𝜱 to
decode/decrypt the received signal without any a-prior
information via some methods, such as blind source
separation (BSS) [1] and [16]–[18]. Moreover, there are
some approaches to decode a sparse signal from the
received mixture signal based on the scarcity property of
the primal signal and have some limitations on the
number of measurement coefficients used for
compressing the primal signal [16]. Some of these
methods like sparse component analysis (SCA) sparsifies
the received signal and estimates the measurement matrix
from the scatter plot of the received signal using
independent component analysis (ICA) or clustering
techniques with a variant of weighted K-means. Using
these methods under some constraints shows that the
eavesdropper, which does not know the measurement
matrix, can still extract the primal signal with a few trial
and errors. Besides the constraints forced by the BSS
method to extract the message from the received signal,
there are some constraints on the number of
measurements needed for reconstruction. As we assumed
before, the received signal is a noisy version of the
compressed primal signal. This measurement and
transmission noise is the crucial factor that dictates the
number of measurements needed for reconstruction [19].
The CS reconstruction can be performed via
𝑙1 minimization by applying linear programming
techniques, which requires approximately 𝐾 𝑙𝑜𝑔(𝑁/𝐾)
measurements [1]. Moreover, it is proved that we cannot
reconstruct a 𝐾 -sparse signal using fewer than 𝑀 = 𝐾 +
1 measurements [20]. However, the only approach for CS
reconstruction using only 𝑀 = 𝐾 + 1 measurements is
via 𝑙0 -minimization, known to be NP-complete and
therefore impractical [21].
Proposing Lemma 1, Sarvotham et al. [19] lower
bounded the rate-distortion performance of a CS system.
Lemma 1: For a signal source with rate-distortion
function 𝑅(. ), the lower bound on the CS measurement
©2018 Journal of Communications

𝑀

2𝑅(ℰ(𝒟𝒔 ))
𝑙𝑜𝑔(1 + SNR)

ℰ(𝒟𝒔 ) =

𝐸[‖𝒔 − 𝒔̂‖22 ]
𝐸[‖𝒔‖22 ]

(22)

where 𝒔̂ denotes the estimation of the primal signal 𝒔 at
the receiver. We should notice that the lower bound (20)
attained with the assumption of knowing 𝜱 at the
receiver and is valid when 𝑁 → ∞ . The following
theorem devices the secrecy rate region of the
measurement rate where we assume one intended receiver
and a wiretapper, which knows the measurement
matrix 𝜱. Furthermore, we assume that 𝑆𝑁𝑅1 and 𝑆𝑁𝑅2
are the SNRs of the main and the wiretap channels,
respectively (both channels are shown in Fig. 1).
Theorem 1: For the wiretap channel shown in Fig. 1
with a signal source with a rate-distortion function 𝑅(. )
and measurement matrix 𝜱, the utter bound of the CS
measurement rate required to prevent the wiretapper to
obtain a normalized reconstruction error ℇ(𝐷𝑥) is given
by
𝛿≤

2𝑅(ℰ(𝒟𝒔 ))
𝑙𝑜𝑔(1 + SNR 2 )

(23)

Proof: Follows the proof of Theorem 1 in [19].
Herein, we assumed that the SNR of the main channel
is more than the one in the wiretap channel. So, the
received signal in the wiretapper is a degraded version of
the one received in the intended receiver. This utter
bound satisfies that the sent message is not decoded in the
wiretapper despite of knowing the measurement matrix.
Thus, we have the following limitations on the
measurement rate:
2𝑅(ℰ(𝒟𝒔 ))
2𝑅(ℰ(𝒟𝒔 ))
≤𝛿≤
𝑙𝑜𝑔(1 + SNR1 )
𝑙𝑜𝑔(1 + SNR 2 )

(24)

In Fig. 2, we simulate these bounds for 𝑆𝑁𝑅1 = 5 and
𝑆𝑁𝑅2 = 1 . Therefore, the transmitter preserves the
primal signal by choosing the measurement rate in the
secure bound, which is also limited by the condition of
𝑀⁄ ≤ 1, coming from the nature of the compressive
𝑁
sensing measurement matrix dimensions. So, the primal
signal could be decoded by the intended receiver in a way
that the unintended receiver cannot eavesdrop it. This
85
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[2]

ability is based on the high SNR in the main channel and
lower SNR in the wiretap channel.

[3]

[4]

Fig. 1. The block diagram of the wiretap channel with compressive
sampling as an encryption in its input.

[5]

[6]

[7]

[8]

Fig. 2. The utter and lower bounds of 𝛿 when 𝑆𝑁𝑅1 = 5 and 𝑆𝑁𝑅2 = 1.
The signal 𝒔 has a Gaussian probability with zero mean and unit
variance.

[9]

VI. CONCLUSIONS
In this paper, we applied the unified scheme of sensing,
compression, and encryption for signal transmission
contaminated with Gaussian noise. We showed that an
unintended receiver who does not know the exact
elements of the measurement matrix, experiences less
detection probability than that of intended receiver, even
if we assume that he has a priori information in regard the
measurement matrix dimensions. Also, we analyzed this
scenario from an information theoretic perspective. From
this point of view, since the main and the wiretap
channels have different SNRs, we can choose a specific
measurement matrix for the encryption of the transmitted
signal. This measurement scheme causes that the received
signal at the intended receiver to be recoverable but not at
the unintended one. Moreover, has been shown that when
eavesdropper’s signal space is orthogonal to the intended
user’s signal space, the detection probability and false
alarm probability for the eavesdropper will be equal and
ideal secret communication is achieved based on
Shannon’s definition of perfect secrecy.
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