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Abstract

—Duplicate Address Detection (DAD) is one of the 

core procedures in Internet Protocol version 6 (IPv6). It allows 

all the nodes locate on the same link to communicate and join 

the network with a unique IP address. However, DAD is 

vulnerable to security threats. The DAD procedure is based on 

two Neighbour Discovery (ND) messages, namely, Neighbour 

Solicitation (NS) and Neighbour Advertisement (NA), to verify 

that the tentative IP is multicast to all existing hosts through an 

NS message. Thus, DAD allows any malicious node on the 

same link to receive the NS message, and the malicious node 

may send a spoof reply to prevent the address configuration of a 

target node, thereby resulting in a Denial of Service (DoS) 

attack. This study aims to secure the DAD procedure by hiding 

the tentative IP address during the process, thereby preventing a 

malicious node from disturbing the target node IP configuration 

process. The proposed security DAD-match technique builds on 

SHA-3 hash function by proposing a new option called 

DADmatch, which holds the hash value of tentative IP address 

and attaches to NS and NA messages to become NS-match and 

NA-match messages. We expect the DAD-match technique can 

provide less complex lightweight security and will fully prevent 

DoS attacks during the DAD procedure in IPv6 link-local 

network. 
 
Index Terms—Duplicate Address Detection, DAD, DoS attack, 

IPv6 Security, hash function, DAD-match technique 

 

I. INTRODUCTION 

The Internet Protocol version 6 (IPv6) was designed 

and engineered to overcome IPv6 address space 

exhaustion limitations [1]. Google statistics on October 

2017 [2] showed the percentage of users reaching Google 

service over IPv6 surpassed 17% compared with IPv4, 

and this percentage continues to rise. IPv6 came with a 

simple header format and new concept mechanisms such 

as Neighbour Discovery Protocol (NDP) to make network 

communication more efficient and faster, and to extend 

its reach to a larger area. NDP [3] introduced several 

functions including parameter discovery, address 

resolution, address auto-configuration, and DAD 

procedure using five messages from ICMPv6 messages 

[4]. Although IPv6 was designed and developed with 

compulsory IP Security (IPSec) [5], IPv6 implementation 

still experiences security challenges.  
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The NDP considers the essential protocol in IPv6, 

which does not have a sufficient security strategy to offer 

verification and authentication of packets exchange 

among hosts located on the same link. Studies [6], [7] 

indicated that the trend of insider attacks continues to rise. 

The growing number of insider attacks could disturb IPv6 

correspondences, both internally and externally. This 

finding also proved that neighbours on local network 

communication cannot be trusted completely because all 

neighbours may possibly be an attacker. Various 

researchers [8]–[10] have published studies on the 

dangers and weakness of neighbour discovery. Attackers 

take advantage of vulnerabilities in neighbour discovery 

to perform DoS attacks, thereby degrading network 

performance and hijacking traffic. 

The DAD procedure is one of the NDP functions that 

allow the node to configure a unique IP after confirming 

it with existing hosts on the same link. Any node on the 

same link can expose the DAD procedure to a DoS attack 

by responding to each NS message transmitted from the 

target host, because NDP does not have a security 

mechanism to secure their messages, namely, NS and NA 

messages. Eventually, the target host will fail to 

configure its network interface with IPv6 address, thereby 

preventing it from joining the IPv6 network. Request for 

Comment (RFC) 4861 recommended using IPSec [11] 

and SeND [12] to protect NDP functions including DAD. 

However, the implementation of the two suggested 

security mechanisms is not a solid mechanism. IPSec 

suffers from a bootstrapping problem when used for NDP 

as reported [13]. SeND mechanism relies on complex 

algorithm that requires heavy computation resulting in 

high consumption of both time and resources [14]. The 

complexity of SeND is also a subject of target for DoS 

attacks. 

This study is an extension of the previous work which 

aims to propose a security technique based on Hash 

Function Cryptography to secure a tentative IP address 

during DAD procedure in IPv6 link-local network. The 

proposed technique is called the DAD-match technique. 

The rest of this paper is organized as follows: Section II 

provides a background of NDP and DAD with its security 

issues. Related works on securing DAD are explained in 

Section III. Section IV shows an overview of DAD-match 

proposal. Section V illustrates the expected results and 

future work. Section VI provides the conclusion.   
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II. BACKGROUND 

This section discusses NDP functions, SLAAC, and 

the importance of the DAD procedure and its main 

security issues in IPv6 link-local network. 

A. Neighbor Discovery Protocol (NDP) 

NDP controls the communication among neighbours 

(Routers and Hosts) using various messages and 

procedures [3]. NDP comes with new concepts, such as 

Stateless Address Auto-configuration (SLAAC) [15] for 

generating an IP address, DAD procedure for verifying 

the uniqueness of tentative IP address, Neighbour 

Unreachability Detection (UDP) for keeping reachability 

track of surrounding neighbours, and Redirect Message 

for advertising better next-hope [4]. These processes 

work by employing five ICMPv6 messages [16], as 

follows:  

 Router Solicitation (RS) type 133, which is used from 

a host to ask a router for Router Advertisement (RA) 

message. 

 Router Advertisement (RA) type 134, which is sent 

by a router periodically as a reply to RS message to 

inform its presence and link-specific parameters (link 

prefixes, link MTU and hope limits). 

 Neighbour Solicitation (NS) type 135, which is used 

from host to ask another neighbouring host’s MAC 

address and utilized for specific procedures such as 

DAD and NUD. 

 Neighbour Advertisement (NA) type 136, which is 

sent Sent by Host as a reply to NS messages, or in 

case the host modifies its IP address. 

 Redirect Message (RM) type 137, which is sent by a 

router to redirect traffic of a host from one path to 

another path. 

NDP also plays an important protocol in IPv6 and in 

facing many attacks. Most common NDP attacks are 

Router Advertisement Spoofing Attack, NS and NA 

spoofing, Malicious Last-Hop Router Attack, Spoofed 

Redirect Message Attack, Replay Attacks, ND Flooding 

DoS Attack, and DoS on Duplicate Address Detection, 

which is the focus of this study. 

B. Stateless Address Auto-Configuration (SLAAC) 

IPv6 presents SLAAC, a new way to generate an IP 

address automatically for the host, and a new feature for 

IPv6 [17]. SLAAC works in a “Plug and Play” fashion. 

Moreover, IP addresses can be generated in different 

ways, such as the EUI-64 method offered by IEEE 

(Internet Engineering Task Force) [17]. EUI-64 is an 

address format accomplished on Ethernet interfaces by 

referencing the already unique 48-bit MAC address, and 

reformatting that value to match the EUI-64 specification. 

However, because this method generates the same IID 

whenever a node joins a network, intruders can easily 

track the node. In addition, the privacy extension method 

is a method for generating an IP address randomly [18]. 

By using this method, the address continues to change 

over time, causing the identification of the target host 

address difficult for intruders and other eavesdroppers 

[19]. 

The new proposed mechanism, DAD-match, uses the 

privacy extension method to generate an IP address 

during DAD process in IPv6 link-local network, as long 

as this method provides more security compared with the 

EUI-64 method. 

C. Duplicate Address Detection (DAD) with its Security 

Problem 

DAD is one of the NDP processes which ascertain that 

the existing host on the same link have unique IP address. 

Each host performs the DAD procedure before 

configuring its IP address [7], [20], using two NDP 

messages, namely, NS and NA. The target node 

multicasts NS messages carrying the tentative IP address 

to verify its uniqueness to solicited-node multicast group 

(SNMA) FF02::1:FF:00:0/104 (based on the last 24bit 

from the tentative IP). All existing nodes receive the NS 

message, and if a node is located on the same link and has 

the same IP address, it will replay via NA message as a 

response to NS message. Therefore, the target node must 

generate a new tentative address and wait for NA as a 

response. If a new host does not receive any response NA 

to its NS messages from the neighbouring nodes, then the 

newly generated address is unique and no other 

neighbouring host will use this IP address. Thus, a node 

can use this IP address as an interface identifier. 

Moreover, no response is given or if three seconds have 

passed and no NA message is received, then the target 

node considers the tentative IP address unique and that no 

other existing nodes on the same link uses the address. 

After three tries [7], the new host stops the DAD process, 

resulting in its network interface not being assigned to 

any IPv6 address. 

 
Fig. 1. DoS attack on DAD procedure. 

In IPv6 link-local network, existing nodes are 

considered reliable hosts. Therefore, any host can 

participate in the DAD process [21]. The DAD procedure 

uses two messages of NDP messages, which are insecure 

by design [14]. Thus, any node can disturb the DAD 

procedure and perform a DoS attack. Studies [4], [7], [21] 

have shown that the DAD process is exposed to Denial of 

Service (DoS) attacks. In a DoS attack on the DAD 

process, an attacker causes the target host to be unable to 

obtain an IP address by claiming the existence of a 
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tentative IP address by sending a fake NA message in 

reply to NS messages. Hence, the victim host will be 

unable to verify the uniqueness of the tentative IP address. 

Thus, the IPv6 host cannot obtain an IP address because 

of the DAD process failure [7], [21]. Figure 1 shows a 

DoS attack on DAD procedure. 

III. RELATED WORK 

Many researchers have proposed different mechanisms 

built on various techniques to secure the DAD process in 

IPv6 link-local network. This section highlights the most 

common related works based on the hash function and 

their drawbacks. 

A. Trust – Neighbor Discovery (Trust-ND) 

Trust-ND secures NDP messages through extent NDP 

header by introducing a new security option called Trust-

Option so that each message includes NS and NA 

messages to guarantee secure communication among 

hosts [7]. Trust-ND builds on SHA-1 hash algorithm to 

achieve required security with less complexity. 

According to the study [7], Trust-ND is faster compared 

with other mechanisms during address verification and 

performs better because of its design. However, research 

[22], [23] shows that SHA-1 algorithm is vulnerable to 

hash collision attacks. Thus, any malicious host has the 

ability to create hash collision attacks. Because Trust-ND 

is based on SHA-1, it is susceptible to collision attacks 

that induce DoS attacks on DAD procedure in IPv6 link 

local network [21]. Because of its design method, Trust-

ND is not a suitable security means for IPv6 DAD 

procedure. 

B. Pull Model 

Pull Model secures IPv6 DAD procedure [24]. This 

mechanism is designed on the basis of the push vs pull 

concept [25]. The main goal of this study is to diminish 

processing overhead and enhance flexibility in address 

generation within DAD procedure by utilizing MD5 hash 

computation to authenticate the tentative IP address with 

existing neighbouring hosts on the same link. The 

disadvantage of this method is that if the hash function is 

too short, then it is vulnerable to brute force attack. 

However, if the hash value is found too long, then it 

facilitates possible inverting attacks. Studies [26], [27] 

show that Pull Model is vulnerable to DoS attacks during 

the DAD procedure in IPv6 link-local network. In view 

of these security vulnerabilities, Pull Model is not 

recommended for IPv6 DAD procedure. 

C. Duplicate Address Detection with Hash Function 

(DAD-h) 

In 2016, Song and Ji [28] proposed another security 

mechanism to resist DoS attacks during the DAD 

procedure in IPv6 network. MD5 hash algorithm (as 

defined in RFC1321 [29]) has been utilized to build up a 

mechanism named DAD-h. The DAD-h mechanism aims 

to hide the tentative IP address during the DAD 

procedure to prevent any attacker from identifying the 

target address the new host will use. The study assumes 

that this method can prevent DoS attacks on the DAD 

procedure in Pv6 link-local network.  

Nevertheless, research [30] shows that MD5 hash 

function has issues with IPv6 protocol during data 

transmission. Another previous study [31] also shows that 

problems in using MD5 in IPv6 include the higher 

latency cost compared to the value used and the processor 

occupied entirely by the computation of MD5 algorithm. 

Moreover, MD5 is vulnerable to hash collision attack as 

mentioned in [22], [23]. MD5 hash function not only has 

performance issues with IPv6 protocol, but is also 

vulnerable to security threats. Based on these studies, 

DAD-h mechanism, which is based on MD5 hash 

function, cannot be recommended for IPv6 DAD process. 

TABLE I: SUMMARY OF CURRENT DAD-BASED ATTACKS DEFENSE 

MECHANISMS 

Proposed 

Mechanism 
Limitations 

Trust-ND 
 Vulnerable to collision attacks due to its design. 

 Lacks of addressing legitimate resource attacks. 

Pull Model 
 Vulnerable to brute force attacks. 

 Susceptible to DoS attacks due to its mechanism. 

DAD-h 

 High computational cost. 

 Adds more processing overhead in verification 

process. 

 Vulnerable to hash collision attacks that can 

cause DoS-on-DAD attacks. 

Table I summarizes the related works on securing 

DAD procedure in IPv6 link-local network. Most related 

works suffer from complexity because of their design. In 

addition, these studies added more processing for the 

verification process, as well as increase the network 

overhead bandwidth utilization. With these limitations, 

this study attempts to propose a new mechanism to 

provide better security for DAD procedure in IPv6 link-

local network as explained in the next section. 

IV. PROPOSED DAD-MATCH TECHNIQUE 

Because the current existing mechanisms have failed to 

secure DAD procedure in IPv6 link-local network due to 

their serious limitations issues, this research aims to 

propose a new security technique via redesigning the 

DAD procedure to overcome the existing mechanisms’ 

limitations which were highlighted in the previous section. 

This study further aims to design sufficient security for 

IPv6 DAD procedure. 

The main issue with the proposed mechanisms is the 

complexity to generate and verify the message. In 

addition, some mechanisms need external resources to 

process the message. As a result, these mechanisms 

consume CPU and the bandwidth of the node. Disclosing 

the tentative IP address to the public permits all the nodes 

on the same link, including malicious nodes, to disturb 

the DAD procedure. Malicious nodes prevent a victim 

node from configuring a unique IP by claiming that the 
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tentative IP has already been used, thereby preventing the 

node from joining the link. Thus, the DoS attack is 

launched. The proposed study assumes that by hiding the 

tentative IP address, the DoS attack can be effectively 

prevented. Hiding the tentative IP address exchange 

among hosts (target host and existing hosts) during DAD 

procedure can be done through encryption or 

cryptographic hash function.   

Encryption introduces heavy calculation as reported in 

[32]. As a result, encryption is not an appropriate option 

for the proposed technique. Studies [7], [28] show that 

the use of a hash function is suitable to fulfil the 

requirement, as hash functions entail less computation in 

terms of processing time and are more lightweight 

compared with encryption cryptography. Moreover, a 

study [33] shows that hash function is faster in processing 

than encryption. Many hash functions have been 

proposed such as MD5, SHA-1 and SHA-2. However, 

these hash functions are vulnerable to hash collision 

attacks, as mentioned in [22], [23]. A study [34] presents 

that SHA-2 hash value is much larger than MD5, and, 

therefore, this longer string value takes up more space 

and can take slightly longer to calculate. One research [35] 

shows that SHA3 is stronger among all the hash function 

proposals. Furthermore, as mentioned in [34], SHA-3 is a 

new generation of SHA that shows promise, as it utilizes 

a fast sponge construction to generate hash values leading 

to speed advantages. It has an arbitrary output length 

which is different than traditional hashes in use today. It 

has notable security strength levels against attacks. In 

addition, it is flexible for implementation options for 

performance and security trade-offs. 

Previous studies show that SHA-3 hash function can 

be the most suitable algorithm for the proposed technique 

and can provide fast processing for hashing. Furthermore, 

the SHA-3 hash function can offer availability, that is, 

functionality, as a filtering mechanism for receiving 

messages is required. The following sections explain the 

main stages and workflow for DAD-match technique 

supported by an extensive example. 

A. Main Stages of DAD-match Technique 

The DAD-match technique is proposed to secure the 

DAD procedure through hiding tentative IP addresses by 

redesigning NS and NA messages in IPv6 link-local 

network. This section describes the three main stages of 

the DAD-match technique, namely, Tentative IP Address 

Generation Stage, Secure NS and NA Messages Stage 

and DoS DAD Prevention Stage. 

1) Tentative IP address generation stage 

In this stage, the tentative IP address is generated using 

a privacy extension method, which provides better 

security than EUI-64. Because the method generates the 

IP address randomly, users are protected from being 

tracked, and malicious nodes will have difficulty 

identifying the IP address of a particular node. After an IP 

address is generated as a tentative IP, the address is 

hidden by hashing the first 40-bit of Identifier Interface. 

The output from this stage is the hash value of 40-bit of 

Interface Identifier. 

2) Secure NS and NA messages stage 

The DAD procedure relies on two NDP messages (NS 

and NA messages) as mentioned previously. Therefore, to 

secure the DAD procedure, NS and NA messages should 

be redesigned, because these messages are insecure in 

design and do not have the ability to differentiate between 

valid messages among invalid messages. The DAD-

match technique introduces an option named DADmatch 

option that holds the hash value of the first 40-bit and 64-

bit of Interface Identifiers of tentative IP addresses for NS 

and NA verification purposes, respectively. The 

DADmatch option should be attached to each NS and NA 

to become NS-match and NA-match messages, and its 

type field values are 135 and 136 respectively. The 

source address should be an unspecified address, while 

the destination is an SNMA address (based on the last 24-

bit tentative IP address). Each message without the 

DADmatch option are discarded. The verification of the 

message to distinguish whether the message comes from 

a legitimate or illegitimate node is based on matching the 

hashing of the incoming hashing IP address with its self-

hashing IP address. Fig. 2 shows the NS-match/NA-

match messages format. 

Part Description Value 

Ethernet 

Header 

Destination  

MAC 

33:33:FF:SS:SS:SS 

Source MAC Sender/Receiver MAC 

Type 0x0806 

IPv6 

Header 

Source IP ::  (unspecified address) 

Destination IP FF02:1:FF00:0/104 

Next header 0x3a 

ICMPv6 

Type 
135  for NS-match 

136  for NA-match 

DADmatch 
40_IPhash  for NS-match 

64_IPhash  for NA-match 

Fig. 2. NS-match/NA-match message format. 

3) DoS DAD Prevention Stage 

After the target host attaches a DADmatch to the NS 

message to become an NS-match message that holds the 

hash value, as shown in Fig. 3, the target host sends to the 

SNMA address (FF02::1:FF00:0/104). All existing hosts 

on the same link receives the NS-match message, and the 

existing host should match the hash value. After 

computation, the hash value matches, performs the DAD 

procedure and can reply via NA-match message after 

hash the 64-bit of Interface ID and insert it to the 

DADmatch option which should also be appended into 

NA-match message. Similarly, upon receiving the NA-

match message, the new host matches the 64-bit hash 

value. If matches are found, then a duplicate address has 

occurred, and the new host repeats the DAD procedure. 

Otherwise, the new host considers the NA-match 

message illegitimate, discards the message and configures 

a unique IPv6 link-local address. Furthermore, if the 

target host does not receive any NA-match message as a 
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response to the NS-match message, or if no existing host 

responds after three seconds, then the tentative IP 

considers the IP unique, and the target host will configure 

its IP. Using the DAD-match technique secures a 

tentative IP address during the entire DAD procedure, 

thereby preventing malicious nodes from disturbing the 

process. Therefore, DoS on DAD can be prevented fully, 

and the target host can configure its IP address and join 

the IPv6 link-local network. 

Type Code Checksum 

Reserved 

Target Address 

Options 

DADmatch 

Fig. 3. Message format of DAD-match technique 

B. Workflow of DAD-match Technique 

The DAD-match technique proposes a secure option 

named DADmatch, which will be attached to the NS and 

NA messages to transform them into NS-match and NA-

match messages. The validation is performed on the both 

sides (Receiver and Sender) to provide more security by 

distinguishing between the legitimate and illegitimate 

messages. The workflow of the proposed technique is 

summarized in the following steps: 

 When a new node joins the IPv6 link-local network, 

or an existing node on the same link plans to generate 

a new address for its own use, the new IP address 

must be generated through a privacy extension 

method as a tentative IP address.   

 The target host hashes the first 40-bits and the 64-bits 

of the Interface ID of the tentative IP address. The 

hash value of the 40-bits is inserted into 40_IPhash 

field, which is in the DADmatch option, while the 

hash value of the 64-bits is saved into the registry 

cache for NA message verification later on.  

 The DADmatch option is attached to the NS message 

to become an NS-match message which is then sent to 

the SNMA address based on the last 24-bit of the 

tentative IP address (FF02::1:FF00:0/104). 

 All existing hosts on the same IPv6 link that have the 

same SNMA address receive the NS-match message. 

 The existing hosts perform a message validation 

check to make sure the NS-match message comes 

from a legitimate host based on the existing 

DADmatch options. In case the DADmatch option is 

not found, the receiver (existing hosts) should discard 

the message. 

 Otherwise, the receiver matches its 40_IPhash with 

40_IPhash in the NS-match message to ensure 

message validation. In case the 40_IPhash matches 

the IP address, the DAD procedure will procced. 

Otherwise, the receiver discards the NS-match 

message. 

 Upon successful matching of 40_IPhash, meaning that 

a duplicate IP address occurred and the receiver 

should insert the hash value of 64-bit of IP address 

into 64_IPhash field in DADmatch option, then it is 

appended to the NA-match message and sent to the 

SNMA address. 

 The target host receives the NA-match message, and 

first checks the existing DADmatch option. If the 

DADmatch option is found, it will proceed forward. 

Otherwise, the message is discarded, and the tentative 

IP is considered a unique IP address.   

 If the DADmatch option exists, then the target host 

matches the hash value of 64-bit at the cache registry 

with the 64_IPhash in NA-match message. Matches 

found mean that the message comes from a legitimate 

node and a duplicate IP address has occurred. The 

target host thus regenerates a new IP address and 

repeats the DAD process to re-update the neighbour 

cache table for further communication. 

 Otherwise, the NA-match message is discarded and IP 

address is used as a unique IP. 

In this way, a successful DAD process can be 

accomplished in IPv6 link-local network because the 

target host can verify the uniqueness of the tentative IP 

address with existing hosts. Thus, the new host can 

communicate with neighbouring hosts on the same link-

local network. Fig. 4 shows the workflow when a new 

host (Sender) and existing hosts (Receiver) perform the 

DAD-match Mechanism process. 

 
Fig. 4. Workflow of DAD-match technique. 

C. Explanation Example of DAD-match 

This section presents an example to demonstrate the 

DAD-match technique procedure in IPv6 link-local 

network. The assumptions based on five existing hosts, 

namely A, B, C, D and E, on the IPv6 link-local network 

and their address configuration information are illustrated 

in Fig. 5. 

Fig. 6 shows that three hosts (A, C and D) joined the 

same SNMA address, which is FF02::1:FF82:2640. Host 

A is assumed to generate a new address using a privacy 

extension method. With FE08::C262:6BFF:FE82:2640 as 

a tentative IP, host A must check the uniqueness of this 
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IP to ensure that no existing host is already using it. 

Before sending any NS messages, host A hashes the first 

40-bit and 64-bit of Interface ID of tentative IP address. 

The hash result of 40-bit is inserted into the DADmatch 

option, while the hash result of 64-bit is saved in the 

cache registry for NA verification later on. The 

DADmatch option is appended to an NS message to 

become an NS-match message and sent through the 

SNMA address, FF02::1:FF82:2640. 

 
Fig. 5. Existing/New host address configuration information 

In this case, all existing hosts on the same link that 

have been joined in the same SNMA receive the NS-

match message, which are hosts C and D. Receiving hosts 

C and D use their 40-bit hashes from the cache registry to 

match with the DADmatch option hash. In this example, 

the host D result does not match because the IP address is 

different. Host C obtains the match. In this case, host D 

sends a message to host A that “Duplicate IP address 

occurred” using an NA message. Host C hashes the 64-bit 

of its Interface IP address and inserts the hash value into 

the DADmatch option by an NA-match message to 

SNMA address. Host A receives the message and verifies 

that the 64-bit hash, which was saved earlier in the cache 

registry matches with the hash value in the DADmatch 

option of the NA-match message. If a match is found, 

then the NA-match message comes from a legitimate host, 

which means an IP duplicate occurred and the tentative IP 

is not unique. In this case, host A regenerates a new IP 

and repeats the DAD process. If no match is found, then 

the NA-match message is discarded. In this example, the 

results match because both hosts have the same IP. 

Moreover, if host A does not receive any NA-match 

message within three seconds, the tentative IP is 

considered a unique IP.  

Therefore, the DAD-match technique can successfully 

prevent a DoS attack during the DAD procedure in IPv6 

link-local network by hiding the tentative IP address on 

both sides during the DAD procedure. Doing so allows 

the new host to configure its IP address securely without 

disturbances from malicious nodes. 

V. EXPECTED RESULTS AND FUTURE WORKS 

This study proposed a new security technique called 

DAD-match for securing the DAD procedure from DoS 

attacks in IPv6 link-local network. The proposed 

technique aims to overcome the limitations of the current 

existing mechanisms and improve the prevention of DoS-

on-DAD attacks in terms of processing time and 

complexity. The DAD-match technique is based on SHA-

3 hash function to secure a tentative IP address exchange 

among hosts during the DAD procedure. The target host 

verifies the uniqueness of the tentative IP address by 

matching the hash values, thereby preventing malicious 

hosts from disturbing the verification process. As a result, 

new hosts can join the IPv6 network effectively in terms 

of time, complexity and computation. The next step is to 

implement the proposed technique and evaluate the 

results with existing related works. 

VI. CONCLUSION 

DoS attack on DAD procedure considers a genuine 

danger in IPv6 link-local network since there are an 

expanding number of nodes and the broad utilization of 

IPv6 addresses. In standard DAD, the target host reveals 

the tentative IP within DAD procedure, which permits all 

nodes locate on the same link to know the new address 

used by the target host, therefore, malicious nodes will be 

able to do forge replies to launch DoS attacks. The 

proposed DAD-match technique aims to hide the 

tentative IP during DAD process through uses SHA-3 

hash function to provide a sufficient verification and 

prevent the malicious node for faking reply in order to 

secure IPv6 link-local network from any DoS attacks. 
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