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Abstract—IOT is an evolving technology and expected to bring 

the next phase of revolution in it industry by connecting any 

device anywhere by any available means. The potential of IOT 

applications is abundant allowing users to have real-time feeds 

from surrounding and distant objects helping in making 

intelligent decisions. Despite the potential benefits of IOT, there 

several challenges that needs to be address for IOT to harvest its 

potential benefits. This paper tackles recent challenges and 

proposes some solutions concerning IOT. We followed a 

systematic review of the latest literature covering IOT and 

extracted nine distinct categories of challenges including 

standardization and harmonization, connectivity, power 

management, security, privacy, trust, complexity, evolving 

scenarios, socio-ethical considerations, network technology, 

complexity, and rapid evolution. Further, the paper discusses 

the latest solutions evolved ranging from flexible radio 

standards, wireless sensor networks, wireless battery charging 

technology, ipv6/6lowpan protocols, privacy broker techniques, 

flexible IP protocol, to wireless identification and sensing 

platforms. 

 

Index Terms—IoT, privacy, security, trust, identification, RIFD, 

network, ubiquitous, challenges 

 

I. INTRODUCTION 

MIT Auto-ID Centre is considered to be the originator 

of phrase of "Internet of Things"[1]. The center has been 

involved in developing identification technologies for use 

in industry as well as the development of Internet of 

Things including hardware and software required. 

International Telecommunications Union (ITU) in 2005 

prepared a comprehensive report on IoT bringing it in a 

greater limelight. ITU called IoT a truly ubiquitous 

network– “anytime, anywhere, by anyone and anything” 

[2]. This is graphically depicted in Fig. 1. 

The components IoT applications is composed of a 

"metamorphosis of objects” ranging from simple artifacts 

that are simple and may be hand manufactured to 

machines objects that are complex requiring main power 

sources, and from products that are mass manufactured 

and finally from gizmos that are unstable, modifiable by 

the user, programmable, and short-lived) [3]. 
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Fig. 1. IoT [2] 

Now, IoT is looked at as the next technical revolution 

that will “connect inanimate objects and things to 

communication networks” [2]. IEEE defined IoT as “A 

network of items—each embedded with sensors—which 

are connected to the Internet” [4]. Further, IoT is 

regarded as the third wave of evolution in IT industry [4]. 

IoT leverages internet technology to create an 

intelligent network fabric that senses and enables various 

devices to communicate with each other. The widespread 

deployment of IoT could utilize hundreds of billions of 

devices and sensors that would interact with one another 

using numerous applications to provide seamless service 

to millions of users. As per some estimates the number of 

connected devices using IoT is expected to be 50 billion 

by 2020 [5]. This could generate data in size of 

unprecedented scale and allow things to be managed and 

controlled from remote locations leading to serious issues 

including security, privacy, complexity, socio-ethical 

issues and many more. 

The seamless interconnection and communication 

between such large numbers of devices is full of 

challenges for researcher working on IoT technology. 

This paper looks into some of the evolving challenges in 

IoT technology and the solutions that have been proposed 

to resolve these challenges. 

II. CHALLENGES 

Any modern technology faces many challenges till it 

matures and put to use. IoT, which involves seamless 
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working of anything situated anywhere, and 

communicating using Internet, faces many challenges 

that are worth highlighting. Some of the key challenges 

have been detailed in the following section. 

A. Standardization and Harmonization 

Standardization is one of the key pre-requisite of a 

successful technology development because it creates 

interoperability among devices that are manufactured by 

different vendors, supplier, and countries which allows 

the technology to gain commonality and popularity 

among users. Since IoT operates with multiple devices, it 

makes sense to have common standards among these 

devices to operate together and to gain market popularity. 

For instance, the popularity of mobile phone is attributed 

to standards such as GSM, TCP/IP, IMT-2000 etc. [2] 

One of the main challenges facing IoT is to ensure 

global interoperability especially with technology that use 

radio spectrum. Example of radio spectrums that were 

allocated for broadcasting purposes are AM, FM, digital 

audio broadcasting, analogue terrestrial television, digital 

terrestrial Television. Other radio spectrum were 

allocated to cater for communication purposes are mobile 

telephony, citizen-band radio, emergency services 

communications, wireless internet, short-range radio. 

However, many frequency band allocations are not 

unified across different regions of the world and some of 

them are specified for particular regions to server 

particular purposes [6]. This creates disharmony between 

devices and hence could diffuse the potential benefits of 

IoT. Attempts to resolve such a challenge by relocating 

the radio spectrum could be difficult and would require 

lengthy time to get government bodies, international 

agencies, and regional entities to agree on one unified 

radio spectrum that can work for all. In the meantime, 

efforts should be dedicated to allow IoT devices using 

radio spectrum to work on multiple protocols and 

multiple frequencies to minimize the possible disruption 

effect on users of such devices [7]. This could take place 

if a Memorandum of Understanding (MOU) could be 

established to act as platform for communication and 

collaboration to avoid interference in each other’s process 

of standardization. For that reason, Telecommunications 

Standards Institute (ETSI) along with GS1 and CEN aims 

to define standards related to spectrum, physical objects, 

infrastructure for communication, security and privacy 

issues etc. [8]. The standardization activities for IoT have 

taken a decent shape with close co-ordination among 

various organizations to make it a success. For example, 

ETSI’s Machine-to-Machine Workgroup and Internet 

Engineering Task Force (IETF) are working on a Low 

power Wireless Personal Area Networks (6LoWPAN) for 

use with IP6 as an initiatives to standardize IoT [9]. ISO, 

on the other hand, is involved in handing technical issues 

such as modulation schemes, protocol, and radio 

spectrum [8]. 

B. Connectivity 

Although the potential of IoT in connecting anything 

anywhere is promising, it adds a key challenge with 

regards to IoT devices connectivity. The devices can be 

stationary or moving and may use several types of 

technology for communication. Thus, the system cannot 

use single connectivity solution. Rather, wide varieties of 

wired and wireless standards will be involved to provide 

connectivity. A real challenge will be to make different 

standards communicate with one another seamlessly to 

establish the targeted connectivity [5]. 

One of the key technology to be used for connecting 

various devices in IoT is Wireless Sensor network (WSN). 

However, when used for IoT, the WSN is also be 

connected to Internet [10]. The challenge for existing 

scheme proposed to provide security in WSN must 

provide security from Internet as well. The device 

heterogeneity in IoT also requires special techniques for 

workload distribution in WSN to maintain system quality 

of service. The sheer volume of devices using WSN may 

undergo a revamp of current protocols to handle these 

volumes and traffic. Further, the nodes in WSN may also 

need management of their configuration settings [10]. 

C. Power Management 

Devices that operate IoT are likely to be powered using 

small batteries or using energy harvesting techniques to 

make them self-sustaining. Changing batteries in battery 

powered devices could be a challenges task especially 

when the number of devices is numerous requiring 

charging batteries of all the devices that connected to 

system. The IoT system would require effective power 

management techniques to address power related issue as 

well as conserve the energy requirements [5]. Although 

still in its primitive stage, battery wireless charging 

technology is one of the potential options to manage such 

a challenge. 

D. Security 

 
Fig. 2. Graphical representation of challenges in Internet-of-Things 

Security is considered a major issue for the adoption of 

IoT technologies. In order to adopt IoT, users need 

system level confidentiality, privacy and authenticity. 

Since IoT aims at connecting various devices, it is 

vulnerable to possible attacks from leaving wireless 
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devices unattended and from the wireless network that is 

connecting the devices. It should be noted that some IoT 

devices come with low cost components and limited 

technical capabilities making it difficult to implement 

complex security scheme to enforce security and privacy 

[8]. Other IoT security issues can originate from mobile 

and sensor network and can lead to access control and 

authentication, data integrity, information management 

and storage and many more [2], [11]. Moreover, in the 

absence of authentication infrastructure, it could be 

difficult to provide authentication with exchange of 

message to the devices. For example, the number of 

message that can be exchanged in RIFD tags is limited 

and beyond the requirements of authentication server 

message exchange [8]. Fig. 2 depict some challenges 

facing the implementation of IoT. 

It should be noted that the IoT system need specialized 

solution to ensure data confidentiality due to the potential 

huge data generation leading to scalability issues and to 

the requirement of dynamic access control due constantly 

changing scenarios [12]. Number of schemes have been 

proposed to take care of dynamic situation. One such 

scheme is called CADS, short for Continuous 

Authentication on Data Streams which ensures the 

authentication of information constantly once transmitted 

by data owner to the service provider [13], [14]. 

One solution was suggested by Bagci et al. [15] as they 

proposed a secure storage and communication framework 

based on IPv6/6LoWPAN protocols. This protocol 

ensures using an encryption and authentication 

procedures of transmitted data packets. For instance, 

before the storage takes place, the author uses 

cryptographic methods and data formats which is defined 

by ESP for data processing. This encrypted data must be 

stored in ESP compatible over network which can be 

achieved by using IPsec as a base for communication and 

storage, and the existing key exchange mechanisms 

defined for IPsec can be reused for the storage element of 

the framework. IV. D [15] 

E. Privacy 

Similar to current health tracking tools on mobile 

phone or watches, IoT devices can avail significant 

amount of personal data on IoT users’ location and 

movements, health conditions, and purchasing 

preferences. This can invade personal privacy for 

individuals using IoT technology. Although IoT service 

providers may seek to protect personal privacy, they are 

sacrificing a massive data that can improve the quality of 

people’s lives and decreasing service providers’ costs by 

streamlining operations. In spite of the overall benefits 

for general public, individuals still prefer to protect their 

own privacy even it means sacrificing the overall public 

benefit. According to the 2014 eTRUST Internet of 

Things Privacy Index, only 22% of Internet users agreed 

that the benefits of smart devices outweighed any privacy 

concerns [16]. While the IoT continues to gain popularity 

through smart home technology and wearable devices, 

confidence in and acceptance of the IoT will depend on 

the protection of users’ privacy. 

Whatever the solution for privacy is, it has to conceal 

personal information and control what happens with the 

information collected [12]. Substantial number of 

schemes has been proposed for privacy of RFID and can 

be broadly categorized into two types: schemes that limit 

physical access and schemes that use passwords [11]. The 

physical based scheme uses methods such as deactivate 

tag [16], clip tags [17], block tags [18], shield tags [19] 

etc. In most of these schemes the tag is disabled after its 

final use. For example, after user pay for item, the tag 

gets automatically disabled to avoid tracking the user. 

The password based schemes use encryption and include 

schemes such as hash chain [20], noisy tags [21], 

anonymous ID [22] etc. 

Providing privacy in areas where sensor networks are 

deployed is more challenging as the person entering the 

area has no control over data being collected related to an 

individual [8]. The personal data collected need to be 

used only by authorized service provider for authorized 

services. The use of system called privacy broker has 

been suggested for this [23]. In this system, a proxy is 

used that interacts with user who can set the access 

setting for a service provider. This allows the service 

provider to access only the data that is authorized for 

their service. But this system may not scale to IoT 

requirements. Another solution being considered is the 

use of system that allows digital forgetting which means 

that data get automatically deleted after certain instance 

[8]. 

F. Socio-ethical Considerations 

The wide spread use of IoT due to use of ubiquitous 

communication, sensors, RIFD and smart object can have 

an effect on society in many ways [2]. The prevalence of 

IoT can affect the quality of life by providing a high level 

of convenience in people’s day to day operations. The 

technology can help monitoring elderly and kids at home 

especially for working couples. At the same time, this 

convenience can lead to fears of constant surveillance 

from the numerous IoT devices surrounding people. This 

is likely to create heightened anxiety when making 

choices and decisions. Further, the automation of normal 

human activity may not be desirable. IoT technology can 

be a cause for isolating individuals from human contact 

leading to psychological issues. The authenticity of 

information being decimated via numerous devices is 

another issue. Notably, the plethora s of IoT objects, if 

left without any regulation or interference, might give 

rise to a genuine, extensive surveillance society. Each 

individual would spontaneously document his life by 

complementing factual information on his journeys, 

locations and transactions, which are today aggregated, 

with the micro-events of his day-today intimate life [12]. 

Thus, while enjoying the benefits of IoT, researchers and 

industry leaders should consider the negative impact on 

individuals and society as the technology continues to in 

complexity and availability [2]. 
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G. Network Technology 

The IoT deployment requires developments in network 

technology which is essential for IoT to live up to its 

expected vision to connect to objects and bring them into 

the Internet. Technology such as RFID, short-range 

wireless technologies and sensor networks are enabling 

this, while for example IPv6, with its expanded address 

space, allow that all objects or things to be connected, 

and be tracked. To make this possible, the network 

technology must be affordable and viable to connect all 

these devices together. Further, since protocol gateways 

translation can be complicated for such devices, current 

IP solutions provides end to end communication between 

these devices without intermediate protocol. New 

scalable architectures designed specifically for the 

ubiquitous sensor networks communications would allow 

for networks of billions of devices. Improvements in 

techniques for secure and reliable wireless 

communication protocols would also enable mission 

critical applications for ubiquitous sensor networks based 

on wireless identifiable devices [12]. 

H. Complexity 

One of the main challenges encountering IoT adoption 

is that it will require connection with a wide array of 

objects many of which were not exposed to the networks 

before. In other words, IoT design and development 

initiatives must be simple and neutral enough to accept 

large number of devices that cater to the potential benefits 

of IoT. IoT design and development must be simplified in 

order to increase the number of connected devices. This 

can be done in a number of ways [24]: 

 Better design of wireless capability by providing 

modules, reference designs, on-chip Internet 

connectivity software stack and comprehensive 

development environment 

 Making the device set-up simple enough to allow 

average user to be able to use without efforts. 

I. Rapid evolution 

IoT is still in its dawn stage and is constantly changing 

and evolving. The uncertainties of unknown devices 

being added, unknown applications being developed, and 

unknown use being added, make IoT’s full spectrum of 

challenges hard to identify [5]. Further, the devices 

connected range from small ones with very limited 

capabilities and energy to large range with high 

performance and processing capabilities. The 

connectivity technology is still evolving all the time in 

wired as well as wireless fields. The sensing technologies 

are integrated with passive RF tags to provide new 

applications especially in areas of e-health. Solutions 

such as wireless identification and sensing platforms 

(WISP) are being proposed [8]. Every day new types of 

sensors with different capabilities are being added and 

require interface, communication and power management 

for efficient interface to IoT [5]. 

III. CONCLUSION 

In IoT the seamless interconnection and 

communication between billions of devices is a 

challenging task. Handling of sheer volume of devices 

itself is a challenging task whether its identification, 

privacy or networking. The challenges are technological, 

evolving as well as socio-ethical. The technological 

challenges include those related to standardization and 

harmonization, connectivity, power management, 

security, privacy, trust, complexity, evolving scenarios, 

socio-ethical considerations, network technology, 

complexity, and rapid evolution. Tackling these 

challenges require development of a strong frame work 

for each aspect and use of advance technologies that are 

efficient as well as lightweight. The automation of human 

activity without human interaction can have serious 

socio-ethical problems in the society if the IoT 

technology is not regulated and controlled. The system 

complexity and constant evolution of device, techniques 

make IoT a very challenging task and require further 

research and continuous investigation. 
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