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Abstract—Named Data Networking (NDN) is a new design of 

network architecture and becomes the leading trend of network 

architecture because of its packet carries the Name of data, it 

does not carry the information of a source or a destination 

address, such an IP address packet. In a network routing, a NDN 

network has an adaptive forwarding mechanism. A NDN router 

determines packets immediately which pass through the router 

by assigning the pending Interest and observe the Data which 

are sent. Each NDN router can measure a forwarding plane 

performance of each path. These information can be used to 

select the best path which is available, to detect and to recover 

forwarding problems which can be caused by a physical failure 

or a malicious attack, including a hijack attack. The NDN 

network has several forwarding strategies which can be used. 

Three of them are the Best Route, the Multicast, and the Access. 

According to those forwarding strategies, doing multipath 

mechanism for forwarding packets seems a good idea to send 

the packets as soon as possible to the Producer. However, there 

is an inconsistency with this argument that the Best Route can 

prevent its packets from dropping higher than others. This study 

is going to verifies that by making a comparison between those 

three forwarding strategies while there is a hijack attack on a 

node of the NDN network. 
 
Index Terms—NDN, forwarding strategy, prefix hijack, best 

route, multicast, access 

 

I. INTRODUCTION 

Named Data Networking (NDN) is new network 

architecture and is expected to replace the host-centric 

network architecture (IP) into a data-centric [7]. It is 

marked with the name of data (Name), and not an IP 

address as well as the host-centric architecture like 

Internet Protocol architecture. 

The NDN has two types of packets which are used for 

its data communication, namely Interest and Data. Those 

packets carry data name (Name) which serves to identify 

a unique data [7]. By using this data communication, the 

inclusion of an IP addressing no longer needed and an 

identification process is done by identifying the Name [2] 

[3]. The NDN data communication is initiated by 

requesting Data which is made by Consumer. The 

Consumer requests Data by placing Name of the data on 
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Interest and sends it to the network. The NDN router uses 

Name to search Data which is matched with the requested 

data. If each node which is through by Interest does not 

cache the requested data, then Interest is going to forward 

to Producer. When Interest arrives at a node which has 

the requested data, the node is going to send back Data, 

including its Name and its Content, and also a signature 

with a Producer key which ties both of them. The Data is 

going to be sent to Consumer by following the opposite 

path (bread crumbs) used by Interest on the first time 

when Data searching [7], [8]. The router is going to save 

the information of the pending Interest to direct Data 

back to Consumer. By using the information of the 

pending Interest and observing Data which is sent back to 

Consumer, each NDN router can measure the 

performance of the forwarding plane of each path. This 

information can be used to choose the best path available, 

as well as to detect and to recover forwarding problems 

which can be caused by a physical failure or a malicious 

attack, such as a prefix hijack [2]. 

II. RELATED WORKS 

A. Named Data Networking Architecture 

Data communication on NDN is started by data 

requester, namely as Consumer. This is done by 

exchanging two types of packets: Interest and Data. Both 

types of packets carry the Name which uniquely 

identifies the data. The Consumer places the Name of the 

desired data in the Interest packet and send it to the 

network. The router uses this Name to forward the 

Interest packet to Producer (data owner). 

 
Fig. 1. The packet types on NDN architecture [3]. 

As the Interest packet reaches the node which has the 

requested data, the node is going to return the Data packet 
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containing the Name and the Content. This Data packet 

follows the reverse path taken by the Interest packet ever 

for going to the Consumer [7]. Fig. 1 illustrates the 

structure of both packets which is used on the NDN 

network. 

B. Named Data Network Structure 

The difference between the IP network architecture 

and the NDN network architecture gives a significant 

difference to the routing mechanism nowadays. For 

example, it is going to need the changes to hardware and 

software which support forwarding mechanism based on 

Name and caching on the packet level. In addition, the 

change of the IP address space to the Name of the content 

led the increase in routing status to be stored on the 

content router [5]. 

To determine the mechanism for sending data on the 

NDN, can be known through a data structure which is 

used by the NDN router. Each NDN router has three data 

structures which are Content Store (CS) which is used to 

store the temporary cache of received data, Pending 

Interest Table (PIT), and Forwarding Table (FIB). There 

is also a forwarding strategy module which serves to 

determine the decision of sending each Interest packet [7] 

[3].  

The CS basically has the same functionality as a buffer 

memory on the IP router. The difference is the data of the 

IP router which have been passed cannot be reused and 

are going to be removed after they are sent, while the 

NDN data are still be used again because these data are 

identified by Name [11]. 

The PIT contains interfaces information which is used 

as incoming and outgoing interfaces. The PIT entry is 

going to record Interest information lifetime of each 

incoming interface. When the lifetime has expired, the 

incoming interface is going to be removed from PIT entry. 

If all incoming interfaces have been removed, the entire 

PIT entries are also going to be deleted. Each outgoing 

interface is going to record a time information of the 

interface which is used to forward Interest [2]. If the CS 

does not have the data requested by the Consumer, the 

PIT is going to store the information of requested Name 

and the interface which is Interest has submitted [6]. 

Name Nonce Interface ID, 
lifetime

Interface ID, 
send-time

�..
.
.
.

List of 
nonces

List of incoming 
interfaces

List of outgoing 
interfaces

  
Fig. 2. PIT entry of the NDN router [2]. 

The FIB is used to forward Interest to a node which 

has Data. The FIB is used to determine a routing table 

which is going to be used to forward packets [2]. The FIB 

records a list of some interfaces which are sorted based 

on the best next-hop. The FIB does not only store the 

information of the next-hop, but also keeps information 

of the routing and the forwarding plane. These are done 

to support the adaptive forwarding capability of the NDN 

router [2], [15]. 

The FIB entry of the NDN router has some interface 

information, such as routing preference, RTT, status, and 

rate limit. Those interface information are going to be 

sorted to assist the forwarding strategy in selecting the 

best interface [2]. According to [4], the interfaces are 

going to be tested one by one while the best interface 

which has the smallest RTT is tried first. 

Routing preference is information about routing policy 

and path cost which is calculated by using a static link 

metric [2]. 

Interface ID, routing preference, RTT, status, rate limit

�...

. . .
Name prefix Stale time ...

1 2 3 4 65

............

Interface ranked by 
forwarding policies



 
Fig. 3. The FIB entry of the NDN router [2] 

RTT (Round-Trip Time) is calculated based on the 

time information which is recorded on the outgoing 

interface on PIT when Data is received. This RTT 

calculation is going to be used to update the RTT 

estimation which is stored in the FIB. The FIB calculates 

the RTT estimation of data reception for each interface. 

The average of RTT samples is going to be taken every 

Data is received through the appropriate interface. The 

RTT estimation is used for setting up a retry timer [2]. 

The NDN forwarding mechanism can be described by 

following this Fig. 4. 

Content 
Store (CS)

Pending Interest 
Table (PIT)

Content 
Store (CS)

Forwarding 
Information Base (FIB)

Pending Interest 
Table (PIT)

Interest

Data

Data

forward

forward

Downstream Upstream

drop or 
NACK

add incoming 
interface

discard Data

cache

X X

X

X

X lookup miss

V V

V

V

V lookup hit  
Fig. 4. The process of the NDN forwarding mechanism [3] 

While the router receives an Interest packet, firstly, the 

router checks whether the Data packet needed in the 

Content Store. If the Name of the Interest packet 

submitted similar with the Name of the Data packet 

contained in the Content Store, then the router is going to 

forward that Data packet to the Interest packet sender. If 

there is no Name which is matched, then the router is 

going to find the Interest by searching it in the PIT. If the 

Name is found, it means the Interest of other Consumer 

which has the same Name has been received and has been 

sent to the router before, and the router only needs to 

record the incoming interfaces of the Interest using the 

information which is showed by available PIT entries. 

However, if the Name is not found on the PIT, then the 
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router is going to send the Interest to the Producer 

according to the information stored in the FIB. 

While the router receives an Interest with the same 

Name from several downstream nodes, the router is going 

to only forward the first upstream to Producer [7]. When 

the Data packet is received, the Name is used to search 

for the PIT. If a suitable PIT entry is found, the router 

sends the Data packet to the downstream interface listed 

in the PIT where the previous Interest has been received. 

Then the router deletes the PIT entry and saves the Data 

cache in the Content Store [7]. If the PIT entry does not 

match, then the Data packet is considered undesirable and 

is going to be discarded. Each Interest has a limited 

lifetime, the PIT entry is going to be deleted when its 

lifetime is exhausted [2]. 

C. The Forwarding Strategies of Named Data 

Networking 

The NDN has some forwarding mechanism. Three of 

them are Best Route, Multicast, and Access [12]-[14]. 

The Best Route sends a new Interest to a next hop 

which its path has the lowest cost (except downstream). If 

Consumer resend (retransmit) Interest, then it is going to 

be sent back to the other next hop which has the lowest 

cost. If all next hop nodes have been used, then this 

strategy is going to be repeated the steps from the 

beginning [13]. 

The Multicast is a forwarding strategy which its 

Interest is sent to all the FIB of next hop nodes [14]. 

The Access performs multicast only on the first 

Interest sending. When data is sent to the Consumer, a 

used next hop is going to be recorded and then it is used 

as a chosen next hop to send the next Interest. If the 

Interest delivery fails, it is going to perform multicast 

again [12]. 

The explanation about the usage of multipath 

mechanism which can be used by each forwarding 

mechanism can be seen on Table I below: 

TABLE I: THE COMPARISON OF FORWARDING STRATEGIES ON THE NDN 

NETWORK 

Forwarding Strategy Name Mechanism for Sending Packets 

Best Route No multipath mechanism 

Multicast Always do multipath mechanism 

Access 
Multipath is only done for the first 
Interest packet sending 

D. Prefix Hijack 

Prefix hijack occurs when a router (attacker) uses 

another router prefix (victim) which does not belong to it, 

then distributes the prefix information to the global 

routing system. This geerates data traffic of the Internet 

which intend to the victim is routed to the network of the 

attacker [9]. 

Attacker can hijack the prefix by using several ways, 

such as announcing itself as the origin prefix, modifying 

parts of other path beside the original path, or announcing 

a specific prefix [10]. 

Prefix hijack can occur in any node on the internet and 

can attack any prefix on the network. This can happen 

because the router does not have a mechanism to check 

the authenticity of each prefix received. Thus, while there 

are multiple paths providing the same prefix information, 

the router is going to select the best path regardless of the 

authenticity of the prefix which is chosen. Prefix hijack 

can occur due to malicious attack or router 

misconfiguration. When data traffic is sent to the wrong 

router, data is going to be discarded causing blackhole on 

the traffic [9]. 

E. NDN Simulator (ndnSIM) 

NDN simulator or known as ndnSIM is an open source 

framework based on network simulator NS-3. The 

ndnSIM is implemented as a new network-layer protocol 

model which can run on the available link-layer protocol 

models (point-to-point, CSMA, wireless, etc.), and above 

network-layer protocols (IPv4, IPv6), and transport-layer 

(TCP, UDP). This flexibility allows ndnSIM to simulate 

scenarios of various homogeneous and heterogeneous 

deployment scenarios, such as NDN-only, NDN-over-IP, 

etc [1]. 

Simulators is implemented modularly using C++ 

classes for modeling the behavior of each network-layer 

entity on the NDN network, such as Pending Interest 

Table (PIT), Forwarding Information Base (FIB), Content 

Store (CS), network and application interfaces, 

forwarding strategies, etc. This modular structure allows 

each component to be easily changed or replaced with or 

without other components. In addition, the simulator 

provides a large collection of interfaces to simulate the 

NDN traffic flow behavior [1]. 

III. PROBLEM DEFINITION 

The prefix hijack is a malicious attack on a network 

which occurs when a router (attacker) uses other router 

prefix which is not belonging deploys that prefix 

information to the global routing system. It causes data 

traffic on internet which is devoted to the victim 

transferred to the attacker [9]. The prefix hijack can 

attack any prefixes available on the network and can 

occur anywhere on internet. It occurs because the router 

does not have a mechanism to verify the authenticity of 

each received prefix. It causes the backbone routing 

chooses the best path without regard to the authenticity of 

the chosen prefix when there are several paths which 

provide the same prefix. The prefix hijack can happen 

because of a malicious attack or a router misconfiguration. 

If data traffic is sent to a wrong node, the data is going to 

be discarded, causing a black hole on the network [9]. 

This study is going to create simulations to compare 

several NDN forwarding strategies in facing a hijacked 

node. Simulations are conducted by comparing several 

forwarding strategies which are owned by NDN. 

Three forwarding strategies are going to be used in this 

research which are Best Route, Multicast, and Access 
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According to the forwarding strategies, there is an idea 

for sending packets as fast as possible by using a 

multipath mechanism. The Multicast and the Access 

seem using this multicast mechanism while forwarding 

their packets. However, this particular mechanism is not 

always linier with the ability of both strategies for 

minimizing drop packets. 

This study is going to determine characteristics of each 

forwarding strategy in order to know about their 

performance, and also verifies that the multipath 

mechanism does not always good for forwarding packets 

related to the need for preventing packets from dropping. 

IV. PROPOSED SOLUTION 

In this scenario, a topology which has 6 nodes is used. 

Node0 acts as a client which requests data from Node5 

(data owner), and Node3 acts as a router which is affected 

by a hijack attack. This topology can be seen on Fig. 5 

below: 

0 1

2

3

4 5

 

Fig. 5. The network topology which is used for a simulation 

To simulate a hijack scenario on the NDN network, 

this study is going to use three different forwarding 

strategies. Those are Best Route, Multicast, and Access. 

Link bandwidths of Node0 to Node1 and Node4 to 

Node5 are set as 10 Mbps, while the others are set as 1 

Mbps. This topology is designed to permit Node2 and 

Node3 for having an equal chance to be selected in the 

decision path. 

This network simulation is made using ndnSIM based 

on NS-3. A routing mechanism is built by using 

globalRouting class to execute Link State Advertisement 

(LSA) to its all nodes. 

The functionality of the NDN cache is not enabled on 

this simulation, because it is not relevant to the tested 

scenario. 

In this study, Transmission Control Protocol (TCP) is 

used as a service. To show the NDN network simulation, 

TCP packets are generated by using ConsumerWindow 

class. 

All simulations in this study are performed in 60 

seconds. 

V.  RESULT AND DISCUSSION 

The study of NDN is going to examine some 

forwarding strategies. They are Best Route, Multicast, 

and Access. To see how the performance of the NDN 

network in facing the node suffered by a hijack attack, 

then the hijack scenario is used by implementing these 

three forwarding strategies. 

The Best Route just picks only one best path for 

sending Interest packets. It can be seen on Fig. 6 below: 

 
Fig. 6. Interest packets are sent to a hijacked node 

While the Interest encounters the hijacked node 

(Node3), the Best Route does not continue sending the 

Interest packets through this path and immediately drops 

the Interest packets. Then the Interest packets are sent by 

using other path (Node2). By shifting the delivery path, 

the data communication back to run again so that the 

requested packets goes to the destination. It is described 

on Fig. 7 below: 

 
Fig. 7. The hijack scenario of best route 

The Multicast sends the Interest packets to all paths by 

doing a multipath mechanism. While the hijack attack 

occurs on Node3, the Multicast ignores it and still sends 

packets to all neighbor nodes. After the Interest packets 

are sent, Node3 does not receive any Data packets, so the 

Interest packets are forwarded to its neighbor node 

(Node4). However, the Data packets which are returned, 

are sent over Node2 which is considered as the best path. 

This condition causing the Multicast drops many Interest 

packets which is created from unused nodes. It can be 

seen on Fig. 8 below: 

 

Fig. 8. The hijack scenario of multicast 

The Access makes a multipath mechanism for the first 

Interest delivery. Then, Data packets are going to send 

through the best path owned by the NDN network. The 

best path selected is going to be used for the next 

shipment of the Interest packets. While the Interest 

packets encounter the attacked node (Node3), the Access 

is going to stop sending the Interest packets through that 

path and drops them, then continue the delivery through 

other non-hijack path, such as Node2. It is represented on 

Fig. 9 below: 
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Fig. 9. The Interest packets are sent in a multipath way. 

For subsequent packet delivery, the Access is going to 

only select the path which is not attacked (Node2) as its 

primary path as long as the path is not interrupted. It can 

be seen on Fig. 10 below: 

 
Fig. 10. The hijack scenario of access 

 
Fig. 11. The throughput graph on the NDN network which is subjected 

by the hijack 

Based on the graph which is described on Fig. 11, it 

can be seen that the Access completes its data delivery 

the fastest than the others, and its throughput also 

becomes the most stable, this was due because the Access 

defines its Interest packets delivery by using a multicast 

mechanism for just the first time, so if the path which is 

chosen by this mechanism does not have any trouble then 

the data transmission just needs to be passed through this 

path only. If as long as its delivery process, there is a 

failure, then the determination of a new path is going to 

be chosen by using the multicast mechanism again. 

Meanwhile, the Best Route and the Multicast have a 

throughput and a packet delivery which are almost the 

same. This presents that Access has the best data delivery 

performance beside others by just looking throughput 

parameter only. 

If it is seen by the number of only drop Data packets, 

the Access has the smallest amount of drop packets. It 

shows that for data sending (by ignoring Interest), the 

Access becomes the best. However, if it is viewed by the 

number of all drop packets, the Best Route has the lowest. 

It proves that the Best Route actually has the best 

performance than the Access or the Multicast (if it is seen 

by the number of Interest drop packets and Data drop 

packets) see Table II. 

TABLE II: COMPARISON OF DROP PACKETS ON NDN NETWORK 

Forwarding 
Strategy 

Drop 
(Interest) 

Drop 
(Data) 

All Drop  

(Interest + Data) 

Best Route 40 382 422 

Multicast 1397 388 1785 

Access 717 242 959 

VI. CONCLUSIONS 

On the NDN network, the Best Route forwarding 

strategy has the most sensitivity of searching the best path 

than other forwarding strategies facing the hijack node. 

The Best Route forwarding strategy can determine which 

path to experience the hijack from the beginning, so the 

amount of Interest packets which are dropped only 

slightly. The Access forwarding strategy must do 

multipath mechanism at the beginning of the Interest 

packets transmission, and then determine the best path for 

sending data. Meanwhile the Multicast forwarding 

strategy has the worst sensitivity of searching the best 

path than other forwarding strategies. The Multicast 

forwarding strategy always do multipath mechanism, 

irrespective of the existence of the hijacked node, so the 

number of the Interest drop packets of the Multicast 

forwarding strategy is the highest than the others. 

In the process of data transmission, the Access 

forwarding strategy has the best performance compared 

to the Best Route and the Multicast forwarding strategies.. 

However, by the overall, the Best Route forwarding 

strategy has the best performance in facing the hijacked 

node, because the Best Route forwarding strategy has an 

optimal RTT estimation than the RTT estimation which is 

owned by the Access forwarding strategy. It is 

demonstrated by the number of drop all packets of the 

Best Route forwarding strategy is the least compared to 

the others including compared to the Access strategy. It 

means, the RTT estimation function can prevent packets 

delivery which is too quickly overwhelms the network 

which causes excessive drop packets. 

These excessive drop packets is clearly demonstrated 

when the throughput of the Access forwarding strategy is 

compared to the throughput of the Best Route forwarding 

strategy. The completion of the Access packets delivery 

is the shortest compared with the Best Route and the 

Multicast. Meanwhile, the completion of the Best Route 

packets delivery seen to be longer than the Access but it 

is still shorter than the Multicast.  

In conclusion, by seeing the drop all packets, the Best 

Route forwarding strategy has the smallest value of drop 

packets, and becomes the best forwarding strategy 

compared the Access and the Multicast. 
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APPENDIX CONFIGURATION OF THE NDN 

SIMULATION 

 

APPENDIX B RESULT OF BEST ROUTE SIMULATION 

 

APPENDIX C RESULT OF MULTICAST SIMULATION 

 

APPENDIX D  RESULT OF ACCESS SIMULATION 
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