
Enhancing the Security of Wireless Communication with 

the Aid of Guard Nodes 
 

Lukman A. Olawoyin, Hongwen Yang, and Yue Wu  
Wireless Communication Center, Beijing University of Posts and Telecommunication, Beijing, 100876, China 

Email: {lolawoyin, yanghong, wuyue}@bupt.edu.cn 

 

 
Abstract—The wireless system secrecy capacity over the 

fading channel can be improved with the use of intentionally 

generated noise signal broadcasted from the transmitter or 

external jammers. In this paper, the impact of deployment of 

multiple multi-antenna guard/independent noise generator nodes 

with each node broadcasting artificial noise to disrupt the signal 

received by passive eavesdropper is examined on the secrecy 

performance of wireless networks. Compared with the existing 

methods, the proposed scheme is very simple for the 

implementation because it requires no Channel State 

Information (CSI) about eavesdropper, no cooperation among 

the guard nodes, no complicated algorithms for scheduling, joint 

beamforming or other resource managements. Simulation 

results show that the system performance metric, secrecy 

capacity and the interception probability, can be improved by 

9%. 

Index Terms—Wireless security, artificial noise, guard node, 

uplink and downlink communications, secrecy capacity, 

intercept probability. 

 

I. INTRODUCTION 

Wireless systems have become the most widely and 

easiest means of transferring information between two 

parties or locations because of its flexibility, adaptability, 

mobility and it availability. Consequently, wireless 

systems is very useful in all the human day-to-day 

activities such as in health management systems, stock 

and banking operations, sensor and signaling control 

systems and so on. Although wireless transmission have 

contributed immensely in revolutionizing the modern day 

communication systems, however, the security challenges 

have been the major issues associated with the systems 

due to its broadcast nature. Traditionally, security issues 

had been largely addressed with the use of cryptography 

methods [1]. Several shortcomings and other 

requirements that associated with the cryptography 

approaches make the technique unsuitable for wireless 

system as presented by Mandal et al in [2]. These include 

inappropriate prediction of the computational power of an 

eavesdropper, complex key exchange management and 

complex distribution algorithm. Recently, there has been 

a growing interest to ensure system secrecy and 

information reliability in wireless system without the use 
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of secret key exchange. Thus, the use of physical layer in 

information security has become a hot research area and 

topical issues [3]. 

The concept of wire-tap channel was first introduced 

by Wyner [4] and it is shown that a positive secrecy data 

rate can be achieved when the channel between the 

source and eavesdropper is a degraded version of the 

source to legitimate receiver channel. This concept was 

further generalized by Csiszár et al in [5], and also, the 

notion of secrecy capacity was introduced. Barros et al in 

[6] defined secrecy capacity as the maximum 

transmission rate of reliable information in wireless 

system from the source to legitimate receiver in the 

presence of eavesdropper. The use of intermediate relay 

node transmitting information between the source and the 

receiver which is referred to as Cooperative 

Communication (CC) was presented in [7]. The authors, 

in their work, showed that secrecy capacity could be 

enhanced in broadcast wireless network with the use of 

external relay nodes. Several CC techniques have been 

proposed such as beamforming (BF), Artificial Noise 

(AN) and they have been seen effective in improving 

secrecy capacity of wireless system [8], [9]. The author in 

[10] presented the use of three types of relay selections: 

minimum, conventional and optimal relay selection in 

secrecy enhancement. Al-Qahtani in [11] discussed the 

concept of opportunistic relay selection where the 

solution to outdated CSI, the notion of best and worst 

relay selection and their antecedent effects on information 

security in wireless system are discussed. 

Employing multiple antennas at a node is usually 

costly and limited by the size of the node and the power 

consumption. Alternatively, improved secrecy can be 

obtained by employing Multiple-Input Multiple-Output 

(MIMO) antenna system or cooperating relays which can 

either forward the signal to the destination, or jam the 

eavesdropper. Recently, multiple decode-and-forward 

(DF) relays were employed in [12], [13] to cooperatively 

beam form the signal to the destination. In such 

cooperative system, transmission takes two-hop slots; in 

the first slot, the source transmits, and in the second slots, 

the relay cooperatively beam form the decoded source 

signal to the destination. The secrecy capacities of many 

wireless systems were investigated such as in [14] where 

the authors proposed the method to enhance the 

transmitter-receiver channel and leave the eavesdropper 
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channel unaffected. The application of Full-Duplex (FD) 

technique for secrecy enhancement in wireless system 

was presented in [15], [16] where the legitimate receiver 

assist the transmitter in degrading the channel capacity of 

eavesdropper by transmitting additional AN from its own 

transmit antenna due to its FD mode. Ciao et al in [17] 

proposed the use of BF method where the perspective of 

quality of service was discussed. In their work, the BF 

technique is applied in such that the quality of main 

channel is enhanced while the eavesdropper channel is 

degraded with the assumption that both the main Channel 

State Information (CSI) and eavesdropper CSI are known 

to the transmitter. The authors in [18] investigated the 

MIMO wiretap channels with imperfect CSI. The use of 

transmit antenna selection was presented in [19], in their 

work, the authors proposed the use of best antenna at the 

transmitter to transmit the information signal while the 

other antennas are used for transmitting AN. The system 

realization can be greatly simplified since there is 

minimum requirements for nodes cooperation. Although, 

in cooperation communication, such as joint BF or joint 

jamming will definitely enhance the secrecy performance, 

however it requires heavy overhead in backhaul signaling 

for exchanging precoding information, sharing user data 

for joint BF or AN for joint BF. In addition, the joint BF 

or jamming also requires strict synchronization among 

cooperative nodes. 

To the best of our knowledge, no literature has ever 

discussed the application of guard nodes to protect the 

information transmission in broadcast wireless system. In 

this work, a simple secure transmission scheme for 

cellular wireless system which employs the use of guard 

nodes to degrade the eavesdropper's channel. The guard 

nodes in the proposed scheme are simply interferers 

which transmit AN all the time but the noise is aligned to 

the null-space of the legitimate receiver. The proposed 

scheme requires no CSI about the passive eavesdropper, 

and neither the backhaul links between guard nodes and 

base station. Simulation results show that, by deploying 

multiple guard nodes, the secrecy performance of 

wireless network can be improved significantly. 

The rest of this paper is organized as follows. In 

Section II, we describe the system model. In Section III, 

we present the proposed secrecy technique while the 

system performance evaluation is discussed in Section IV. 

The numerical simulations to verify our proposed scheme 

is presented in Section V. The paper is concluded in 

Section VI. 

Notation: throughout this paper, the following 

notations are used: italics and non-boldface denote scalar 

variables. boldface, lower and upper case denote vectors 

and matrices, respectively.  and represent Euclidean 

norm and absolute value, respectively. , and  

denote transpose, Hermitian and complex conjugates, 

respectively while  is used for expectation value. 

II. SYSTEM MODEL 

Consider the system model shown in Fig. 1. Alice is 

communicating a secret message with Bob in the 

presence of passive eavesdropper (Eve). There are M 

guard nodes which help to degrade the Eve channel by 

transmitting AN from their respective nodes. 

 
Fig. 1. The system model 

In this work, Alice is denoted by cellular base station 

or Access Point (AP) in a wireless fidelity (Wi-Fi) 

network, guard nodes are fixed stations intentionally 

deployed by the operator of the cellular system or the 

owner of the AP. Bob, Eve are mobile terminals or users, 

respectively. We assume that Alice, Eve and each guard 

node have multiple antennas while Bob has a single 

antenna. Alice and guard nodes have perfect CSI about 

the links to Bob, guard nodes have perfect CSI about the 

links between the guard node and Alice. Eve is a passive 

node which is unaware to the network devices and hence 

its CSI is not available to Alice and guard nodes. We also 

assume that there are no backhaul link or special interface 

between Alice and guard nodes. In other words, Alice has 

no control over guard nodes i.e. each guard node operates 

independently. Both uplink and downlink are taken into 

considerations and we assume that Alice operates in half-

duplex mode. For downlink, Alice transmits both data 

and AN all with power but with different precoder: 

Alice transmits the information signal to Bob while AN is 

projected towards the Bob’s null space. For uplink 

communication, Bob, which is equipped with single 

antenna, sends only the data with power . All guard 

nodes are simple interferers transmitting AN all the time 

with power P. In the downlink communication, the AN 

transmitted by Alice lies in the null space of Bob while in 

the uplink communication, the AN from Bob lies in the 

null space of Alice. 

We also assume that the uplink/downlink channels are 

reciprocal and symmetrical. The path link between node x 

to node y is denoted by  and we use the simplified 

path loss model [20] 

                        (1) 

where  is the distance between node and node , 

 is the reference distance,  is the path-loss exponent, 

is a constant. 
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The fast fading channel from Alice and Bob is denoted 

by a row vector  of length since Alice has 

antennas while Bob has only one antenna. The channel 

from Bob to Alice is the column vector  due to the 

reciprocity. Similarly, the fast fading channel from Alice 

to Eve is denoted by an matrix . The channel 

form i-th guard node to Eve is denoted by an 

matrix . For the purpose of simplifying the notations, 

we take Alice as the guard node indexed by . Thus 

we will interchangeably use both  and  to denote 

the channel from Alice to Eve. The channel from Bob to 

Eve is denoted by a column vector . The channel from 

guard node to Alice and Bob are denoted by  and , 

respectively. Note that . 

III. PROPOSED SECRECY TECHNIQUE 

During the downlink transmission, Alice transmits the 

information signal  which a unit power

.The received signal at the Bob node during 

the downlink is given by 

                    

(2) 

where  is the precoding vector,  is the noise 

which is defined as a Gaussian variable with zero mean 

and variance . 

Ignoring the AN from Bob which is in null space of 

Alice, the received signal at the Alice node during the 

uplink is a vector given by 

              (3) 

where  is the information carrying signal transmitted 

by Bob which has unit power ,  is the 

noise vector at the receiver and its elements are 

independently and identically distributed (i.i.d.) Gaussian 

random variables with zero mean and variance . 

Since Alice has multiple antennas, in order to obtained 

the maximum signal, we assume it employed maximum 

ratio combining (MRC), then the Signal-to-Noise Ratio 

(SNR) for both uplink and downlink communication is 

given by 

                           (4) 

where . 

During the downlink transmission, the received signal 

at Eve is given by vector 

     (5) 

where is as defined above,  is the artificial noise 

transmitted by i-th guard node, , is the 

unit norm precoding vectors used at i-th guard node 

which is orthogonal to the channel between Bob and 

guard node, i.e. .  is the number of guard 

nodes (include Alice); ;  is the noise vector at 

Eve during downlink transmission, the elements of 

are i.i.d. Gaussian variables with zero mean and variance 

 

It is worth-noting that, for fixed ,the equation 

has many solutions. Assuming that the guard 

node randomly select one solution for , then is 

unknown to Eve. Under this condition, the best strategy 

for Eve to obtain the maximum signal reception is by 

using MRC. The SNR at Eve is then given by 

  (6) 

Similarly, during uplink transmission, the received 

signal at Eve is given by vector  

(7) 

where  is the artificial noise transmitted by i-th guard 

node and ,  is the unit norm precoding 

vectors used at i-th guard node satisfying  

while  is the noise vector which has identical 

distribution as . The SNR at the Eve is given by 

            (8) 

It should be noted in (8) that the summation in the 

denominator starts from , which means that no AN is 

transmitted by Alice during uplink transmission. 
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IV. PERFORMANCE ESTIMATION 

The average secrecy capacity is defined as the 

difference in capacity of the main channel and 

eavesdropper’s channel and thus is given as 

                   

(9) 

 

                 

(10) 

For both downlink and uplink transmission, 

respectively, where .Note that the 

expectation in (9) and (10)is over all random variables 

(including path loss , channel vector or ). 

Assuming capacity achieving channel codes are used 

for both uplink and downlink transmission and the code 

rate  is set to channel capacity of the main channel, i.e. 

. According to Shannon’s coding theorem, 

this codeword is decodable by Eve if and only if the 

channel capacity seen by Eve is larger than or equal to . 

In other words, Eve can decode the codewords sent by 

Alice or Bob when or

.In this work, we define “secrecy outage” as the 

event that Eve can decode the codewords in main channel. 

Thus the outage probability is given by 

                         
(11) 

                         
(12) 

V. NUMERICAL SIMULATION 

The random variables ,  and  as defined in 

(4), (6) and (8) are functions of many other random 

variables including the path loss (  ) which depends 

on the random locations of Eve and Bob, the fast fading 

(elements of or ). It is almost impossible to find a 

closed form expression for secrecy capacity defined in (9) 

and (10). Also it will be mathematically intractable to 

obtain the outage probability as defined in (11) and (12). 

So we use simulation to obtain the results.  

In this section, we consider a square plane with 

dimension 4km by 4km as shown in Fig. 2, where we 

have guard nodes, including Alice as the guard 

node with index . Alice, the base station or AP, is 

located at the center of the plane . The rest four 

guard nodes are located at , ,  and

. All the simulation results are based on Fig. 2. 

In case, if , then the guard nodes at and 

are turned off, i.e. they did not contribute any AN 

to the network. More so, if , all the 4 guard nodes 

surrounding Alice are turned off. Eve and Bob are 

randomly located within the two-dimensional plane.  

For the path loss model (1), we assume that the path-

loss exponent is , , . For the fast 

fading, we assume that all the channel undergo Rayleigh 

fading, i.e. the elements of  and  are i.i.d. complex 

Gaussian variables with zero mean and unit variance.  

Furthermore, in the simulation setup, each guard nodes 

(include Alice) and the Eve are equipped with  

antennas while Bob has only one antenna. The Fig. 3 is 

the average secrecy capacity in bits per symbol for both 

the downlink and uplink communication. 

 
Fig. 2. The geometrical representation of the simulation 

The Fig. 3, shows that when , the performance 

of downlink is slightly higher than uplink performance 

which is as a result of one additional noise signal that is 

transmitted from Alice. In case , the uplink secrecy 

capacity is much smaller than that of downlink since 

Alice works in half-duplex mode and thus no AN is 

present during the uplink transmission. Moreover, it can 

be observed in the figure that the secrecy capacity 

performance when during the downlink is 

somewhat similar to  for uplink transmission, this 

is so because the guard nodes located at (1,1i) and (1,-1i) 

have significant influence on the secrecy performance of 

the design since they have close proximity to both the 

Bob and Eve, respectively. 

 

Fig. 3. The secrecy capacity in bits per symbol 

Fig. 4, is the outage probability curve which shows that 

as the transmit power increases, the outage probability 

decreases accordingly. This is expected as from (4) and 
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(6) we can observe that, when ,  increases 

linearly with  while  is approximately upper 

bounded by  where  denotes the guard node 

closest to Eve. If Alice is the closest guard node to Eve, 

then , otherwise  since  .  

This implies that  is approximately upper bounded by 

1 or 0dB. This can explain the fast dropping of outage 

rate curves of downlink. For the uplink,   is 

approximately upper bounded by  where  

denotes the guard node closest to Eve. Due to the 

randomness of the location of Eve, the distance between 

Eve and guard node can be much smaller than the 

distance between Eve and Bob, i.e. it is possible that

, , hence can be arbitrarily 

large depending on the relative location of Eve, guard 

node and Bob. Therefore, the outage performance for 

uplink is obviously poor than downlink. In particular, in 

case , the secrecy outage probability is 

approximately equals to the probability of Bob being 

closer to Eve than to Alice. 

 
Fig. 4. The secrecy outage probability 

For the fixed deployment of guard nodes, the secrecy 

performance depends on the relative geometrical 

locations of Bob, Eve and guard nodes. From the 

perspective of Bob, some area may be safer than others. 

Fig. 5 (a) - (c) are the contour plot of the uplink secrecy 

outage probability in view of Bob. 

 
(a) M=1 

 
(b) M = 3 

 
(c) M = 5 

Fig. 5. The uplink secrecy outage probability contour for M = 1, 3, 5, 

15dB. 

These figures are obtained by fixing Bob in each pixels 

of the 4kmx4km square plane, and drop Eve randomly 

within the square. The blue portion denotes the secure 

region while the red area indicates high secrecy risk if 

Bob stays there. It is obvious that deployment of more 

guard nodes can significantly reduce the risk area. It can 

be seen in Fig. 5(a) that when M=1 which denotes the AN 

is from Alice only, the probability for Eve to eaves drop 

the message is very high, only the area close to Alice is 

relatively safe. More so, when M=3, the secrecy 

performance improves. Generally, as the number of guard 

nodes increases, the secrecy level of the system increases 

which confirms the effectiveness of our proposal, hence 

the information secrecy is enhanced. For a practical 

network, where some places are of important high 

security concern, the deployment of more guard nodes in 

such an area will be of great value so as to ensure 

information secrecy.  

VI. CONCLUSION 

In this work, we propose to deploy simple guard 

nodes to enhance the secrecy performance of a wireless 

network. These guard nodes are simple in sense that they 

require no CSI about the passive eavesdropper, no 

cooperation for joint beamforming or jamming, and no 

complicated algorithms are required for optimizing 

system performance. The guard nodes work as a simple 

interferer transmitting AN all the time in the null space of 

the legitimate receiver. Although the proposed scheme is 

very simple in implementation, this scheme shows that 
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the deployment of guard node can improve the secrecy 

performance of wireless system by order of approximate 

of 9%. 
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