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Abstract—In cloud computing, users usually outsource their 

private data to the cloud storage to save the local storage space 

and reduce the management costs. Cloud storage is a commonly 

used cloud computing service which enables users to remotely 

access data in a cloud anytime and anywhere, using any device, 

in a pay-as-you-go manner. To protect the confidentiality and 

privacy of the stored data on the remote untrusted cloud server, 

cryptographic methods have to be applied. Searchable 

Encryption (SE) is a recently developed cryptographic primitive 

that supports keyword search over encrypted data, which enables 

users to encrypt their sensitive data and store it to the remote 

server, while retaining the ability to search by keywords. The 

search process of SE is as follows: A user sends to the server a 

secret token, the token could be a transformation of the queried 

keywords; then the server searches the encrypted data according 

to the token and returns the matched documents. The main 

purpose of this paper is to research the SE based on keywords in 

cloud storage. Firstly, we introduce the research background and 

the current development of SE schemes. Then, we review and 

make comparison of some related SE schemes. Finally, some 

issues that need to solve are list. 

 
Index Terms—Cloud computing, cloud storage, keyword, 

searchable encryption 

 

I. INTRODUCTION 

Cloud computing [1] is the delivery of computing as a 

service rather than a product, whereby shared resources, 

software, and information are provided to computers and 

other devices as a utility (like the electricity grid) over a 

network (typically the Internet). Clouds can be classified 

as public, private or hybrid. With the rapid development of 

cloud computing, some cloud services are access to a wide 

range of applications, in which cloud-based storage 

service is one of the most promising applications. The 

network storage tool Dropbox, Amazon simple storage 

service, Windows Azure are examples of such commonly 

used cloud storage services.  

Cloud storage services, including database-like services 

and network attached storage, are often billed on a utility 

computing basis. Cloud storage services enable users to 

remotely access data in a cloud anytime and anywhere, 

using any device, in pay-as-you-go manner. [2] By 

 
 

 
 

 

 

moving their data to the cloud, users can avoid the costs of 

building and maintaining private storage infrastructure, 

opting instead to pay a service provider as a function of its 

need. [3] Cloud storage is used by a large number of 

individuals and enterprises. All data stored on their hard 

drive is not cared by user and no one knows where exactly 

data saved. Most of the data will be stored in a network 

computing system on top of the cloud, data security and 

user privacy have become of great concern to the user. [4] 

Thus, security and privacy issues in terms of the Cloud 

Service Provider (CSP) as well as the potential illegal 

users are receiving an increased amount of attention in the 

literature.  

To ensure the confidentiality of data, cryptographic 

techniques are commonly used, more and more 

individuals and enterprises encrypt their data before 

storage and the data is stored in cloud server in the form of 

ciphertext. However, in this context, when a user wants to 

search a file which contains certain keywords, how to 

search the ciphertext is a problem. The existing access 

control schemes and authentication schemes can solve this 

problem to a certain extent, while these schemes depend 

mainly on users’ complete trust to CSP. To solve this 

problem, one of the simplest methods is to download all 

ciphertexts and decrypt them [5], then search the plaintexts 

based on keywords. However, this method is not practical. 

Since most data downloaded are unneeded, it wastes a lot 

of network overhead and storage overhead; Moreover, at 

the same time, it depletes too much CPU capability and 

memory power of the client during the encryption and 

decryption. Therefore, this scheme cannot work well 

under these circumstances. Another method is to send the 

key and keywords to cloud server, CSP decrypts the 

ciphertexts and searches, then return the matchable data. 

While with such a method, a customer’s privacy 

information as well as some important business secrets are 

exposed to the CSP, even worse, an untrustworthy CSP is 

able to easily obtain all the information, thus brings great 

security risks. 

Searchable Encryption (SE) technique provides a 

solution to such problem. It enables the users to encrypt 

their sensitive data and store it to the remote server, while 

retaining the ability to search by keywords. While 

searching, the user sends to the server a secret token, the 

token could be a transformation of the queried keywords; 

then the server searches the encrypted data according to 

the token and returns the matched documents. During this 



process, the server does not know what the queried 

keywords and the document contents are, and therefore the 

privacy is guaranteed. [6] The architecture of cloud 

storage is as Fig. 1. With SE method, the CSP to determine 

whether a given file contains certain keywords specified 

by a user, but is not aware of any information about both 

the keywords and the file. In terms of access efficiency, SE 

method makes the search process more convenient. Firstly, 

Users needn’t waste the transmission overhead and storage 

space for the files that don’t contain the corresponding 

keywords; Secondly, SE method enables CSPs to 

participate in the partial decipherment so as to reduce 

computational overhead on users, without leaking any 

information about the plaintext and the submitted 

keywords; Thirdly, the decryption overhead of redundant 

files can be saved.  
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Access
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Cloud Storage 

 
Fig. 1. Architecture of a cloud storage system. 

This paper is focus on the cryptographic solutions to 

protect the confidentiality and privacy of the stored data on 

the remote untrusted cloud server. SE is one of the mostly 

used such solutions. The paper is structured as follows: 

Firstly, we conclude the related work and some existing 

typical schemes in Section II, and analysis the security and 

efficiency of the existing schemes in Section III. Then, we 

present some unsolved issues and the future work of 

searchable encryption in cloud storage in Section IV. 

Finally, we conclude this paper in Section V. 

II. RELATED WORK 

In this section, we illustrate the previously proposed 

cryptographic approaches which are used to protect 

privacy of outsourced data. There are many types of SE 

schemes, each of which corresponding to some particular 

application scenarios. Basic SE schemes could be divided 

into two approaches, which are Private Information 

Retrieval (PIR) [7] and SE. Researches on SE can be 

further classified into two categories, which are symmetric 

key cryptography based SE (SSE) and public key 

cryptography based SE (PSE). There are two main 

differences between SSE and PSE: Firstly, since most PSE 

schemes are built on the basis of bilinear mapping, the 

calculations between group elements and bilinear pairings 

are needed in the search process. Therefore, the computing 

overhead in PSE is usually much larger than in SSE; 

Secondly, SSE schemes are more applicable for those 

scenarios that one single user create documents and share 

them with multiple users. While PSE mechanism allows 

not only the data owner, but also other users who have the 

public key to generate ciphertexts data and share them.  

A. PIR 

In cryptography, a PIR protocol allows a user to retrieve 

an item from a server in possession of a server without 

revealing which item is retrieved. PIR is a weaker version 

of 1-out-of-n oblivious transfer, where it is also required 

that the user should not get information about other 

document items.  

PIR uses cryptographic tools to ensure hiding the 

keyword search and the result of the query from the 

adversary server while retrieving the most relevant data to 

the user. In this approach, it enables a user to access k 

(k 2) replicated copies of a server and privately retrieve 

information stored in the server. [7] Server holds N 

elements. User is interesting to retrieve a certain element 

without disclosing to the server which data element is 

retrieved [8], [9].  

PIR is always working with unencrypted data. Such 

feature requires from PIR to touch all the stored data to 

protect the retrieved data (access pattern). Otherwise, the 

adversary server learns that the untouched data are not 

interested to the user. Such inefficient scheme is not 

practical especially in case of large scale cloud computing. 

Many papers are presented to improve the efficiency of 

designed in order to achieve higher security than we 

require (in a computational sense, the server in a PIR 

scheme has no information about what documents are 

retrieved) and thus come with far higher communication 

cost. 

To gain better efficiency, SE schemes are used to hide 

the queried keywords and the stored data instead of hiding 

which data is retrieved. 

B. SSE 

Symmetric-key algorithms [12] are a class of 

algorithms for cryptography that use the same 

cryptographic keys for both encryption of plaintext and 

decryption of ciphertext. The keys may be identical or 

there may be a simple transformation to go between the 

two keys. The main advantage of symmetric key 

algorithms is its small computing overhead. The 

disadvantage is the issues of key negotiation. The 

encryption key and decryption key must be negotiated in 

advance, so secure channel for key transmission is 

necessary. 

SSE allows a party to outsource the storage of his data 

to another party in a private manner, while maintaining the 

ability to selectively search over it. Such schemes are 

constructed with pseudorandom function generator, 

pseudorandom number generator, Hash algorithm and 

767

Journal of Communications Vol. 10, No. 10, October 2015

©2015 Journal of Communications

PIR, such as [10], [11]. However, PIR schemes are 



symmetry encryption algorithms. When search the 

documents based on keywords, the keywords are 

processed randomly, then the server match the keywords 

by preset method. T 

Most SSE systems employ the block cipher and hash 

function methods to encrypt their data. The first practical 

SSE is proposed by Song et al. in [13] in 2000. In this 

scheme described as Fig. 2, each word within the 

document is encrypted with a two-layer encryption 

scheme. With this scheme, the untrusted server cannot 

search for an arbitrary word without the user’s 

authorization and the user may ask the untrusted server to 

search for a secret word without revealing the word to the 

server. However the presented scheme does not use the 

searchable index structure, instead they use the sequential 

scan, which makes the search time liner to the underlying 

encrypted data. Moreover, it leaks the position of the 

searched keywords to the adversary server. Later, Goh 

proposed a data structure called secure index [14] that 

allows query with a “trapdoor” for a word, every index is 

dedicated to each document in the collection. The client 

indexes and encrypts its document collection and sends the 

secure index together with the encrypted data to the server.  
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Fig. 2. Final scheme in Ref. [13] 

By using the SSE techniques [15], any type of search 

query can be achieved without leaking any information to 

the server, not even the “access pattern”, such as SSE in 

this multi-user setting [16], conjunctive keywords based 

searches over symmetrically encrypted data [17], [18], 

multi-keyword ranked search over encrypted data [19]. 

This strong privacy guarantee, however, comes at the cost 

of a logarithmic (in the number of documents) number of 

rounds of interaction for each read and write. Hereafter, 

with the development of cloud computing, keywords 

searches over encrypted data based on SSE are extended to 

cloud computing environment [18]-[20].  

C. PSE 

The current existing PSE schemes are constructed on 

basis of bilinear pairing. The security of PSE is usually 

built on the intractability of complex problems. In a PSE 

scheme, there are two types of secret keys: public key and 

private key. A data owner builds his index and encrypts it 

with the public key and uploads it together with the 

encrypted documents to the remote server. Any user who 

has gained the public key can insert his data into the stored 

index. Only those who have gained corresponding private 

keys are able to perform the search operation. However, 

most existing PSE schemes suffer from the lack of 

efficiency as they depend on relatively slow operations 

like pairing operations on elliptic curves. 

Brent, Water et al. implement an audit log for database 

queries [16] that uses hash chains for integrity protection 

and identity based with extracted keywords to enable 

searching on encrypted log, which has been widely used 

beyond searchable audit logs. In 2004, Boneh et al. 

proposed a Public Key Encryption with Keyword Search 

(PEKS) scheme [21], [22]. This PSE scheme is built on 

Identity Based Encryption (IBE) in email environment 

[23]. It enables a gateway to test whether certain keywords 

are contained in an email without learning any information 

about the email and keywords. The key technique to make 

the PEKS scheme work is that an email, corresponding 

keywords are encrypted under the standard public key 

encryption algorithm and the PEKS algorithm, 

respectively. However, with PEKS scheme, the verifier 

can merely use an untrusted server, which makes this 

notion very practical. PEKS provides guidance for later 

researches to achieve more diverse PSE schemes. 

Hereafter, a lot of improved schemes have been 

successively proposed. In [24], Golle et al. defined two 

protocols for conjunctive keyword search over encrypted 

data, for which for which it is provably hard for the server 

to distinguish between the encrypted keywords of 

documents of its own choosing.  The protocols allow 

secure conjunctive search with small capabilities. Yong 

Ho Hwang et al. study the problem of a Public Key 

Encryption with Conjunctive Keyword search (PECK) 

and further extend PECK to multi-user environment, 

which called a multi-user PECK. [25] A multi-user PECK 

scheme can achieve an efficient computation and 

communication overhead and effectively manage the 

storage in a server for a number of users. After that, 

multi-user PSE has been widely studied [26]. Ming Li et al. 

established a scalable framework for Authorized Private 

Keyword Search (APKS) [27] over encrypted cloud data, 

which enables efficient multi-dimensional keyword 

searches with range query, allows delegation and 

revocation of search capabilities. Moreover, it enhances 

the query privacy which hides users’ query keywords 

against the server.  

The APKS schemes proposed in [27] are based on a 

recent cryptographic primitive, Hierarchical Predicate 

Encryption (HPE) [28]. In [29], Jonathan et al. constructed 

predicate encryption schemes. This scheme enables 

constructions in which predicates correspond to the 

evaluation of disjunctions, polynomials, CNF/DNF 

formulae, or threshold predicates (among others). 

However, the computational overhead is 50 times larger 

than a Prime order [30]. In addition, [31] considered a new 

notion called predicate privacy and constructed a 

cryptographic primitive that tokens reveal no information 
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about the encoded query predicate. The notion of predicate 

encryption (PE) was explicitly presented by Katz, Sahai 

and Waters [20] as a generalized (fine-grained) notion of 

encryption that covers identity-based encryption (IBE) [32] 

[33 34] and 

scheme, Informally, secret keys in a predicate encryption 

scheme correspond to predicates in some class F, and a 

sender associates a ciphertext with an attribute in a set Σ; a 

ciphertext associated with the attribute I ∈Σ can be 

decrypted by secret key fSK  to the predicate f ∈F if and 

only if f(I) = 1. [28] PE can be applied to ciphertext 

searching, in which the attributes of every ciphertext 

characterized by the typical keywords included in 

corresponding document, predicate can be seen as the 

query statement, the private key can be regarded as the 

search token. If f (I) =1, it presents that keywords of the 

ciphertext satisfy user’s query.  

III. SECURITY AND EFFICIENCY ANALYSIS OF THE 

EXISTED SE SCHEMES 

A. Preliminary 

Definition 1: Bilinear map 

Let
1G ,

2G  and GT be three cyclic groups of some large 

prime order q, we view 
1G  as an additive group and 

2G  

as a multiplicative group. We call e：G1×G2→GT a 

bilinear map if it is a map with the following properties: 

 Computable: There is a polynomial time algorithm to 

compute e (g, h)∈
2G , for any g, h∈

1G . 

 Bilinear: e(g
x
, h

y
)=e(g, h)

xy
 for all g, h∈ G1 and all x, y

∈Zq. 

 Non-degenerate: if g is a generator of G1, then h is a 

generator of G2. 

B. SE Mechanism 

The current existing SE schemes are various, the 

definition and used algorithms are different from each 

other. A general framework of public key encryption 

based SE scheme mainly includes four algorithms: Setup, 

Encrypt, GenToken and Query [5]. 

Setup: This algorithm is executed by authority or data 

owner and output related secret key. In a SSE scheme, it 

outputs some secret key such as the key of pseudo-random 

function. For PSE scheme, a probabilistic algorithm that 

takes a security parameter as input and outputs a public 

key PK and secret key SK. 

Encrypt: This algorithm is executed by data owner. 

With this algorithm, a data owner selects corresponding 

keywords set from the document content. Then it takes as 

input a secret key and the description of the keywords set, 

outputs an index table. In a SSE system, a data owner 

encrypts the data and keywords set by a symmetric 

encryption algorithm or a key-based hash algorithm. And 

in a PSE system, a data owner encrypts them with the 

Public Key (PK).  

GenToken: The executor of this algorithm could be a 

data owner, the authority or a user. It is determined by the 

application scenario. It takes as input a secret key and the 

description of keywords from users, and outputs a 

searchable token. 

Query: This algorithm is executed by the storage server. 

It takes the received searchable token and index table as 

input in ciphertext form. Then compute them according to 

the preset algorithm, and output a message by comparing 

the computing result with the  preset  result.  If the preset 

result is satisfied, the search result and corresponding 

content can be returned to the user. Otherwise, the content 

cannot be returned. 

At last, once a user receives the requested content, he 

could decrypt the ciphertext with corresponding secret key. 

In a SSE system, the secret key is the symmetric key. And 

in a PSE system, the secret key is the secret key SK 

corresponds to this user. 

C. Search Results Analysis 

With the development and of SE, flexible search result 

is becoming more and more significant for effective SE 

schemes. It makes users describe their willingness more 

realistic and accurate, so that it could targeted to files 

which are needed. SE schemes could be classified into 

three categories, which are Single keyword search, 

Conjunctive multi-keyword search and Complex logic 

structures multi-keyword search. Table I lists several 

commonly used SE schemes and the search mode they 

support. 

TABLE I. COMPARISON OF SE SCHEMES 

Schemes Search Support Algorithm Based 

SWP00[13] Single SSE 

BKM05[17] Conjunctive SSE 

PEKS[21] Single PSE 

PECK[25] Conjunctive PSE 

GSW04[24] Conjunctive PSE 

HPE[28] Complex PSE 

D. Security Analysis 

The security guarantees provided by SSE are, roughly 

speaking, the following [3]: 

1. Without any tokens the server learns nothing about 

the data except its length. 

2. Given a token for a keyword w, the server learns 

which (encrypted) documents contain w without learning 

w. 

While these security guarantees are stronger than the 

ones provided by both PSE, we stress that they do have 

their limitations. In addition to the issues outlined above, 

all currently known constructions have deterministic 

tokens which essentially means that the service provider 

can tell if a query is repeated (though it won't know what 

the query is). [3] 

The security guarantees provided by PSE are, roughly 

speaking, the following [3]: 
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1. Without any tokens the server learns nothing about 

the data except its length. 

2. Given a token for a keyword w, the server learns 

which (encrypted) documents contain w. 

Notice that 2. here is weaker than in the SSE setting. In 

fact, as pointed out by Byun et al. [37], when using a PSE 

scheme, the server can mount a dictionary attack against 

the token and figure out which keyword the client is 

searching for. It can then use the token (for which it now 

knows the underlying keyword) and do a search to figure 

out which documents contain the (known) keyword. 

IV. FUTURE WORK 

The research on SE has been for years, while there are 

still a lot of problems to be solved. 

1. The research on search with a single keyword and 

“AND” search with multi-keywords over encrypted 

data have obtained several achievement. The efficient 

search of phrase and sentence is an important issue to 

be solved.  

2. Most of the proposed SE schemes only allow a user to 

search over encrypted data through exact keywords. 

That is to say, there is no tolerance of minor typos and 

format inconsistencies which are typical user 

searching behavior and happen frequently. This 

significant drawback makes existing techniques 

unsuitable in cloud storage environment. Some fuzzy 

keywords SE schemes have been proposed [38], while 

there are great necessities to further improve the 

proposed schemes and seek for more efficient 

schemes. 

3. Some existing SE schemes could support the range 

query and subset query. While the support of relational 

operation is still unsatisfactory, in which the relational 

operation is based on “>”, “<”, “==” and so on. 

Research in this area is currently a hot topic. 

4. Most schemes are not work well in cloud storage 

environment. Frequent decryption will deplete too 

much CPU and memory capabilities of the client and 

lose the critical virtue of cloud computing, i.e., 

enabling users to access data in a cloud anytime and 

anywhere, using any device. [22] Therefore, the 

efficiency must be further improved in the future work 

to practically apply the SE technology to cloud 

storage. 

5. The research on SE mechanism is mainly focus on the 

theoretical study. Due to the high complexity etc., it is 

difficult to be widely used in practice. With the 

development of cloud computing, the efficiency of SE 

schemes must be improved gradually to be applied 

into practice. 

V. CONCLUSION 

In this paper, we make a comprehensive presentation 

and discussion of SE mechanism as well as the application 

of SE in cloud storage environment. A SE scheme 

provides a way to encrypt a search index so that its 

contents are hidden except to a party that is given 

appropriate tokens. More precisely, consider a search 

index generated over a collection of files (this could be a 

full-text index or just a keyword index). Using a 

searchable encryption scheme, the index is encrypted in 

such a way that given a token for a keyword one can 

retrieve pointers to the encrypted files that contain the 

keyword; and without a token the contents of the index are 

hidden. In addition, the tokens can only be generated with 

knowledge of a secret key and the retrieval procedure 

reveals nothing about the files or the keywords except that 

the files contain a keyword in common. [3] 

Firstly, we introduce the concept of SE as well as its 

application in cloud storage. Then we conclude the 

currently existing related works of SE. Next, we present 

the preliminary about SE in cloud storage, including 

related definitions, SE application model. Then, we 

outline a specific algorithm of PEKS. Finally, we conclude 

some unsolved issues which need further study.  
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