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Abstract—A novel adaptive image hiding algorithm was 

presented in this paper. The proposed algorithm is developed 

based on singular value decomposition (SVD) and wavelet 

packets transform (WPT). Firstly, bit plane decomposition 

(BPD) and WPT are separately implemented on the secret 

image and the carrier image. Secondly, the bit planes with 

important information are hidden into the singular value matrix 

with the low frequency coefficient matrix. Subsequently, the bit 

planes with secondary information are also hidden into the 

remainder sub-band matrixes with higher energy-entropy. 

Finally, the hiding location is adaptively determined by the 

carrier image. The experimental results show that, the proposed 

image hiding algorithm has a strong anti-attack ability, 

robustness, and good invisibility. 
 
Index Terms—Image hiding; singular value decomposition; 

wavelet packets transform; bit plane decomposition. 

 

I. INTRODUCTION 

The Internet becomes the most important public 

communication network at present. Lots of sensitive 

information needs to be transferred via the Internet. As a 

result, the security of network communication has 

attracted widespread attention among network users. 

Digital images are becoming the main media form in the 

present information society. Information hiding 

technology mainly studies methods of embedding secret 

data into another carrier which can be transmitted 

publicly [1]-[7]. Since attackers don't know whether the 

carrier contains secret data, even if they know, it is 

difficult to extract or remove secret data [8]-[13]. Thus, 

information hiding in digital images is important for the 

transfer of secret information. 

Currently, the space and frequency domain algorithms 

are the main methods for information hiding. Spatial-

domain approaches are discussed in the references [14]-

[17]. In these algorithms, the hidden information is 

always stored in the least significant bits of the pixels of 

the carrier image. Spatial-domain technique can be easily 

realized, but it is also easy to damage its hidden 

information due to its poor stability. In contrast, 

transformation domain hiding algorithms are better in 

terms of rigidity, since they are robust and conducive to 

ensure security of secret information [18]-[23]. However, 
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for the single transformation domain algorithm used in 

the image hiding such as DCT, DWT and SVD, its 

robustness is relatively poor. 

This paper describes a novel adaptive image hiding 

algorithm. The proposed method integrates several 

techniques including BPD, SVD and WPT. It is an 

extension of our previous work [4], in which a new 

digital image hiding algorithm was presented based on 

WPT and SVD. Compared with our previous work [4], in 

this paper we further improve our work in the following 

four aspects:  

1) The performance of the proposed image hiding 

algorithm is better.   

2) The proposed algorithm has stronger ability of 

anti-attack and robustness. 

3) An adaptive hiding algorithm by using the BPD is 

presented. 

4) The computation complexity can be reduced. 

II. THE THEORETICAL BASIS  

A. Sigular Value Decomposition (SVD) 

Analysis from the angle of linear algebra, a gray image 

can be regarded as non-negative matrix. If we taking the 

matrix A  to represent the grayscale image, SVD of 

matrix A  is defined as follows: 
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In the above equation, the parameters are described as 

follows respectively. 
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The U and  V  are orthogonal matrix, S  is diagonal 

matrix, the diagonal elements are called the singular 

values of matrix A . At the same time, the singular values 

meet the following conditions. 

1 2 1... ... 0r r m                          (3) 

Non-zero singular values are equal to matrix’s rank.  

From the above formula we see that the operation of SVD 

also meets the following conditions.  
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Usually, the matrix A  has many minor singular values, 

so the matrix can use a relatively lower matrix 
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approximation. Supposing that k r , the approximate 

matrix is described as following. 
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In the above formula, A  is the error matrix. The 

singular value of matrix A  is the average non-negative 

real number, and it is also unique. 

The singular value of matrix A  reflects the energy 

characteristics of the image and it has a very good 

stability, while its corresponding singular vector reflects 

geometrical features of the image. Since the singular 

value is not very sensitive to the changes of gray-scale 

image such as cropping, filtering and rotation, its slight 

disturbance will not affect singular value of the image 

drastically. So if the secret image is hidden in the singular 

value matrix of the carrier image, the visual quality of an 

image will not be significantly decreased. 

B. Wavelet Packet Transform (WPT) 

WPT provides more multi-resolution analysis than 

wavelet transform. It further decomposes the high 

frequency part. Fig. 1 and Fig. 2 show the process. 

 
Fig. 1. Two level WPT 

 
Fig. 2. Diagram of WPT 

   
(a) Lena normal                        (b) Wavelet transform 

Fig. 3. WPT of Lena 

The low frequency region contains the main energy of 

an image. When the secret information hides into this 

region, it can resist kinds of attacks such as filtering, 

cropping, rotating and so on, and it has good robustness. 

The high frequency part corresponds to the image details. 

The hidden images can obtain better invisibility, but have 

poor robustness. 

WPT has distinctive characteristics such as compact 

support, second-order approximation, integer translation 

and orthogonality of scalar function. Fig. 3 shows the 

first-order transformation of WPT on the Lena image. 

III. THE PROPOSED ALGORITHM DESCRIPTION 

The proposed information hiding scheme based on 

SVD and WPT will be described in this section. Fig. 4 

shows the scheme of the image embedding. The 

following part is the detailed description. 

 
Fig. 4. Scheme of image embedding 

A. The Preprocessing of Secret Image 

In order to increase the security of image hiding, we 

want to implement the following two operations. First of 

all, the method of chaos encryption operation is applied 

to the secret image. Secondly, BPD is implemented on 

the encrypted image. It is obvious that the size of bit 

plane cannot be greater than the coefficient matrix after 

implementing 2-level WPT on the carrier image. 

B. The Processing of Carrier Image 

By implementing 2-level WPT on the carrier image, 

we can get image coefficient matrix tWP  of 16 different 

frequency sub-band as shown in Fig. 2. Then according to 

(1), we take the operation of SVD on the matrix tWP  

when LL2, LH2, HL2, HH2t = . Equation (8) is 

described as following. 

T

t t t tWP =U S V                              (8) 

Calculating the energy entropy of the 12 remaining 

respective coefficient matrix when 

VV2, VW2, , GG2t = , then we can get the sorted 

coefficient matrix gWP  according to the value of the 

energy entropy which is sorted from large to small. The 

parameter meets the following two conditions. 

1g g
WP WP


                            (9) 

1 g 12                               (10) 

It will generate a signature vector which is used to 

extract the secret image. 

Embedding 

processing 

Secret image 

Carrier image 

Transform 

technique 

Hidden image 
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C. Embedding Process of the Secret Image 

Step 1 Hiding the bit planes kB  ( 7  6  5  4)k = , , ,  

containing main information into the singular value 

matrix tS . Equation (11) describes the process.  

t t kt
W = S + B                                 (11) 

Firstly, modify the singular values, and then, make the 

following transformation of the modified tW . 

 T

t t k t1 t1 t1t
W = S + B U S V                       (12) 

We can use the new singular value matrix t1S to 

reconstruct the wavelet coefficient 'tWP according to (8). 

T

t t t1 tWP =U S V                           (13) 

where LL2, LH2, HL2, HH2t = , tWP will be used to 

reconstruct the carrier image containing the secret image. 

Step 2 Hiding the secondary information bit plane 

( 3,2,1,0)
k

B k   into the singular value matrix gWP  ，the 

process is described in (14). 

                 g g kk
WP =WP + B                            (14) 

where 1,2,3,4g =  

Step 3 Using the wavelet coefficients which are 

obtained from previous two steps to reconstruct the 

carrier image containing the secret image. 

D. Extraction of the Secret Image 

Step  1 Performing 2-level WPT on the hidden image, 

and getting the coefficient matrix tHWP , where 

'.

LL2',LH2' HL2' HH2' VV2' VW2' WV2' WW2'

NN' NM' MN' MM' GG' GF' FG2' GG2

t  , , , , , , ,

, , , , , , ,
 

Step 2 Implementing the operation of SVD on 

coefficient matrix tHWP .  

                     
T

t t t tA =U S V                          (15) 

Use t1V and t1U in (12) to calculate the 'tW . Equation 

(16) is described as following. 

                    1 1 T

t t t tW =U S V                         (16) 

The extracted bit plane matrix is shown in (17). 

                           ( ) /k t t t
B W S                      (17) 

where LL2', LH2', HL2', HH2't  ， 7,6  5  4k  , ,  

Step 3 Using the marked vector and the matrix to 

determine the coefficient matrix gHWP  containing bit 

planes. We can obtain the rest matrix of the bit planes by 

using (11). Equation (18) describes the process. 

( ) /k g g k
B HWP WP               (18) 

where 3,2,1,0k   

Step 4 Combining all the bit planes to recover the gray 

image and then the secret image can be extracted. 

IV.  EXPERIMENTAL RESULTS 

In the experiment, the proposed algorithm is 

implemented based on the experiment configuration: Intel 

CPU 2.10 GHz, 1G RAM memory, MATLAB7.0.1 (R14). 

The carrier image is a gray woman (256 × 256).The 

secret images are gray images of map (64×64) and lena 

(64×64).  

PSNR is used to evaluate the invisibility of hidden 

images. The normalized cross-correlation coefficient (NC) 

is used to evaluate the similarity between the original 

secret image and the extracted secret image. The 

robustness of the algorithm under different attacks is 

tested. The secret images of map (64×64) and lena 

(64×64) are satisfied with NC=1 without attacks. 

Fig. 5 and Fig. 6 separately show the invisibility 

testing of the image hiding algorithm. Fig. 5(c) and Fig. 

6(c) separately show the hidden images based on the 

proposed algorithm. The results indicate that the 

proposed algorithm has better invisibility. The secret 

images are extracted with good robustness without 

different attacks. 

         
a. Carrier image                   b. Secret image 

         
c. Hidden image                d. Extracted image 

Fig. 5. Hiding and extracted images 

         
a. Carrier image                  b. Secret image  

         
c. Hidden image                d. Extracted image 

Fig. 6. Hiding and extracted images 

Fig. 7 shows the test of the extracted images after 

different attacks. From the results in Fig. 7 (a~i), we can 
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see that the extracted secret images can be observed 

clearly without damaging after the attacks of cropping, 

the Gaussian noise, rotation and filtering. 

           
a. Cropping1/4         b. Cropping1/8        c. Gaussian noise 

             
d. Rotation 900           e. Rotation -900       f. Rotation1800  

           
g. Low-pass filter   h. High-pass filter    i. Median filtering 

Fig. 7. Extracted image after different attacks 

A. Quantitative Analysis of Robustness 

Experimental results show that the proposed algorithm 

has excellent sensitivity to image processing. Table I lists 

the detection rates when random cropping is 8%, rotation 

is 5
o
, the template of median filter is [3×3] , the Gaussian 

noise is m = 0, s2= 0.003 and the salt & pepper noise is 

d=0.05. The average detection rate is 93.5%. 

TABLE I: DETECTION RATES OF ATTACKS 

Scheme Cropping Rotation Filtering Gaussian Salt & pepper 

Detection rate 85.3% 95.8% 95.4% 94.6% 96.4% 

 

By implementing various attacks on the hidden images, 

we can evaluate the robustness of the proposed algorithm. 

Table II and Table III show the NC quantitative results of 

the robustness test by comparing with the results in [24] 

and [25]. 

TABLE II: COMPARISON OF NC BETWEEN THE PROPOSED ALGORITHM 

AND [24] 

Attack Pattern Proposed  Ref. [24]  

Gaussian noise  0.01 1 0.953 

Rotation -90o 0.999 0.942 

Cropping 1/4 0.997 0.843 

Median filtering 3×3 0.998 0.956 

TABLE III: COMPARISON OF NC BETWEEN THE PROPOSED ALGORITHM 

AND [25] 

Attack Pattern Proposed  Ref .[25]  

Gaussian noise 0.01 1 0.980 

Rotation -90o 0.999 0.952 

100o 1 0.982 

90o 0.999 0.952 

Cropping 1/8 0.999 0.912 

1/4 0.997 0.838 

1/2 0.968 0.812 

Median filtering 3×3 0.998 0.960 

6×6 0.996 0.972 

9×9 0.978 0.975 

From the results in the above two tables, The NC of 

the proposed algorithm is more than that of the related 

works. This demonstrates that the proposed algorithm has 

better robustness.  

B. Quantitative Analysis of Invisibility 

Table IV and Table V separately present the 

invisibility comparison based on PSNR. Table IV shows 

that the proposed algorithm has a higher PSNR compared 

with traditional image hiding algorithms such as LSB, 

DCT and DWT. Table V indicates that the proposed 

algorithm has a higher PSNR compared with 

combinational image hiding algorithms such as 

LSB&DCT, DWT&DCT, DWT&LSB and DWT&SVD. 

We can conclude that the proposed algorithm is better 

compared with LSB, DCT, DWT and some recently 

developed algorithms such as LSB&DCT, DWT&DCT 

and DWT&SVD. 

TABLE IV: INVISIBILITY COMPARISON WITH TRADITIONAL ALGORITHM 

BASED ON PSNR 

Scheme Proposed LSB DCT DWT Ref [24] Ref [25] 

PSNR 52.18 25.13 29.15 30.10 32.97 42.13 

TABLE V: INVISIBILITY COMPARISON WITH COMBINATIONAL 

ALGORITHM BASED ON PSNR 

Scheme Proposed LSB&DCT DWT&DCT DWT&LSB DWT&SVD 

PSNR 52.18 32.15 34.12 36.70 50.2 

C. Discussion of Computational Complexity 

The proposed scheme spends less time to finish the 

operation of embedding and extracting process than 

relevant reference such as [24] and [25] based on the 

same experiment configuration: Intel CPU 2.10 GHz, 1G 

RAM memory, MATLAB7.0.1 (R14). Table 6 shows that 

our method has higher efficiency. So the proposed 

algorithm has improved computational complexity. 

TABLE VI: EXECUTE TIME COMPARISON WITH [24] AND [25] 

Scheme Cover image 
Ref [24] 

/(s) 

Ref [25] 

/(s) 

Proposed scheme 

/(s) 

Lena 

(64×64) 

Woman 

(256 × 256) 
13.26 12.32 8.23 

Map 

(64×64) 

Woman 

(256 × 256) 
13.32 12.43 8.25 

V. CONCLUSION 

In conclusion, the experimental results show that due 

to the combination of WPT, SVD, BPD and chaos 

encryption, the proposed algorithm satisfies image hiding 

requirements such as robustness, invisibility and 

computation complexity. It also meets the security needs 

of secret information transmission for communication 

systems. The future work will focus on choosing new 

embedding modules to embed multiple images with good 

robustness and invisibility. 
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