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Abstract—Many key agreement protocols based on chaotic 

maps have been proposed to guarantee secure communications 

in the network. Recently, Wang et al. proposed a new key 

agreement protocol based on chaotic maps. But some issues 

exist in this protocol, such as anonymity, key distribution and 

management, and password problems. In order to improve the 

performance of Wang et al.’s protocol,  this paper proposes an 

optimized protocol based on Chebyshev polynomials, which can 

preserve user anonymity, guarantee mutual authentication and 

resist different attacks. The explicit analysis demonstrates that 

our protocol is secure, efficient and applicable. 
 
Index Terms—Key agreement protocol, Chebyshev polynomial, 

Optimization 

 

I. INTRODUCTION 

Key agreement protocol is used to guarantee the 

security of secret keys which are exchanged in the 

insecure network. The shared keys are used to transmit 

messages in the subsequent communication. In 1976, 

Diffie and Hellman [1] introduced the first key agreement 

protocol. However, both of communication entities do not 

verify the identity of each other and it is vulnerable to the 

man-in-the-middle attack. In order to solve the problem, 

an authenticated key agreement protocol [2] has been 

proposed, which not only allows two parties to agree on a 

session key, but also ensures the authentication of the 

participants. Since then, many related key agreement 

protocols have been proposed [3]-[5].  
Chaotic systems have complicated behaviors, which 

are sensitive to initial conditions and system parameters, 

and are not predictable in the long term. These properties, 

as required by several cryptographic primitives, render 

chaotic system a potential candidate to construct 

cryptosystem. The application of chaotic maps in 

cryptography has been studied for more than twenty years. 

There are chaos-based symmetry key cryptosystem [6], 

[7], public key cryptosystem [8], [9] and Hash function 

[10], [11].  
 In 2005, Xiao et al. [12] proposed a chaos-based key 

agreement protocol, which utilizes Chebyshev chaotic 
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maps. Alvarez [13] demonstrated this protocol is 

vulnerable to the man-in-the-middle attack. Then Xiao et 

al. [5] proposed an improved key agreement to enhance 

its security. Han et al.[14] pointed out the improved 

protocol can not resist the replay attack. Tseng et al. [15] 

proposed an anonymous key agreement protocol using 

smart cards. Niu et al. [16] demonstrated the protocol is 

vulnerable to the insider attacker and cannot provide user 

anonymity. Then they proposed a new key agreement 

protocol, which is also proved to have low computational 

efficiency problem by Yoon[17].  
Recently, Tan[18] proposed a novel authenticated key 

agreement protocol with strong anonymity, which is 

based on smart cards. In practical use, the cost of cards 

and readers will make the protocols costly. Gong et al. 

[19] proposed a secure chaotic maps-based key 

agreement protocol without using smart cards and 

claimed that this protocol is secure. Wang et al. [20] 

pointed out that there are some problems existing in Gong 

et al.'s protocol, such as the stolen-verifier attack, forged 

message flood and key management problems. Then they 

proposed a new key agreement protocol. But Wang et 

al.'s protocol cannot provide the anonymity of user's 

identities. There also exits key distribution and 

management problems, which can be easily avoided. To 

overcome these problems, this paper proposes an 

optimized key agreement protocol based on Wang et al.'s 

protocol. Security and performance analysis show that the 

optimized protocol is secure and efficient. It preserves 

user anonymity and can be applicable in practice. 

The rest of this paper is organized as follows. Section 

II introduces the preliminaries about Chebyshev chaotic 

map. Issues existing Wang et al.’s are emphasized in 

Section III. Section IV proposes our optimized key 

agreement protocol. Section V and VI give security 

analysis and performance comparisons respectively. The 

last section concludes this paper. 

II. PRELIMINARIES 

This section will introduce some basic knowledge 

about Chebyshev chaotic maps, the DLP (Discrete 

Logarithm Problem) and DHP(Diffie-Hellman Problem) 

difficult problems.  

Definition 1. Let n be a positive integer, and [ 1,1]x  , 

the Chebyshev polynomial of order n , ( ) :nT x [ 1,1]  

[ 1,1]   is defined as: 
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   ( ) cos( arccos( ))nT x n x  .                      (1) 

It is recursively defined using the following recurrent 

relation:  

1 2( ) 2 ( ) ( ), 2n n nT x xT x T x n     .            (2) 

where 0 ( ) 1T x   and 1( )T x x . 

The first few Chebyshev polynomials are: 
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The Chebyshev polynomials exhibit the following 

important properties: semigroup property and chaotic 

property. 

1) The semigroup property: 
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r and s  are positive integer numbers and [ 1,1]x  . 

2) The chaotic property 

When the degree 1n  , the Chebyshev polynomial 

map ( ) :[ 1,1] [ 1,1]nT x    of degree n is a chaotic map 

with its invariant density * 2( ) 1/( 1 )f x x  and 

positive Lyapunov exponent ln 0n   . 

To improve security, Zhang [21] has proved that the 

semigroup property still holds for extend Chebyshev 

polynomials defined over interval ( , )  as follows: 

1 2( ) 2 ( ) ( )modn n nT x xT x T x P   ,
           

   (4) 

where 2n   and P is a large prime. So we also can obtain 

( ( )) ( ) ( ( ))modr s sr s rT T x T x T T x P  .          (5) 

Definition 2 The discrete logarithm problem (DLP) is 

explained as: Given an element y , the task of DLP is to 

find the integer s , such that ( )sT x y . 

Definition 3 The Diffie-Hellman problem (DHP) is 

explained by the following: Given the elements ( )rT x and 

( )sT x , the task of DHP is to compute ( )rsT x . 

It is generally believed that there is no polynomial time 

algorithm to solve the DLP and DHP with non-negligible 

probability. 

III. ISSUES OF WANG ET AL.'S PROTOCOL 

This section will point out some issues existing in 

Wang et al.'s protocol[20]. Based on these problems, we 

will propose an optimized scheme in the next section to 

make it more applicable in practical use. 

1) User anonymity 

In many insecure channels, especially in e-commerce 

applications, anonymity is an quite important issue and 

some anonymous key agreement protocols have already 

been proposed [15], [18]. But the identity AID of commu-

nication entity is transmitted in the form of plaintext over 

the insecure network in Wang et al.'s protocol, which can 

be easily captured by malicious attackers. This will leak 

the sensitive identity information and lead to the potential 

security threats. Actually, this problem can be easily 

avoided as shown in our protocol. 

2) Key distribution 

In Wang et al.'s protocol, each communication entity 

has to publish its public parameters ( , , )param P H , 

so it's inevitable to store and query all the public 

parameters in order to communicate with each entity in 

the network. This will increase the key management 

maintenances expense. A good idea to solve the problem 

is that we only need the trusted third party Trend to 

publish its public parameters. Through Trend, 

communication entity can establish their shared session 

keys. 

3) Key management 

Before performing the protocol, Trend shares a 

different secret key with each entity in Wang et al.'s 

protocol. Then the entity has to store the secret key for 

symmetric cryptosystem and the secret key is kept 

invariable. Once it has been leaked, it cause serious 

problems for the subsequent sessions. In our protocol, the 

entity in the network do not need to store the secret key 

and the secret key is temporary and different in each 

session, which provide stronger security for the key 

agreement protocol. 

4) Password problem 

In order to resist the stolen-verifier attack, Wang et al. 

deserted the password used in Gong et al.'s protocol[19]. 

In practice, it will be more convenient for users to keep 

the passwords other than to store complex secret keys. 

And many password-based key agreement protocols[22]-

[24] have been proposed in recent years. In our protocol, 

we will show that even if the entity chooses the simple 

password, it is quite impossible for the attacker to carry 

out password-based attacks and stolen-verifier attack. 

  TABLE I: THE NOTATIONS USED IN THIS PAPER 

Notations Descriptions 

AID  Identity of A 

BID  Identity of B 

( )nT x  Cheybeshev polynomial of degree n  

r , s  Random integers 

P  A large prime number 

,TA TB
 

Shared secret key with Trend 

( )E 
 

Symmetric cryptosystem 

AT , BT  Timestamps 

T  Valid time period 

( )H   A secure one-way Hash function 

  Bit exclusive-or operation 

pw  User’s password 

IV. THE OPTIMIZED KEY AGREEMENT PROTOCOL 
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In order to solve the aforementioned problems existing 

in Wang et al.’s protocol, we propose an optimized one, 

which will be explained explicitly in this section. For the 

easy understanding of subsequent content, some 

commonly used notations are listed in Table I. 

Assuming that Trend is a trusted third party in the 

network, Trend selects two random integers x and s , a 

large prime P , and computes ( )mods sT T x P . Then 

Trend publishes its public parameters ( , , )sx T P and 

keeps s as its private key. In the protocol, we assume 

Tread has already stored the hash value of user’s 

password in the form of ( ) ( )TrendH pw H K ,which 

cannot  be  accessed  by  the  attackers.  TrendK is Trend’s 

secret key. When A wants to communicate with B, A 

launches the key agreement protocol as follows: 

(1) A → B: 1 { ( ), , E ( , , , ) }
A TAr A K A B A AM T x T ID ID pw T  

A first chooses a large integer Ar , and computes 

( )
Ar

T x and ( )mod
ATA r sK T T P . TAK is used as the 

temporary session key of symmetric cryptosystem 

between A and Trend to encrypt the concatenated 

AID , BID , Apw , AT , where Apw is A’s password and AT  

is A’s current timestamp. Finally, A sends 1M   

{ ( ), , E ( , , , ) }
A TAr A K A B A AT x T ID ID pw T to B. 

(2) B → Trend: 1 2, { ( ), , E ( , ,
B TBr B K B BM M T x T ID pw  

, ( ) }B BAT H K  

Upon receiving the message 1M , B first validates AT to 

make sure B AT T T   , where BT  is B’s current time 

stamp and T is the specified valid time period. The 

validation is necessary to resist the replay attack. Then B  

selects a large integer Br , and computes ( )
Br

T x ,  TBK        

( )mod
Br sT T P ,  and ( ( ))mod

B ABA r rK T T x P . In the 

same way, TBK is used as the temporary session key 

between B and Trend to calculate 

E ( , , , ( ))
TBK B B B BAID pw T H K , where Bpw  is B’s 

password. Finally, B sends the messages 1M  and 

2 { ( ), , E ( , , , ( ) }
B TBr B K B B B BAM T x T ID pw T H K to Trend. 

(3) Trend → A: 3M = E ( , , ( ), , ,
TA BK A B r A BID ID T x T T  

( ))BAH K  

Having received the message 1M and 2M , Trend will 

do the following steps to authenticate A and B. 

 Trend first validates whether AT T T     and 

BT T T    , where T  is Trend’s current time-

stamp. 

 Trend computes ( ( ))mod
ATA s rK T T x P  and TBK   

( ( ))mod
Bs rT T x P to decrypt E ( , , , )

TAK A B A AID ID pw T  

and E ( , , , ( ))
TBK B B B BAID pw T H K . 

 Trend compares the decrypted 
AT  and 

BT with their 

plaintext form respectively to guarantee they are not 

be tampered by attackers during transmission process. 

 Trend checks whether 
AID and 

BID  are valid. If so, 

Trend then computes ( )AH pw and ( )BH pw , and 

validates their correctness according the already 

stored hash values ( ) ( )A TrendH pw H K  and  

( )BH pw   ( )TrendH K .   

If any step fails, the protocol will be terminated. 

Through the above steps, Tread can confirm the identities 

of A and B. Then Trend computes 
3M =  

E ( , , ( ), , , ( ))
TA BK A B r A B BAID ID T x T T H K  and sends it to A. 

(4) A → B: 4M = ( , , , )
ABK A B A BE ID ID T T  

A first decrypt the message 3M , and checks the 

correctness of AID , BID , AT and the validity of BT . If so, 

A computes ( ( ))mod
A BAB r rK T T x P and compare 

whether ( ) ( )AB BAH K H K . If so, A can authenticate 

B’s identity and they have shared the same session 

key ( )AB BAK K . A computes 4M = ( , , , )
ABK A B A BE ID ID T T  

and sends it to B. 

(5) B then decrypts the received message 4M , and checks 

the validity of timestamps AT  and AT . Then B can 

authenticate A’s identity by AID . This completes the key 

agreement protocol and the session key between A and B 

is ( )AB BAK K . Fig. 1 gives a brief description of the 

protocol performing process. 

V. SECURITY ANALYSIS 

In this section, we analyze the security of our protocol, 

which can be divided into two parts: local security 

analysis and overall security analysis. Local security 

analysis aims at analyzing the security in each step of the 

protocol and overall security analysis will show it can 

provide user anonymity, improve the performance based 

on Wang et al.’s protocol[20], guarantee mutual 

authentication and fairness, and resist various attacks 

effectively.  

Trend

BA

1M(1)

(3) (2)

(4) 4M

3M
2M1,M

 
Fig. 1. Performing process of our protocol 

A. Local Security Analysis 

In the setup phase, Trend publishes the public 

parameters ( , , )sx T P , and keeps s  and  ( )H pw  

( )TrendH K  private. s  is used to establish the temporary 
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session key  and  the DLP and DHP of Chebyshev 

polynomials can guarantee its security. TrendK  is used to 

ensure the security of password  and resist the stolen-

verifier attack, which will be explained in the next part.  

In the first step of key agreement phase, A sends  

message 1 { ( ), , E ( , , , ) }
A TAr A K A B A AM T x T ID ID pw T to B. 

( )
Ar

T x can be used to establish the temporary symmetric 

key TAK  with Trend and the final session key ABK  with B. 

The timestamp 
AT is effective to resist replay attack and 

transmitted in ciphertext form to avoid tamper attack. The 

ciphertext of AID  and BID  can guarantee the anonymity 

of user identity. Trend can authenticate the identity of A 

by Apw . In the second step, B does the similar process as 

A and computes ( )BAH K  to confirm the final session key 

BAK .  From the analysis, we can see that every part of the 

transmitted data plays  an active role in strengthening the 

security.  

In the third step,  Trend first decrypts the  message 1M  

and 2M , then checks the validity of timestamp  AT  and 

BT . The decrypted Apw and Bpw can be used to 

authenticate the identities of A and B. Then Trend sends 

message 3M  to A. In 3M , BID  shows the right identity 

whom A wants to communicate with. ( )
Br

T x  is used to 

establish the final session key BAK  between A and B, and 

( , )A BT T is used by A to check the session validity.  This 

process is quite elaborate to guarantee the security.  

In the fourth step, after decrypting 3M , A checks the 

correctness of ( , )A BID ID and the validity of  ( , )A BT T , 

which can resist the impersonation attack and replay 

attack. Then A computes ( )ABH K  to make sure that A 

and B have shared the same session key.  In the fifth step, 

if B can decrypt 4M correctly, B can authenticate the 

identity of A and insure that A has obtained the exact 

session key ABK at the same time.  

From the detailed analysis of each step in the protocol, 

we can see that the comprehensive process is very 

complicated and guarantees the completeness of security. 

B. Overall Security Analysis 

1) User anonymity 

Anonymity is necessary to hide the user’s identity 

information. When transmitted in plaintext form as in 

Wang et al.’s protocol, it can be easily intercepted by ill-

disposed adversary. This problem can be avoided in our 

protocol. Assume the attacker intercepts the transmitted 

message 1M and try to decrypt it in order to obtain user’s 

identity AID ( BID ). So the attacker needs the secret key 

TAK , and faces the DHP problem. For other intercepted 

messages( 1M , 2M , 3M ), the attacker face the same DHP 

difficult problem. So it’s quite thorny for the attacker to 

crack user’s identity information and our protocol 

provides a high degree of anonymity.  
2) Key distribution 

When there are many entities in the network, key 

distribution can be a troublesome issue. In Wang et al.’s 

protocol, each communication entity has to publish its 

public parameter ( , , )param P H , it is inevitable to 

store all the public parameters in order to communicate 

with each entity in the network. In addition, the 

communication entity has to store its own secret key 

shared the trusted third party Trend, and Trend has to 

store all entities' secret keys. The maintenances expense 

can be decreased in our optimized protocol. We only 

need Trend to publish its public parameters ( , , )sx T P   

and store the secret value ( ) ( )H pw H Trend . Each 

entity only needs to keep his own password. This will 

improve the performance of the key agreement protocol. 

3) Key management  

In Wang et al.'s protocol, the shared secret key 

between communication entity and the trusted third party 

is kept invariable, which may lead serious threats to the 

subsequent sessions when it is leaked. In our optimized 

protocol, the secret keys TAK  and TBK  are established 

temporarily utilizing the Chebyshev semigroup property 

and will be altered in each session according to the 

selected random numbers Ar and Br .So the communication 

entity does not need to store the shared secret key and it 

can strengthen the security. 

4) Resistance to password-based attacks 

Dictionary attack is always used to crack the password 

in the protocol. There are three kinds of dictionary attack 

[24]: Off-line dictionary attack, undetectable on-line 

dictionary attack and detectable on-line dictionary attack. 

Both off-line and undetectable on-line dictionary attack 

can cause serious consequences among them. The 

attacker has to analyze the message ( 1M , 2M ) in order to 

obtain the passwords. However, the attacker cannot 

launch any of these attacks since the passwords 

Apw and Bpw  are encrypted by TAK and TBK respectively, 

which involves the DLP and DHP difficult problems. 

Therefore, our protocol is quite effective to resist 

password-based attacks. 

5) Resistance to stolen-verifier attack 

The stolen-verifier attack means that an adversary who 

steals the password verifier from the server can use it 

directly to masquerade as a legitimate user in 

authentication phase [16]. In the protocol, we assume 

( ) ( )TrendH pw H K is safely stored by the trusted third 

party Trend and cannot be accessed by the attacker. Even 

if it is stolen, the attacker cannot carry out the stolen-

verifier attack without Trend’s secret key
TrendK . The 

secret key can strength the security of password and resist 

the stolen-verifier attack. 

6) Mutual authentication 

Mutual authentication means that each communication 

entity’s identity is authenticated by the other entity. In the 
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protocol, the trusted third party Trend first authenticate A 

and B through the messages (
1M ,

2M ). Due to the DLP 

and DHP problems, it’s extremely difficult for the 

attacker to fabricate the false messages and any tamper 

will terminate the session. Then A can authenticate B 

through 
3M  and ( )BAH K , and finally B authenticates A 

through
4M . Thus, the protocol can achieve mutual 

authentication. 

7) Fairness in the key agreement 

Fairness means that the session key is determined 

cooperatively by both the communication entities and any 

communication entity cannot dominate a shared session 

key in advance. In this protocol, A and B choose random 

integers
Ar and

Br separately. According to commutative 

property of extended Chebyshev polynomials, they can 

calculate the shared key ( ( ))mod
A BAB r rK T T x P   

( ( ))mod
B Ar rT T x P . Therefore, the protocol can guarantee 

the fairness in the key agreement phase. 

8) Resistance to man-in-the-middle attack 

Man-in-the-middle means that an active attacker 

intercepts the communication messages between 

communication entities and adopts some methods to 

successfully masquerade as the both entities 

communicate with each other. From previous analysis, 

the attack even doesn’t know the identities of 

communication entities since they are kept anonymous 

and any modification to the transmitted message will be 

detected by validation. So the attacker cannot 

impersonate one entity to another one during 

communication process. Therefore, the protocol can 

withstand man-in-the-middle attacks. 

9) Resistance to replay attack 

A replay attack is an offensive action in which an 

adversary impersonates or deceives another legitimate 

participant through the reuse of information obtained in a 

protocol. The proposed protocol can resist the replay 

attacks, which is realized by the timestamps. In the 

protocol, timestamps (
AT ,

BT ) are used to verify freshness 

of every transmitted message. Furthermore, it cannot be 

modified because the receiver will check its validation. 

What is more, the random integers
Ar and

Br are different 

in each session, so it is impossible for the replayed 

message to pass the verification. Hence, our protocol can 

resist the replay attack. 

VI. PERFORMANCE COMPARISONS 

In this section, we will compare the performance and 

security of our protocol with Tseng et al.’s protocol[15] 

and Wang’s et al.’s protocol [20]. For the convenience to 

evaluate the computational complexity, let 
XT , 

ST , 

CT and 
HT be the cost of one XOR operation, one 

symmetric encryption/decryption operation, one 

Chebyshev polynomial computation and one Hash 

operation respectively. From Table II, we can see that our 

key agreement protocol can reach high performance. 

Although the cost of our protocol is a little more than 

Wang et al.’s, it is more applicable in practice since it can 

preserve user anonymity and decrease the maintenance 

cost of key distribution and management. 

TABLE II:  PERFORMANCE ANALYSIS AND COMPARISONS 

Performance Tseng et al.’s protocol Wang et al.’s protocol Our protocol 

User anonymity No No Yes 

Mutual authenticity No Yes Yes 

Fairness Yes Yes Yes 

Man-in-the-middle attack No No No 

Replay attack No No No 

Password-based attack No No No 

Stolen-verifier attack No No No 

Cost of A 2 2 2 5X S C HT T T T    2 2s C HT T T   3 3s C HT T T   

Cost of B 2 2 3X S C HT T T T    2 2s C HT T T   2 3s C HT T T   

 

VII.   CONCLUSIONS 

In this paper, we have pointed out some issues existing 

in Wang et al.’s protocol and proposed an optimized key 

agreement protocol based on extended Chebyshev chaotic 

maps. Our protocol can provide strong user anonymity 

and substantially decrease the key distribution and 

management expense. In addition, it can guarantee 

mutual authentication and fairness, and resist many kinds 

of attacks, including man-in-the-middle attack, replay 

attack, password-based attacks and so on. Compared with 

other protocols, our protocol has shown its advantage in 

security and efficiency, which can be applicable in 

practical use. 
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