
 
 

TTEM: An Effective Trust-Based Topology Evo-
lution Mechanism for P2P Networks 

 
 

Jianli Hu1 

Institute of Networks & Information Security, School of Computer,  
National University of Defense Technology, Changsha, China 

Email: lxman82@gmail.com 
 

Quanyuan Wu, Bin Zhou 
Institute of Networks & Information Security, School of Computer,  

National University of Defense Technology, Changsha, China 
Email: {quanyuan, binzhou}@nudt.edu.cn 

 
 
 

 
Abstract—Current unstructured peer-to-peer (P2P) systems 
lack fair topology structures, and take no consideration for 
malicious behaviors of peers. The main reason is that the 
topology is not sensitive to peer’s trust, and cannot accom-
modate heterogeneity of peers over the network. Thus, a 
feedback credibility based global trust model is presented in 
this paper. Then, based on the trust model, an adaptive to-
pology evolution mechanism for unstructured P2P networks 
is proposed. Through this mechanism, trusted peers can 
migrate to the centric position, while untrusted peers to the 
edge of the topology, guaranteeing fairness during topology 
evolution. On the other hand, the mechanism can effectively 
counter the malicious behaviors of peers, and also has the 
incentive functionality, which incents peers to provide more 
high-quality services in order to get more return on services. 
Analysis and simulations show that, compared with the 
current topologies, the resulting topology mechanism de-
monstrates more effectiveness and robustness in combating 
the selfish or malicious behaviors of peers. 
 
Index Terms—P2P, topology evolution, trust, incentive me-
chanism 
 

I.  INTRODUCTION 

In recent years, pee-to-peer (P2P) computing has 
achieved its popularity in many distributed applications, 
including file-sharing, digital content delivery, and P2P 
Grid computing [1]. However, current deployed systems 
lack any “viable” incentive structures for encouraging 
users to behave in the best interest of the community. As 
a result, various forms of abuse and attack have been ob-
served in practice [2]. The most common ones are free 
riders [3] and the attacks from some types of malicious 
peers. For example, some peers in P2P networks only 
provide inauthentic services (for example, bogus files), or 
use collusive strategy to attack the trust system itself. A 
free rider is a user who only reduces services from a P2P  

network while never sharing any files. These users be-
come leeches and drain resources from the community. 

Thereby, how to improve the availability of the system, 
compel rational and selfish participants to share their re-
sources actively, and punish malicious peers, becomes a 
challenging task for the healthy development of P2P 
networks.1 

As for the traditional resolution, some researchers have 
proposed some trust system for combating these prob-
lems [4-7]. In such a system, each user is assigned a trust 
value by the community that reflects its contribution to 
and its participation in the community. In contrast to 
building a trust system with reputations or economics that 
requires users to cooperate or some central authorities, we 
offer a trust based topology evolution mechanism to war-
rant the availability, effectiveness and fairness of P2P 
networks. 

The availability of P2P networks has a close relation 
with P2P topology evolution, which is tightly related to 
the heterogeneity of peers. The heterogeneity of the peer 
in P2P network involves such features as the maximum 
connection number, computation capacity and honesty, 
etc. Hence, the peer’s heterogeneity is largely attributed 
to the trust heterogeneity of this peer. Until now, in de-
signing the topology evolution mechanism, the popular 
distributed P2P networks [8-10] don’t take into account 
the factor of heterogeneity, and use the same metric for 
the importance of all peers, which cannot ensure the fair-
ness of topology, and cannot prompt peers to share more 
authentic resources actively. Thus, referring to the con-
cept of trust in the social network, we propose a 
trust-based P2P topology evolution mechanism (TTEM), 
which can make the normal peers take up good position, 
and obtain authentic services more effectively, while the 
selfish or malicious peers are ostracized to the fringe of 
the network, more difficult to gain high-quality services. 
Analysis and simulation experiments show that TTEM 
has advantages in the effectiveness of encouraging the 
normal peers and punishing the selfish or malicious peers 
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over the existing topology mechanism. 
The remaining parts of the paper are organized as fol-

lows: Section II reviews the related work. Section III de-
scribes the global trust computing model. Section IV de-
monstrates TTEM concretely. Section V simulates and 
discusses TTEM. Finally, we conclude the paper make 
suggestions for further research work. 

II.  LITERATURE REVIEW 

The related work about the adaptive P2P topology 
mainly includes several aspects as follow: 

(1) Peer capacity-based topology evolution. Cooper BF 
[11] presents a topology evolution mechanism, in which 
peers can be self-organized into relatively efficient net-
works to cope with the over-loaded problems. In terms of 
this mechanism, the connection between peers can be 
divided into two categories, including the search connec-
tion (sending search messages) and the index connection 
(sending index messages). When subjecting to the over-
loaded problem, the peer drops some connections, ac-
cording to the quantity of messages submitted by the 
neighboring peers. Similar mechanisms are also put for-
ward by Lv Q, et al. [12] and Chawathe Y, et al. [13]. 
These mechanisms only conceive the factor of search 
connections among peers. Each peer evaluates the re-
quest-processing capacity of neighboring peers, and 
computes the satisfactory degree for the neighboring 
peers in terms of the peer’s own request-processing ca-
pacity and neighboring peers’ capacity. Finally, this peer 
establishes connection with peers with high processing 
capacity to improve the corresponding satisfactory degree, 
until the current set of neighboring peers have met the 
demands for request-processing capacity. 

(2) Peer physical location-based topology evolution. 
Liu Y, et al. [14,15] give an adaptive unstructured topol-
ogy evolution mechanism, which solves the marching 
problem between the P2P topology and the underlying 
physical network by choosing the nearer peer in real dis-
tance as some peer’s neighbor, to improve the perfor-
mance of P2P networks. 

(3) Peer trust-based adaptive topology evolution. Con-
die T [16] provides an adaptive P2P topology (APT). The 
basic idea in APT is that after each transaction, the peer 
(supposed i) calculates the trust value of the correspond-
ing peer (supposed j), and compares the result with its 
neighboring peers, to determine whether there exists 
some peer whose trust value is lower than that of peer j. If 
yes, peer i will send the connection request to peer j. 
When peer j receives the request, it will use the same 
principle to decide whether to receive this request. 

Notably, the topology evolution mechanisms provided 
in (1) and (2) take no consideration for free-riding or ma-
licious behaviors of peers, while APT in (3) can suppress 
the free-riding or malicious behaviors to a certain degree. 

The differences between TTEM and APT are described 
as follow: 

(1) As for the trust value computation, the local trust 
model provide by APT is a little rougher, but the feedback 
credibility based global trust model proposed in this pa-
per can identify and restrain more effectively the attacks 

from broad malicious peers. 
(2) When dealing with the process of topology evolu-

tion, APT only pays attention to the process of the trust 
value comparison between the current transaction peer 
and neighbors to decide which link to be dropped or dis-
placed. However, in TTEM, the peer (supposed i) not 
only takes into account the current peer, but also consid-
ers the peers, which have ever transacted with peer i. In 
other words, peer i can pick up the peer which has the 
largest trust value from the whole transaction history, to 
make a contrast with its neighbors. 

III.  PEER TRUST MODEL 

A. Definition of the Model 
Firstly, the definitions of the satisfactory degree valua-

tion function and the local trust value are given. Secondly 
we define feedback credibility (FC), and then the global 
trust value (GTV). 
Definition 1 Satisfactory degree valuation function. After 
transacting with each other, one peer i (the service con-
sumer) will submit its ratings of satisfactory degree to the 
other peer j (the service provider), which can be defined 
as the following map function ( , )f i j : 

1,
( , ) 0,

( (0,1)),

fully satisfactory
f i j fully unsatisfactory

e else

⎧
⎪= ⎨
⎪ ∈⎩

         (1) 

in which, we use the method of probability to distinguish 
the different QoS provided by different peers. The num-
ber 1 denotes peer i feels fully satisfactory to the service 
provided by peer j, while zero means for the opposite 
rating, and the larger the value is, the more satisfactory 
the peer feels. 
Definition 2 Local trust value (namely, the normalized 
local satisfactory degree feedback). In the time fraction t 
(t is decided by the concrete application. For example, six 
months), supposing m denotes the number for with peer i 
has interacted with peer j. Thus, the local trust value peer 
i puts to peer j can be defined: 

1
( , )

, 0

0, 0

m

k

ij

f i j
mD m
m

=
⎧
⎪ ≠= ⎨
⎪ =⎩

∑        (2) 

where, m = 0, means there are no transaction records be-
tween peer i and peer j. Thereby, we set 0 to the corres-
ponding local trust value. 
Definition 3 FC is used to measure the degree of accura-
cy of the feedback information the feedback peers (ser-
vice consumers) provide to the trustee (service provider). 
During the trust evaluation, the feedbacks provided by the 
peer with higher FC are trustworthier, and are weighted 
more than those from the peer with the lower FC, and 
vice versa. Normally, FC is relevant to the following fac-
tors: 

(1) The transaction frequency between peers. Normally, 
the higher the frequency, the higher FC is. (2) The con-
sistency of rating behaviors between peers. The more the 
similarity of ratings between peer i and the reference peer 
j is, the more consistently they rate other peers in the 
network. 

We introduce the transaction density factor ijTNum  to 
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describe the transaction frequency between peer i and 
peer j, which can be defined in (3). 

1
m

ij
mTNum
n

= ∗β    (0,1) 0mβ ∈ ∩ ≠   (3) 

where, m denotes the transaction number between peer i 
and peer j, and n denotes the total transaction number of 
peer i with other peers. When the value of m equals 0, we 
set 0 to ijTNum ; β , being transaction density regulatory 
constant, is used to portray precisely the actual state of 
the transaction frequency, and reflect exactly the differ-
ence of the transaction density of peers. 

We take the index for depicting the similarity of ratings 
between peers as ijTSim , used for representing the consis-
tency of peers’ actions. Assuming the set of common in-
teraction peers between peer i and peer j as CSet(i,j). 
Therefore, the difference of ratings between them ijTDif  
can be defined as follows: 

( , )

( , )
ik jkk CSet i j

ij

D D
TDif

CSet i j
∈

−
=
∑         (4) 

Supposing θ  denotes the maximum deviation peer i 
can allow for peer j, so we can define ijTSim  as: 

(1 )
1 ,

2

1 ,
2

ij ij
ij ij

ij
ij

ij
ij

TSim TDif
TSim TDif

TSim
TSim

TSim else
TDif

−⎧ ⎛ ⎞
+ ∗ − < θ⎜ ⎟⎪

θ⎝ ⎠⎪
= ⎨ ⎛ ⎞θ⎪ ⎜ ⎟− ∗ −⎪ ⎜ ⎟

⎝ ⎠⎩

      (5) 

Synthesizing the above two factors, we can give the 
computation formula of FC (denoted Crij) as follows: 

ij ij ijCr TNum TSim= ∗         (6) 

Thus, based on the above analysis, we can conclude that 
the bigger the transaction number of feedback peers is, 
and the more consistent the rating actions are, and so is 
FC. 
Definition 4 We can define the feedback quality matrix 
as R = (Rij), in which, Rij = Dij*Crij. Different from the 
normal matrix of the network trust relationship Dij, the 
feedback quality matrix not only allow for the peers’ local 
trust ratings, but also consider the FC of these peers 
themselves. The approach of the convergence of these 
two kinds of information better paints the real trust level 
of the feedback information. 
Definition 5 In the network N, the GTV of an arbitrary 
peer i (denoted Ti) is defined in (7). 

i ji ji j
j K

T D Cr T
∈

= ∗ ∗∑         (7) 

where, K denotes the peer set which consists of peers, 
who have ever interacted with peer i, and offered feed-
backs to it. We use the FC peer j puts to peer i and the 
GTV of peer j to weight the local trust information pro-
vided by peer j. 

Assuming the GTV vector is [ ]1 2, , , T
nT T T T= , then the ma-

trix form of (7) is as follows: 
TT R T= ∗          (8) 

in which, R is the feedback quality matrix given in Defi-
nition 4. 

B. The Convergence Analysis of GTV Iterative Computa-

tion 
The iterative convergence feature of (8) determines 

whether we can get the computation results of the GTV 
vector T. In the following, we use the proposition that the 
norm of the iterative matrix TR  is less than 1, to proof 
the convergence of (8). 
Theorem 1 For an arbitrary initial vector (0)T , we can 
conclude that the simple iterative formula ( 1) ( )k T kT R T+ = ∗  of (8) 
converges. 
Proof The sufficient condition of the convergence for the 
above formula is the norm of the matrix TR meets the li-
mitations: 

1
1TR <  [17]. 

For the computation relationship: 

1 , ,
max max max maxT

ij ij ij ij iji i j i i jj j
R D Cr Cr D Cr= ∗ ≤ ∗ ≤∑ ∑  

we can obtain from (6): 

, , , , ,
max max max max max 1ij ij ij ij ij iji j i j i j i j i j

Cr TNum TSim TNum TSim TSim= ∗ < ∗ < <  

Therefore, the proposition of 
1

1TR <  has been proofed. 

IV.  TRUST BASED TOPOLOGY EVOLUTION MECHANISM 

The peer’s trust value represents the possibility of col-
laborating with each other in the future. Therefore, intui-
tively, evolving the P2P topology, in terms of the peer’s 
trust value, can keep the connections for the collaborative 
peers, exclude the non-collaborative peers to the fringe of 
the network, and reach the objective of incentive func-
tionality to encourage the collaborative peers and to pu-
nish the non-collaborative peers. 

As illustrated in Fig. 1, the green, red and yellow small 
circle denote the highly trusted peer (C and D), the lowly 
trusted peer (A and B), and the normal peer. from the 
initial stage (see 1(a)), where peer A and peer B are lying 
in the center of the topology, while peer C and peer D are 
lying in the fringe of the topology. Through the topology 
evolution, we can get a possible equilibrium topology 
(see 1(b)) that the highly trusted peers move to the center, 
and the lowly trusted peers to the fringe. 

Trust based topology evolution is implemented by the 
request-response mechanism between peers. A peer can 
locate the needed service in P2P networks by sending 
query requests. However, the real locating effect for this 
peer is largely determined by its message forwarding 
mechanism. Therefore, in this section, we offer a trust 
oriented message forwarding mechanism (TMFM) to 

 
 
 
 
 
 
 
 
 
 

Figure 1. A possible topology evolution diagram 

incent peers to enhance its trust level, and reach a better 

topology 
evolution 

(a) Random topology (b) Equilibrium topology
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search effect. 
Before introducing the topology evolution mechanism, 

we first define some notations used later on. 
N(i): The set composed of peer i’s neighboring peers; 
M(i): The set composed of peers peer i has ever trans-
acted with; 
TCNmin(i): The least trust threshold peer i can allow to its 
neighbors. In other words, if the trust value of a neigh-
boring peer is less than TCNmin(i), peer i will disconnect 
with it; 
TCRmin(i): The least trust threshold other peers have to 
possess, when their connection requests are accepted by 
peer i; if the trust value of the requesting peer is less than 
TCRmin(i), peer i will refuse it; 

min( ) { | ( ), ( ) ( )}jFv i j T TCR i j M i N i= ≥ ∈ − : The set of peers peer i wishes to, 
but has not built connections with; 

min( ) { | ( ), ( )}jSNS i j T TCN i j N i= ≥ ∈ : The set of peers whose trust value is 
no less than TCNmin(i); 

max( ) { | ( ), ( ) }j kFv i j j Fv i k Fv i and k j T T= ∈ ∀ ∈ ≠ > : The peer whose trust value 
is the maximum in Fv(i); 

min( ) { | ( ), ( ) }k jN i j j N i k N i and k j T T= ∈ ∀ ∈ ≠ > : The peer whose trust value 
is the minimum in N(i); 

min
iτ : The minimum connection number peer i can main-

tain; 
max
iτ : The maximum connection number peer i can main-

tain. 

A. Message Forwarding Mechanism 
Query messages are propagated via flooding-based 

broadcast. A search query can be initiated by any node in 
the network by first broadcasting to all peers in its 
neighbor set. Each node, upon receiving a propagated 
search query, will examine its local service system for a 
match. Any matches are returned directly to the query 
initiator. The peer may then propagate the query to all its 
neighbors except for the node from which it received the 
query. Each query maintains a time-to-live (TTL) field to 
limit the scope of the query flooding. At query time, the 
issuing peer will set the TTL field to some default value, 
which is then decremented by one at each propagation. A 
node receiving a query with TTL=0 will not forward the 
query. 

Fig. 2 illustrates how a query propagates through the 
P2P network. In the example, peer k initiates the search 
query, with TTL=1, by broadcasting to all of its neighbors, 
in this case peer j. Peer j decides not to respond to the 
query and forwards the query to its neighbors, except to 
peer k. Upon receiving the query, peer i directly responds 
to peer k with a match. The query flooding terminates at 
peer i since the TTL is now 0. 

 
 
 
 
 
 
 
 

Figure 2. Query propagation model 

To incent the peer to provide more authentic services 
actively, and increase its trust level, we relate the propa-
gation scope of the peer with its trust value. The peers 
with different trust values have different propagation ef-
fect. In other words, the peer with higher trust value will 
be given a larger search scope, and can go across many 
hops to reach more peers. Thus, these peers can have 
more options of services offered by different providers, 
and vice versa. As for the lowly trusted peers, in order to 
gain more high-quality services, they have to improve the 
quality of services and feedbacks they provide to others, 
to increase their own trust values. 

Concretely, the design idea of TMFM is as follows: 
(1) The probability that a peer forwards the query re-

quest of the highly trusted peer is always higher than that 
does for the lowly trusted peer. 

(2) The query request messages sent by a peer are 
largely forwarded by the peer whose trust value is less 
than itself.  

In which, the design principle of (1) can assure that the 
highly trusted peer can get a larger search scope, and (2) 
can not only provide enough chance for the lowly trusted 
peer to provide good services, but also restrict the oppor-
tunity for the lowly trusted peers to gain the services from 
the highly trusted peer. This mechanism can prompt the 
lowly trusted peer to offer more contributions to others to 
improve its trust rank. 

In the light of the above design principle, taking ad-
vantage of the design method of the trust-critical broad-
cast search mechanism (TBS) [2], we give a novel for-
warding probability algorithm as followed: 

1
1

,

,

r
j j i

ij
r

j j i

T T T
Pf

T T T
−

⎧ ≤⎪= ⎨
⎪ >⎩

     (9) 

in which, r denotes the current broadcast radius, and Ti, Tj 
denote the trust value of peer i and peer j, respectively. 
We can get the fact from (9), that for an arbitrary r, the 
formula 1

1r r
j jT T

−
<  is always correct. In other words, as to a 

peer j, the probability for it to obtain services from the 
highly trusted peer is always more than that does from the 
lowly trusted peer. The conclusion has proved our above 
design idea in TMFM. 

B. Sending Connection Request 
Peer i can update the topology links every some time, 

and when the time is up, it will process as the following 
steps: 

Firstly, when peer i meets the condition of 
max( ) ( ) iFv i N i τ≠ ∅ ∩ < , it will send connection request to max( )Fv i , 

which shows the fact that peer i wishes to establish a de-
sirable connection with max( )Fv i , but the final result is de-
termined by the negotiation process with peer max( )Fv i . As 
to peer max( )Fv i , it will decide whether to accept this request 
or not. When the negotiation is successful, the state of 
i.negotiation( max( )Fv i ) returns the boolean value true, show-
ing both participants hope to establish the connection. 
After building the connection, peer i will remove peer 

max( )Fv i  from Fv(i). 
Secondly, when max( ) ( ) iFv i N i τ≠ ∅ ∩ = , the process is same 

query response 
connection 

query 

peer k 

peer j 

peer i 
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with the above way, and the unique difference is that peer 
i will drop the connection with peer N(i)min, when its cur-
rent connection number has reached the specified thre-
shold. 

Finally, when min( ) ( ) iFv i SNS i τ= ∅ ∩ < , peer i will submit re-
quest to a random peer over the network. If the request is 
accepted, and the condition max( ) iN i τ>  is satisfied, peer i 
will drop the connection with peer N(i)min. Peer i will try 
to keep the connections with the min

iτ  neighbors, whose 
trust values are no less than N(i)min. However, when peer i 
has tried for many times without any response, it will 
give up. 

As the connection demander, the topology evolution 
algorithm for peer i is described as follow: 
Procedure connect_demander(i) { 
 if ( max( ) ( ) iFv i N i τ≠ ∅ ∩ < ) 
  if (i.negotiation(Fv(i)max)=true)  

{ 
   addConncetion(Fv(i)max); 
   remove Fv(i)max from Fv(i); 

} 
 if ( max( ) ( ) iFv i N i τ≠ ∅ ∩ = ) 
  if (i.negotiation(Fv(i)max)=true)  

{ 
   addConncetion(Fv(i)max); 
   remove(N(i)min);  
   remove Fv(i)max from Fv(i); 

} 
 if ( min( ) ( ) iFv i SNS i τ= ∅ ∩ < ) { 

negotiate with a random peer, and establish 
connection with it; 

  if ( max( ) iN i τ> ) 
   remove(N(i)min); 

} 
} 

C. Receiving Connection Request 
As the connection receiver peer j, when it meets the 

condition of min max( ) ( ) j
iT TCR j N i τ> ∩ <  or min max( ) ( ) j

iT TCR j N i τ> ∩ = , it 
will negotiate with peer i to determine whether to accept 
peer i’s request or not. The following process is similar to 
that in Section B, and the corresponding algorithm is 
given as follow: 
Procedure connect_receiver(i) { 
 if ( min max( ) ( ) j

iT TCR j N i τ> ∩ < ) 
  if (j.negotiation(i)=true) 
   addConncetion(i); 
 if ( min max( ) ( ) j

iT TCR j N i τ> ∩ = ) 
  if (j.negotiation(i)=true)  

{ 
   addConncetion(i); 
   remove(N(j)min); 

} 
} 

In order to fulfill the above operations, peer i need 
maintain two tables as follow: one is the neighboring peer 
list (see 3(a)) and the other is the transaction record list 
(see 3(b)), as shown in Fig. 3. 

In Fig. 3, 1, ,i ikID ID  and ' '
1, ,i imID ID  are the identifier se-

quences of peer i’s neighboring peers and peers who have 
ever transacted with peer i, respectively; 1 , ,i ikT T  and 

' '
1, ,i imT T  the corresponding trust value sequences of these 

peers, respectively. 
Assuming the average maximum connection number 

of peer i is k. We can know from the above topology 
evolution algorithm, that, under the extreme circums-
tances, the communication overhead maintained by this 
algorithm is ( )O k . Due to the limited connection quantity 
with peer i, the real communication overhead is not very 
high. In terms of the data structure of peer i, we can easi-
ly know its storage overhead is ( ( )) ( ( )) ( ) ( )O k p q O m p q O k O m× + + × + ≈ + , 
in which, p denotes the byte number used for storing the 
peer’s identifier, q does for the peer’s trust value, and m 
represents the number of transaction record entry, stored 
in peer i. In addition, we can get some storage space by 
deleting the outdated information and the transaction 
records of peers with low trust value periodically. 

V.  EXPERIMENTS AND ANALYSIS 

A. Simulation Setup 
The peers we simulate are categorized into three types, 

including (1) the normal peer, marked with capital N, 
which always provide authentic services and honest rec-
ommendations to others, (2) the free-riding peer, marked 
with capital F, which doesn’t offer any service and rec-
ommendation to others, and (3) the malicious peer, 
marked with capital V, which always gives low-quality or 
fraudulent services and dishonest recommendations to 
others. In the simulation experiments, the proportion of 
these three types of peers is 13:5:2, respectively. The re-
lated simulation parameter settings are given in Table I. 
The hardware platform of simulation consists of CPU for 
AMD Athlon™ 64 X2 Dual 1.9GHZ, and the memory of 
1GMB, and the simulation software is developed in Java. 

IDi1 Ti1 

 

ID’
i1 T’

i1 

IDi2 Ti2 ID’
i2 T’

i2 

    

IDik Tik ID’
im T’

im 
 

Figure 3. The data structure of peer i 

TABLE I. SIMULATION PARAMETERS SETTINGS 

N # of the total number of peers in 
community 1000

minτ  # of the minimum neighboring con-
nection number 3 

maxτ  # of the maximum neighboring con-
nection number 8 

TCNmin 
#of the least trust threshold to discon-
nect from its neighboring peers 0.3 

TCRmin 
#of the least trust threshold to be 
accepted for other peers’ connect 
requests  

0.5 

β  % of the transaction density regulato-
ry constant 0.5 

θ  # of the maximum deviation between 
peers 0.1 

Pres 
% of the probability in response to 
query requests 1 

(a) (b) 
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B. Effectiveness against Free-Riding Peers 
This experiment is aimed to verify whether TTEM can 

effectively banish the F peers to the brim of the network 
or not. After being banished to the brim, F peers have a 
further topology distance to N peers, and it is difficult for 
them to obtain the services provided by N peers. We have 
a comparison simulation for TTEM and APT. Here, we 
apply the shortest path length (SPL) as the metric to 
measure the location change during the process of P2P 
topology evolution. As to an arbitrary peer i, we can 
make use of the following formula to compute the SPL 
from peer i to the rest peers: 

\

1 ( , )
\i j N i

spl ShortestPath i j
N i ∈

= ∑       (10) 

in which, N denotes the set of N peers, and \N i  denotes 
the set of the remaining peers except peer i. 

As demonstrated in Fig. 4, for TTEM, after 40 simula-
tion cycles, the average SPL from F peers to N peers 
nears a large value (as for APT, more F peers have dis-
connected from the network in TTEM); the average SPL 
between N peers is close to a constant, roughly 2.8. 
However, to APT, after the same cycle, the corresponding 
values are 4.83 and 4.2, respectively. Obviously, APT 
cannot effectively drive F peers to the brim of the net-
work. The main reason is that APT only takes advantage 
of the current local feedbacks to evolve the P2P topology, 
and neglect the real trust level in the whole transaction 
history, which results in the situation that F peers cannot 
be clearly recognized and distinguished, and difficult to 
be excluded to the brim of the network. Furthermore, The 
average SPL between N peers in APT is longer than that 
in TTEM, which proves TTEM can make N peers get 
closer together to form a cluster, to gain a higher search 
efficiency than APT does. 

C. Effectiveness against Malicious Peers 
This simulation is used to test whether the topology 

evolution mechanism can effectively banish V peers to 
the brim of the network. Excluding V peers to the brim 
can decrease the negative effect of malicious peers. Due 
to the long distance between the peers lying in the edge 
and those in the center, the service requests from N peers 
are difficult to reach V peers by setting a less TTL value. 
We simulate TTEM and APT at the same time, and use 
the same SPL formula as (10). 

As shown in Fig. 5, so far as TTEM is concerned, after 
55 simulation cycles, the average SPL from V peers to N 
peers approaches a large value. This result shows TTEM 
can banish V peers to the brim of the network. In addition, 
the average SPL between N peers in TTEM is around 2.6. 
Thus, we set a less value (for example, less than 3) to 
TTL, preventing N peers from receiving the service loo-
kups. In APT, after the same cycle, the corresponding 
values are 5.2 and 4, respectively. Thereby, APT cannot 
effectively exclude V peers to the brim of the network. 
Similar to the results in Section B, the average SPL be-
tween N peers in APT is much more than that in TTEM, 
leading to lower search efficiency and higher communi-
cation overhead in APT. 

 
Figure 4. Comparison of average SPLs of both F peers and N peers 

 
Figure 5. Comparison of average SPLs of both V peers and N peers 

D. Effectiveness for Trust Based Search Mechanism 
Assuming the P2P network is composed of a scale of 

peers, based on which, the topology evolution is executed. 
The trust values of peers are modeled by random distri-
bution, whose scope are confined to (0,1). To simplify the 
simulation process, we choose such three trust value re-
gions, as (0.4,0.5], (0.6,0.7] and (0.9,1.0], named S1, S2 
and S3, respectively. Here, we give the concept of search 
effect. 
Definition 6 Supposing the peer set peer i has travelled 
across when it sends a search request through TMFM is 
Bi. For an arbitrary peer j ( iB∈ ), assuming the distance 
between peer j and peer i is dj, we define j

j
j

T
V

d
=  as the 

search merit peer j put to peer i. 
Definition 7 As for Bi defined in Definition 6, we define 

i
j jj B

E V
∈

= ∑  as the search effect of peer i at this time. 
Definition 8 With respect to peer set Si, we define 

i
jj B

i
i

V
R

S
∈=

∑  as the average search effect (ASE) of peer Si. 

The varying tendency of ASE of the three types of 
peers with different trust value regions with topology 
evolution is shown in Fig. 6. With topology evolution, 
peers with similar trust values get together to form a 
cluster. TMFM has a stronger effect on peers with higher 
trust values in the search effect. Additionally, an implicit 
fact is that, due to the immoderately search mechanism in 
classic unstructured P2P applications, the topology im-
poses no limitations and restrictions on the highly trusted 
peers and the lowly trusted peers, resulting in severe tra-
gedy of commons. On the contrary, in terms of the topol-
ogy evolution mechanism in TTEM, with the lowly 
trusted peers diverting away from the highly trusted peers, 
and the effect of TMFM, the probability that the lowly 
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Figure 6. The varying tendency of ASE for three types of peers with 

topology evolution 

trusted peer reach the highly trusted peer is becoming 
smaller gradually. Thus, TTEM can restrict tragedy of 
commons at the cost of decreasing the search effect of 
lowly trusted peers. 

E. Effectiveness for Incenting Well-Behaved Peers 
The index of the network effectiveness for N peers is 

used to describe how the collaborative peers obtain 
trusted resources. Here, we utilize the effective response 
rate (ERR) to measure the network effectiveness. 

ERR: Supposing r
goodV  represents the set of the colla-

borative peers who initiate search requests during some 
cycle, and receive the corresponding responses. As for the 
request submitted by peer i, ri responses are received, a

ir  
of which are provided by the collaborative peers. Thus, 
we can define ERR  as follow: 

a
i

i
i

rERR r= . Thus, we can get: 
r
good

i
r

goodi V

ERRERR
V∈

= ∑ . 

In Fig. 7, we compare the ERR for TTEM with that for 
APT, when the proportion between F peers and N peers is 
1:4. Since APT utilizes the concept of the connection 
trust, the ERR for APT increases fast at the beginning. 
However, with the simulation cycles growing, the V peers 
in TTEM are identified rapidly to be banished to the brim 
of the network. Therefore, the ERR for TTEM exceeds 
that for APT after the 110th cycle, and reach 1 after the 
290th cycle, while the ERR for APT is only about 0.84, 
after 800 simulation cycles. 

We can see from Fig. 7, that TTEM show more effec-
tiveness than APT. Since TTEM can converge the 
well-behaved peers with similar interests into a cluster 
more effectively, these peers in the cluster can gain high 
ERR more easily. However, APT regulates P2P topology 
only based on the current transaction records of neigh-
boring peers, and cannot reflect the real trust level of 
peers. Thus, whether the well-behaved peers or the mali-
cious peers cannot be accurately evaluated and identified, 
which causes a negative effect on the topology evolution 
mechanism. 

 

Figure 7. Comparison of the ERRs 

VI.  CONCLUSIONS AND FUTURE WORK 

In this paper, we provide a FC-based global trust mod-
el. Based on this, a trust-based adaptive topology evolu-
tion mechanism for P2P networks is given. TTEM can 
regulate P2P topology in light of the peer’s global trust 
level, ensuring the fairness of the topology evolution. The 
mechanism can suppress the malicious behaviors of peers 
effectively, and also has the incentive effect on all peers. 
Our preliminary experiments show that TTEM show 
more effectiveness and robustness in incentive effect than 
the existing topology evolution mechanism. 

However, we have not discussed the communication 
overhead. This index is one of the key factors for the 
successful deployment and effective implementation in 
the real engineering environment for TTEM. In our future 
works, we will present concrete experimental simulation 
and theoretical analysis for the communication overhead 
of TTEM with topology evaluation, and make tests in real 
local applications. To this end, we should make further 
improvements for TTEM in the mechanism performance. 
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