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Abstract—Traditional solutions handle security at the applica-
tion layer, which causes huge signaling overhead and long delay
if authentication is implemented for every signal to enhance the
security of wireless communication systems. In this paper, a real-
time and two-way authentication method is proposed, which is
based on the characteristics of radio channel including random-
ness and privacy. For the proposed method, the unique instant
channel state information (CSI) can be used to authenticate the
transmitter. In frequency- and time-selective fading channels, the
current estimated CSI is compared with the predicted CSI, which
is implemented at the previous frame, in order to authenticate the
validation of the received signal. Both the hypothesis testing and
mutual information measure methods are used for authentication
determination, and the Mont Carlo simulation results verify the
efficiency of the proposed method.

Index Terms—Physical-layer security; authentication; channel
state information (CSI); channel estimation; channel prediction;
hypothesis testing; mutual information measure.

|. INTRODUCTION

Authentication is the process where claims of identity are
verified. Most mechanisms of authentication of mainstream
wireless communication systems, such as cellular mobile com-
munication systems [1], wireless broadband access systems
[2] and wireless sensor networks (WSN) [3][4], are based
on traditional cryptography encryption and functioned at high
layer. The authentication is set up by invoking the higher layer
protocol stack at call establishing, location updating, and other
value-added service.

In wireless communication system, especially the acentric
networks like WSN and wireless ad hoc networks, the broad-
cast nature of the channels makes it easy for wiretapping
and other attacks via air interface, and the existing security
mechanism for wireless communication does not contain the
appropriate design of real-time identity authentication [5][6].
Moreover, two-way authentication, which means the commu-
nication pair should authenticate each other, is required to
avoid fake user (source) attacks and fake base station (sink)
attacks [7][8]. Under this circumstance, a reliable two-way
real-time authentication mechanism is urgently needed. How-
ever, if every message is authenticated in order to strengthen
the real-time security, the current authentication process will
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call the upper layer authentication protocol, which will bring
about huge signaling overhead and result in very long delay.
Obviously the wireless communication system cannot endure
such huge signaling overhead, and the authentication caused
protocol processing delay makes the quality of service (QoS)
unacceptable. Therefor more effective and real-time two-way
authentication mechanism is urgently needed.

Recently channel-like fingerprint has been used to enhance
the security in physical layer (PHY) [9]-[15]. Besides the
broadcast feature, the radio channels feature randomness and
privacy as well due to the multipath propagation effect of
radio waveform [16]. That is to say, (1) randomness means the
channel state information (CSI) varies rapidly and randomly.
With the characteristics of randomness, the authentication is
more reliable because the random and variable CSI makes
the authentication code (namely, the CSI) change fast. (2)
privacy means the CSl of the link between communication
pair is unique due to the CSlI decorrelates rapidly in space
and time if the paths are separated by the order of an RF
wavelength or more in scatter rich environments. Based on
the randomness and privacy features of channel, Faria et.a
firstly proposed a scheme in [9] to detect identity-based
attacks by using the signal strength information, namely, the
instantaneous signal-to-noise ratio (SNR). Xiao et al. proposed
the authentication methods using the CSI information in [10]-
[12], and then extended the PHY authentication methods to
multiple-input multiple-output (MIMO) systems [13][14] and
orthogonal frequency-division multiplexing (OFDM) systems
[25].

In this paper, we propose a real-time two-way authentication
method in physical layer based on instantaneous CSl. Our
method differs with the existed methods on that we estimate
and predict the CSI, and then compares the predicted CSI
with the newly estimated CSI. When the predicted CSl and
the estimated CSl is highly correlated, the identity of the
authenticated user is said to be verified. Our method can be
reliably used as PHY authentication is due to the observation
that the CSI changes continuously in time- and frequency-
domain, and results in the predicted CSI will be highly cor-
related with the previous estimated CS| of the same channel.
Since the pilot-aided channel estimation and simple prediction
methods are widely applied to obtain the CSl in all kinds
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of wireless communication systems including single carrier
(SC)/multiple carrier (MC) systems and single-input single-
output (SISO)/MIMO systems in all sorts of selective fading
channels, the proposed method needs no complicated channel
modeling and parameters identification as done in [12], and
can be easily applied without introduction of extra complexity,
which is of importance for energy-constraint networks like
WSN. Since the simplicity of our method, rea-time per-
message authentication is easily realized. Moreover, CSl is
usually estimated at both sides of the communication pair,
and then two-way authentication is achieved by implementing
the proposed method at both ends.

The main contributions of the proposed authentication
method are listed below.

1) CSl estimation and prediction based real-time authentica-
tion method is developed in PHY. This method facilitates ap-
plication in wireless communication systems due to the widely
used pilot-aided CSI estimation and simple CSI prediction
method without induction of extra complexity or any changes
to the exist systems.

2) Two-way authentication is achieved when the proposed
method is implemented at both sides of the communication
pair, and also no extra complexity is introduced due to the CSl
estimation is widely applied to obtain CSI in current wireless
communication networks.

3) Mutua information (MI) measure as well hypothesis
testing is employed for the authentication determination.

The rest of the paper is organized as followed. System
model is introduced in Section Il, and the proposed method
is presented in detail in Section Ill. In Section IV, numerical
simulation is implemented to verify the performance of the
proposed method, and we conclude the paper in Section V.

II. SYSTEM MODEL
A. Network topology

As shown in Figure 1, we use the same system model as
that in [10]-[12], which we borrow from the conventional
terminology of the security communication by setting three
different parties: Alice, Bob and Eve. Alice broadcasts signals,
and both Bob and Eve can receive the signals transmitted
through wireless environment. However Bob is only would-
be receiver while Eve is the eavesdropper.

Authentication is set up when call establishing, location
updating, by invoking the higher layer protocol stack. However
during the authentication process, if the active Eve cracks the
random number which is used to compute security key, he
can get the security key via A8 agorithm [1]. Then Eve can
impersonate as Alice to communicate with Bob and intercept
and capture what he wants. Since the authentication does not
implement for each signal, Eve can act as Alice during the
session.

In order to avoid the fake identity of Eve as Alice, we pro-
pose an active two-way authentication method which provides
real-time and efficient authentication in PHY per message
between Alice and Bob, in spite of the presence of Eve.
Since Eve is within range of Alice and Bob, and capable of
impersonating Alice to send her malicious signals to Bob, Bob
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Fig. 1: The system model, where Alice sends messages to
Bob over multipath channel with the eavesdropper Eve.

must have the ability to differentiate between legitimate signals
from Alice and illegitimate signals from active Eve.

Consider asimple transmission in which Bob seeksto verify
that Alice is the transmitter of the present message. Suppose
that Alice transmits probes into the channel at a rate sufficient
to assure tempora coherence between channel estimates and
that, prior to Eve's arrival, Bob has estimated and saved the
Alice-Bob channel. After awhile, Eve wishes to convince Bob
that he is Alice, Bob must verify that if the signalsis still send
by Alice at this time. The CSl of linked between Alice and
Bob is a result of the multipath environment, as time goes on
it has changed [16]; Bob may use the saved CSI of Alice-Bob
link to predict present CSI [10]-[15]. Bob may also use the
received signal to estimate the CSI and compare it with the
predicted one for the Alice-Bob link. If these two CSI are
highly correlated, then Bob will conclude that the source of
the message is the same as the source of the previously sent
message. If the channel estimates are not similar, then Bob
should verdict that the transmitter is likely not Alice.

In the following sections, the notations we will use are listed
as followed, where bold italic stands for vector.
hap.hpa :CSl vectors from A to B and from B to A;
hap,hpa,:Noisy CSl vectors from A to B and from B to
A;

76,74 :The null hypothesis and the aternative hypothesis;

«,5:Type | and Type Il error;

x2:Chi-square distribution;

F,»:Distribution function of chi-square distribution,

Tc,Bc:The channel’s coherent time and bandwidth;

fm:The Doppler shift;

Jo(e):The first kind zero-order modified Bessel function.

B. Channel Model

In wireless communication environment, rich scattering and
the movement of the terminals cause multipath and dispersion
in the time, frequency and angle domains. Without loss of
generality, only the SISO channels are considered in this paper,
and it is quite straight to extend to MIMO channels. In the case
of SISO channel, parameters in time- and frequency-domain,
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the multipath delay and the channel fading, can characterize
the features of the channel.

Firstly the time/frequency coherence model of the channel
is introduced by computing the coherence of signal’s envelope
[16]. Suppose the two envelopes are r(t)and ro(t), their
frequency deviation isAf = |fi1 — f2|, and the correlation
coefficient is

R, (Afﬂ') <T1><72>
N —(r2)?]
_ fO ’I“1T’2p(7’1 Tz)d’l“ldrg <1><’l“2>

VI = r0211(r3) = (r2)?]

where p(1) = %e—T/T is the power delay profile. The signal
fading is assumed to obey the Rayleigh distribution, and
we can get the approximate expression of the correlation

coefficient P22 o)
TmT
pr(Af,T) = HO(QT]”) 2

where Jy(e) is the first kind zero-order modified Bessel
function, f,,, is the maximum Doppler shift.

The correlation coefficient is p,.(Af) ~ W when
7i s zero, and the correlation coefficient is p,.(0,7¢) =
J2(2nfnTc) when Af is zero. When the coherence band-
width is defined with the limitation of p.(Af) = 0.5, the
coherence bandwidth is B = ﬁ and the coherence
time is To =~ 16— which is inversely proportional to the
maximum Doppler shift. It is well known that the CSI remains
invariant within the coherence time, otherwise the CSI varies
independently.

As a result, we can predict the CSl accurately based on
the previoudy estimated CSI when the time interval and
frequency gap are within the channel’s coherent time and
coherent bandwidth. In this paper, we always assume that the
message interval is within the channel’s coherent time, and the
frequency band used by the same user keeps the same within
the same frame duration.

pr(Af,T)

D)

I1l. CSI PREDICTION-BASED AUTHENTICATION METHOD
A. Method Description

Three-step authentication method is proposed for Bob to
identify Alice from Eve. Before the PHY authentication,
it is assumed the traditional high layer authentication has
successfully authenticated Alice, and Bob has gotten and saved
theinitial CSI estimate h 4 (t) between Alice and Bab at the
time t via channel probe method, such as pilot-aided channel
estimation. Illegal Eve can make use of the vulnerabilities
of existing authentication schemes to pretend to be Alice.
At the time ¢ + 7, Bob receives another message, and Bob
implements the proposed three-step PHY authentication to
identify whether the sender is still Alice.

Step 1: Bob estimates the present CSl A(t + ) without
knowing the identity of the sender.

Step 2: Bob predicts the present legal channel response
hap(t + ) using the saved hap(t) via prediction method
[20][21].

Step 3: Bob decides that the sender is still Aliceif h(t+7)
and hap(t+ 1) arehighly correlated, otherwise Bob declares
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an intrusion. If the sender is still Alice, Bob saves A(t + 7)
for the following PHY layer authentication.

Implementing this three-step authentication at both Alice
and Bob, two-way real-time authentication is achieved.

B. Authentication Determination

Bob can use a hypothesis testing to determine whether
current and prior communication attempts are made by the
same user via the CSl [17][10]. Due to the noise, estimation
error and prediction error exist, and Bob stores anoisy version
of vectors i(t + 7) and hap(t + 1),

R(t+7)=h(t+7)+ Ny 3)

(4)

where IN; and N» are independent and identically dis-
tributed(i.i.d) complex white Gaussian noise with the same
covariance N (0, 62).

We set the null hypothesis

hap(t+7) = hap(t+7) + N2

Ay bt +7) = hap(t+7) (5)

M h(t+ 1) # hap(t+7) (6)

and test statistic

1 1~ ~
— = [+ ) —Rast+ 1) (7)
If the claimant is Alice, L ~ x3y,, otherwise , L ~
XoN detar@ delta = 5 |hpp(t+7) — hap(t+ 7)),
We define & is the threshold and the rejection region for kg
as L > k. Thus, the Type | error is

a=P{L>k| A} =1-Fga (k) 8)

and the Type Il error is

B=PAL<k|AM}=Fg (k) )
therefore the detection rate is 1 — 5. Where P.{e} is the
probability density function.

Next, the mutual information (M1) of the predicted CSI and
the estimated CSI can also be used as the measure parameter.
M1, from another aspect, is a quantity that measures the mutual
dependence of the two variables. So we can use MI to weigh
the dependence between the estimated and predicted channel
response.

The MI is defined as [17]

I(h,hag) = H(R) + H(hag) — H(h,hag)  (10)
And we set normalization Ml 7 as
H(hap)

If the sender is still Alice and in idea conditions, we can
get h = hap, and n = 1. In practical conditions duo to the
presence of noise, n is near to 1. Otherwise will be close to
zero.
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TABLE |: Parameters for the smulated OFDM system

Item value Item value
Bandwidth: BW 10MHz OFDM symbol: Ts 100 us
Carrier freg.: fe 2GHz Modulation QPSK
Sampling freg.: fs 10MHz Vehicle speed 3, 60, 120 km/h
FFT size: N 1024 Doppler freg.: fgq 17, 333, 666 Hz
No. Tx antenna 1 No. Rx antenna: 1
Channel estimation: Least Square (LS) | Channel prediction: | Winner Filter [21]
. Relative delay (ns): 0, 310, 710, 1090, 1730, 2510
Channel model:3GPP Veh. A [22] Average power (dB); O, -L, -9, -10, -15, -20

IV. NUMERICAL SIMULATIONS
A. Simulation system

We use MATLAB to implement simulations. The topolog-
ical structure of the ssimulated system is shown in Figure 1,
and the ssimulated OFDM system is the third generation long
term evolution (3G-LTE) system [18] whose main parameters
are listed in Table 1. Vehicular Channel A model from ITU-R
M.1225 [22] is adopted, and three types of moving speed are
considered to simulate the terminal with low, medium, and
high moving speed. Pilot-aided Least Square (LS) algorithm
is used to estimate the CSI, and Winner Filter algorithm [21]
is adopted to predict the CSI.

B. Simulation results

Firstly we testify the correlation of the CSI between the
legitimate user and the eavesdropper. The simulation results
are presented in Figure 2 and Figure 3. The signal-to-noise
ratio (SRN) is 15dB, and the CSls are compared in Figure
2. It is clear that the estimated and the predicted CSI of the
legitimate user are highly correlated with the ideal CSI of the
legitimate user, while the CSI of the eavesdropper is much
different to the legitimate user's ideal CSl. In Figure 3, we
present the correlation of different CSl with the legitimate
user's ideal CSI, and we can see that the predicted CSI and
estimated CSI of the legitimate user are highly correlated
with the ideal CSl, while the eavesdropper’s CSl is lowly
correlated with the legitimate user's CSl. All these simulate
results confirm the CSI can be used to authenticate the access
user.

Next we testify the Ml of different CSI, and the simulation
results are shown in Figure 4. From the figures we can see
that both the M1 between the estimated CSI and the ideal CSI
of the legitimate user and the MI between the predicted CSI
and the estimated CS| of legitimate user are much larger than
the M| between the predicted CSl and the estimated CSl of
the eavesdropper. This observation verifies that the M1 can be
used to recognize the transmitter.

Last we evaluate the proposed method and compare it with
the method proposed in [10][11]. In Figure 5 the detection
rate performance is shown when hypothesis testing method
is employed to identify the transmitter. From the simulation
results it is clear that the proposed method outperforms the
reference method in al kinds of scenarios. We aso observe
that the detection rate of both methods decreases with the
increase of vehicle speed due to the channel estimation and
prediction are more unreliable when Doppler spread becomes
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Fig. 2: The CSlI comparison at SNR=15 dB.

larger and larger, and the reference method degrades more than
the proposed method due to the proposed method can track
the CSI change and then decreases the error of authentication
determination. The detection rate performances are presented
in Figure 6 and Figure 7 when M| measure is employed
to identify the transmitter in several scenarios. When the
MI threshold is set 0.65, the changes of the detection rate
performance of the authentication methods at different vehicle
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speed are presented in Figure 6. The curvesin Figure 6 show
the same trend as that in Figure 5, that is the proposed method
outperforms the reference method, and as the mobile speed
increases the performance gap between the two simulated
method becomes larger. In figure 7, we present the detection
rate of two authentication methods at mobile speed of 60
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V. CONCLUSION

The random channel fading, which causes a big problem
for reliable communication, is used to the physical layer
security due to its features of randomness and privacy. In this
paper, a CSl-based real-time two-way authentication method
is proposed in the physical layer to enhance the security.
Since the CSl varies continuoudly, the CSl isreliably predicted
from the previous estimated CSl and then compared with
the estimated CS| at the next frame after received the frame
from the transmitter. By use of hypothesis testing and mutual
information method, the reliable discrimination is achieved
between a legitimate sender and an intruder or attacker.
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