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Abstract—Internet of Things (IoT) environments are rapidly 
growing, which in turn has accelerated security threats that 
are often mitigated by re-activistic deployment-stage controls 
rather than actively embedded throughout the software 
development process. Although many other works suggest 
technical security solutions, little is understood about the 
process by which security is managed throughout the 
Software Development Life Cycle (SDLC). This paper 
provides a systematic literature review of the security aware 
software engineering frameworks for IoT systems proposed 
from 2018 to 2025, along with the definition of six dimensions 
in order to help with its classification and comparison. This 
taxonomy is organized along six distinct dimensions: (i) 
phases of SDLC security integration, (ii) categorization of 
security frameworks, (iii) core security objectives, (iv) trust 
and adversarial threat premises, (v) contextual limitations 
imposed by IoT deployments, and (vi) standard of valibation 
procedures. Comparative analysis conducted via the 
proposed taxonomy reveals that most existing frameworks 
prioritize runtime security enforcement and authentication-
focused protection targets, rely on implicit or centralized 
trust paradigms, and suffer from insufficient real-world 
verifiable validation. Derived from these analytical findings, 
we identify prominent research gaps spanning full-lifecycle 
embedded security integration, transparent, verifiable trust 
modeling, cross-domain framework portability, and 
repeatable experimental validation methodologies. Beyond 
its analytical utility, this taxonomy delivers a standardized 
structural foundation to guide subsequent investigations into  
security-by-design engineering workflows tailored for IoT 
software systems.  
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I. INTRODUCTION 

The Internet of Things (IoT) has become a fundamental 
technology paradigm that facilitates ubiquitous 
connectivity in many domains such as industrial 
automation, healthcare, transportation, smart cities and 
critical infrastructures [1–3]. Modern IoT ecosystems are 
in turn being more software defined as they tap into 
complex chains of software stacks, heterogeneous 
distributed services, cloud–edge architectures and 
Continuous Integration and Deployment (CI/CD) [4–6]. 
Whilst this evolution is good for functionality and 
scalability, the drift expands the attack surface introducing 
great-security threats into heterogeneous and constrained 
environments [7–9]. 

Prevailing traditional IoT security research has 
predominantly focused on cryptographic protocol, secure 
communication scheme, network layer defense [10–12]. 
While these methods are essential, they typically consider 
security as a reactive after-thought to be attached onto 
implementations well into the design or even deployment 
phase [13–15]. These reactive practices fail to solve 
vulnerabilities that stem from insecure requirements 
engineering, architectural design flaws and inadequate 
lifecycle governance, resulting in enduring and expensive 
security breaches [16–18]. 

Software engineering provides the systematic 
principles, methods, models and tools to control the 
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complexity of software development in all stages of 
Software Development Life Cycle (SDLC) [19–22]. 
Security-aware (or secure-by-design) engineering, the 
process of incorporating security into software system 
development/architecting phases, has proven its 
effectiveness in traditional software systems [23–26]. 
Nevertheless, these considerations are difficult to apply in 
the IoT systems due to the presence of device 
heterogeneity issues, constrained environments in terms of 
processing capabilities, dynamic trust relationships 
between devices, real-time constraints and also for the 
scalability of a large mass deployment [27–30]. 

Recent techniques in security aware software 
engineering have been proposed for IoT environment, and 
these include Development, Security and Operations 
(DevSecOps) pipelines [31], model-driven engineering 
approaches [32], secure architectural frameworks and 
runtime security management solutions. These works 
notwithstanding, the existing studies still suffer from being 
scattered and domain-specific, evaluated using a diverse 
set of validation strategies which hampers cross 
comparison and renders conclusions not easy for 
generalization [33–37]. 

Although a number of survey papers regarding IoT 
security protection mechanisms have been published, most 
of them concentrate on protocol-level solutions or domain-
specific threat models. Little effort has been made to study 
how security is being focused in a consistent manner 
throughout the SDLC and across architectural principles. 
Existing surveys also do not investigate trust assumption 
realization, context restriction and rigor of validation, all 
as well-organized relative dimensions. This absence of a 
single analytical framework restricts the possibility to 
measure research maturity and the identification of 
structural voids in security aware IoT software 
engineering. 

To counter these constraints, this work presents a 
multilayered taxonomy that aims to broadly categorise and 
compare security aware software engineering frameworks 
for IoT systems. The introduced taxonomy supports 
structured cross dimensional analysis, and facilitates 
identification of research trends, limitations, and open 
challenges in the context of lifecycle-oriented IoT security 
engineering. The main contributions of this paper are as 
follows: 
 A survey of secure-aware software engineering

frameworks for IoT systems, in the period from 2018
up to 2025 with focus on lifecycle integration instead
of single mechanisms.

 A new six-dimensional taxonomy that categorizes
prior work according to SDLC integration stage,
framework type, security objectives, trust and threat
assumptions, IoT context constraints, and validation
rigor.

 A taxonomy-based comparative synthesis of the
prevailing research trends and structural deficiencies in
state-of-the art methods.

 Identification of the key problems in research and
future directions for promoting integrated security-by-
design IoT software engineering practices.

The remainder of this paper is organized as follows: 
Section II presents the background and motivation for 
security-aware software engineering in IoT systems. 
Section III introduces the proposed novel taxonomy of 
research studies. Section IV provides a comparative 
analysis and discussion based on the taxonomy. Section V 
outlines open challenges and future research directions. 
Finally, Section VI concludes the paper. 

II. BACKGROUND

A. Software-Centric Security Challenges in IoT

The Internet of Things (IoT) has become increasingly a
software-defined ecosystem, resulting in more extensive 
deployment of connected devices in areas such as 
industrial automation, healthcare and wellbeing systems, 
transports and smart cities [38–40]. Today’s IoT systems 
are based on sophisticated software stacks, distributed 
services and continuous updates, greatly expanding the 
attack surface of the system [40–43]. Therefore, the 
security holes now more likely come from software 
weaknesses, poor configurations and mismanagement of 
lifecycle rather than just the hardware or communication 
layers. Fig. 1 depicts the IoT and software focused security 
challenges, highlighting how growing software complexity, 
diversity of IoT application domains and lifecycle 
mismanagement augment the attack surface and lead to 
long-term security vulnerabilities in contemporary IoT 
systems. 

Fig. 1. Internet of things and software-centric security challenges, 
illustrating how software design flaws. 

B. Shortcomings of Existing IoT Security Solutions

Traditional research in the field of security for IoT has
traditionally covered cryptographic protocols, secure 
communication and network-level protections [44–46]. 
Although, these solutions have some security mechanisms 
in place, their use results in reactive way of securing 
systems and management at after deployment 
stage [47–49]. These approaches do not consider security 
vulnerabilities that are originated at early development 
stages and therefore leave such weaknesses as latent bugs 
causing persistent and more expensive solutions [50–52]. 

C. Role of Software Engineering in IoT Security

Software engineering provides structured approaches,
idealizations, and products for the coping of complexity in 
SLDC. By baking security into the software engineering 
process, either by its formalization or security as a 
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development focus of application, termed secure-aware or 
secure-by-design Software Engineering (SE), 
vulnerabilities can be identified and mitigated at the early 
stages of software engineering [53–55]. But it is 
challenging to employ these concepts for IoT systems 
because of factors such as resource constraints (limited 
processing power and storage capabilities), heterogeneity 
among devices, establishing trust relationships 
dynamically and requirement to run in real-time. Fig. 2 
depicts Role of Software engineering in IoT Security that 
demonstrates the composite effect of secure-by-design 
principles, systematic engineering methods, vulnerability 
handling and insights, IoT specific constraints that 
together empower proactive and security-aware 
integration (life-cycle sensitive). 

Fig. 2. Role of software engineering in IoT security, illustrating how 
secure-by-design principles. 

D. Security-Oriented Software Engineering Approaches
for the IoT

Recent works have addressed these challenges and 
proposed different security-aware software engineering 
frameworks for IoT, such as DevSecOps pipelines, 
model-driven engineering strategies, secure architectural 
patterns and runtime security management 
frameworks [56–58]. Such initiatives seek to integrate 
security into various phases of SDLC. Beyond this, current 
studies are fragmented and domain-specific and are tested 
using different validation approaches, which hampers 
systematic comparison/analysis. Fig. 3 presents an 
overview of state-of-the-art security-aware software 
engineering frameworks for IoT, focusing on the adoption 
of DevSecOps, model driven engineering, secure 
architectures and runtime security mechanisms along 
different stages of the software lifecycle. 

Fig. 3. Software engineering–centric view of IoT security integration 
across the software development life cycle. 

E. Survey Methodology

To ensure transparency and reproducibility, this study
follows a structured literature review protocol consisting 
of the following steps: 
 Literature Source Selection: Papers were extracted

from well-known digital libraries such as IEEE Xplore,
ACM Digital Library, ScienceDirect, SpringerLink
and Google Scholar to consider diverse coverage of
qualitative peerreviewed research.

 Search Strategy: Key-based systematic search was
carried out in which variations of “security-aware
software engineering”, “IoT security frameworks”,
“DevSecOps for IoT”, and “secure-by-design IoT”,
were used.

 Inclusion and Exclusion Criteria: Only peer-reviewed
journal articles and conference papers from 2018 to
2025 were included. They were seriously considered if
they specifically dealt with the integration of security
in the development process of software for IoT
systems. We did not consider works dealing
exclusively with low level cryptographic protocols or
hardware-only security solutions, where no software
development point-of-view was considered.

 Screening and Filtering: A preliminary selection was
done on the basis of titles and abstracts to exclude
irrelevant studies. Full-text reviews were performed
next to identify relevant, technically detailed papers
that contributed to security-aware IoT software
engineering.

 Data Extraction and Classification: Each of the
selected studies was reviewed, and mapped into the
proposed six-dimensions taxonomy consisting of
integration with SDLC, framework type, security
objectives addressed by it, trust & threat model
assumed its definition, context specific requirements
(specific to IoT) constraining it and rigor of validation
resorts used.

 Comparative Analysis and Synthesis: The classified
research was qualitatively analyzed and comparison of
them was performed systematically in order to reveal
the major trends, common bottlenecks and required
investigation. The findings from this analysis serve as
the baseline for the comparative tables, discussion and
identification of open problems which we present in
this survey.

F. Motivation for a Taxonomy-Based Analysis

Because of different and various approaches as well as
a lack of a common paradigm in the viewpoint on analysis, 
it is highly required to own an organized taxonomy for 
classifying security aware IoT software engineering 
studies. Such a taxonomic approach facilitates the 
comparison of lifecycle integration, framework types, 
security objectives, trust assumptions and contextual 
constraints as well as of validation rigor. This intuition 
motivates the novel taxonomy presented in the next section 
that is used to structure the comparative analysis of urban 
heat and health risks throughout this paper. 
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III. NOVEL TAXONOMY OF RESEARCH STUDIES 

In order to discuss and compare security-aware software 
engineering frameworks for the IoT in a systematic way, 
this study presents a new multi-dimensional taxonomy 
which categorizes relevant research from software 
engineering and cybersecurity domains, as shown in  
Fig. 4. In contrast to the previous works which are limited 
mainly to individual security mechanisms or application 
domains, our taxonomy provides a representation of where 
in the SDLC security is inserted, type of engineering 
frames used, targeted security objectives, baseline trust 
and threat assumptions context specific IoT constraints 
and validation rigor. Such a structured classification 
allows for an in-depth analysis of research maturity, 
reveals underexplored overlaps and provides guidance 
with respect to open issues and future directions. 

 
Fig. 4. Proposed novel taxonomy of research studies for security-aware 

software engineering frameworks in the internet of things. 

A. SDLC Security Integration Point 

This dimension categorizes the researches in terms of 
where security is incorporated into the Software 
Development Life Cycle (SDLC) pertinent to IoT systems: 
requirements engineering, architectural design, 
implementation, testing and deployment and runtime 
maintenance. The significance of this is that it highlights 
how early and consistently security is approached. A large 
number of researches focus on penetration testing and 
intrusion detection, yet less work adopts secure-by-design 
philosophy at the stage of requirements or design, which 
results in fragmented and passive security strategies. 

Zhukabayeva et al. [59] proposed an edge-assisted IIoT 
security model based on clustering and categorization 
strategy to analyze traffic patterns as well as to detect 
intrusion. Experimental results show efficient anomaly 
detection, good classification performance, and low 
latency, proving the feasibility of ML-based cybersecurity 
solutions in real-time IIoT. Li et al. [60] introduced a  
full-industrial-edge-of-things security framework with an 
in-depth analysis of threats, solutions, and architectures 
based on each layer. Ouyang et al. [61] present a smart 
cross-border logistics platform based on IoT, serverless, 
and microservices to realize high scalability and more 
security. The experimental results demonstrate a low 
operational cost and a flexible system for cross-border 
business, protecting logistics and data in complex 
transaction environments. Hasan et al. [62] present a Long 
Short-Term Memory (LSTM)-based intrusion detection 
mechanism utilizing Software-Defined Networking (SDN) 
to defend heterogeneous IoT systems. Based on a deep 
learning framework and SDN orchestration, the proposed 
method demonstrates superior detection accuracy over 
benchmark data sets, providing a scalable and efficacious 
way to defend against threats targeting essential IoT 
infrastructure components. Bhandari et al. [63] proposed  

Internet of Things Vulnerable Code Dataset 
(IoTvulCode)—a new framework that integrates a dataset-
generation tool and machine learning principles to identify 
vulnerabilities in source code related to IoT frameworks. 
Zuraiqi and Greer [64] performed a large-scale static 
analysis of IoT device firmware and identified critical 
vulnerabilities as well as long-lived security issues.  
Yadav et al. [65] introduced Internet of Things Penetration 
Testing Framework (IoT-PEN), which is the  
first-of-its-kind and full-fledged end-to-end penetration 
testing approach for IoT networks that discovers  
multi-stage and multi-host attack paths. Hatmai et al. [66] 
proposed a secure and scalable onboarding solution for 
limited capability IoT nodes by combining SCHC Zero 
with Bootstrapping Remote Secure Key Infrastructure 
(BRSKI). Validated through a Long-Range Wide Area 
Network (LoRaWAN) deployment, our approach gives 
rise to an autonomous and low-overhead device 
onboarding and management mechanism that exhibits 
scalable support for a secure massive IP-based IoT 
landscape. 

B. Framework Type 

This dimension classifies studies according to the kind 
of software engineering artifact that they present, i.e. 
process-oriented frameworks (e.g. DevSecOps),  
model-driven frameworks, tool chain-based approaches, 
architectural frameworks, assurance/compliance models 
and hybrid solutions [67–69]. Each type of framework is 
an abstraction layer with a certain level of complexity 
when it comes to adoption. This categorization illustrates 
that security-aware IoT solutions are diverse in term of 
their maturity, the extent to which they can be reused, 
automation support and alignment with software 
engineering practices. 

Spina et al. [70] proposed an Internet of Everything 
(IoE)-enabled architecture which can to not only provide 
all the aforementioned features at once but also provides 
energy and security management for IoT. It provides an 
IoE controller and Efficient Split Artificial Intelligence 
(ESAI) metric for optimizing security-energy trade-offs. 
The proposed approach improves efficiency and device 
lifetime while providing security guarantees, targeting 
limitations present in current Transport Layer Security/ 
Datagram Transport Layer Security (TLS/DTLS) design 
within dynamic, resource constrained environments to 
enable scalable 6G IoT deployments. Schicchi et al. [71] 
focused on efforts to include security as part of the early 
stages of Agile development by implementing a 
DevSecOps model. By focusing on automated, repeatable 
security controls within Continuous 
Integration/Continuous Delivery (CI/CD) pipelines and by 
validating recommendations through an industrial case 
study, the work demonstrates that, even in a culture of 
high-speed development priority, one can develop good 
software quality without sacrificing speed.  
Sharma et al. [72] presented a blockchain-based approach 
for improving supply chain traceability and data integrity. 
Through the introduction of trust-enabled hybrid 
consensus and authorization schemes, the work bears low 
latency and light resource consumption. Moin et al. [73] 
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presented ML-Quadrat, an integrated model driven 
software engineering and machine learning framework for 
Cyber-Physical Systems (CPS) in the IoT. Confirmed by 
implementation and user feedback, this work realizes 
enhanced efficiency in system development, optimization, 
and practitioners’ brittle experience towards intelligent 
IoT systems. 

C. Security Objectives 

This dimension categorizes research based on their 
focus of the main security goals that need to be achieved, 
in terms of confidentiality, integrity, availability and 
authentication access control and privacy. This dimension 
allows comparison of frameworks by concentrating on 
specific security objectives, in contrary to generic “IoT 
security” claims. We find that most solutions focus on 
authentication and intrusion detection, while goals such as 
privacy-by design or availability assurances, and full 
Confidentiality, Integrity, and Availability (CIA) coverage 
are largely under investigated in security aware IoT 
software engineering. 

Fang et al. [74] proposed a universal cross-platform 
secure communication scheme for an industrial IoT 
platform based on conditional proxy re-encryption. The 
proposed solution successfully addresses the data security 
problem with low computation and communication 
overhead by means of aggregating all possible industrial 
settings into a general model. Subramani et al. [75] 
introduced a light-weight privacy-preserving anonymous 
authentication scheme for Wireless Body Area Network 
(WBAN). Specifically, the novel scheme protects data and 
user confidentiality in practical healthcare systems with 
constraints on sensors, offers selective patient anonymity, 
and provides conditional anonymity to assure normal users 
for easy integration with applications without extra 
change. Tao et al. [76] introduced multi-tiered cloud-based 
architecture for IoT empowered smart home to overcome 
heterogeneous devices and services. Leveraging  
ontology-based interoperability and security services, the 
architecture supports universal communication, data 
representation and privacy preserving management among 
diverse vendors and protocols. Mudassar et al. [77] 
presented a fault-tolerant framework for edge computing 
in the IoT applications that uses smart checkpoint and 
replication. By replicating those checkpoints on adjacent 
edge nodes, the method enhances task reliability and 
availability, while still ensuring application deadlines in 
resource limited and failure-prone edge contexts. 
Alhosban et al. [78] described SFSS, a self-healing fault 
management system for service-oriented architectures. By 
predicting, identifying and recovering faults with  
Quality of Service (QoS)-aware schemes and user 
preference, Smart Fabric Storage Software (SFSS) can 
select the best recovery plan by estimating service’s 
quality improvement level to support the selection quality 
of services as a whole system reliability/performance. 
Alzaidi et al. [79] presented a secure and  
privacy-aware blockchain-and fog-based multi-factor 
authentication for Vehicular Ad Hoc Networks (VANETs) 
with privacy preservation, integrity checking, light-weight 
overhead. By integrating biometrics and Quick Response 

(QR) codes with distributed ledgers, it achieves the 
balance between computation, communication costs and 
security protection under various attacks in the 
environment of dense vehicles. 

D. Trust/Threat Assumptions 

This talks about the trust model and threat assumptions 
for each research, e.g., centralized trust, distributed or 
blockchain based model of trust, zero trust architecture, or 
adaptive models of trust. It’s important to spell-out these 
assumptions, because they have a huge impact on scaling, 
reliability and deploy ability. Most systems assume that 
the gateways or cloud is to be trusted, thus cannot satisfy 
general adversaries multi-party settings. This dimension 
reveals the concealed dependencies and facilitates a 
realistic evaluation of frameworks. 

Cheng et al. [80] presented a lightweight authentication 
oriented trusted management framework for IoT 
collaboration. Through the combination of efficient 
authentication and key agreement, blockchain-based 
traceability, distributed storage and fine-grained access 
control, our framework can achieve secure and reliable 
task execution with low overhead under practical IoT 
settings. Giao et al. [81] presented a Service-Oriented 
Architecture–based system for an International Internet of 
Things Expo (IOTE)-manufacturing, to overcome the 
heterogeneity among various services. The proposed 
architecture enables dynamic discovery, reuse, and 
integration of composable IoT services to improve 
flexibility and efficiency while leveraging practical 
challenges and constraints inherent in industrial IoT 
settings. Kouicem et al. [82] introduced a hierarchical and 
scalable blockchain-based trust management protocol for 
the Internet of Everything. Through broadcasting the trust 
information on System Network Architecture (SNA), our 
approach is friendly both with heterogeneity and mobility, 
immune to malicious interference and comparative 
superiority in terms of scalability, communication 
efficiency and computation complexity. Anasuri [83] 
introduced Zero Trust Architecture to protect the  
multi-cloud environment. Through a combination of 
federated identity, micro-segmentation, and dynamic 
policy enforcement capabilities, the architecture mitigates 
risks related to fragmented identities and  
server-to-server movement as well or better than 
traditional perimeter-based models in terms of security 
efficiency and operational resiliency. Alserhani et al. [84] 
presented a machine learning-based cognitive 
hyperphysical system to protect Medical IoT 
infrastructures. The proposed framework harmonizes 
behavior analysis and Extreme Learning Machine (ELM) 
based classification to provide adaptive detection, high 
accuracy, scalability, and efficiency that efficiently 
safeguards the life-critical Medical Internet of Things 
(MIoT) systems. 

E. IoT Context Constraints 

This dimension is the type of studies, based on the 
domain of application and operational constraints of the 
desired IoT environment (e.g. industrial IoT, healthcare, 
smart cities; vehicular network, home automation). It also 
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takes into account the energy, real-time, mobility and 
instability etc. constraints of the network. As IoT security 
solutions strongly depend on the context, this dimension 
explains why protocols and frameworks that works in one 
area may not work in another, supporting context-aware 
design and assessment. 

Ungurean et al. [85] presented a low-abstraction,  
four-tier software architecture for the Industrial Internet of 
Things (IIoT) that includes fog and edge computing. By 
using consistent addressing & System on Chip (SoC) 
based platforms with dedicated co-processors, it allows for 
real-time, efficient and scalable processing of industrial 
data and interaction. Hassan et al. [86] presented 
hyperphysical security challenges in IIoT systems and 
brings out the trans-formative role of AI. It presents a 
modular AI-driven cybersecurity model, that provides 
real-time threat detection capability while maintaining 
resilience and compatibility with legacy systems, and 
delivers direction for future research, policy development, 
application to industry practice. Hasan et al. [87] 
introduced a novel SDN-based multi-objective 
optimization scheme for IIoT premise energy systems that 
can dynamically make use of security countermeasures. 
Bayesh et al. [88] proposed a security-oriented framework 
for self-driving IoT systems that combines Explainable 
Artificial Intelligence (XAI) to the structured security 
profiling. Mapping the explainable ML results to feature-
level importance factors, it improves the contextual 
understanding of threats, enabling users with actionable 
security insights in real-time which is validated on a smart 
irrigation testbed. Marchang et al. [89] presented the 
secure-by-design Internet of Medical Things  
(IoMT)-based real-time e-health population monitoring 
architecture. The framework achieves the desired 
confidentiality, integrity and availability of information by 
providing privacy-preserving key management, resilient 
authentication and secure live data exchange validated 
through real-world network experimentation under 
resource poor healthcare conditions. Thangam et al. [90] 
proposed a Directed Acyclic Graph (DAG)-based secure 
Vehicle-to-Everything (V2X) communication framework 
not only for immediate decision making but also for the 
efficient detection of malicious nodes. 

F. Validation Rigor 

This dimension measures the empirical validation 
strength of the evaluation channel applied toward the 
considered frameworks, from conceptual 
analysis/prototypes to controlled experiments real-world 
deployments and reproducible benchmarking. Validation 
is a vital part in identifying “pipedreams” from legitimate 
proposals. Our analysis indicates that a large number of 
studies consider only limited prototypes or simulations, 
and very few offer comparative, replicable to  
real-world validation—pinpointing a significant research 
gap in security aware IoT software engineering. 

Longari et al. [91] suggested a semi-automatic, 
topology driven risk analysis model to secure automotive 
and on-board networks. The method provides a formal 
analysis to obtain topologies of networks with known 
Adaptive Learning Network (ALN) risk metrics and find 

vulnerabilities that are fed into the Secure Computing and 
Communication (SecC) system and determine  
security-hardened designs for preventing critical attacks, 
thereby improving safety in new connected cars. Paul et  
al. [92] investigated zero-trust security model for Industry 
4.0 and smart manufacturing. It analyzes principles, 
architectural aspects and enabling technologies, and 
suggests a micrified zero trust design integrating micro-
segmentation, device discovery & control, and policy 
driven compliance of IoT enabled industrial systems 
spanning infrastructure on-premises as well as in the cloud. 
Roman et al. [93] put forward a lightweight quantum 
resistant remote attestation protocol for low-cost IoT 
devices with a Robust Trust based on Physical Unclonable 
Functions (PUFs) and Attestation Read-Only Memory 
(ROM). By utilizing hash-based one-time signatures, the 
strategy can achieve secure firmware integrity verification 
with little computational, memory, and communication 
overhead. Coito et al. [94] introduced an intelligent 
automation platform for Industry 4.0 with Realtime ability, 
interoperability and deterministic communication 
capability. Using Open Platform Communications Unified 
Architecture (OPC UA) over Time-Sensitive Networking 
(TSN), fog computing and dynamic scheduling to the 
structure of standard and industrial practice, the 
framework presents a pharmaceutical industry use case for 
validation.  

Hussain et al. [95] proposed a layered security model 
for the IoT based real time e-health monitoring system 
using Constrained Application Protocol (CoAP), Message 
Queuing Telemetry Transport (MQTT) and HyperText 
Transfer Protocol Secure (HTTPS). The proposed 
framework guarantees confidentiality, integrity, and 
authenticity of the health data at perception, network, and 
application layers for sensor-based healthcare applications 
with low security risks in end-to-end communication. 

IV. COMPARATIVE ANALYSIS AND DISCUSSION 

This text provides a detailed comparative analysis and 
discussion on security-aware software engineering for IoT 
with respect to existing frameworks based on the elicited 
compact taxonomy. Our desire with this section is to 
establish, through a systematic review of the reviewed 
articles along different analysis dimensions, dominant 
trends and recurrent limitations in the studies analyzed, but 
also to identify crucial research lines yet unexplored. The 
comparative study presents a systematic review on 
existing approaches, whereas the discussion consolidates 
the cross-dimensional lessons learned to point out 
opportunities and challenges in security-aware IoT 
software engineering. 

A. Comparative Analysis 

This subsection compares security-aware software 
engineering frameworks for the Internet of Things based 
on the novel taxonomy presented. Common characteristics, 
limitations and implications from all reviewed papers are 
summarized in Table I, to systematically analyze the 
quality of such contributions. 
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TABLE I. COMPARATIVE ANALYSIS OF SECURITY-AWARE IOT SOFTWARE ENGINEERING STUDIES BASED ON THE PROPOSED TAXONOMY 

Comparison Dimension Dominant Trend Secondary Trend Observed Gap Implication 

SDLC Security Integration 
Runtime monitoring and 

deployment-level security 
dominate. 

Testing and intrusion 
detection during post-
development phases. 

Limited focus on 
requirements engineering 

and secure design. 

Security remains reactive, 
increasing long-term 

maintenance cost. 

Framework Type Architecture- and toolchain-
based frameworks prevail. 

Hybrid and DevSecOp 
oriented approaches are 

emerging. 

Process-driven and 
assurance frameworks are 

underrepresented. 

Lack of systematic, 
lifecycle wide security 

governance. 

Security Objectives 
Authentication and integrity 

protection are primary 
goals. 

Intrusion detection and 
access control. 

Availability, privacy-by 
design, and supply-chain 

security. 

Partial security coverage 
in complex IoT 
deployments. 

Trust / Threat Assumptions Centralized and implicit 
trust models are common. 

Distributedand zero-trust 
models are increasing. 

Explicit threat modeling is 
often missing. 

Limited scalability and 
reduced resilience in 
adversarial settings. 

IoT Context Constraints Domain-specific solutions  
(IIoT, IoMT, V2X). 

Smart city and smart home 
applications. 

Cross-domain adaptability 
and portability. 

Frameworks are difficult 
to generalize across IoT 

domains. 

Validation Rigor Prototype implementations 
and simulations dominate. 

Controlled experimental 
evaluations. 

Real-world deployment and 
reproducible benchmarking. 

Uncertain long-term 
effectiveness and limited 

technology transfer. 

TABLE II. DISCUSSION OF STRENGTHS, LIMITATIONS, AND FUTURE RESEARCH DIRECTIONS BASED ON THE PROPOSED NOVEL TAXONOMY 

Taxonomy 
Dimension Observed Strengths Observed Limitations Future Research Directions 

SDLC Security 
Integration Point 

Strong focus on runtime monitoring, 
intrusion detection, and deployment-

level security mechanisms. 

Limited integration of security during 
requirements engineering and 
architectural design phases. 

Develop security-by-design and 
requirement-driven IoT software 

engineering frameworks. 

Framework Type 
Well-established  architectural and 

toolchain-based frameworks; growing 
adoption of DevSecOps practices. 

Limited integration between process, 
modeling, tooling, and assurance layers. 

Design unified frameworks combining 
process, model-driven, and tool-

supported security. 

Security Objectives 
Effective coverage of authentication, 
integrity, and intrusion detection with 

lightweight solutions. 

Fragmented coverage of confidentiality, 
availability, privacy-by-design, and 

supply-chain security. 

Expand toward holistic CIA coverage, 
privacy-aware design, and software 

supply-chain protection. 

Trust / Threat 
Assumptions 

Emerging use of distributed trust and 
zerotrust architectures improves 

resilience. 

Implicit or centralized trust assumptions 
reduce scalability and real-world 

applicability. 

Formalize explicit threat models and 
adopt adaptive and zero-trust 

mechanisms. 

IoT Context Con- 
straints 

Domain-specific solutions effectively 
address real-time, energy, and mobility 

constraints. 

Limited cross-domain generalization and 
adaptability across heterogeneous IoT 

environments. 

Develop context-baroreceptor table 
security-aware IoT SE frameworks. 

Validation Rigor Widespread use of prototypes and 
controlled experimental evaluations. 

Scarcity of real-world deployments, 
benchmarking, and reproducible 

validation. 

Promote open datasets, comparative 
benchmarks, and real-world testbeds. 

B. Discussion 

This subsection reviews the studies that have been 
analyzed in terms of the proposed novel taxonomy, 
synthesizing strengths, limitations and research gaps along 
several dimensions as summarized in Table II. Instead of 
assessing the individual papers, we identify  
cross-dimensional trends that are characteristic for 
security-aware software engineering approaches in the 
Internet of Things. 

The longevity of the issues identified in security-aware 
IoT software engineering can be explained by several 
structural and practical reasons. From an industry 
viewpoint, security needs are frequently forced by  
time-to-market constraints and adding security reactively 
rather than systematically building in security from the 
start. From a tooling perspective, mature and widely 
accepted development tools (e.g., simulators, emulators, 
code analyzers) that can seamlessly incorporate formal 
security modeling and threat analysis are also not available 
beyond existing DevSecOps pipelines. In addition, the 
lack of standardized and agreed upon matrices for 

assessing IoT security frameworks restricts reproducibility, 
and discourages extensive validation in real life scenarios. 
The heterogeneity of IoT environment such as varied 
hardware platforms, communication protocols, application 
domains among other things make more difficult the 
adoption of holistic engineering strategies. These 
altogether cause disjointed solutions and a slowdown in 
translating security-aware software engineering research 
results into deployable IoT systems. 

V. OPEN CHALLENGES AND FUTURE RESEARCH 

DIRECTIONS 

Despite some achievements, there are still Some critical 
challenges (Fig. 5) which need to be addressed in the field 
of security-aware software engineering for Internet of 
Things systems. Leveraging the comparative discussion of 
Table I, Fig. 5 brings the identified gaps together as a series 
of open research challenges. Although the available 
frameworks are dedicated to different security details, we 
identify some common weaknesses regarding preliminary 
phase of security integration, explicit trust model 
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establishment, integrated engineering workflow and strong 
validation. Collectively, these challenges emphasize the 
requirement for end-to-end software engineering practices 
with security considerations embedded throughout the IoT 
development process and not just siloed phase-based 
solutions. 

Security-by-Design across the SDLC: Security 
requirements, threat modeling and risk analysis must 
become part of the entire SDLC from its very beginning in 
future frameworks. Accentuating the need for 
requirements engineering and secure architectural patterns 
may reduce the number of vulnerabilities induced during 
later parts in development and maintenance of a system. 

Unified and Integrated Engineering Frameworks: 
Existing techniques are still scattered through the process 
oriented, model-driven and tool-centric solutions. Unified 
frameworks are in high demand, which can integrate 
secure software engineering activities, formal modeling, 
automated reasoning and continuous security enforcement 
into DevSecOps pipelines well. 

Comprehensive Security Objective Coverage: Most of 
the current studies emphasize on authentication and 
intrusion detection, but protect read “availability”, 
privacy-by design and software supply-chain security are 
less concerned. In the future, research needs to target 
comprehensive coverage for confidentiality, integrity, 
availability and privacy both in safety-critical and in large-
scale IoT scenarios. 

Trust models Both Explicit and Adaptive: A lot of 
previous work adopts implicit or centralized trust 
assumptions, which are not scalable and resilient. It would 
be interesting to have more refined models for threat and 
evidence, as well as adaptive trust that has potential behind 
zero-trust with ability of responding situationally couple 
between an attack surface and between various 
stakeholders in which they are interacting. 

 

 

Fig. 5. Open challenges and future research directions in security-aware 
Internet of Things software engineering. 

Context-Aware yet Portable Solutions: Security models 
are, in many cases, specializing on specific IoT n domains 
as industrial, healthcare and vehicular systems. The future 
work will concentrate on building context-aware solutions 
that are still portable, and configurable in different 
heterogeneous IoT applications with different constraints 
and requirements. 

Rigorous and Reproducible Validation: There is a 
significant divide between theoretical designs and 

practical implementations. It should be highlighted that 
there is a space of research around real-world deployment 
measures, comparative benchmarking and reproducibility 
of experimentation through publicly available datasets and 
testbeds efforts in order to acquire credibility in what 
would render technology transfer. 

To mitigate the fragmentation of security practices in 
IoT software development, future research should focus on 
unified and integrated engineering frameworks guided by 
well-defined design principles for specifying secure 
architectures. Early-Stage Security Integration (Security-
by-Design): Software development from the requirements 
collection to architectural design Security should be build-
in at every phase of the software development Process. It 
is also possible to use traditional threat modelling and risk 
analysis to define security objectives before the system is 
constructed. 

Model-Driven Security Specification: Such models can 
be defined using model-driven engineering approaches, 
e.g. security policies, trust relationships, access control 
rules. 

These models can act as a common model of the trust 
relationships, while being automatically transformed to 
enforced security configurations and code level artifacts. 

DevSecOps Pipeline Integration: Consolidated 
platforms must bake security models directly into 
DevSecOps pipelines, allowing end-to-end, real-time 
security checks. For instance, security requirements could 
be converted into automated tests, static analysis rules and 
deployment policies checked during build-, test- and 
deployment-time. 

Modular and Microservices-Based Architecture: 
Architectural styles, such as microservices and containers 
deployment enable modularity and isolation that are 
necessary to scale-out and secure IoT systems. These 
design patterns allow for increased portability across 
disparate IoT environments by abstracting the services 
from the underlying hardware. 

Explicit Trust and Threat Modeling: Trust assumptions 
(adversarial capabilities) should not be implicit or 
centralized and they could implicitly-track trust 
relationships, but avoiding defining trust-management 
policies in it. This allows for uniform security reasoning 
across various deployment environments and provides 
better protection against both insider and infrastructure-
level attacks. 

Cross-Domain Adaptability: To cater to various IoT 
domains including health care, industrial automation and 
smart cities, security mechanisms must be developed as 
reusable and configurable components. Architectural 
abstraction layers can assist in accommodating DS specific 
constraints with no need for a re-design of the entire 
framework. 

Continuous Validation and Feedback: Built in support 
for on-going validation, with regard to both testing and 
simulation and, where feasible, real-world tests. Lessons 
learned from the operation of such installations may be 
employed to better formal security model and bolster long 
term robustness of systems. 
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VI. CONCLUSION AND FUTURE WORK 

This paper presented a comprehensive survey of the 
progression of security-aware software engineering 
frameworks for IoT based systems using structured 
taxonomy-driven approaches. There is a pattern presenting 
an individual piece of study’s findings, that reflects the 
continuing structural inequality within current research. 
Integration focus has been largely on security at 
deployment and runtime, with early-stage requirements 
engineering and architectural design receiving relatively 
little attention. Likewise, Authentication and Intrusion 
Detection are areas which are heavily represented in the 
landscape and for which comprehensive coverage can be 
found; while availability (in suitable form) is not yet quite 
as fragmented but has more representation occurring. 

Another important observation is related to trust model. 
Many of the referred frameworks however often implicitly 
presuppose centralized or mostly trusted infrastructures, 
which limits scalability and robustness in adversarial and 
heterogeneous IoT scenarios. The systematic adoption of 
distributed and zero trust paradigms in the software 
development life-cycle is still limited. There is also 
incomplete empirical verification about the effectiveness 
of concrete systems, as well as limited real-world 
deployment experience on such field, and lack of 
benchmarking with reproducibility. 

Overall, the findings demonstrate that if we wish to 
progress IoT security beyond a phase-based approach then 
we must move towards a lifecycle-centric integrated 
engineering framework. The future work should 
emphasize on security-by-design integration, explicit and 
adaptive trust modeling across the nodes in a community, 
cross-domain portability as well as rigorous validation 
strategies. By mapping the literature and delineating the 
structural gaps, this work offers a conceptual basis to 
inform further security aware IoT software engineering 
practice. 
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