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Abstract—The evolution of cyber threats has imposed the
need for robust Intrusion Detection Systems (IDSs) that are
capable of detecting intrusions with high accuracy. This
paper proposes an IDS based on Machine Learning (ML),
which uses a modified African Vultures Optimization
Algorithm (AVOA) for Feature Selection (FS). The AVOA
was enhanced using a crossover function. The crossover was
implemented to enhance the algorithm’s ability to explore the
FS solution space. The proposed model was further evaluated
on the UNSW-NB15 dataset with binary classification.
Binary classification showed an excellent performance using
the XGBoost and Hist Gradient Boosting classifiers, with an
accuracy and a precision of 99.77%. These results further
indicate the efficiency of using AVOA for intrusion detection.
This study depicts the potential of ML in the development of
accurate and robust IDS solutions, thus setting a benchmark
for future research in cybersecurity.
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I. INTRODUCTION

Technology plays an important role in every sphere of
life. Technology influences the lives of millions of people,
from software to self-driving cars, computer networks, and
many more. Technologies have also introduced important
innovations in factories, hospitals, hotels, cities, and
territories. Overall, technology has improved every aspect
of our lives, from the way we communicate, work, and
make decisions [1]. However, this increasing reliance on
technology has also increased the risks that accompanied.
It has led to an increase in cyber intrusions, posing
significant threats to personal, corporate, and national
security [2, 3]. Cyber intrusions include attacks such as
data breaches, phishing, ransomware, and many more [4].
It targets individuals, digital systems, and networks,
leading to substantial financial and reputational damage.
With over 2328 attacks per day, an average of 800,000
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attacks happen every year; there is a hacker attack every
39 seconds. It is estimated that around 33 billion account
breaches occurred in Ref. [5]. Fig. 1 shows the losses made
by cyber intrusions, which are on a constant rise [6]. The
high number of intrusions necessitates the deployment of
strong cyber defense systems and measures to protect
private information and to preserve systems’ integrity
against these rapidly increasing intrusions. The prevention
of intrusions has become a serious challenge because of
the vast increase in cybersecurity threats [7].
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Fig. 1. Financial losses caused by cyber intrusions in billions [6].

Traditional cybersecurity measures, such as firewalls
and anti-malware software, while still essential, need to be
supplemented with newer techniques such as Intrusion
Detection Systems (IDSs). IDS is essential for threat
detection [8]. IDS can be software or hardware; it works
by monitoring network flows and behavioral patterns in
order to identify any suspicious activity and generate
reports [9]. Modern IDS employs Al models to predict
malicious activities in real time [10]. Machine Learning
(ML) can be used to enhance the IDS performance in threat
detection [11] and allows for the detection of previously
unknown attacks through pattern recognition, enabling
proactive responses to security breaches. ML-based IDS is
implemented commonly using a supervised ML model that
is trained using a classification algorithm and a dataset.
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The classification algorithm recognizes common patterns

in the data using complex mathematical operations [12, 13].

The labeled dataset contains samples of network flows;
these flows are labeled as normal or intrusion. Then, the
trained model using the dataset is used with new unlabeled
flows to predict whether they are normal or intrusion. This
is beneficial for real-time protection as well as it predicts
abnormalities and previously unrecorded attacks [14].
However, numerous challenges can impact the
performance of ML-based IDS, such as the large amount
of data in the network traffic that is analyzed by the IDS,
as well as the irrelevant information contained in the
analyzed data [15]. Here, Feature Selection (FS) emerges
as a critical step in the development of IDS models [16].
FS involves identifying and selecting the most crucial
features out of a larger set of features. By selecting the
relevant features, the model will increase the IDS
performance by reducing the amount of irrelevant data in
the prediction process done [17, 18].

Metaheuristic algorithms have demonstrated their
efficiency in Refs. [19-22]; among these metaheuristics,
the AVOA stands out due to its effectiveness in navigating
the complex search space of FS [23]. Inspired by the
behavior of African vultures, this algorithm efficiently
identifies the most relevant features, thus enhancing the
predictive capabilities of IDS [24]. This work will
introduce an IDS model using a modified version of
AVOA for the model development. The AVOA will be
applied to improve the performance of the IDS model. This
study will evaluate the proposed AVOA performance on
the UNSW-NB15 dataset. UNSW-NBI15 dataset contains
various attack types, including DoS, worms, Backdoors,
and Fizzers. This makes it a suitable benchmark dataset for
testing and development of intrusion detection techniques.

II. LITERATURE REVIEW

Researchers focused on IDS as it is an important tool for
cybersecurity. IDS model performance is improved using
FS, and for that, multiple studies were done in this area
using the UNSW-NBIS5 dataset for intrusion detection.
This confirms the importance of this dataset in making a
strong foundation for IDS ML models.

Rajeyyagari et al. [25] proposed a framework for
enhancing security in smart grid networks using both
blockchain modules and Deep Learning (DL) using CNN
for classification and the AVO algorithm for
hyperparameter tuning. The model was trained on the
UNSW-NBI5 dataset. The model achieved a classification
accuracy of 97.40%, a precision of 98.25%, a recall of
98.37%, and an F1—Score of 99.17%.

In the study by Alsirhani et al. [26], a detection model
for securing a smart grid was introduced. The authors
applied AVOA for FS, Deep Belief Network (DBN), and
Long Short-Term Memory (LSTM) for the classification
of network traffic into normal and attack. The model was
trained on the NSL-KDD dataset with results of 98.99%
for Accuracy, 99.39% for Specificity, 96.97% for Recall,
96.97% for Precision, 96.97% for F-Measure, 00.30 % for
FNR, and 00.06 % for FPR.
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Zareian et al. [27] proposed the Bitterling Fish
Optimization (BFO) Algorithm, a meta-heuristic
algorithm inspired by the mating behavior of bitterling fish.
In this paper, the authors have applied BFO in the FS in
IDS and multiple optimization problems. FS performance
is evaluated on several COVID-19, diabetes, kidney
disease, and intrusion detection datasets. In intrusion
detection, it uses the dataset UNSW-NBI15. For
classification, the multi-layer perceptron was used, whose
accuracy result was 96.72%.

Zhiqiang et al. [28] proposed a DL-based IDS model to
help solve the challenges of identifying attacks in networks.
The authors used the UNSW-NB15 dataset for training the
model. In FS, the features most impactful were identified
using the Gedeon method. The feed-forward artificial
neural network algorithm was used to train the DL model
with ten hidden layers. This model attained an accuracy
score of 99.5% with a low false alarm rate of 0.47%.

Shushlevska er al. [29] proposed an IDS using the
UNSW-NBI15 dataset; they evaluated several ML
algorithms for anomaly identification in network traffic,
comparing the performances of Naive Bayes (NB),
Logistic Regression (LR), Decision Tree (DT), and
Random Forest (RF) classifiers, with a classification
accuracy of 70.62%, 70.60%, 86.12%, and 87.09%
respectively. In terms of F1—score and Recall measures,
the RF classifier was the best performing.

Ramasubramanian and Rajaprakash [30] proposed a DL
model for intrusion detection for 5G-IoT networks. The
A2VO was used for FS, and RNN LSTM was used for
classification. The model was trained on the NSL-KDD.
With an accuracy score of 99%, precision of 98.9%, and
F1-Score of 98.9%. On AWID the results were 99.3%,
99.1%, and 99% for accuracy, precision, and Fl—score
respectively. On the UNSW-NBI15 dataset, the results
were 99.2%, 99%, and 99% for accuracy, precision, and
F1-Score respectively.

III. MATERIALS AND METHODS

This study aims to develop an ML model for intrusion
detection. The components of the proposed IDS model are
shown in Fig. 2. The model will be trained and evaluated
using the UNSW-NBI15 dataset. The dataset underwent the
necessary steps of preprocessing. The preprocessing steps
used for the dataset are data transformation, normalization,
and FS. The transformation was done using the label
encoder to transform categorical values into numerical
ones, which is necessary because some ML algorithms
work better with numerical values.

Normalization was completed using the Min-Max
Scaler to convert the numerical values into a common
range. This is crucial for ML algorithms that operate with
the expectation that all input variables are in the same
range. FS is crucial because of the irrelevant data that
could impact the IDS performance negatively. The FS
stage is completed using the AVOA algorithm to minimize
irrelevant data processed by the model, thus improving its
performance. The optimal feature subset will be used with
various ML algorithms for classification.
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TABLE I. UNSW-NB15 FEATURE DESCRIPTION

Feature category # Name Type
1 srcip nominal
2 sport integer
Data Set Flow features 3 dstip gominal
(UNSW-NB15) 4 dsport 1nteger
5 proto nominal
' 6 state nominal
7 dur Float
Data Transformation (Label Encoder) 8 sbytes Integer
9 dbytes Integer
* 10 sttl Integer
Data Normalization (Min-Max Scaler) ié Scll(t)tsls E:zgz;
* Basic features 13 dloss Integer
14 service nominal
Feature Selection (Modified AVOA) 15 Sload Float
16 Dload Float
* 17 Spkts integer
18 Dpkts integer
Processed Data Set 19 swin Integer
(UNSW-NB15) 20 dwin integer
21 stcpb integer
* Content features 22 dtcpb Integer
23 smeansz integer
Detection Model Training 24 dmeansz integer
(XGBoost, HGB, DT, ET) 25 trans depth integer
26 res_bdy len integer
* 27 Sjit Float
Evaluate Classifiers Performance 28 Djit _ Float
29 Stime Timestamp
* Time features 30 Ltime Timestamp
31 Sintpkt Float
Detection Model Response 32 Dintpkt Float
33 teprtt Float
34 synack Float
0 35 ackdat Float
36 is_sm_ips p Binary
orts
Fig. 2. The proposed IDS model. General-purpose 37 ct_state ttl Integer
features 38 ct flw_http Integer
mthd
4. Dataset 39 is_ftp login Binary
The UNSW-NBI5 dataset has already been used for the 40 ct fip emd integer
IDS model development. The dataset consists of 41 ct_srv_sre integer
approximately 2.5 million records and 49 features. This 42 ct_srv_dst integer
. 43 ct_dst_Itm integer
dataset was created by the Australian Centre for Cyber 44 ot sre_ltm integer
Security (ACCS) [31]. UNSW-NB 15 data set is created Connection features 45 ct_src_dport integer
by the IXIA PerfectStorm tool in the Cyber Range Lab. Itm :
This data set contains nine families of attack types: Fuzzers, 46 ct_dst sport_ integer
. . . Itm
Analysis, Backdoors, DoS, Exploits, Generic, 47 ot dst sre It integer
Reconnaissance, Shellcode, and Worms. This makes it a " m
suitable benchmark dataset for testing and development of X 48 attack_cat nominal
. . . . Labeling features 49 Label bina
intrusion detection models. The 49 features in the dataset Iy

can be classified into six categories. Table I describes the
features of the UNSW-NB15 dataset and their categories
[31].

The UNSW-NBI15 major categories of the records are
normal and attack. The attack records are further classified
into nine families according to the nature of the attacks.
Table II shows the UNSW-NBI15 data set record
distribution.

The features in the UNSW-NBI15 dataset are designed
to capture a wide range of network data that can be an
indicator of normal or malicious behavior for network
traffic. UNSW-NBI1S5 supports the creation of a robust IDS
ML model.
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TABLE II. UNSW-NB15 DATA SET RECORD DISTRIBUTION

Attack Type Number of Records
Normal 2,218,761
Fuzzers 24,246
Analysis 2,677

Backdoors 2,329
DoS 16,353
Exploits 44,525
Generic 215,481
Reconnaissance 13,987
Shellcode 1,511
Worms 174
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B. Data Cleaning

The first step of data preprocessing for UNSW-NB15 is
data cleaning. This is done by handling the missing data in
the datasets. UNSW-NBI15 contains some missing data,
this data may be missing because it was never collected,
the records were lost, or for many other reasons. This
missing data, in turn, creates a huge problem for the
proposed ML model. The missing values negatively
impact the performance of the ML algorithms and the
AVOA [32]. Hence, it is necessary to handle missing
values present in the dataset to ensure more accurate
prediction and training for the IDS model, reducing false
predictions. In the UNSW-NBI5 dataset, the specific
feature service has missing values marked as (-). The
common way to handle missing values is to drop the
column or row containing them. In this case, the service
feature has missing values, and using the mean would not
be appropriate [33]. This feature indicates the protocol
used for communication (e.g., HTTP, SMTP, FTP, DNY),
which is critical for identifying the type of attack.
Assigning an incorrect value (such as the mean) could lead
to false predictions. Therefore, the missing values were
handled by dropping the rows that contained them. This
row (instances) associated with the (-) are therefore
dropped to ensure that they don’t negatively impact the
model’s performance.

C. Numeric Conversion

The next step of data preprocessing for UNSW-NB15 is
numeric conversion. The dataset features are categorized
into four different types based on their nature: nominal,
integer, binary, and float. The information for the features
category is mentioned in the dataset files. The feature types
are also outlined in Table 1.

Numeric conversion is necessary to ensure that
mathematical operation in the ML algorithms and AVOA
can be applied without errors, as they work better with
numerical values [34]. The integer, binary, and float
features (e.g., 8, 9, 15, and 16 in Table I) were converted
to ensure consistency across the dataset, while the nominal
features (e.g., 5, 6, and 14) were converted using one-hot
encoding.

One-hot encoding is used for nominal features such as
‘protocol_type’, ‘service’, and ‘flag’ to transform them
into a format that can be effectively utilized by ML
algorithms [35] since one-hot encoding converts each
category into a new binary column, where the presence of
a category is marked with one and its absence with a 0.
This method prevents the ML model from assuming a
natural ordering among categories, which could lead to
biased or inaccurate results.

The conversion step is crucial for numerical operations
and ensures that mathematical functions and algorithms
can be applied without errors. The integer and binary data
types undergo conversion to ensure all numerical features
are in a format suitable for ML models, which improve the
algorithms performance.

D. Label Encoding

The second stage of data preprocessing is a necessary
stage in the preparation of the data for the proposed IDS
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ML model. The attack category and label features are
transformed into numerical values using label encoding.
This technique is crucial because ML algorithms work
better with numerical values. Label encoding works by
assigning a unique integer value to each distinct category
within a feature [36]. The encoding process ensures that
the categorical features, for the category of the attack and
label, are converted into a numerical value for better ML
algorithm performance. Fig. 3 shows an example of a label
encoding for the attack category label. Converting
categorical labels to numerical values through label
encoding is a fundamental step in building the IDS ML
model. It is done to ensure that the model can handle the
categorical data efficiently.

Label Encoded Label

—
o

:N()rmal

Analysis
Backdoor

DoS

‘Exploits

‘Fuzzcrs

‘Generic
‘Reconnaissance
‘Shellcode '
Worms

O 9 R W -

Fig. 3. Label encoding.

E.  Data Normalization

The third stage in data preprocessing is data
normalization, as it has a vital role in preparing data for the
proposed ML IDS. Normalization ensures that all variables
are adjusted to a consistent range, which is critical for
optimizing the performance of classification algorithms
[37]. One of the most used methods for normalization is
the Min-Max Scaling, which rescales features to fall within
arange of 0 to 1 [38]. This step is important because many
classification algorithms, as well as optimization
techniques, assume that the input variables are on the same
scale. If this assumption is not met, it can negatively
impact the model’s performance. Therefore, applying
normalization helps prevent such issues and ensures more
accurate and reliable detection by the IDS model.
Therefore, the MinMaxScaler is implemented to ensure all
features are on the same scale. The MinMaxScaler is used
with the Eq. (1) [39]:

X Scaled=(X-X Min) /(X Max-X Min) (1)
where X Scaled is the result for the MinMaxScaler, X is
the original value, X Min is the minimum value in the
column, and X Max is the maximum value in the column.
The MinMaxScaler was used for the features in the dataset.

F. Feature Selection Using the Modified African
Vulture Optimization Algorirhm

FS is the process of identifying features that impact the
performance of an ML IDS [40]. The AVOA is a meta-
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heuristic algorithm effective in FS in IDS. However, all
Metaheuristics algorithm (e.g., AVOA) suffer from the
local optima issue [41]. Local optima are where the
algorithm reaches a solution and labels it as the best [42].
However, if the search space had been explored more
efficiently, a better solution would have been found. A
major effective measure against the local optima is by
using a crossover [43]. The crossover increases the
capacity of the algorithm to explore the search space and
produces more solutions [44]. The AVOA has been
modified by adding a crossover function, which increases
the diversity of the solution space and helps prevent the
algorithm from getting stuck in local optima. This
modification enhances the algorithm’s ability to
thoroughly explore the solution space, leading to the
discovery of more optimal feature subsets to improve the
performance of the ML IDS. Fig. 4 shows the Flow Chart
for the modified AVOA, which is the same as the original
AVOA, however, with one additional function for the

Crossover.
Initialize the Population of African vultures
* Evaluate the Fitness for Each Candidate

Met Criteria

Update Candidates Based on Algorithm
formula

y

Perform Random Walk Policy

y

Perform OBL

A 4

|
1

Return best solution found
during the iterations.

Cross Over Function

Fig. 4. Flow chart for the modified AVOA.

The crossover function in the modified AVOA is
applied between the best solution (the top vulture based on
fitness) and the rest of the population. This process
generates new offspring solutions by combining features
from the best-performing parent and other members of the
population, ensuring diversity and improving the
algorithm’s exploration of the solution space.
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A Gaussian crossover was employed to introduce
controlled stochastic variability during feature selection,
enhancing population diversity while maintaining stable
convergence in the high-dimensional UNSW-NBI15
feature space. Gaussian noise and the blending factor were
empirically selected to balance exploration and
exploitation, and the comparison with the original AVOA
was performed to isolate the effect of the proposed
crossover enhancement. The steps for this crossover
process are as follows:

Step one: Selecting Parents for Crossover: The
algorithm selects the best solution as a parent, and the
second parent is selected from the remaining population.
The crossover is done between the best solution and the
rest of the population. This generates two offspring
solutions from the selected parents. When it comes to the
generation of new offspring solutions, a Gaussian
crossover is used, leveraging a blending factor and
Gaussian-distributed noise to introduce variability. By
iterating over each gene (feature) of each parent, it mixes
the corresponding genes from both parents, adjusting them
with random noise, and generates two new genetically
diverse offspring.

Step two: Combining the Population: Once the
offspring are created, the algorithm combines the current
population and the newly generated offspring into a single
larger population. This increases the diversity of the
population by introducing new potential solutions.

Step three: Fitness Evaluation: The algorithm evaluates
the fitness of the entire population (both the original
individuals and the new offspring). Each individual is
assessed based on their ability to classify data accurately
using the objective function, helping to identify the most
promising solutions.

Step four: Selecting Top Individuals: The top N
solutions, where N is the size of the original population,
are selected based on their fitness values. The algorithm
discards the less effective solutions while keeping the best-
performing individuals for future iterations.

Using the crossover, enhanced AVOA algorithm
increases the diversity of the solution space while also
focusing on refining the best solutions. This helps the
algorithm avoid local optima and improves its ability to
identify the best feature subsets that enhance the
performance of the IDS model.

G. Classification

Potential is most evident in classification. It makes
accurate predictions possible and facilitates well-informed
decision-making. It is essential to comprehend
classification methods in order to get reliable findings in a
variety of fields. Knowledge discovery and the extraction
of important insights are facilitated by efficient data
management and a thorough understanding of
categorization techniques. The IDS ML model relies on
algorithms that learn from patterns in data using complex
mathematical equations, enabling the model to make
predictions without requiring explicit programming. These
algorithms are known as classifiers, where the target
values (labels) are known in advance. Once trained, the
IDS ML model can classify new, previously unseen data
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instances to determine whether the network traffic is
normal or an attack. Classification is crucial for IDS to
predict whether incoming network traffic represents
normal activity or an attack. The classifiers used to train
the IDS ML model include XGBoost, DT, Extra Trees
(ET), and Histogram-based Gradient Boosting (HGB). The
reason for employing a variety of classifiers is that each
algorithm has a unique approach to recognizing patterns
and making predictions. Some classifiers might be more
effective for network data. By using multiple classifiers,
the chances of identifying a model that performs
exceptionally well in detecting intrusions. Table III shows
advantages and disadvantages of classifiers [45—48].

TABLE IIIl. ADVANTAGES AND DISADVANTAGES OF CLASSIFIERS

ML algorithm Advantages Disadvantages

Simple to understand
and interpret.
Requires little data

Prone to overfitting.
It can become unstable with

TABLE IV. IMPORTANT LIBRARIES USED IN CREATING THE MODEL

Role in Libraries and Specific Uses
Implementation Descriptions
Pandas: Data manipulation =~ Data handling,
Data Handling and analysis library reading/writing
and NumPy: Numerical CSV files
Manipulation computing with arrays and Mathematical
matrices operations, array
manipulations
sklearn.Ensemble: Classification
Ensemble methods from using RF, ET,
scikit-learn AdaBoost, GBT
sklearn.tree: DT Classification
ML Algorithms  module from using DT
scikit-learn Classification
xgboost: Optimized using XGBoost
distributed gradient
boosting library

Model Selection
and Validation

sklearn.Model_selection:
Model selection tools from
scikit-learn

Data splitting,
cross-validation,
learning curves

Evaluation

DT preparation. small variations in data.
Able to handle both Poor  performance on
numerical and unbalanced datasets.
categorical data.

Iiless llkelly to overfit Computationally intensive.
¢ E’n regular DTsi h Difficult to interpret

ET dE ective in high- compared to simple DTs.
};n;ensmna Spaces. d Can still overfit with very
o OtliI::srts to noise an noisy data.

ul .
Fast training speed Prone to overfitting without
Effective handling of proper tumr}g.
HGB missing values. Not as interpretable as
Good performance mmplgr models.
on imbalanced data, ~ Redquires careful setup of
hyperparameters.
High perfgrmancef Can be prone to overfitting if
O?oblzmsvanety O ot tuned properly.
XGBoost pHandles : missin Requires good hardware for
d 1 € optimal performance.
ata well. Complex parameter tuning is
GPU support speeds needed.
up computation.
IV. IMPLEMENTATION RESULTS AND DISCUSSION

The study was done on a computer running Windows
with the Visual Studio Code (VSC) IDE because it has
powerful and user-friendly development tools. A high-
performance computing setup is used to put the ML system
into action. The ML model was implemented using Python
version 3.11. Python comes with prepared libraries for ML
and data handling that were useful for the model
implementation. Table IV provides a short overview of the
libraries utilized in setting up the ML Model.

The effectiveness of the proposed intrusion detection
system in this study is evaluated using several performance
metrics. Accuracy indicates the overall ability of the model
to correctly classify network traffic. Precision reflects the
reliability of the generated intrusion alerts by measuring
how many detected attacks are truly malicious. The
F1—-Score provides a balanced evaluation of the model’s
detection performance, thereby indicating the overall
robustness and effectiveness of the proposed IDS model
[49-51].
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Model ) skleam.metrics:'Metrics metrics like
Evaluation module from scikit-learn accuracy, ROC
AUC
sklearn.preprocessing: Label Encoding,
Preprocessing MinMaxScaling
Preprocessing tools from scikit-learn Building
and Pipeline sklearn. preprocessing
pipeline: Pipeline tools pipelines
from scikit-learn
matplotlib.pyplot: 2D Graph plotting
plotting library for Python =~ Heatmaps for
. L seaborn: Data visualization  confusion
Visualization library based on matplotlib ~ matrices
Mathematical math: Standard Python Mathematical
and Scientific math library functions like
Computations scipy: Library for square root
mathematics, science, and Scientific
engineering computations
time: Standard Python Measuring
Utility and library for time tasks, os: execution time
Miscellaneous Standard Python library File and
for OS interaction directory
operations

A. The Modified AVO Results

The used ML classifiers are XGBoost, DT, ET, and
HGB. These classifiers were used to evaluate the model
performance; these classifiers demonstrated remarkable
efficacy, with most achieving near-perfect scores in
accuracy, precision, and F1—Score. The detailed results are
consolidated in Table V, which outlines the performance
metrics along with convergence times, providing a
comprehensive view of each classifier's effectiveness.

TABLE V. THE CLASSIFICATION RESULTS FOR ALL CLASSIFIERS

Classifier Accuracy Precision F1-  Convergence
score Time
XGBoost  99.77% 99.77% 99.51%  0.0042 s
HGB 99.77% 99.77% 99.52%  0.0042 s
DT 99.75% 99.75% 99.47%  0.0042 s
ET 99.71% 99.71% 99.39%  0.0042 s

In the evaluation of classifiers for binary classification,
XGBoost and HGB topped the charts with the highest
accuracy, precision, and F1—Score at 99.77%, showcasing
their robustness in handling complex classification tasks in
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the context. Meanwhile, the RF and HGB demonstrated
excellent performance, with near-perfect scores across all
metrics. The convergence time for these classifiers was
notably quick, enhancing their suitability for real-time
applications. Fig. 5 shows the remarkable performance of
XGBoost and HGB, as it shows the classifier's
performance in binary classification.

Binary Classification Result

99.77 99.77 99.75
47 7 ‘ 99.71
w 75
| 99.71
99.51 99.52
99.47
99.39
XGBOOST HGB DT ET
M Accuracy M Precision ™ F1-score
Fig. 5. Binary classification results.
The XGBoost classifier achieved an excellent

performance in binary classification. The XGBoost
Confusion Matrix (CM) detailed in Fig. 6 shows a small
number of FP (the model identified 26 cases as intrusions
when they were normal) and FN (the model marked 12
cases as normal when they were intrusions). As for the true
predictions, the XGBoost correctly identified 12358
instances as normal and 3839 as intrusions.

12

3839

26

Fig. 6. XGBoost confusion matrix.

The HGB classifier achieved an excellent performance
in binary classification. The HGB CM detailed in Fig. 7
shows a small number of FP (the model identified 27 cases
as intrusions when they were normal) and FN (the model
marked 10 cases as normal when they were intrusions). As
for the true predictions, the HGB correctly identified
12,360 instances as normal and 3,838 as intrusions.
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10

27

3838

Fig. 7. Histogram-based gradient boosting confusion matrix.

The DT classifier achieved a good performance in
binary classification. The DT CM detailed in Fig. 8 shows
a small number of FP (the model identified 23 cases as
intrusions when they were normal) and FN (the model
marked 18 cases as normal when they were intrusions). As
for the true predictions, the DT correctly identified 12,352
instances as normal and 3,842 as intrusions.

18

23 3842

Fig. 8. Decision trees confusion matrix.

3825

40

Fig. 9. Extra trees confusion matrix.

The ET classifier achieved a good performance in
binary classification. The ET CM detailed in Fig. 9 shows
a small number of FP (the model identified 40 cases as
intrusions when they were normal) and FN (the model
marked 7 cases as normal when they were intrusions). The
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ET correctly identified 12,363 instances as normal and
3,825 as intrusions.

B.  The Modified AVO vs. The Original AVO

The modified AVO demonstrated enhanced accuracy
across various ML algorithms for binary classification of
network traffic. Notable improvements include XGBoost,
which saw an accuracy increase from 99.72% to 99.77%,
and DT, which improved from 99.60% to 99.75%. ET also
showed a slight increase from 99.6% to 99.71%. Similarly,
HGB accuracy moved from 99.72% to 99.77%. The bar
graph in Fig. 10 highlights these improvements in accuracy,
comparing the results of the modified AVO versus the
original AVO.

Binary Classification Accuracy

99.77 99.77
99.75
99.72 99.72 99.71
I I 6 I
XGBOOST

W Original AVO W Modified AVO

Fig. 10. Modified AVO vs. original AVO binary classification accuracy
comparison.

Binary Classification Precision

99.77 99.77
99.75
99.72 99.72 9971
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XGBOOST DT ET
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Fig. 11. Modified AVO vs. original AVO binary classification precision
comparison.

The modified AVO showed significant improvements
in precision for several ML algorithms used in the binary

classification of network traffic, as shown in Fig. 11.
Notably, DT precision saw a considerable rise from 99.60%
to 99.75%. XGBoost’s precision increased slightly from
99.72% to 99.77%, aligning closely with HGB, which also
improved from 99.72% to0 99.77%. ET also showed a slight
increase from 99.6% to 99.71. The accompanying bar
graph vividly illustrates these enhancements in precision,
comparing the results from the original AVO to those
achieved with the modified AVO.

The modified AVO exhibited advancements in F1—
Score for various ML algorithms tailored for binary
classification tasks. For instance, DT saw an improvement
in the F1—Score from 99.16% to 99.47%. XGBoost also
showed a slight enhancement, increasing from 99.4% to
99.51%. Similarly, ET made a modest gain, improving
from 99.15% to 99.39%. HGB displayed a marginal
increase from 99.42% to 99.52%. Fig. 12 shows the
improvements in the F1-Score for the various ML
algorithms using the modified AVO.

Binary Classification Fl-score

99.51 99.52
99.47
99.42
99.4 99.39
I I 99.16 99.15
XGBOOST

B Original AVO  ® Modified AVO

Fig. 12. Modified AVO vs. original AVO binary classification
F1-Score comparison.

The modified AVO outperforms the original AVO
across various ML algorithms and in binary classification
of network traffic in terms of accuracy, precision, and F1
—Score.

V. CONCLUSION

The study results show that the modified AVO had an
improved performance in intrusion detection in both
binary and multiclass classification tasks. The AVO model
showed excellent results in binary classification tasks,
reaching almost perfect scores with classifiers such as
XGBoost, HGB, DT, and ET, with all scoring above 99.70%
in accuracy, precision, and F1—Score. Improved
performance of the modified AVO using crossover. The
crossover increased the performance of ML algorithms
used compared to using the original AVO. This
improvement is shown in the accuracy, precision, and
F1-Score for the ML algorithms. This outlines the
implemented crossover effectiveness in increasing the
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AVO algorithm performance. The modified AVO model
outperforms other models. The results show that the
proposed model achieves higher results in accuracy and
precision.

Although the UNSW-NBI15 dataset is a well-
established benchmark for intrusion detection research, it
may not fully capture all real-world network traffic
characteristics or newly emerging attack behaviors, which
represents a limitation of this study. Future work will
therefore extend the proposed IDS to Software-Defined
Networking (SDN) environments with a focus on DDoS
detection using deep learning models, adapt the framework
to QoS-aware software-defined IoT systems to jointly
consider security and performance constraints, and
evaluate the approach on additional benchmark datasets to
further validate its generalization capability across diverse
network environments and traffic conditions.
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