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Abstract—As a network of objects, data, and the Internet, the
Internet of Things can be characterized as a collection of
interconnected devices. In the context of the Internet of
Things, a thing refers to any object, such as a sensor, that
forms a network and can transfer data with other devices.
This interconnection of devices leads to the convergence of
physical and digital domains, thereby enabling time
optimization, cost reduction, and enhanced efficiency in
human labor. The Internet of Things enables data exchange
to monitor and control interconnected devices,
manufacturers and operators. A discernible transition from
non-10T to 10T devices has been evident over the past decade.
Projections indicate that by 2030, approximately 75% of all
devices will be integrated into the 10T. Consequently, these
devices generate a substantial influx of data, commonly
called Big Data. Unlike traditional computing systems, loT
devices operate in diverse, often resource-constrained
environments, making them susceptible to weak
authentication, insecure communication, physical
vulnerabilities, data privacy risks, DoS attacks, malware
propagation, and interoperability issues. These concerns can
lead to data breaches, unauthorized access, and system
disruptions. Cryptography offers an efficacious means of
bidirectional data transmission that can enhance the security
of 10T devices and the data they transmit and store,
employing authentication and key management, encryption,
message integrity and authentication, and Post-Quantum
cryptography. This manuscript comprehensively examines
the security predicaments of the Internet of Things and
illustrates the effectiveness of cryptographic methodologies
in ameliorating these concerns. This research not only
contributes to a comprehensive understanding of existing
cryptographic techniques in 10T security but also offers a
forward-looking perspective that can guide future research
efforts and inform practical implementations.
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|I. INTRODUCTION

Agriculture, industry, and information technology are
the initial triad of historical milestones in human
development. The advent of these waves has brought about
a substantial transformation in the overall standard of
human life. Renowned experts in the global field of
information technology concur that the Internet of Things
(10T) embodies the fourth wave of substantial economic
and technological progress after the Internet. The loT
network comprises a set of information-sensing devices
that engage in communication and information exchange
via the Internet [1, 2]. With the remarkable progress
achieved, all communication requirements can be met
promptly, requiring minimal human intervention,
facilitated seamlessly via the 10T. By integrating Artificial
Intelligence (Al) and cloud computing, the 10T presents a
diverse array of intelligent applications capable of
substantially enhancing our overall standard of living [3].
Notably, the loT facilitates the development of smart
homes [4], healthcare systems [5], laboratories [6],
industries [7, 8], and smart cities [9, 10].

In 1999, Kevin Ashton [11] introduced what is now
known as the loT as an idea, a concept that creates a
network interconnected with real-world sensors, electronic
devices, and systems.

The 10T is defined by the Institute of Electrical and
Electronics Engineers (IEEE) [12] as a complex, self-
configuring, adaptive network that connects various
devices to the internet through standard communication
protocols. There are interconnected things which are
programmable and uniquely identifiable with physical or
virtual representations, sensing, and actuation capabilities.
In addition to its identity and status, an object's
representation includes its location and any information
relevant to its private, social, or business life. Things offer
services to consumers with or without human involvement
by capturing data, communicating, and actuating sensors.
The provision of these services is facilitated by intelligent
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interfaces, ensuring accessibility from any location, at any
time, and for any purpose, while ensuring security.

As smart devices such as sensors and actuators become
more connected, the 10T is forming. In addition to their use
in smart cities, smart homes, intelligent transportation
systems, etc., these devices can also be used in
environmental and public health monitoring. A visual
representation of the 10T architecture is illustrated in Fig. 1.

The widespread presence of the IoT and its associated
interactions, coupled with robust Quality of Service (QoS)
implementations [13], will offer individuals convenience
and invaluable services. Nevertheless, it will concurrently
expose numerous vulnerabilities concerning security and
privacy [14]. Without establishing trust and ensuring
interoperability within an 10T ecosystem, the anticipated
level of demand for emerging loT applications may remain
unattainable. Along with the challenges associated with
Internet, wireless, cellular networks, as well as cloud and
grid environments [15], the Internet of Things also faces
significant security and privacy concerns [16—18].
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Fig. 1. Simple architecture for loT platform.

Additionally, the 10T enables remote monitoring and
control of objects worldwide [19]. Consequently,
significant apprehensions persist regarding the security and
privacy of 10T, giving rise to novel challenges concerning
the online confidentiality of data sensed, gathered, and
shared by 10T devices [20, 21]. That is because rather than
merely collecting information such as names and phone
numbers, these devices are also capable of monitoring their
users' activities [18]. Due to its resource-constrained nature
and the use of low-bandwidth channels, 10T is also
susceptible to several security attacks, including DDoS
[22], as explained by Doshi et al. [23], resulting in an
insecure environment. Cyber threats and intrusions can be
identified and interpreted using real-time analysis of High-
Performance Computing systems (HPC) [24-26].

Security and privacy-aware 10T technologies have
significant practical implications across diverse sectors.
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Assuring data integrity, protecting sensitive patient data,
and enabling remote monitoring are some of the benefits of
these technologies in healthcare [27]. In smart homes, they
enhance security through encrypted data transmission and
user access control [28]. In smart cities [29], they ensure
the security of critical infrastructure, maintain privacy in
public spaces, and empower citizens by giving them control
over data sharing [30]. Crop monitoring, resource
management, and supply chain security are all made
possible through these technologies [31]. Lastly, these
technologies improve road safety in Vehicular Adhoc
Networks ~ (VANETS) by  improving  vehicle
communication, preserving privacy in location information,
and preventing unauthorized software updates [32, 33].
These implications underscore the importance of
integrating security and privacy measures for responsible
and effective loT implementation across various domains.

Cryptography has played a pivotal role in enhancing
network and internet security for numerous decades.
Cryptography serves as a formidable safeguard for
shielding and concealing sensitive data and information,
effectively thwarting any unauthorized entities or
collectives from gaining illicit access to it [34]. It makes
data exchange and secure communications possible in
typical networks.

This paper proceeds as follows: Section Il introduces the
essential domains of 10T security. Section 111 investigates
the pragmatic implementations of cryptography within the
loT framework, encompassing exhaustive scrutiny and
assessment of diverse cryptographic methodologies. A
thorough review of 35 survey papers is presented in Section
IV to gain insights into the challenges, future directions,
open issues, and perspectives underlying loT cryptographic
research. Finally, a conclusive summary is presented in
Section V.

Il. 10T SECURITY

10T offers numerous advantages that profoundly reshape
our lifestyles. By optimizing efficiency, conserving
valuable time and resources, and fostering unprecedented
prospects for advancement, it contributes significantly to
societal progress. However, the expansive network of
interconnected entities within the 10T also introduces new
cyber threats, which pose significant risks to the security,
privacy, and trust of all devices connected to this network
[35]. 10T devices face unique security challenges, including
limited resources affecting robust security implementation,
inadequate authentication and authorization, and weak data
privacy measures. They are also associated with a lack of
regular updates and patches, potential for network-wide
breaches due to interconnected networks, physical security
vulnerabilities, user awareness gaps, ecosystem diversity
hindering standardized security measures, susceptibility to
Denial of Service (DoS) attacks, risks of firmware and
supply chain compromise, and a rapidly evolving threat
landscape. In the era of digital advancements, ensuring the
security of the loT platform and devices necessitates
incorporating measures to counteract physical tampering
and information-based attacks, encrypt data transmissions,
and effectively address prevailing challenges. Hence, the
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IoT is progressively acknowledged as an emerging
vulnerability that could be subjected to intrusions. It is
imperative to safeguard 10T components to guarantee the
preservation of data, sensors, and interfaces in a
confidential, secure, and authentic manner. The critical
security objectives are represented in the context of
Confidentiality, Integrity, and Availability (CIA) which
necessitate comprehensive consideration in every security
framework [36, 37].

A. Confidentiality

Data security is crucial, and data access should be
restricted to unauthorized users. A high level of
confidentiality allows the data to be available only to
authorized users throughout the process and prevents
nonauthorized parties from eavesdropping or interfering.
Since many measurement devices are integrated into the
IoT, confidentiality is a critical security principle.
Therefore, guaranteeing that the measurement apparatuses
maintain strict confidentiality of sensitive data from
neighboring devices is imperative [38].

The management of data is another issue relating to
confidentiality. It is imperative for users of the IoT to have
comprehensive awareness regarding the mechanisms
employed for data management, identification of
accountable entities, and proactive measures they can adopt
to guarantee the security and confidentiality of their data
[39]. To attain elevated levels of confidentiality, it is critical
to develop enhanced techniques, such as secure key
management mechanisms [40].

B. Integrity
In the present age of big data, enterprises and individuals
are amassing substantial volumes of information,

particularly with the advent of the 10T [41]. Ensuring the
accuracy of data and its credible origin, along with
uninterrupted transmission devoid of intentional or
unintentional tampering, is paramount. Data integrity
encompasses the crucial aspects of upholding and
guaranteeing the accuracy and consistency of data
throughout its lifecycle [42]. Basically, it is the ability to
establish the reliability of the data, i.e., ensuring that it has
not been tampered with, altered, or modified [43]. Integrity
compromises may result in serious adverse consequences.
For example, medical devices, such as insulin pumps and
pacemakers, may be the subject of integrity attacks that
have potentially life-threatening consequences [44].
Ensuring end-to-end security can effectively uphold the
integrity feature of loT communication. However, the
limited computational power of 10T nodes poses a
challenge in providing adequate security measures, despite
the implementation of firewalls and protocols for managing
data traffic [45].

C. Authentication

Authentication is regarded as a critical requirement for
the 10T [46]; A well-functioning 10T network relies on the
trustworthiness of its participants. Compromises may result
in a malicious node causing damage to the entire system or
even catastrophic events [47]. Therefore, a network's
authentication process is required to verify the identity of
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legitimate users and devices [48]. This process, however,
may be challenging because of 10T's nature; there are many
entities involved, and there are also times when objects
must interact for the first time (with objects they are
unfamiliar with) [49]. Consequently, every interaction in
the 10T requires a mechanism for authenticating entities.

I1l. CRYPTOGRAPHY

Letters are commonly transmitted within sealed
enclosures. People often respond to why questions with
comments like ‘I do not know, or ‘why not? The more
reasonable response would be ‘to prevent the letter from
falling out’ or ‘to prevent people from reading it’. The
contents of our correspondence may not include sensitive
or extremely confidential data. However, we believe that
the envelope protects it from everyone but the recipient,
even if the letters do not include sensitive or extremely
confidential data. Letters sent in unsealed envelopes may
be read by anyone who gets their hands on them. In addition,
we would not be aware of the replacement of the letter in
the envelope [50-53].

Assume two people communicate over the Internet but
cannot see one another. The identities of the parties cannot
be established immediately in that case. However, message
recipients over a network may have to confirm that they
know the sender's identity and that their message is the
same as the one sent by the originator. Additionally, the
recipient must ascertain that no subsequent messages can
be falsely attributed to the sender. Addressing these critical
concerns necessitates substantial efforts. Traditional non-
automated business environments often rely on
handwritten signatures to alleviate these apprehensions.
The contemporary security landscape presents a pressing
issue of identifying “digital counterparts” for social
mechanisms that have been forsaken during the shift
towards digital transactions, notably encompassing face-to-
face authentication and handwritten endorsements. This
predicament can be effectively addressed through the
utilization of cryptography [34].

Over the past three decades, cryptography has
undergone considerable evolution. A broader range of
applications has been possible thanks to technological
advancements. The pervasive influence of this technology
extends to every individual, whether directly or indirectly.
Thus, a comprehensive understanding of its functionality
and operational principles becomes imperative.

Data is exchanged between two devices during
communication, potentially encompassing personal and
confidential information. [54]. To ensure secure
transmission, it is imperative to employ encryption for
safeguarding such sensitive data as it traverses from one
device to another [55]. Enhanced data security is achieved
by implementing encryption, which employs cryptographic
techniques to transform plain text into unintelligible form,
bolstering safeguards against intruders [56]. Cryptography
aims to achieve four fundamental objectives:
authentication, confidentiality, integrity, and
nonrepudiation [57, 58].

The technique of cryptography is a well-established,
secure method for transmitting information and
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communicating data, which relies on mathematical
concepts and a set of algorithm-based calculations. The
message (cipher) is transformed in several ways so that it
is not easily decipherable [59].

The foundations of contemporary cryptography lie in the
fundamental disciplines of mathematics and computer

foundation of hardness computation assumption possess an
impervious nature, rendering them impregnable to any
potential adversary. Despite the theoretical possibility of
breaching their security, the system's robust design has
effectively thwarted any attempts to compromise. The term
computationally secure is therefore used to describe these
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Fig. 3. Symmetric cryptographic system.

In this section, we provide a comprehensive overview of
several prominent cryptosystems. Notably, these
cryptosystems have undergone significant refinements
since their initial conception. Regrettably, this manuscript
cannot encompass the latest advancements in this domain
due to its intricate and specialized nature.

A. Public Key

Introducing public key cryptography was a seminal
contribution made by Diffie and Hellman [61]. Since its
inception, pursuing an efficient and feasible public key
system has remained a persistent endeavour, driving the
research community to explore novel solutions and
advancements. In public-key cryptography, it is a
prevailing practice to employ a dual set of cryptographic
keys: the public key, which divulges the confidentialities of
a cryptographic framework, and the private key, which
remains exclusively accessible to its rightful owner [62].
The public key cryptographic system is illustrated in Fig. 2.

There is a computational challenge involved in
retrieving private keys from public keys [63].
Authentication and encryption can be achieved with this
mechanism [64]. Public Key systems that are most known
are listed here:

RSA: Presently recognized as one of the most extensively
employed cryptographic systems for ensuring secure data
transmission [65], Rivest et al. [66] developed one of the
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first public key cryptosystems. RSA, a prevalent form of
asymmetric encryption, is widely employed to safeguard
sensitive information, particularly during transmission over
unreliable networks, such as the Internet [67]. In this
cryptosystem, two prime numbers are factorized to increase
the factorization’s difficulty. According to Peter [68], a
quantum computer can break RSA in polynomial time. The
RSA cryptographic protocol facilitates the safeguarding,
integrity, authenticity, and non-repudiation of entities such
as digital transactions and data aggregation.

ELGAMAL: The ElGamal encryption scheme,
formulated by Taher Elgamal in 1985, emerged from
the principles of Diffie-Hellman key exchange [69]
[62]. The process of encryption and decryption
involves the utilization of distinct cryptographic keys.
By disseminating the receiver's publicly available
encryption key, any individual possessing it can
securely transmit confidential messages to the
intended recipient. This encryption key is openly
accessible through a public directory. To decrypt the
ciphertext, the recipient employs their private
deciphering key. EIGamal encryption is employed by
contemporary versions of PGP or GNU Privacy Guard.
Elliptic Curve Cryptography (ECC): Using elliptic
curves over finite fields in the ECC technique is an
encryption method for public keys [70]. Independently
proposed in 1985 by Neal Koblitz and Victor Miller
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[71], ECC cryptography employs smaller keys than
non-ECC cryptography while maintaining an
equivalent level of security. This approach offers

particularly appealing for security applications in
small devices, such as those encountered in the loT
realm [72]. Furthermore, ECC is founded upon the

numerous advantages, including diminished key sizes, NP-Hard problem of Elliptic Curve Discrete
reduced bandwidth requirements, and accelerated Logarithm [73].
implementations. These benefits make ECC
TABLE I. COMPARISON OF SYMMETRIC-KEY ALGORITHMS
Block Size Key Length Round(s) Year Security Level Vulnerabilities
Not secure Brute force,
DES 64 bits 56 bits 16 1975 enou LI; Man-in-the-
& middle attacks
3DES 64 bits 112 or 168 bits 48 1978 Adequate Theorical
security attacks
AES 128 bits 128/1?2/256 10/12/14 2001 Excellfent Side channel
bits security attacks
Ad ‘ Differential
PRESENT 64 80/128 31 2007 cquate power analysis
security
attacks

B. Symmetric

Symmetric-key algorithms enable the encryption and
decryption of messages using identical keys [74]. To ensure
the safeguarding of confidential data, the encryption keys
are exchanged covertly between the involved parties [75].
Fig. 3 illustrates the fundamental configuration employed
in symmetric encryption. Symmetric techniques follow a
self-certification methodology, in which the key is certified
by itself [76]. It is imperative to share the key secretly. An
attacker can easily decrypt an encrypted message if it has
been compromised. In addition to providing faster service,
this type of cryptographic technique requires few resources
to implement. In the following list, we will discuss popular
symmetric cryptosystems:

Advanced Encryption Standard (AES): In January 1997,
the National Institute of Standards and Technology (NIST)
initiated the AES project, brought into being through the
collaboration of Vincent Rijmen and Joan Daemen [77].
AES is a subset of the Rijndael cipher. Encryption and
decryption operations can be carried out using a minimum
block size of 128 bits, demonstrating superior resilience
compared to the DES algorithm. The process commences
with byte substitution, followed by row shifting, column
mixing, and the final addition of the round key. This
cryptographic system can safeguard information of varying
sensitivities, encompassing classified and unclassified data.
e Data Encryption Standard (DES): In the 1970s, IBM
pioneered the development of a cutting-edge algorithm
that operates efficiently on 64-bit blocks [78]. A total
of 16 stages are involved in the encryption process,
consisting of eight S-Boxes [79]. Initially, a bit
shuffling procedure is executed as the primary stage,
which is subsequently succeeded by nonlinear
substitutions. A pivotal XOR operation is then
performed to yield the desired outcome, combining a
subkey with the result of a particular round. Notably,
the reversal of subkeys occurs in the decryption
process.

e Triple Data Encryption Standard (3DES): In essence,
this algorithm represents an upgraded iteration of the
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DES algorithm, boasting a considerably robust key
length of 192 bits, thereby ensuring exceptional
reliability [80]. The initial step involves partitioning a
key into three different subkeys comprising 64 bits.
Apart from the occurrence of this partitioning process,
the subsequent procedure follows an indistinguishable
methodology from that of the DES algorithm [81].
Data is subjected to encryption and decryption
procedures utilizing the first and second keys
correspondingly. Subsequently, after the data has been
decrypted, it is again encrypted using a third key.
However, there is not much potential for long-term
data protection.

e PRESENT: PRESENT [82] stands out as the most
compact option, renowned as an extensively favoured
64-bit block cipher of the lightweight category [83]. Its
exceptional popularity among IoE systems is a
testament to its widespread adoption and utilization
[84]. 1t makes use of a 64-bit block size and an 80-bit
or 128-bit key size in the PRESENT algorithm [85].
PRESENT was developed to attain the utmost power
efficiency and chip effectiveness. Nevertheless, this
lightweight cryptographic algorithm fails to offer
sufficient security measures for devices possessing
constrained computational capabilities [86].

Table I presents a comprehensive theoretical analysis of
the block size, key length, and number of rounds for the
DES [87], 3DES [88], AES [89], and PRESENT [90]
encryption algorithms.

C. Squantum and Post-quantum

Applying quantum mechanics in cryptographic
protocols offers a promising solution for achieving secure
communication. Unlike traditional public-key algorithms,
it is believed to resist quantum computer attacks. To gain a
comprehensive understanding of the vulnerability of
current classical cryptosystems, it is crucial to recognize
that their fragility poses a more significant and realistic
threat in the future rather than merely a potential threat.
Presently, eavesdroppers can intercept encrypted messages
that cannot be deciphered. However, these intercepted
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communications can be stored and decrypted later when a
sufficiently powerful quantum computer becomes
available. Consequently, the confidentiality of messages
can only be maintained for a brief period [91]. Different
approaches are now being used in post-quantum
cryptography research:

e Hash-based cryptography: Hash functions that deliver
security, such as SHS (Secure Hash Standard), are
constructed as cryptographic primitives [92].

e Multivariate cryptography: The use of polynomials
over finite fields as a basis for cryptographic systems.

e Lattice-based cryptography: The computational
challenge known as the Shortest Vector Problem
involved post-quantum algorithms, which is difficult
to solve even with quantum computers [93].

e Code-based cryptography: Various cryptographic
schemes incorporate diverse error-correcting codes,
including but not limited to McEliece’s encryption
algorithm, Niederreiter’s encryption algorithm, and
the Courtois, Finiasz, and Sendrier signature schemes.
McEliece's public key encryption system presents a
viable approach for safeguarding data against quantum
computer attacks [94].

e Super singular elliptic curve isogeny cryptography:
Super singular elliptic curves are used in this
cryptographic system to replace Diffie-Hellman
encryption [95]. To the best of our knowledge, no
patent has been identified for this cryptographic
system.

D. Attribute-Based

Attribute-Based Encryption (ABE) is a contemporary
form of public-key encryption that leverages attributes to
establish the user’s secret key and ciphertext. As an
illustration, geographical factors such as the individual's
city or country of residence can be employed to encode
information. The decryption process necessitates matching
attributes between the user key and the ciphertext [96].
ABE presents a potent approach for facilitating versatile,
precise, and nuanced data access control policies by
integrating conditional statements or regulations grounded
on attributes such as features, descriptors, or metadata [97].

E. Broadcast

The utilization of broadcast encryption enables the
transmission of encrypted data through a broadcast
medium, such as a Television Series. Consequently, the
decryption process is restricted to authorized users or
subscribers [98—100]. One of the challenges lies in altering
the designated recipients for every transmitted emission. It
is imperative to develop a broadcast transmission system
that enables the revocation of individual users' access
without disrupting the activities of those still actively
engaged.

F. Secret Sharing

Participants distribute secrets among themselves in
secret sharing, each receiving a share [72]. Combining
enough shares will allow the secret to being reconstructed
[101]. Highly sensitive and important information can be
stored using secret sharing schemes. Bank accounts
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numbers, encryption keys, and launch codes are a few
examples.

An overview of the threats facing 10T devices and the
cryptography techniques that can help solve them is
provided in Table II.

IVV. CHALLENGES AND FUTURE DIRECTIONS

10T applications are found across a broad range of areas,
such as industries, healthcare, and everyday household use.
Automated objects can be easily integrated with this
technology, making them desirable to a broad audience.
Due to the substantial reliance on data in many of these
applications, the risk of potential attacks is elevated.
Therefore, scholars are actively exploring emerging trends
in loT security and potential future directions for
cryptographic technologies. A comprehensive analysis of
35 survey papers has been conducted to understand the
challenges, future directions, open issues, and perspectives
they hold on the present landscape of cryptographic
research in the 10T. Compiling relevant survey articles is
accomplished by utilizing digital libraries such as IEEE
Xplore, ScienceDirect, Springer, MDPI, Taylor & Francis,
Hindawi, and Wiley online library. To gather sufficient
literature for this review, specific criteria for inclusion and
exclusion were developed. Dismissals were detected after
the initial screening, and any discrepancies among authors
were resolved. Subsequently, the publications collected
were scrutinized to improve overall study quality. Detailed
information about the selection review process, search
criteria, databases, and inclusion and exclusion criteria is
presented in Table II.

TABLE Il. REVIEW METHODOLOGY, DATABASES, INCLUSION AND
EXCLUSION CRITERION
Journal articles

Publications -
Transaction papers
Year 2020 — 2023
Internet of Things (loT) Security
Cryptography
Keywords Cybersecurity
Cryptographic Algorithms
Encryption
https://www.sciencedirect.com/
https://ieeexplore.ieee.org/Xplore/home.jsp
Digital https://vywvs_/.springe_r.com/
libraries https://onlinelibrary.wiley.com/
https://www.mdpi.com/
https://www.tandfonline.com/
https://www.hindawi.com/
Inclusion English papers
Criterion Systematic literature reviews published after 2020
Informal literature surveys
Conference, symposium, and workshop papers
Exclusion Atrticles not clearly specifying the use of
Criterion cryptographic algorithms in loT

Publications in low impact factor journals
Short review articles

Based on an extensive review of the collected papers,
11 key areas were identified that represent open issues and
potential directions for further investigation and
development in the field of 10T cryptographic systems:

Lightweight Cryptography: Small and limited
resources are common characteristics of many 10T devices,
such as sensors and RFIDs. For instance, insufficient
memory for application storage and execution, constrained
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battery power, and limited computing capabilities for data
processing. Moreover, since most 10T applications are real-
time in nature, it is challenging to maintain robust security
while providing prompt and accurate responses.
Conventional cryptographic algorithms, initially designed
for standard computing devices like personal computers,
cannot be directly implemented in loT systems.
Specifically tailored for the resource-constrained
environment of the loT, lightweight cryptography has
emerged as a promising alternative to traditional
cryptography [102]. A security mechanism can be made
lighter by simplifying the key generation algorithm,
offloading some computations to the edge layer, or
reducing the complexity of the round function. To achieve
optimal performance, lightweight cryptography (LWC)
algorithms must strike a balance between cost,
implementation complexity, and security level. While it is
feasible to manage a trade-off between any two of these
factors, achieving equilibrium among all three poses a
significant challenge. Consequently, various open research
issues in LWC algorithm development await effective
solutions.

Distribution from 2020 to 2023

Distribution Across Different Publishers
25

20
15

10

5 -
o

1

B Springer BHindawi BElsevier WMDP| BIEEE M Taylor & Francis BWILEY

Fig. 4. Survey articles distribution.

Post-Quantum  Cryptography: Research and
development are currently underway in the field of post-
quantum cryptography [103, 104]. Cryptographic
algorithms based on classical algorithms are at risk of being
insecure because of the arrival of quantum computers,
which perform complex calculations in polynomial time.
The Shor algorithm, for instance, is a quantum computer
algorithm that finds prime factors in polynomial time for a
given number. Therefore, asymmetric cryptography can be
broken since it is based on integer factorization. In the era
of quantum computing, traditional cryptographic tools are
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susceptible to attack, requiring the creation of post-
guantum cryptographic tools [105]. A post-quantum
solution will be required to combat quantum computing’s
approaching threats. Researchers should identify and
address potential security vulnerabilities in quantum
cryptography systems and develop countermeasures that
can handle evolving threats.

Integrating 10T, cloud, and edge: Cloud computing is
gaining popularity because it offers advantages such as
lower costs, impressive scalability, and 24/7 availability
[106]. loT utilizes both cloud and edge computing to meet
diverse security requirements [107]. IoT users can access
real-time and time-sensitive services via collaborative edge
nodes. While edge computing addresses a variety of
limitations, including bandwidth consumption, resource
constraints, and latency issues, it can also lead to malicious
activity on edge nodes and loT devices if data privacy and
intrusion detection measures are not adequate. In recent
years, research has focused on the integration of cloud,
edge, and loT to establish secure device identity, ensure
data provenance, and implement decentralized access
control. Nevertheless, this area needs to be improved in
terms of scalability and energy efficiency.

Heterogeneity of 10T Environment: 10T can connect
various entities, spanning from low-power RFID tags to
robust servers. With billions of interconnected smart
devices operating across different platforms, users face
unprecedented challenges, including security [108]. Using
static cryptographic mechanisms across all types of users
and entities proves ineffective, requiring device-specific
parameters to be incorporated when implementing security
measures. An attestation protocol must accommodate the
vast array of loT devices, which encompass varying
hardware and software configurations.

Scalability: Millions of 10T devices are expected to be
interconnected by 2025. The cryptographic infrastructure
needs to demonstrate its ability to handle an expanding
amount of data and transactions securely and efficiently as
the loT network continues to grow. Cryptographic
protocols must be scalable to meet the requirements of a
rapidly —growing network without compromising
performance or security. In existing literature, various
cryptographic schemes are often described as scalable
[109]; however, practical observations reveal that these
claims are only sometimes valid in reality.

Standardization: Through accurate encryption and
decryption  mechanisms,  cryptographic  technology
continues to evolve, ensuring precise privacy and data
protection. It is nevertheless challenging to integrate
security protocols seamlessly across diverse 10T sectors
due to an absence of standardized practices. Various 10T
devices utilize unstructured data stored in a variety of
database formats (such as NoSQL (Non-relational
Structured Query Language)) using different querying
methods, leading to contradictions across different systems
[110]. Government agencies, including Homeland Security,
NIST, and ENISA (European Union Agency for
Cybersecurity), actively develop regulations and guidelines
for safeguarding the public [111]. 10T's evolving landscape
however, remains in conflict with existing regulations like
GDPR (General Data Protection Regulation).
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Performance and security balance: Cryptographic
algorithms must strike a proper balance between cost,
performance, and security. Therefore, planning fast,
straightforward, yet robust diffusion and confusion
properties is crucial [112]. A smaller number of S-boxes
need to be used to reduce memory consumption and
computing power while providing adequate protection.
Nevertheless, it remains an exciting research question how
to create a robust S-box using different confusion
techniques while maintaining acceptable security and
minimizing overhead.

Ai-based cryptography: The continuous advancement
of artificial intelligence, machine learning, and blockchain
technology is also creating promising solutions for securing
the 1oT. The robustness, adaptability, and flexibility of Al
methods may improve the performance of security
solutions. Their drawbacks, however, include high
computing costs, complexity, and the need for frequent
updates. It is vital to investigate how Al techniques, such
as machine learning and neural networks, can be integrated
into 10T cryptography. Integration of these technologies
could facilitate the development of adaptive, self-learning
security mechanisms that can identify and neutralize threats
in real-time [113].

Randomness: Random Number Generator (RNG)s
have a significant impact on cryptographic techniques for
10T devices [114], directly affecting their security. 10T
networks depend heavily on RNGs to generate
cryptographic keys, initialization vectors, and nonces,
which ensure confidentiality, integrity, and authenticity of
data. Flawed or predictable random number generation
processes can compromise loT devices. The resource
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Fig. 5. Future research horizons: A sunburst map of hot topics.
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constrained 10T devices make implementing robust RNGs
more challenging.

Energy Efficiency: loT devices generally operate on
small batteries or they are even battery-less. Therefore,
using cryptography or learning-based security solutions is
nearly impossible [115]. Protecting those devices is a
challenging task, and many researchers focus on the energy
efficiency of such devices to improve the harvesting
efficiency, thus having more energy for their security or
application needs. There is still a need to explore energy-
harvesting techniques and energy-efficient protocols that
enable cryptographic operations while not significantly
depleting the device's limited energy resources.
Cryptographic computations can be optimized by
integrating renewable energy sources or increasing energy
efficiency.

Software Defined Networking: Software-defined
networking (SDN) is an emerging computing concept that
separates routing decisions made by network elements (e.g.,
routers, switches, and gateways) from the forwarding
process [116]. SDN exposes a powerful tool for adaptive
and intelligent security policies, enabling programs to
control forwarding devices and collect data from connected
devices. Researchers have primarily focused on software-
based solutions for 10T security. However, in recent years,
hardware-based solutions have started to gain popularity in
the world of 10T security.

As depicted in Fig. 5, the sunburst map represents 11
critical areas of future research directions based on a
Comprehensive analysis of 35 survey papers. To depict the
urgency or 'hotness' of each topic, a color spectrum from
dark red to dark green is used. There is an interesting



Journal of Communications, vol. 19, no. 2, 2024

correlation between the varying hues and how frequently
each topic was discussed in the surveyed papers, with the
deepest red hues highlighting the most pressing and widely
debated research areas and the darkest green hues
indicating directions for future investigation that have been
relatively less discussed. This visualization provides a
comprehensive overview of the landscape of unresolved
issues and guides the focus for upcoming research
endeavors.

communication
conventionally been prioritized. However,

V. CONCLUSION

In distributed systems such as the 10T, data preservation,
confidentiality, and integrity have
the vast

diversity of 10T applications, ranging from LED bulbs to
complex industrial supply chains, significantly amplifies
the potential risk landscape associated with this technology.

This

realm encompasses integrity, commitment,

availability, privacy, suitability, non-repudiation, and trust,
all of which are reinforced by security technologies, such
as cryptography. This paper has provided a comprehensive
analysis of cryptographic systems in the context of loT
security. Most widely used mentioned cryptographic
algorithms were not initially conceived to accommodate
devices with specific limitations, such as restricted storage
capacity, limited computational capabilities, or small
battery. Cryptography algorithms in loT devices pose

challenges

due to the extensive computational

requirements, demanding the storage of large amounts of
data or keys. Developing new cryptographic protocols that
balance security and computational overhead is essential.
A further consideration will be the exploration of post-
guantum cryptographic algorithms and techniques to

ensure
technologies

long-term security as quantum computing
become more prevalent. Moreover,

integrating blockchain technology with cryptographic
systems can enhance transparency and tamper resistance
for 10T deployments.
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