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Abstract—Wireless Sensor Networks (WSN) play a crucial
role in transmitting bulk data remotely on Internet of
Things (10T). The data transmitted by the tiny sensor nodes
of the network are basically the physical parameters of the
environment like temperature, vibration, pressure etc.
There exists a huge co-relation in the data sent by the nodes.
This bulk data needs to be aggregated in order to conserve
the energy of the network and thereby enhance the network
lifetime. Although the aggregation might lead to loss of
actual data, aggregating helps in reducing energy
requirement during transmission which is of primary
importance and hence is considered as a suitable method in
WSN. Adding confidentiality to aggregated data helps in
sending the data more securely. Spread spectrum
modulation is a widely wused technique to provide
confidentiality in communication systems. In this research
work, we implement a data aggregation technique and apply
the spread spectrum modulation technique to provide
confidentiality to the aggregated data that needs to be
transmitted from the cluster head node to the gateway. Here,
data aggregation process consists of averaging the number
of data that are sensed by a sensor node and transmitting
only its average value to the gateway. This reduces the
amount of data transmission and helps in conserving energy.
Further, the spread spectrum technique implements Binary
Phase Shift Keying (BPSK) method with Frequency
Hopping Spread Spectrum (FHSS) carried out using six
different frequencies on MATLAB 2020a. The simulation
results evaluate the performance of the system. The graphs
are plotted for modulated and demodulated signals, spread
and de-spread sequences, Bit Error Rate (BER) of BPSK/
FHSS over Rayleigh flat fading channel, Power Spectral
Density (PSD) and Fast Fourier Transform (FFT) of
frequency hopped signal. The results show that BER value
decreases with increase in Signal to Noise Ratio (SNR). The
maximum power consumption in the network is 7.518 mW
at 5MHz frequency, for adding confidentiality to the
aggregated data to be transmitted. Thus, the proposed work
promises efficient energy consumption, longer network
lifetimes with added confidentiality.
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. INTRODUCTION

Wireless Sensor Networks (WSNSs) consist of several
tiny sensor nodes placed in inaccessible areas that need to
be monitored. The sensor devices have limited resources
like battery energy, storage capacity, network bandwidth
etc. [1]. Internet of Things (1oT) is a popular application
of WSN today. In an IoT based WSN, the sensor nodes
sense the data and transmit it to remote stations over the
internet via the gateways of WSN.

The sensor nodes in WSNs sense and transmit large
amount of data. The raw data so obtained consists of
large number of repetitive values which form a bulk at
the gateway. Thus, huge amount of network energy is
consumed for this bulk data transmission. This clearly
suggests that aggregating the sensed data is necessary as
it reduces the number of data packets sent to the gateway.
Data aggregation is one of the important techniques used
in Wireless Sensor Networks (WSN) to efficiently
conserve the energy of the network by reducing the
number of data packets that need to be transmitted [2].

However, the data aggregation techniques may degrade
the Quality of Service (QoS) of WSN like data accuracy,
latency, and fault-tolerance. It increases more
vulnerabilities. The node collecting and determining
aggregated data might be unethically hacked to reveal the
collected data, which attacks confidentiality and integrity
of the data. Hence, an efficient data aggregation
technique implementation is quite challenging as the
designer must find a suitable tradeoff between energy
efficiency, data accuracy, data latency, fault-tolerance,
and security [3]. We need a good security technique for
protecting our sensed data and to maintain authenticity
and confidentiality of the data packets delivered to the
gateway.

Thus, providing confidentiality to the aggregated data
is an important task. Confidentiality helps in securing our
data from any kind of breach. Spread spectrum
modulation is one such technique which avoids
intentional and unintentional interference. Here, a data
signal of a particular bandwidth is spread in frequency
domain, which results in wider bandwidth signal. The
two predominant techniques used are Frequency Hopping
Spread Spectrum (FHSS) and Direct Sequence Spread
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Spectrum (DSSS). In FHSS, the narrow band signal is
made to switch to random narrow bands within a larger
bandwidth. While, in DSSS a rapid phase transition is
done on the data to widen its bandwidth. FHSS technique
is better than DSSS as there are different carrier
frequencies involved, it avoids the problem of failing
communication which might occur due to fading or a
particular interferer. Also, DSSS radios are more
complicated and consume greater power than FHSS
technique. DSSS systems are more costly than FHSS
systems [4].

In this research work, we will be implementing a data
aggregation technique with frequency hop spread
spectrum to add confidentiality. The data aggregation
technique proposed here involves averaging the incoming
data from node and sending only the averaged value to
the gateway. Further, the spread spectrum modulation
technique proposed here is Binary Phase Shift Keying
(BPSK) which is further spread with frequency hopping
technique using six different frequencies in the spread
code. Here, we present the research work by providing an
overview of the literature survey in Section Il. Section Il
defines the problem statement and solution while Section
IV provides the detailed approach by presenting the
methodology and flow chart. Further, Section V presents
the Results and Discussion. Finally, we conclude the
work in Section VI.

1. LITERATURE SURVEY

WSNs provide a great scope for researchers especially
in the domain of energy efficient WSNs. Data
aggregation is a technique used to reduce the energy
requirement in the network and security to the data is
very essential. Many researchers have proposed various
aggregation techniques and security methods. Taha and
Althunibat [5] proposed the Chirp Spread Spectrum (CSS)
modulation wherein the security is introduced by keying
in a secret frequency shift in the transmitted chirp. The
technique provided good confidentiality against
eavesdropping. Qiu and Zhao et al. [6] also used the CSS
approach but used the doppler frequency shifts into linear
chirps. Next, in Othman and Bahattab et al. [7] a
symmetric key homomorphic encryption technique was
implemented to achieve data confidentiality. The results
showed improved confidentiality at very low power
consumption and prolonged network lifetime. Veeramallu,
Sahitya, and LavanyaSusanna [8] proposed sensor
network encryption protocol for maintaining authenticity
and confidentiality of the transmitted data. In Chaitali and
Pawar [9], a survey of digital watermarking technique
was implemented to provide security and copyright to the
data. Further, in Boubiche and Boubiche et al. [10], a
watermarking technique was implemented without
encryption. It provided authenticity and integrity for the
data sensed at the same time saved network energy. Gao,
Feng, and Han [11] implemented reversible watermarking
schemes in WSN for implementing security with very
less computational cost. Sharma and Richa [12] presented
the different spread spectrum techniques and
implemented them in MATLAB and the simulation
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results were compared. Yadav and Neelakantan [13] and
Xu and Wang et al. [14] implemented frequency hop
spread spectrum modulation (FHSSM) technique in
MATLAB and calculated its performance in different
frequency bands by evaluating the Bit-Error Rate (BER).
Further, Badiger and Nagaraja [15] implemented the
FHSSM with Additive White Gaussian Noise (AWGN).
The results showed the recovery of data and estimated
BER. Mohankumar, Selvi, and Sakethmanukonda [16]
implemented a transmitter using FHSSM techniques with
Binary Phase Shift Keying (BPSK) modulation in VHDL.
It showed that FHSS technique provides better security
than DSSS. In this research works, we implement FHSS
technique with BPSK modulation technique on
aggregated data using MATLAB. BER is estimated to
evaluate the performance of the network.

I1l. PROBLEM STATEMENT AND SOLUTION

WSN are resource restrained. The energy of the
network is a very important resource that needs to be
efficiently utilized. Sensor nodes sense data in bulk and
transmit it to the base station via cluster heads using
hierarchical clustering technique. Here lot of data
similarity exists in the transmitted data. Thus, it
consumes more network energy which reduces lifetime of
the network. Also, data sent to the gateway requires
confidentiality as data breach can occur. In this research
work, we follow a two-fold path to address the problem.
First and foremost, we efficiently utilize the network
energy by aggregating the data which reduces the number
of transmission packets and thereby reducing the amount
of energy required in transmission of bulk data. Next, to
overcome the interference problem, we propose a Binary
phase shift keying modulation scheme with Frequency
Hopping Spread Spectrum (FHSS) technique to encode
and decode the signal. This increases the confidentiality
of the data.

I\VV. METHODOLOGY AND FLOW CHART

In this research work, we propose a technique to
achieve confidentiality to the aggregated data. Fig. 1
shows an overview of the scenario under consideration.

® - Cluster Head (CH) node
O - Normal sensor node (SN)
__- Data between SN and CH
%— Data between CH and
Gateway (GW)
-- Data between GW &
cloud storage using internet

Gateway

Wireless Sensor Network

Smart Device

Figure 1. A WSN with data aggregation and confidentiality carried out

in cluster heads and transmitted on 10T via gateway.
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The data sensed by the sensor nodes is transmitted to
the cluster head present in that cluster. The Cluster Head
(CH) performs data aggregation and adds confidentiality
to the data. Further, it transmits this data to the Gateway
(GW) which routes the data to the smart devices on the
internet. Here, we achieve energy efficiency in the WSN
by performing data aggregation on the data at the Cluster
Head (CH) before it is transmitted to the GW. Also, a
spread spectrum technique: Frequency Hop Spread
Spectrum (FHSS) technique is implemented on a Binary
Phase Shift Keyed signal. This provides confidentiality to
the signal.

In the following part we present the proposed data
aggregation,  confidentiality  technique,  analytical
evaluation parameters and the flow chart.

A. Proposed Data Aggregation Technique

Data aggregation reduces the amount of energy
required in transmission of the data to the gateway [17].
There are many data aggregation techniques available
like averaging method, data prediction method etc. Each
of these techniques will evaluate a value which will be
sent to the base station for further processing. Even
though these techniques involve a certain amount of error
compared to the actual sensed value, the error is
negligible as large number of nodes are dispersed in a
given area. All the sensor nodes almost sense the same
physical value in that environment. So, the value that is
chosen depending on the aggregation technique is usually
with negligible error. Data prediction algorithms are more
complex and energy consuming than averaging method.
Hence, the averaging method is chosen in the research
work. So, in our proposed data aggregation technique, the
process followed is as given below:

o First, we generate digital data randomly which depicts
the data sensed by the sensor nodes.

e The average value of every 15 random data points is
evaluated

e Only the average value is sent to the gateway.

This technique reduces the amount of data sent to the
gateway thereby efficiently conserves energy and
increases network lifetime.

B. Proposed Confidentiality Technique

Here, the confidentiality of the aggregated data is
maintained by performing BPSK modulation on the
aggregated data as the message signal. Next, FHSS
technique is applied on BPSK signal to spread the signal
[4]. Fig. 2 shows the block diagram of BPSK/FHSS
technique.

The following steps are carried out:

e At the transmitter side, first we generate NRZ polar
format bit pattern for the aggregated data viz.,
message signal.

e Generate a cosine carrier signal.

e Perform BPSK modulation

bpsk_sig=signal>carrier Q)

o Next, for spreading the signal generate 6 new carrier
frequencies for the given time durations

t1=0:2>9i/8:2>pi @)
t2=0:2>9i/9:2>pi; (3)
t3=0:2>9i/17:2>qi; 4)
t4=0:2>9i/35:2>i; (5)
t5=0:2>9i/89:2>qi; (6)
t6=0:2>9i/179:2>pi; @)

o Cosine carriers are generated.
e Then BPSK signal generated is hopped to different
carrier frequency randomly to spread the signal.

freq_hopped_sig=bpsk_sig>spread_signal (8)

e A Rayleigh flat fading random variables are
introduced to evaluate the performance of the system
e At the receiver, we despread and demodulate the
signal.
Digital
Aggregated Data

l

BPSK Modulator

Cosine
Carrier
Signal

—»

Frequency
Synthesizer

A

Spread code

Rayleigh flat
generator fading
introduced
Frequency

Synthesizer

A

BPSK
Demodulator

l

Output

Spread code
generator

Figure 2. Block diagram Tor BPSK/FHSS technique.
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C. Analytical Evaluation Parameters

For evaluating the performance of the WSN, the
following steps are carried out:
Evaluate BER of BPSK/ FHSS over Rayleigh flat
fading random values.
Plot the Power Spectral Density (PSD), FFT of
BPSK / FHSS signal as a function of frequency.
D. Flow Chart

Fig. 3 represents the steps carried out in the proposed
research work. Two important techniques carried out here
are data aggregation and spread spectrum modulation.

Sensed Digital data is generated randomly

!

Average is estimated for every 15 data
points sensed by the node

v

The averaged values form the aggregated
data

v

BPSK Modulation on aggregated data

v

Generate spread code using six different
frequencies

v

Implement Frequency hopping technique
on BPSK signal using spread code

!

Transmit the aggregated BPSK/FHSS
signal to gateway

v

Introduce Rayleigh flat fading

x

Perform De-spreading and BPSK
demodulation

v

Evaluate: BER, PSD, FFT as evaluation
parameters for the network

v

Figure 3. Flow chart depicting the proposed research work.
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V. RESULTS AND DISCUSSION

The data aggregation and confidentiality techniques
are implemented using MATLAB 2020a [18, 19]. Figs. 4-
8 below show the simulation results carried out on digital
data. For data aggregation, we consider randomly
generated 3600 bits. On aggregation, the data is reduced
to 180 bits. This clearly conserves energy required in
transmitting the data to gateway and increases network
lifetime.

Fig. 4 shows the simulation results of (i) digital
information, (ii) NRZ polar format of (i), (iii) BPSK
modulated signal, (iv) Spreading code with 6
frequencies, (v) Frequency Hopped Spread Spectrum
Signal. Here, any random digital information is
considered as the parameter sensed by the sensor node.
The simulation generates 3600 bits and for clarity (i)
represents a small part of 20 bits. In (ii) the NRZ polar
format representation of the digital data is plotted.
Using (ii) as message signal and cosine carrier signal
BPSK modulation is performed and the resulting
wave is plotted in (iii).Next, 6 different frequencies
are randomly picked and spread code is generated and
plotted in (iv). Finally, the BPSK wave is spread
using (iv) and frequency hopped SSM wave is plotted
in (v). In this approach, the sampling frequency of
3600 bits/sec ie. 3.6KHz for the initial random sensor
values is considered. However, the work can be
carried out for higher frequencies too. To restrict the
number of samples and illustrate the behavior of each
bit in spread spectrum frequency hopping technique,
the study chooses this value.

Fig. 5 shows the simulation results of (vi)
demodulated BPSK signal, (vii) demodulated binary
signal and (viii) BER of BPSK/FHSS over Rayleigh
flat fading channel. Now, at the receiver side, the
introduction of Rayleigh Flat Fading to the
BPSK/FHSS signal is also considered. We next
perform BPSK demodulation in (vi) and obtain the
demodulated binary signal in (vii) which is same as
the original signal. The plot in (viii) shows the BER
estimation. The simulation and theoretical values
shown in Fig. 8 are very close to each other which
confirms the robustness of the technique implemented.
Here, the BER value decreases from 10° to 10 as we
increase the SNR. With further increase in SNR the
BER reduces

Fig. 6 shows the Power Spectral Density (PSD) of
BPSK / FHSS signal as a function of frequency. The
PSD of a signal represents the amount of power
present in the signal per unit frequency. Here, we get
7.518 mW at 5MHz of power as the maximum power
consumed. Thus, the technique is energy efficient.
Fig. 7 shows the Frequency Hopped Spread Spectrum
Signal and its Fast Fourier Transform (FFT). FFT is
used to process data in WSNs to calculate the
different frequency components and to reconstruct the
original signal from them. The FFT gives the
frequency information about the BPSK/FHSS
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modulated wave. Here, the frequencies present in the
vibrations range from 0 to 822MHz and 2544 to 3593
MHz ranges.

BER Analysis: We plot the theoretical and practical
Bit error for each bit. The results show that the
difference in these BER values becomes zero as the

SNR increases as shown in Fig. 8. The results show
very low BER values of the order 10 to 10 as SNR
increases from 0 to 25 dB. The results conclude that
when SNR is low there is one error bit for every 10
bits transmitted and when is SNR is increased there is
one error bit for every 1000 bits transmitted.
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Figure 4. Simulation results of (i) digital information, (ii) NRZ polar format of (i), (iii) BPSK modulated signal, (iv) Spreading code with 6
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Figure 8. Bit error Rate v/s SNR.

The BER values obtained in the work is compared with
[20] as shown in Fig. 9, which works on evaluating BER
for BPSK over a Rayleigh fading channel. Table I
represents the BER values obtained from graph of [20]
for values of SNR (in dB) and Fig. 5 (viii); BER of

BPSK/FHSS over Rayleigh flat fading channel of this

study.
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Figure 9. Bit error Rate v/s SNR for BPSK over Rayleigh channel [20].

TABLE I. COMPARISON OF BER VALUE

SNR in dB BER in [20] BER in Proposed Technique
0 0.81 0.138889

5 0.036 0.066667

10 0.072 0.0225

15 0.0027 0.006944

20 0.0072 0.003056

25 0.00027 0.001389

30 0.00072 0

35 0.000018 0.000278

Fig. 10 shows that the BER values almost overlap and

become negligible as SNR

techniques.

increases

in both the
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BER value comparison
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Figure 10. Bit error Rate v/s SNR in i. BPSK technique, ii. BPSK/FHSS
technique over a Rayleigh fading channel.

V1. CONCLUSIONS

WSNs in loT are instrumental in collecting huge
amount of data from the environment [21, 22].
Conserving the energy of WSN is a primary requirement
[23, 24]. Thus, a data aggregation technique is
implemented in this research work to reduce the number
of data points sent to the gateway. This aggregation takes
place only at the Cluster Heads and not at every node of
the WSN. Further, the aggregated data is secured by
adding confidentiality to the same. BPSK/ FHSS
technique is implemented in this research work. The
technique stands robust against Rayleigh Flat Fading
signal and generates the original signal [25]. Here, BER
reduces as we increase the SNR (as shown in Fig.7). Also,
the simulation results and theoretical values match to a
greater extent. The maximum power consumed by the
BPSK/FHSS signal is as low as 7.518 mW at 5MHz.
Hence, a confidentiality enhanced energy efficient WSN
is simulated and presented in this research work which
can be implemented on loT.
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