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Abstract—Fifth-generation (5G) and beyond fifth-generation 

(B5G) wireless systems increase the transmission capabilities 

of simple devices, such as Internet of Things (IoT) devices. 

However, they are vulnerable to eavesdropping attacks due 

to their low computational processing capacity. Thus, 

physical layer security (PLS) appears as an interesting 

alternative essential for their proper operation. In this work, 

the secrecy performance of power-domain non-orthogonal-

multiple-access (NOMA) systems affected by imperfect 

successive interference cancellation (SIC) is evaluated in a 

scenario consisting of two users operating over κ−μ fading 

channels. By considering that the user furthest from the base 

station (BS) is an untrusted user, expressions to calculate the 

signal-to-noise-plus-interference ratio (SNIR) of both users 

are derived, and with these results, an expression to evaluate 

the secrecy-outage-probability (SOP) for the trusted user is 

derived. Numerical results using Monte-Carlo simulations 

are carried out in some scenarios to validate the derived 

expressions. The results also evidence a simple strategy to 

minimize the SOP for the trusted user based on the κ and μ 

fading parameters. 
 
Keywords—NOMA, physical-layer-security, κ-μ fading, 

secrecy-outage-probability 

 

I. INTRODUCTION 

Network capacity and coverage are key elements for 

fifth-generation (5G) systems. However, security 

capabilities must also be incorporated in the 

standardization of these new wireless systems 

architectures mainly due to the appearance of various 

internet of things (IoT) devices with low computational 

processing capacity, which cannot use complex encryption 

 

overlap and penetrate through the different layers of a 

wireless systems, that is, it is not enough to guarantee 

security over the network or the application layers in the 

Open Systems Interconnection (OSI) model. Then, it is 

necessary to ensure security even in the physical layer of 

the communication system [4, 5]. 

IMT-2020 standard establishes that up to 1 million 

devices will connect to wireless networks every square 

kilometer [6]. This leads to the search for new multiuser 

transmission/reception strategies. As a result, a proposal 

called non-orthogonal multiple access (NOMA) appears as 

an option to allow several users to transmit simultaneously 

different transmission power is allocated to each user, the 

scheme is known as power domain NOMA [11], which 

implements successive interference cancellation (SIC) at 

the User Equipment (UE) receivers for subtracting the 

undesired received signals until the signal of interest is 

obtained [12]. Some works assume that SIC performs 

perfectly [13, 14]. However, it does not occur in practical 

scenarios since residual interference appears in electronic 

components of NOMA receivers. Hence, a realistic 

analysis must consider the existence of residual 

interference, given by the implementation of imperfect 

SIC [15]. 

Some works have evaluated the performance of power 

domain NOMA systems in presence of Rayleigh fading 

wireless networks also operate at millimeter wave 

frequencies. In this scenario, the Rayleigh distribution 

does not emulate adequately the behavior of the fading 

channel [20, 21]. Therefore, other statistical models can be 

used to emulate millimeter waves fading behavior. One of 

these alternatives is the κ−μ distribution [22, 23], which 

models scenarios composed of clusters of multipath waves 

propagating in a non-homogeneous environment. In 

addition, this model assumes that the clusters of multipath 

waves have scattered waves with identical powers, but, 

within each cluster, a dominant component is found, which 

presents an arbitrary power. Moreover, this distribution 

allows modeling other simpler scenarios, among which we 

can include Rayleigh and Rician fading [24]. 

Recently, a new field of research has been opened in the 

literature related to the analysis of physical-layer-security 

(PLS) in NOMA systems [10, 25, 26]. In particular, PLS 
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algorithms [1−3]. In this sense, security requirements must 

channels [16−19]. However, it is well-known that 5G 

over the same radio resource [7−10]. In particular, when a 
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takes advantage of the random nature of the transmission 

channel, ensuring confidentiality and authentication 

aspects for the wireless communication with a 

computational cost much lower than encryption and 

security algorithms used in higher layers of the OSI model 

[27]. Nevertheless, an aspect that has been considered 

recently is the fact that spectrum sharing and SIC in power-

domain NOMA generates secrecy challenges because 

untrusted users can decode the information of trusted users 

since the information of these users is transmitted over the 

same radio resource. In addition, the presence of imperfect 

SIC at the receivers creates the opportunity for 

eavesdroppers to decode information from residual 

interference. 

Based on the above, PLS emerges as an alternative to 

solve security problems in power-domain NOMA systems. 

In the literature, there are some works that address this 

scenario. For instance, in [28], PLS for NOMA is analyzed 

using random spatial patterns considering assisted 

transmission scenarios for single antenna systems, as well 

as multiple antenna systems. In [29], a scheme capable of 

improving PLS is proposed by means of full-duplex 

retransmission assisted by NOMA-artificial-noise. In [30], 

in order to protect the information of users assisted by 

NOMA, a secrecy beamforming scheme is proposed. In all 

these studies, perfect SIC at the receivers and Rayleigh 

fading are considered. Moreover, there are also works 

focused on the performance and optimization of PLS for 

NOMA in presence of external eavesdroppers or relay 

nodes [31, 32]. However, a few works consider that the 

eavesdropper can be one of the users served by a same base 

station (BS). For instance, ElHalawany and Wu [33] 

addresses this scenario and analyzes the performance in 

terms of the Secrecy Outage Probability (SOP), but 

considering receivers performing perfect SIC. In [34], it is 

considered the existence of an internal untrusted user and 

a cooperative blocker is used for generating artificial noise 

that prevents the eavesdropper from retrieving sensitive 

information [35]. In [36], when investigating secure 

transmissions in NOMA systems with untrusted nearby 

users, the authors propose a joint scheme of beam 

formation and power allocation along with artificial noise 

to improve the SOP. In addition, in [37], the authors deal 

with the random deployment of users and intruders to 

minimize the SOP. More specifically, a protected zone 

around the source node is adopted to enhance the security 

of the network. 

As evidenced, one of the most employed parameters to 

evaluate the secrecy performance is the SOP, which is 

defined as the probability that the secrecy capacity is 

below a given threshold value [38, 39]. The secrecy 

capacity is defined as the channel capacity obtained with 

the trusted user signal-to-noise-plus-interference ratio 

(SNIR) minus the channel capacity obtained with the 

untrusted user’s SNIR. In addition, the higher the given 

threshold, the greater the protection of the information. 

Moreover, the lower the SOP, the greater the protection of 

the information. Thus,  the  SOP concept comes  from  the 

analysis of channel capacity performed by the scientist 

Claude Shannon, known as the father of the information 

theory [40]. 

Motivated by the fact that security in the physical layer 

of NOMA systems has not been previously analyzed in 

generalized fading channels, in this work we consider the 

downlink of power domain NOMA systems in a cellular 

system composed of a trusted user and an untrusted one 

(eavesdropper), where transmissions are performed over a 

κ-μ fading channel, which is shown to be quite suitable for 

modeling fading in millimeter wave scenarios. We assume 

that the fading of both user are independent but not 

necessarily identically distributed (i.n.i.d). As a 

consequence, the parameters κ and μ can be different for 

each user. Thus, in this work we evaluate the network 

security based on the impact that these parameters have on 

the SOP of the trusted user. In addition, in order to emulate 

a practical scenario, imperfect SIC at both receivers is 

considered. In this sense, the main contributions of this 

work are: 

• Expressions for the SNIR of both user are derived. 

Then, expressions to calculate the achievable rate 

capacity are obtained. 

• An expression to evaluate the SOP of the trusted user 

is obtained, which is validated employing Monte-Carlo 

simulations in some representative scenarios. 

• Numerical results evidence a user matching strategy in 

NOMA systems based on the κ and μ fading 

parameters for guaranteeing security for the user that is 

close to the BS. 

The remaining sections are organized as follows. The 

list of symbols is shown in Section II. Section III describes 

the system model, where we also describe the structure of 

the received signals. In Section IV, we first derive an 

expression to calculate the achievable rate for the trusted 

and untrusted users. Then, the SOP is calculated. 

Numerical results are carried out in Section V. Finally, 

Section VI presents the main conclusions of this work. 

 

 

Figure 1. NOMA downlink communication with two users. 

II. LIST OF SYMBOLS 

Table I shows the list of the symbols used in this paper. 
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TABLE I. LIST OF SYMBOLS AND NOTATION 

Symbol Connotation 

𝑎 power allocation coefficient in the NOMA system 

𝑏𝑖 imperfect SIC level at the i-th receiver 

𝑐 parameter to modify the mean fading power 

𝑑𝑖 distance between the BS and the i-th user 

ℎ channel gain 

𝑛𝑖 noise sample at the i-th receiver 

𝑠𝑖 complex symbol transmitted by the i-th user 

𝑥 signal transmitted by the BS 

𝑦𝑖 signal received by the i-th user 

𝐼𝑣(. ) modified Bessel function of the first type and order v 

𝑁0 unilateral noise power spectral density 

𝑃 total power available at the base station 

𝑇𝑠 symbol duration 

𝑈𝑖 i-th user in the NOMA system 

𝛾1,1 
instantaneous SNIR for 𝑈1 trying to decode its own 

signal 

𝛾2,1 
instantaneous SNIR for 𝑈2 trying to decode the signal of 

𝑈1 

𝜙 random phase 

𝜌 fading amplitude 

𝜎𝑛
2 noise variance 

𝜎𝑠
2 mean power of the symbols constellation 

(. )∗ complex conjugate 

|. | norm 

P[. ] probability operator 

E[. ] expectation 

Var[. ] variance 

ℂ set of complex numbers 

𝑓(𝑥) 
probability density function (PDF) of the random 

variable 𝑥 

𝑗 

 
imaginary unit, 𝑗 = √−1 

III. SYSTEM AND CHANNEL MODELS 

In this section, the system and channel models are 

presented. For this, the structure of the received signals is 

also obtained.  

Consider a downlink NOMA system with two users. 

Thus, there are three nodes in the system as shown in Fig. 

1, where the trusted user (𝑈1) is closer to the BS and the 

untrusted user (𝑈2) is the user further away. Moreover,  

ℎ𝑖 = 𝜌𝑖 exp (𝑗𝜙𝑖) denotes the 𝑖 -th complex channel 

coefficients, where 𝜌𝑖 is the κ-μ fading envelope and 𝜙𝑖 is 

a random phase. The PDF for a κ-μ random variable with 

normalized mean power is given by [24, Eq. (1)] 

 

𝑓(ρ) =  
2μ(1 + κ)

μ+1
2

κ
μ−1

2 exp(μκ)
ρμexp(−μ(1 + κ)𝜌2) 

                   × 𝐼μ−1 (2μ√κ(1 + κ)ρ) , ρ ≥ 0,                   (1) 

 

where κ is defined as the ratio between the total power of 

the dominant components and the total power of the 

scattered waves, 𝜇 =
1

𝑉𝑎𝑟[ρ2]

1+2κ

(1+κ)2 and 𝐼𝑣 is the modified 

Bessel function of the first type and order 𝜈  [41, Eq. 

(9.6.20)]. 

Moreover, in Fig. 1, 𝑑𝑖 is the distance between the BS 

and the 𝑖 -th user. Thus, the BS simultaneously sends 

signals to both users in the same radio resource resulting 

in the overlapping of the signals. In the receivers of both 

users, a practical imperfect SIC is implemented. In 

addition, since 𝑑1 ≤ 𝑑2 , we also consider that 𝐸[ρ2
2] =

𝑐𝐸[ρ1
2], where 0 < 𝑐 ≤ 1. 

Based on the NOMA criterion, for 𝑈1  is assigned a 

lower power because it is closer to the BS, while for 𝑈2 is 

assigned a higher power because it is farther from the BS. 

Therefore, the BS sends two superimposed signals 

employing different power allocation levels. Thus, let 𝑎𝑃 

be the power allocated to 𝑈1 , such that 0 ≤ 𝑎 ≤ 0.5 , 

where 𝑎 is a power allocation coefficient and P is the total 

power available at the BS. Consequently, the power 

allocated to 𝑈2  is (1 − 𝑎)𝑃 . By the above, the signal 

transmitted by the BS can be written as 
 

                  𝑥 = √𝑎𝑃𝑠1 + √(1 − 𝑎)𝑃𝑠2,                     (2) 

 

where 𝑠𝑖, for 𝑖 =  1, 2, is the complex symbol transmitted 

by the 𝑖-th user belonging to a constellation with mean 

power 𝜎𝑠
2. 

In a common scenario, where 𝑈2  is a trusted user, it 

directly decodes its own signal taking the signal of 𝑈1 as 

noise. However, in our system model, 𝑈2  is an 

eavesdropper trying to recover 𝑈1’s signal. 

In the following, consider that the SIC imperfection 

level at the receiver of the 𝑖-th user is represented by bi, 

for 𝑖 = 1,2, such that 0 ≤ 𝑏𝑖 ≤ 1. Thus, for 𝑈1 , 𝑏1 = 0 

means that there is no residual interference, and 

consequently, perfect SIC is performed at the receiver of 

the trusted user. Otherwise, 𝑏1 = 1  represents a 

completely imperfect SIC [42]. In the context of 𝑈2, 𝑏2 =
0  means that the eavesdropper can remove its own signal 

perfectly from the total received signal and therefore, only 

additive white Gaussian noise (AWGN) prevents it from 

properly detecting the trusted user information. Moreover, 

𝑏2 = 1  means that its own signal generates self-

interference in the process of detecting the information of 

𝑈1. In addition, a coherent detection process is performed 

at the receivers, i.e, a phase compensation stage is applied. 

By the above, the signals received by 𝑈1  and 𝑈2  are 

respectively given by 

 

𝑦1 = [(√𝑎𝑃𝑠1 + 𝑏1√(1 − 𝑎)𝑃𝑠2) ℎ1 + 𝑛1] exp(−𝑗𝜙1) 

   (i)
=

(√𝑎𝑃𝑠1 + 𝑏1√(1 − 𝑎)𝑃𝑠2) 𝜌1 + �̃�1,                  (3) 

 

𝑦2 = [(√𝑎𝑃𝑠1 + 𝑏2√(1 − 𝑎)𝑃𝑠2) ℎ2 + 𝑛2] exp(−𝑗𝜙2) 

   (i)
=

(√𝑎𝑃𝑠1 + 𝑏2√(1 − 𝑎)𝑃𝑠2) 𝜌2 + �̃�2,                  (4) 

 

where in step (i) we use that ℎ𝑖 = ρ𝑖 exp(𝑗ϕ𝑖) and that 

�̃�𝑖 = 𝑛𝑖 exp(−𝑗ϕ𝑖), where 𝑛𝑖 denotes an AWGN sample 

that can be modeled as 𝒞𝒩(0, 𝜎𝑛
2), where 

                                    σ𝑛
2 =

𝑁0

𝑇𝑠
,                                   (5) 

is the noise variance, with 𝑁0  being the unilateral noise 

power spectral density and Ts is the symbol duration. 

Consequently, �̃�𝑖~𝒞𝒩(0, 𝜎𝑛
2), for 𝑖 =  1, 2.  
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γ1,1 =
𝐸 [|√𝑎𝑃𝑠1ρ1|

2
 |ρ1]

𝐸 [|𝑏1√(1 − 𝑎)𝑃𝑠2ρ1 + �̃�1|
2

 |ρ1]
, 

                           
(i)
=

𝐸[(√𝑎𝑃𝑠1ρ1)(√𝑎𝑃𝑠1ρ1)∗ |ρ1]

𝐸[ (𝑏1√(1 − 𝑎)𝑃𝑠2ρ1 + �̃�1)(𝑏1√(1 − 𝑎)𝑃𝑠2ρ1 + �̃�1)∗|ρ1]
,                                                    (6) 

(ii)
=

𝐸[𝑎𝑃|𝑠1|2𝜌1
2 |ρ1]

𝐸[𝑏1
2(1 − 𝑎)𝑃|𝑠2|2𝜌1

2 + 𝑏1√(1 − 𝑎)𝑃𝑠2ρ1�̃�1
∗ +   𝑏1√(1 − 𝑎)𝑃𝑠2

∗𝜌1
∗�̃�1 + |�̃�1|2|ρ1]

.  

 

IV. SECRECY PERFORMANCE ANALYSIS 

In this section, we first derive expressions to calculate 

the instantaneous SNIR1 for 𝑈1 trying to decode its own 

signal, denoted by 𝛾1,1, and then, we obtain an expression 

for the instantaneous SNIR of 𝑈2  trying to decode the 

signal of 𝑈1 , named as 𝛾2,1 . After that, expressions to 

calculate the achievable rates for 𝑈1 and 𝑈2 are obtained. 

Finally, an expression to evaluate the SOP for 𝑈1  is 

derived. 

A. Instantaneous SNIRs 

From Eq. (3), the term √𝑎𝑃𝑠1𝜌1  corresponds to the 

signal of interest for 𝑈1 , while the other terms are 

considered as interference plus noise. With this in mind, 

𝛾1,1 can be obtained as Eq. (6) located at the top of this 

page, where in step (i) we use that |𝑧|2 = 𝑧𝑧∗for 𝑧 ∈ ℂ and 

in step (ii) we use that (𝑧1𝑧2. . . 𝑧𝑛)∗ = 𝑧1
∗𝑧2

∗. . . 𝑧𝑛
∗ . 

Then, using that 𝐸[ñ1] = 𝐸[ñ1
∗] = 0 , that 𝐸[|ñ1|2] =

𝜎𝑛
2, that 𝐸[|𝑠𝑖|

2] = 𝜎𝑠
2, for i = 1, 2 and after some algebraic 

simplifications, (6) can be rewritten as  

 

                    γ1,1 = [𝑏1
2

(1 − 𝑎)

𝑎
+

σ𝑛
2

𝑎𝑃σ𝑠
2ρ1

2]

−1

.             (7) 

 

Finally, with the aid of Eq. (5) and using that the energy 

per symbol is 𝐸𝑠 = 𝑃𝜎𝑠
2𝑇𝑠 , the instantaneous SNIR 𝛾1,1 

can be rewritten as 

 

                   γ1,1 = 𝑎 [𝑏1
2(1 − 𝑎) +

𝑁0

𝐸𝑠

1

ρ1
2]

−1

.               (8) 

 

Similarly, from Eq. (4), the term √𝑎𝑃𝑠1𝜌2contains the 

information of interest for the eavesdropper, that is, the 

information sent to 𝑈1 , and the remaining terms can be 

considered as interference plus noise. Thus, 𝛾2,1  can be 

obtained as 
 

    γ2,1 =
𝐸[|√𝑎𝑃𝑠1ρ2|

2
 |ρ2]

𝐸[|𝑏2√(1 − 𝑎)𝑃𝑠2ρ2 + ñ2|
2

 |ρ2]

.              (9) 

By employing a procedure similar to that used in Eqs.  

(6−8) and after performing some algebraic simplifications, 

𝛾2,1 can be calculated as 

                 γ2,1 = 𝑎 [𝑏2
2(1 − 𝑎) +

𝑁0

𝐸𝑠

1

ρ2
2]

−1

.                (10) 

B. Achievable Rates 

Since the received signals are affected by AWGN, from 

[40] and Eq. (8), the achievable rate for 𝑈1  trying to 

decode his own signal can be obtained as 

 

𝒞1,1  ≜  log2(1 + 𝛾1,1) 

 

              = log2 (1 + 𝑎 [𝑏1
2(1 − 𝑎) +

𝑁0

𝐸𝑠

1

ρ1
2]

−1

)        (11) 

 

Similarly, from Eq. (10), the achievable rate of 𝑈2 

trying to decode the information of 𝑈1 is given by 
 

𝒞2,1  ≜  log2(1 + 𝛾2,1) 
 

                = log2 (1 + 𝑎 [𝑏2
2(1 − 𝑎) +

𝑁0

𝐸𝑠

1

𝜌2
2]

−1

).       (12) 

 

C. Secrecy Outage Probability 

The non-negative secrecy capacity of 𝑈1 is given by 

 

                           𝒞1 = [𝐶1,1 − 𝐶2,1]
+

,                      (13) 

where [𝑥]+ = 𝑚𝑎𝑥(𝑥, 0) . Finally, with this result, the 

SOP of 𝑈1 is obtained as 

 

                                    𝑆𝑂𝑃 = 𝑃(𝒞1 ≤ 𝑅),                      (14) 
 

where R represents the secrecy target rate. 

Assuming that 𝐶1,1 − 𝐶2,1  is always a positive real 

number, from Eqs.  (11−13), the SOP can be rewritten as 
 

                                 𝑆𝑂𝑃 = 𝑃 (
𝑥1,1

𝑥2,1
≤ 2𝑅),                     (15) 

 

where 

 

                                 𝑥𝑖,1 = 1 + γ𝑖,1,                            (16) 

 

and we have used that log2 𝑦 − log2 𝑧 = log2 𝑦/𝑧  and  

𝛾1,1 and  𝛾2,1  are given by Eq. (8) and Eq. (10), 

respectively.  By performing a transformation of variables 

and some algebraic manipulations, from Eq. (1), Eq. (8) 

and Eq. (10), it is possible to show that the PDF of xi,1 is 

given by 

 1With instantaneous SNIR we refer to the SNIR conditioned on the 

instantaneous value that assumes ρ1

 
or ρ2, as appropriate.
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f(xi,1)

=
μ

a exp(μκ)
[1

+ (1 − a)bi
2ωx,i]

2
(

ωx,i

κ
)

μ−1
2

[
1 + κ

δi

N0

Es
]

μ+1
2

× exp (−μ
1 + κ

δi

N0

Es
ωx,i) Iμ−1 (2μ√κ

1 + κ

δi

N0

Es
ωx,i) (17) 

 

for 1 ≤ 𝑥𝑖,1 ≤ 1 + 𝑎[𝑏𝑖
2(1 − 𝑎)]−1, where 

 

                        ω𝑥,𝑖 = [
𝑎

𝑥𝑖,1−1
− (1 − 𝑎)𝑏𝑖

2]
−1

,                     (18) 

 

and 

                           𝛿𝑖 = {
1,     𝑖 = 1
𝑐,     𝑖 = 2.

                                (19) 

Finally, from Eqs. (15−17), the SOP can be calculated 

as 
 

SOP

= ∫ ∫ f(x1,1)dx1,1

x2,12R

1

1+a[b2
2(1−a)]

−1

1

f(x2,1)dx2,1, (20) 

 

which, unfortunately, does not generate a closed-form 

expression, but can be easily evaluated via numerical 

integration employing mathematical software. 

The above expression can be reduced to the calculation 

of only one integral when perfect SIC exists in the NOMA 

system. In this scenario, b1 = b2 = 0, consequently, 𝛾1,1 and  

𝛾2,1, which are given respectively by Eq. (8) and Eq. (10), 

can be simplified to 
 

                                    γ1,𝑖 = 𝑎
𝐸𝑠

𝑁0
ρ𝑖,                       (21) 

 

for i=1, 2. Assuming that γ1,𝑖 ≫ 1 , which is a valid 

assumption in the high SNR regime, and from (11)-(14), 

the SOP can be written as 
 

                         SOP ≈ P(ρ1 ≤ ρ2√2𝑅).                    (22) 
 

Since 𝜌1 and 𝜌2  are independent and identically 

distributed (i.i.d.) κ−μ random variables and because 

𝐸[ρ2
2] = 𝑐𝐸[ρ1

2], Eq. (22) can be rewritten as 
 

             SOP ≈ ∫ 𝐹(√𝑐2𝑅ρ)𝑓(ρ)𝑑𝜌
∞

0
,                     (23) 

 

where F(·) is the cumulative distribution function (CDF) 

of a κ−μ random variable, that is given by [24, Eq. (3)] and 

f (ρ) is given by Eq. (1). 

V. NUMERICAL RESULTS AND DISCUSSIONS 

In this section, the secrecy performance of the 

considered NOMA network is evaluated employing our 

derived expressions in some representative scenarios. In 

addition, Monte-Carlo simulations validate the accuracy of 

the expressions obtained. For simulation purposes, we use 

𝜎𝑠
2 = 1, R = 1 bps, and 5 × 107 realizations for the Monte-

Carlo trials. In addition, the parameters associated with the 

fading channel, as well as the values of 𝑎, 𝑏1, 𝑏2 and c have 

been selected arbitrarily in such a way that the system 

behavior and the accuracy of the analytical modeling can 

be evidenced in different operating scenarios. In all the 

following figures, the theoretical results are obtained 

through the numerical integration of (20). 

Fig. 2 shows the SOP as a function of the Es/N0, 

parameterized by b2, considering κ = 0.6, μ = 3, 𝑎 = 0.3, b1 

= 0.1, and c = 0.1. In these first results, the fading channel 

affecting both users have the same κ and μ parameters. 

Observe that the SOP decreases as the Es/N0 increases, 

with is an expected result, except for the scenario b2 = 0.1. 

In this case, the residual interference for the eavesdropper 

is low, and it can easily decode the information of the 

trusted as the SNR increases. Thus, notice that the SOP 

decreases for low SNR values, but it increases for high 

SNR values. On the other hand, when b2 increases (b2 > 

0.1), the residual interference for the eavesdropper 

increases, and consequently, it cannot successfully decode 

the information of 𝑈1. In this sense, it is desirable that the 

residual interference for 𝑈2  is high for protecting the 

information transmitted by 𝑈1. However, if in the NOMA 

network it is also desirable that 𝑈2  decodes his 

information properly, additional mechanisms must be 

considered by the BS in order to protect the trusted user 

information and ensure that both users correctly decode his 

own information. 

 

Figure 2. SOP as a function of the SNR, parameterized by b2, 

considering κ = 0.6, μ = 3, a = 0.3, b1 = 0.1, and c = 0.1. 

 
Figure 3. SOP as a function of the SNR, parameterized by b2, 

considering κ = 1.2, μ = 6, a = 0.3, b1 = 0.1, and c = 0.1. 
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Fig. 3 is similar to Fig. 2, but in this case the parameters 

κ = 1.2, and μ = 6 are employed. When comparing both 

figures, it is noticed that a lower SOP is obtained in the last 

scenario, i.e, a higher security is guaranteed when the 

parameters κ and μ increase. Consequently, the SOP 

decays faster as the Es/N0 increases. From this, the fading 

channel parameters play a fundamental role in the security 

level of the trusted user. Thus, in practical scenarios where 

some radio resources are available in each cell, the BS 

could guarantee a given SOP for trusted users by assigning 

them radio channels where the κ and μ fading parameters 

are high. Obviously, this depends on the location of the 

users with respect to the BS and a proper channel 

estimation process is required.  

 
Figure 4. SOP as a function of the SNR, parameterized by b2, considering 

κ1 = 0.3, κ2 = 1.1, μ1 = 3, μ2 = 6, a = 0.3, b1 =0.1 and  

c = 0.1. 

In the following, we evaluate a scenario where the users 

are affected by fading channels with different κ and μ 

parameters. Fig. 4 shows the SOP as a function of the Es/N0, 

parameterized by b2, considering κ1 = 0.3, κ2 = 1.1, μ1 = 3, 

μ2 = 6, a = 0.3, b1 = 0.1 and c = 0.1. Moreover, Fig. 5 shows 

the SOP as a function of the Es/N0, parameterized by b2, 

considering κ1 = 1.3, κ2 = 0.2, μ1 = 6, μ2 = 3, a = 0.3, b1 = 

0.1 and c = 0.1. Notice that in Fig. 4 the parameters κ and 

μ are higher for the fading channel that affects 𝑈2 and the 

opposite occurs in Fig. 5. When comparing the curves of 

both figures, it is clearly observed that when the trusted 

user is affected by a fading channel in which the κ and μ 

parameters are greater than those of the eavesdropper, then 

the SOP decays more rapidly as the SNR increases, which 

implies a scenario with more information security for the 

trusted user. 

Fig. 6 shows the SOP as a function of the power 

allocation parameter, a, parameterized by b1, considering 

κ = 3.2 and μ = 3 for both users, it is also assumed Es/N0 

= 20 dB, b2 = 0.3, and c = 0.1. In the figure, notice that 

when 𝑈1 has a low SIC imperfection level (0.05≤ b1 ≤ 0.2) 

and as more power is allocated to this user, i.e., as 𝑎 

increases, the SOP decreases since 𝑈1  can decode his 

signal more easily. However, notice that if a is increases 

too much, then the SOP slightly increases. This is because 

high values of a help the eavesdropper to decode the 

trusted user signal, which increases the eavesdropper 

capacity. 

In addition, observe that as b1 increases, the SOP also 

increases because the residual interference increases in the 

receiver of the trusted user, which reduces its rate, that is 

given by Eq. (11). 

Finally, Fig. 7 is similar to Fig. 6, but in this case, the 

parameter c = 0.4 is used. When comparing these figures, 

notice that the SOP worsens as c increases. In particular, 

as c increases, we can assume that the eavesdropper gets 

closer to the BS, which allows him to receive the trusted 

user’s signal with greater power, and therefore, 

𝑈2 decodes it more easily, which is translated into a higher 

SOP. 

 
Figure 5. SOP as a function of the SNR, parameterized by b2, considering 

κ1 = 1.3, κ2 = 0.2, μ1 = 6, μ2 = 3, a = 0.3, b1 = 0.1 and  

c = 0.1. 

 
Figure 6. SOP as a function of a, parameterized by b1, considering 

Es/N0 = 20 dB, b2 = 0.3, c = 0.1, κ = 3.2, and μ = 3. 

 

Figure 7. SOP as a function of a, parameterized by b1, considering 

Es/N0 = 20 dB, b2 = 0.3, c = 0.4, κ = 3.2, and μ = 3. 

Another aspect to ensure security for the trusted user is 

related with the amount of power allocated to each user. 

Thus, a high power allocated to the trusted user can 
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become beneficial for the eavesdropper, who can decodes 

the trusted user’s information in a more reliable way, 

which translates into a higher SOP. Therefore, it is 

important that the BS assigns the trusted user a radio 

channel in which κ and μ fading parameters allow 

guaranteeing an adequate SOP without increasing the 

power assigned to this user too much. 

Finally, there are other generalized distributions in the 

literature to model the fading phenomenon in millimeter 

wave scenarios like α−μ or η−μ [22]. Thus, these 

distributions can also be considered for future research. 

VI. CONCLUSION 

In this work, we analyze the secrecy performance of 

downlink NOMA systems in presence of imperfect SIC at 

the receivers of two users over a generalized κ-μ fading 

channel. For this, we obtain expressions to evaluate the 

achievable rates of a trusted user near to the BS and an 

eavesdropper farther away from the BS. With these results, 

an expression to evaluate the SOP for the trusted user is 

obtained. 

Numerical results show that the information of the 

trusted user is decoded more effectively by the 

eavesdropper when it has low imperfect SIC levels. 

However, as the imperfect SIC levels at the eavesdropper 

receiver increase, the SOP decays more rapidly as the SNR 

increases since the transmission capacity of the 

eavesdropper decreases due to high residual interference. 

Moreover, it is observed that when the trusted user is 

affected by a fading channel in which κ and μ parameters 

are greater than those of the eavesdropper, the SOP decays 

more rapidly as the SNR increases. Therefore, this is an 

easy user matching strategy which can be employed by the 

BS in NOMA systems for guaranteeing security to users 

who are close to the BS. 
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